JUSTIFICATION FOR OTHER THAN FULL AND OPEN COMPETITION - BRAND NAME

Upon the basis of the following justification, I as Contracting Officer hereby approve use of the other than Full and Open competition
for the proposed contractual action pursuant to the authority of 10 USC 2304(c)(1), only one responsible source and no other supplier
or servicing activity will satisfy agency requirements, as implemented by FAR 6.302-1,

1. Contracting Activity

Naval Postgraduate School

Department of Contracting and Logistics
1 University Circle

Monterey, CA 93943

2. Description of the Action Being Approved

This justification covers the procurement of a database of hash sets for digital forensics, used to exclude known files
during a digital forensic investigation of a computer or digital device, from Bit9. This justification for other than full
and open competition will be posted at the Government wide Point of Entry.

3. Description of Supplies/Services
One-year subscription to the Bit9 Forensic Service Physical Database. _

4. Statutory Authority Permitting Sole Source

FAR 6.302 -- Circumstances Permitting Other Than Full and Open Competition.

® 6.302-1 -- Only One Responsible Source and No Other Supplies or Services Will Satisfy
Agency Requirements.

5. Rational Justifying Use of Cited Statutory Authori
No other vendor has this many hash codes by far. Bit9 claims five billion hash codes, and the
nearest other vendor (NIST) has 70 million hash codes. The research sponsor has asked us to

perform a test of this product.

6. Description of Efforts Made to Solicit Offers from as Man Offerors as Practicable
Not applicable because the research sponsor has directed us to investigate the product of this
particular vendor. Our marketing survey confirmed that the vendor offers a unique product since
this is the only product that has over 100,000 hash values, having five billion.

7. Determination of Fair and Reasonable Cost
Costs will be determined fair and reasonable at time of award by the Contracting Officer and

based on previous contracts and similar contracting efforts.

NAVSUPINST 4200.85D, Encl (1)
Office of Contracting and Logistics Management

Revised 10/12/2012
[of3


mjwhite
Text Box
- BRAND NAME


8. Market Research

® Bit9.com offers a year access to their database and provides 5 billion hash values.

* Hashsets.com offers a year access to their database of the same type of information, but
only provides 40 million hash values.

* NIST's National Software Reference Library (www.nsrl.nist.gove) offers a free database
of 70 million hashes; we are using it, but it is inadequate since it only covers 30% of the
files in our collection of drives from computers and devices.

¢ ProDiscover (www.techpathways.com/prodiscoverdﬁ.htm) offers hash values as part of a
larger expensive product, with few details provided, and you need to buy the larger
product.

¢ NDIC's Hashkeeper hash-set resources are no longer being updated since NDIC closed in
2012. They are hence not useful in a fast-moving field like computer forensics.

Bit9 is asking for - for one year of access (Il per million hashes). Hashsets.com is asking
for [l for a year of access, but they are more expensive per hash at -per hash. NIST's
product is free and we are using it, but it only covers 30% of our database of digital drives, the
intended target of the product. ProDiscover's product is expensive and provides many things we
do not need.

Bit9 claims 5 billion hashes, much more than any vendor as confirmed in our marketing survey.
Our research sponsor has directed us to test for research purposes the quality of Bit9’s product.
No one has done careful analysis of its coverage and quality in any forum., Digital forensics is
important to the government criminal-investigation and intelligence communities, and our
analysis can provide important guidance for many subsequent government purchases. We will
do a careful analysis similar to what we did for NIST’s NSRL, and will publish the results to be
available to all researchers in digital forensics. (Reference: N. C. Rowe, Testing the National
Software Reference Library. Digital Investigation, Vol. 9S (Proc. Digital Forensics Research
Workshop 2012, Washington, DC, August), 2012, S131-S138,

faculty.nps.edu/ncrowe/dfrws1 2_nsrl_rowe.htm.)

9. Other Facts Supporting Use of Other Than Full and O en Competition
The research sponsor has requested that we test this particular product carefully. Many
organizations the sponsor supports are considering this product and would like an objective
assessment of its value. The large number of hash values available with the product sounds
good, but they should be compared to the actual hash values found on real computer systems.
We have the largest collection of used computer and device drives in the world and are in a

unique position to test it.

10. Actions to Remove Barriers to Future Competition
There needs to be a legitimate competitor to Bit9. The main obstacle is that the market is not
large, being limited to digital forensic investigators with a large proportion being government
agencies.
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CERTIFICATIONS AND APPROVAL

TECHNICAL/REQUIREMENTS CERTIFICATION

I certify that the facts and representations under my cognizance which are included in this Justification and its
supporting acquisition planning documents, except as noted herein, are complete and accurate to the best of my
knowledge and belief.

CONTRACTING OFFICER CERTIFICATION

To the extent that the LSJ value is between $2,500 and $150K for services and between $3K and $150K for
products, the Contracting Officer’s signature below also represents approval of the J& A/LSJ.
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