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3.10 SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs Enterprise Business 


Systems, to include but not limited to, the following Business Systems: 


 


 Automated Budget System (ABS) 


 Business Intelligence 


 Business Information Management System (BIMS) 


 ieFACMAN 


 iNFADS/EPG 


 LMSIS/MDEP 


 NAVFAC Portal 


 


Support of the NAVFAC Enterprise Business Systems will include at a minimum the below skills, 


knowledge and expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to 


fulfill the tasks as stated will be identified and provided by the contractor. 


 


 


3.10.1 JACADA Developers/Admins 


 


The contractor must have knowledge and experience with Enterprise Integration technical management and 


specialized information technology support and programming expertise required to design, develop, 


execute, operate, maintain and sustain existing interfaces, and technology framework.  The contractor must 


be familiar with transactional interfaces which are required to operate 24/7 with the exception of planned 


and unplanned down times. The NAVFAC transactional interfaces requiring development and sustainment 


include, but are not limited to, bi-directional interfaces between various NAVFAC enterprise systems. 


 


Key Skills: 


JAVA 


PL/SQL 


JAVASCRIPT 


LINUX 


WINDOWS SYSTEM ADMIN 


C# 


KNOWLEDGE of JACADA FRAMEWORK 
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3.10 MAXIMO SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs Maximo 


implementations as detailed below.  Support of Maximo systems will include at a minimum the below skills, 


knowledge and expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to 


fulfill the tasks as stated will be identified and provided by the contractor. 


 


3.10.1 IBM Maximo 


 


The contractor must have knowledge and capability to support Maximo versions 5.2, 7.1 and future 


releases.  The contractor must have knowledge and experience implementing Maximo Asset Management, 


Transportation Management, and Linear Asset capabilities.  The contractor must have knowledge and 


experience in implementing Maximo B2B solutions, including advanced queue management and real time 


XML interfaces. 


 


Key Skills: 


Maximo Configuration and Administration 


Knowledge of Transportation Manager 


Knowledge of Linear Asset Manager 


Knowledge of B2B implementation (Integration Framework) 


 


 


3.10.2 IBM Websphere 


 


The contractor must have knowledge and experience implementing IBM Websphere application hosting 


software.  The contractor must be familiar with versions 5 and 6 of the software.  The contractor must be 


capable of implementing the software in Windows and UNIX based environments.  The contractor must be 


familiar with high availability configurations of the Websphere software. 


 


The contractor must have experience with performance tuning of Websphere and exhibit the capability to 


assess and correct software performance issues. 


 


Key Skills: 


JMS Queue Management 


Websphere Administration (Including Cluster configuration and control) 


Performance monitoring and tuning 


 


3.10.3  TRM Rules Manager 


 


The contractor must have knowledge and experience implementing TRM Rules Manager in support of 


Maximo 5.2 and 7.1. 


 


Key Skills: 


Rules Manager Configuration and Administration 


Rules Manager Coding standard and language 


 


3.10.4  Handheld Integration 
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The contractor must have knowledge and experience implementing Syclo Maximo Work Manager/Syclo 


Agentry with Maximo 5.2 and 7.1. 


 


Key Skills: 


Agentry 3.x Configuration and Administration 


Agentry 5.x Configuration and Administration 


 


3.10.5  BIRT Framework 


 


The contractor must have knowledge and experience implementing BIRT framework in support of Maximo 


7.1.  The contractor must have knowledge and experience with multi-source implementation, optimization, 


scheduling, remote delivery, and report writing. 


 


Key Skills: 


BIRT Report Development 


BIRT Configuration and Support 


Report Scheduling and Email distribution 


 


 








 


NAVFAC Business Systems Support Task Order 


 Page 1 of 1 


 EBS Section 3.10 - Microsoft.doc 


 


3.10 SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs Enterprise Business 


Systems, to include but not limited to, the following Business Systems: 


 


 Automated Budget System (ABS) 


 Business Intelligence 


 Business Information Management System (BIMS) 


 ieFACMAN 


 iNFADS/EPG 


 LMSIS/MDEP 


 NAVFAC Portal 


 


Support of the NAVFAC Enterprise Business Systems will include at a minimum the below skills, 


knowledge and expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to 


fulfill the tasks as stated will be identified and provided by the contractor. 


 


3.10.1 Microsoft Technology 


 


The contractor must have knowledge and capability to support and/or use current and future releases of  


Microsoft Software and architectures.  The contractor must have knowledge and experience in 


implementing key features of the products as they apply to the current and future implementations of the 


NAVFAC Enterprise Business Systems. 


 


The contractor must have experience with performance tuning of applications hosted in the Microsoft 


SharePoint and IIS environments and exhibit the capability to assess and correct software performance 


issues. 


 


Key Skills: 


Active Directory 


MSP 2010 


.NET 


Microsoft Access Database Design and Configuration 


Microsoft SharePoint 


Microsoft IIS 


Microsoft Team Foundation Server 


Performance monitoring and tuning 
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3.10 SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs Enterprise Business 


Systems, to include but not limited to, the following Business Systems: 


 


 Automated Budget System (ABS) 


 Business Intelligence 


 Business Information Management System (BIMS) 


 ieFACMAN 


 iNFADS/EPG 


 LMSIS/MDEP 


 NAVFAC Portal 


 


Support of the NAVFAC Enterprise Business Systems will include at a minimum the below skills, 


knowledge and expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to 


fulfill the tasks as stated will be identified and provided by the contractor. 


 


3.10.1 Oracle Technology 


 


The contractor must have expertise and capability to support current and future releases of the Oracle 


Application Server and Fusion Middleware architectures.  The contractor must have knowledge and 


experience defining architecture requirements to support the NAVFAC Enterprise Business Systems, 


configuring and customizing the application to meet the defined requirements.  The contractor must have 


knowledge and experience in implementing key features of the products as they apply to the current and 


future implementations of the NAVFAC Enterprise Business Systems. 


 


The contractor must have knowledge and experience with Oracle Databases.  The contractor must have 


knowledge and experience developing and administering database schemas in an OLTP environment.  The 


contractor must have knowledge and experience with Oracle’s Virtual Private Database technology.  The 


contractor must have knowledge and experience creating PL/SQL packages, procedures and functions as 


well as having knowledge and experience developing SQL scripts that consist of DML, DDL, and PL/SQL 


statements for use in application promotions.  The contractor must have knowledge and experience 


implementing Oracle Content DB. 


 


The contractor must have knowledge and experience developing and deploying enterprise Java applications 


in a multi-tiered architecture environment.   The contractor must have proficiencies in the Struts framework; 


use of APIs that include Apache POI and LOG4J; XML development experience and basic understanding of 


service oriented architecture; development and use of web technologies that include JavaScript, AJAX, and 


JQuery; experience developing, deploying and administering J2EE application in an Oracle Application 


Server environment; as well as administration of data sources and OC4J performance tuning. 


 


The contractor must have knowledge and experience implementing Oracle Internet Directory (OID), Oracle 


Identity Manager (OIM), and Oracle Access Manager (OAM) software in support of NAVFAC Enterprise 


Business Systems.  The contractor must have knowledge and experience defining architecture requirements 


to support the NAVFAC OID, OIM, and OAM environments, configuring and customizing the applications 


to meet the defined requirements.  The contractor must have knowledge and experience in implementing key 


features of the products as they apply to the current and future implementations for the NAVFAC Enterprise 


Business Systems. 
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The contractor must have knowledge and experience implementing Oracle Universal Content Manager 


(UCM) application hosting software.  The contractor must have knowledge and experience defining 


architecture requirements to support the NAVFAC Enterprise Business Systems, configuring and 


customizing the application to meet the defined requirements.  The contractor must have knowledge and 


experience in implementing key features of the products as they apply to the current and future 


implementations for the NAVFAC Enterprise Business Systems. 


 


The contractor must have knowledge and experience implementing current and future versions of Oracle 


Portal and WebCenter Interaction (WCI).  The contractor must have knowledge and experience defining 


architecture requirements to support the NAVFAC Enterprise Portal environment, configuring and 


customizing the application to meet the defined requirements.  The contractor must have knowledge and 


experience in implementing key features of the products as they apply to the current and future 


implementations for the NAVFAC Enterprise Portal. 


 


The contractor must have experience with performance tuning of applications hosted in the Oracle 


Technology Stack and exhibit the capability to assess and correct software performance issues. 


 


Key Skills: 


OAS and OFM Configuration and Administration 


 


Database Administration 


  -Knowledge of relational databases 


  -Schema Design and Development 


  -Virtual Private Database (VPD) 


  -Collections, i.e. Bulk Collects 


  -Database Links 


Oracle RDBMS 


OEM Grid Control 


Oracle Real Application Clusters (RAC) 


Oracle Content DB Configuration and Administration 


OLTP Database Design and Development 


Logical and Physical Data modeling and Design 


Data Migration (Extract, Transform, Load – ETL) 


Data Warehousing 


Security (?) 


 


Oracle Application Development 


Oracle PL/SQL 


Oracle JDeveloper 


Oracle Forms 


Oracle Reports 


Oracle Portal Development 


Oracle Application Express (APEX) 


Oracle Discoverer Administration 


Oracle Discoverer Desktop 


Oracle Discoverer Plus and Viewer 


 


Knowledge of OID, OIM, OAM 


 


Oracle UCM configuration and Administration 


 


Oracle Portal and WCI Configuration and Administration 
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Java 


Java Server Pages (JSP) 


Javascript 


Java Business Ojbects (i.e., EJB, JDBC) 


OC4J 


J2EE 


LOG4J 


Strut Framework 


AJAX Development 


JQuery (?) 


Apache POI 


HTML, CSS, XML 


SQL 


Knowledge of industry standard LDAP technologies 


Knowledge of single sign-on technologies 


Knowledge of IA Controls and Security Technical Implementation Guidelines (STIGs) for system access 
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3.10 SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs Enterprise Business 


Systems, to include but not limited to, the following Business Systems: 


 


 Automated Budget System (ABS) 


 Business Intelligence 


 Business Information Management System (BIMS) 


 ieFACMAN 


 iNFADS/EPG 


 LMSIS/MDEP 


 NAVFAC Portal 


 


Support of the NAVFAC Enterprise Business Systems will include at a minimum the below skills, 


knowledge and expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to 


fulfill the tasks as stated will be identified and provided by the contractor. 


 


 


3.10.1 PowerBuilder 


 


The contractor must have knowledge and capability to use PowerBuilder version 11.1 (Build 8123). 


 


Key Skills: 


Knowledge of PowerBuilder 
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3.10 SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs Enterprise Business 


Systems, to include but not limited to, the following Business Systems: 


 


 Automated Budget System (ABS) 


 Business Intelligence 


 Business Information Management System (BIMS) 


 ieFACMAN 


 iNFADS/EPG 


 LMSIS/MDEP 


 NAVFAC Portal 


 


Support of the NAVFAC Enterprise Business Systems will include at a minimum the below skills, 


knowledge and expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to 


fulfill the tasks as stated will be identified and provided by the contractor. 


 


 


3.10.1 Web Page Design and Development 


 


The contractor must have knowledge and experience designing web pages and graphics displayed digitally 


and in printed materials.  The contractor must be familiar with software approved for use in the NAVFAC 


Developer Community of Interest (COI).  The contractor must be capable of implementing the software in a 


Windows based environment.   


 


The contractor must have experience with performance tuning of the rendering of web pages and exhibit the 


capability to assess and correct software performance issues. 


 


Key Skills: 


Adobe Creative Suite 


Javascript, PHP, ASP, Java, Perl, Action Script, HTML, CSS, XML 


Web 2.0 technologies 


Web Design 


Graphic Arts & Design 
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3.10 CIRCUITS SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFAC’s CIRCUITS as 


detailed below.  Support of CIRCUITS shall include at a minimum the below skills, knowledge and 


expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to fulfill the tasks 


as stated shall be identified and provided by the contractor. 


 


3.10.1 CIRCUITS General Requirements 


 


The contractor shall have knowledge and capability to support CIRCUITS 3.0 and future releases.  The 


contractor shall have a working knowledge and experience in NAVFAC utilities management best practices 


especially as implemented in CIRCUITS.     


 


Contractor shall additionally be able to work within DOD application security requirements including the 


knowledge required to design, implement and verify system requirements in accordance with DIACAP 


accreditation requirements. Contractor shall have knowledge of DOD Public Key Infrastructure (PKI) and 


ability to integrate PKI into CIRCUITS as required. 


 


Contractor shall have knowledge of DOD/Navy networks, procedures and allowed protocols. 


 


3.10.2 CIRCUITS Utilities Allocation (UA) 


 


The contractor shall have knowledge and experience in performing system enhancements, bug fixes, 


implementations, providing customer support, and creating and maintaining documentation for CIRCUITS 


UA. The contractor shall have sufficient understanding of the allocation process as desired and as coded to 


be able to verify that utilities allocation was performed as specified for a given configuration and to show 


why utilities allocation was not performed as specified for a given configuration. 


 


Key Skills: 


Programming: ASP.NET, C#, Java Script, Oracle PL-SQL, SQL, HTML, XML, XHTML, Web Services, 


and Script Services 


Platforms: Windows Server, Internet Information Server (IIS), Oracle Database 


Configuration Management: Team Foundation Server 


Documentation: Writing skills 


Customer Service: CIRCUITS UA best practice implementations 


 


3.10.3 CIRCUITS Meter Data Management (MDM) 


 


The contractor shall have knowledge and experience implementing and using Itron Enterprise Edition (IEE) 


version 7.0 and later, Itron’s MV90, MVRS, and MVWEB  meter data management products.  The 


contractor shall have a working knowledge of industry best practices for using IEE and implementing meter 


Validation, Estimating and Editing (VEE) and formula channel capabilities in IEE.  The contractor shall 


have knowledge of advanced metering technology as used by the utility industry.  The contractor shall have 


knowledge of data transfer technology as used by Advanced Metering Infrastructure (AMI) technology.  


The contractor shall have knowledge and skills to be able to research meter data issues for customers and 


explain results to customers.  


 


Key Skills: 


COTS Products: IEE,MV90xi, MVRS, and MVWEB 


Programming: .NET, C#, Oracle PL-SQL, SQL, HTML, XML, Web Services 
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Transport Protocols: SSH/SFTP 


Platforms: Windows Server, Internet Information Server (IIS), Oracle Database 


Configuration Management: Team Foundation Server 


Documentation: Writing skills 


Customer Service: CIRCUITS MDM best practice implementations 


 


3.10.4  CIRCUITS Utilities Payable (UP) 


 


The contractor shall have knowledge and experience implementing and using Itron Enterprise Edition (IEE) 


version 5.3. The contractor shall have a working knowledge of industry utility billing practices especially 


as applied to utility billing of Navy installations. The contractor shall have sufficient understanding of 


commercial vendors’ billing processes to be able to implement and monitor vendors’ bills in UP and to be 


able to explain vendors’ bills and the UP process to CIRCUITS users. 


 


 


Key Skills: 


COTS Products: IEE 5.3 


Programming: .NET, ASP.NET, C#, T-SQL, HTML, XML, Web Services 


Transport Protocols: SSH/SFTP 


Platforms: Windows Server, Internet Information Server (IIS), Microsoft SQL Server Database 


Configuration Management: Team Foundation Server 


Documentation: Writing skills 


Customer Service: CIRCUITS UP best practice implementations 


 


3.10.5 CIRCUITS Enterprise Reporting (ER) 


 


The contractor shall have knowledge and experience in Navy reporting tools such as DUERS, BIMS, 


UCAR, and Federal, DoD, and Navy energy reporting requirements.  The contractor shall program new 


reports based on government requirements, report enhancements, and bug fixes. The contractor shall have 


sufficient understanding of ER to be able to research and explain ER reports to CIRCUITS users. 


 


Key Skills: 


Programming: ASP.NET, C#, Javascript, Oracle PLSQL, SQL, HTML, XML 


Platforms: Windows Server, Internet Information Server (IIS), Oracle Database 


Configuration Management: Team Foundation Server 


Documentation: Writing skills 


Customer Service: CIRCUITS ER best practice implementations 
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1. General/Organization/Scope/Background/Objective 


1.1. Organization to be supported: 
 
Navy Facilities Engineering Command 
1322 Patterson Ave SE 
Washington Navy Yard, DC 20374-5065 
 
Work is to be accomplished for the Naval Facilities Engineering Command (NAVFAC) 
Command Information Officer (CIO), through the Seaport Enhanced Multiple Award 
Contract (SeaPort-e MAC). 
 
The recurring phrase, “The contractor shall,” means that the firm selected for this 
procurement will, in accordance with all applicable Federal, state, and local laws, 
regulations, guidance, and policies, furnish the necessary personnel, services, products, 
materials, equipment, knowledge, and expertise to successfully complete the tasks 
required under this contract. 
 
The Contractor shall be responsible for complying with all applicable Federal Acquisition 
Regulations (FAR), and Defense Federal Acquisition Regulations (DFAR). 
 


 


1.2. Scope: 
 


Naval Facilities Engineering Command (NAVFAC) has a requirement to host an array of 
Enterprise Business Systems that will be utilized throughout various Navy Organizations 
to include all NAVFAC sites, all Navy Regions, the Marine Corps, and select private 
business partners.  This array of Enterprise Business Systems supports the broad 
spectrum of NAVFAC’s business, employs a broad range of technical solutions, and 
could vary from a web-based application to a client server- & web-based application to a 
data warehouse that supports NAVFAC corporate reporting.  The list of enterprise-wide 
business systems are listed in the Business System Overviews (Attachment 01).   
 
With rapidly changing IT requirements, technological advances, business systems 
consolidations, and Navy's changing directions with information systems infrastructure 
management, NAVFAC has a need for technical subject matter experts to perform system 
analysis, technological design, implementation, deployment, and systems integration of 
new and emerging technological solutions in support of the NAVFAC mission and in 
compliance with Federal Information Security Management Act (FISMA) guidance.   
 
 
This Contract is Cost Plus Incentive Fee (CPIF).  This is a Performance Work Statement 
(PWS).  The scope of this PWS is to provide analytical, technical, design, functional, 
programmatic support, project management, implementation, and integration support for 
rapid deployment of business systems, products, and hosting services that are not covered 
in the 14 maintenance contracts.  The Contractor is responsible for achieving the desired 
results based upon their approach and internal processes.  The Contractor shall provide all 
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services, personnel, personnel supervision, materials, equipment and transportation 
necessary (except as otherwise specified herein) to accomplish the requirements of this 
PWS. 
 
 
 


1.2.1. Clearances and Licensing: 
 


Contractor personnel working on this task shall be U.S. Citizens. 
 
All tasks required in this Contract are IAT Level II “Privileged Access” in accordance 
with SECNAV M-5510.30 (e.g. involving super user or root access, direct access to 
operating system level functions, access to change control parameters of routers, 
multiplexers, and other key information system/network equipment or software; ability 
and authority to control and change program files, and other users’ access to data or 
equivalent access) .  Appropriate background check levels should be at the National 
Agency Check with Local Agency Check and Credit Check (NACLC) or higher level for 
all resources provided in support of this contract.   
 
Work performed as part of executing this requirement will be at the SENSITIVE BUT 
UNCLASSIFIED. The contractor shall pursue and obtain final appropriate clearances (as 
defined by SECNAV M5510.30 at 
https://doni.daps.dla.mil/SECNAV%20Manuals1/5510.30.pdf - see sections 6-8 
paragraph j.) for all personnel as required by individual task.  All contractor personnel 
shall have a successfully adjudicated Access National Agency Check with Inquiries 
(ANACI) or National Agency Check with Local Agency (NACLA) as required by 
Information Technology (IT) level II “Limited Privileged Access.  This shall also apply 
to all sub-contractor personnel. 
 
The contractor shall establish and maintain an access list of those employees working on 
this Contract.  A copy of the access list shall be furnished to the Command Information 
Assurance Manager (CIAM).  All personnel reassignments and changes shall be 
documented within 3 business days via a revised access list provided to the NAVFAC 
CIAM.  NAVFAC will provide the contractor access to all areas as necessary to support 
this effort. 
 
Specific tasks may require specialized certifications as identified in the performance 
work statement. 
 
The Contractor shall ensure that personnel accessing information systems have the proper 
and current information assurance certification to perform information assurance 
functions in accordance with DoD 8570.01-M, Information Assurance Workforce 
Improvement Program, and SECNAV M-5239.2 Department of the Navy Information 
Assurance (IA) Workforce Management Manual.  The Contractor shall meet the 
applicable information assurance certification requirements, including: 
 
 (1)  DoD-approved information assurance workforce certifications appropriate 
for each category and level as listed in the current version of DoD 8570.01-M; and 
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 (2)  Appropriate operating system certification for information assurance 
technical positions as required by DoD 8570.01-M. 
 
Upon request by the Government, the Contractor shall provide documentation supporting 
the information assurance certification status of personnel performing information 
assurance functions. 
 
Contractor personnel who do not have proper and current certifications shall be denied 
access to DoD information systems for the purpose of performing information assurance 
functions.   
 
Attachment 07 is an excerpt of SECNAV M-5239.2 (Appendix G - OS Commercial 
Certification) regarding the special certification requirements for this Contract.  The 
contractor shall adhere to any modifications to the SECNAV M-5239.2 as they become 
available. 
 
 
 The contractor shall maintain and keep up-to-date their employee IA certification, and 
shall pay for all training, training travel, study time, exam and certification/re-
certification.   
 


1.2.2. Privacy Act: 
 
Work on this project requires that Contractor personnel have access to Privacy 
Information to legally support Business Systems hosted at NITC.  Personnel shall adhere 
to the Privacy Act, Title 5 of the U.S. Code (USC), Section 552a and applicable agency 
rules and regulations. 
 
Contractor will be held liable for all data breaches where he/she is determined to be 
culpable (e.g., contract proprietary information, social security numbers (SSN) and other 
sensitive personnel information, etc). Contractor will be held liable and will be required 
to take steps such as notifying affected parties or providing credit monitoring. 
 
Contractor personnel shall sign a Non-Disclosure Form (Attachment 04). 
 
 
 


1.2.3. Access Requirements: 
 


Contractor employees shall fill out a Department of Homeland Security Employment 
Eligibility Verification, Form I-9 (Attachment 05). 
 
Contractor personnel shall coordinate with the Government sponsor to complete and 
submit an application for a DOD Common Access Card (CAC) through the Contractor 
Verification System (CVS), see Attachment 06 for the application procedures.  The 
issuance of a Common Access Card (CAC) to a contractor requires, at a minimum, a 
completed National Agency Check (NAC), or what’s considered a trustworthiness check, 
as well as an initiated National Agency Check with Written Inquiries (NACI).  
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Companies who employ government contractor personnel will have to complete and 
submit the NACI on behalf of the individual prior to their arrival on-site.  Contractor 
shall complete and submit a NACI on behalf of their employees prior to arrival on-site.  
This policy is in accordance with the DoD Physical Security Program, DOD 5200.8-R 
and the Contractor Verification System (CVS) Trusted Agent program. 
 
Once the CAC request has been approved, Contractor personnel will proceed to the 
designated CAC issuance location identified by the Government sponsor with the 
appropriate documentation to support their identification and/or citizenship.  The CAC 
issuance location will then issue the CAC.   
 
Contractor employees traveling overseas must be eligible to obtain a passport. 
 
Contractor employees shall successfully complete an online Information Assurance (IA) 
training class (approximately 1.5 hours in duration) each year. 
 
Contractor employees shall fill out a System Authorization Access Request Form 
(SAAR) (Attachment 07) to obtain access to any Government system (remote or 
otherwise). 
 
Within 7 working days of termination, the contractor shall adhere to NAVFAC checkout 
procedures for the termination and/or collection of all Public Key Infrastructure (PKI), 
CAC, NAVFAC Badges, Parking Passes, and Parking Decals.  This pertains to NAVFAC 
support contractors both on site and off site. 


 
 


1.3. Background: 
 
The Naval Facilities Engineering Command (NAVFAC) is an Echelon II Systems 
Command under the Chief of Naval Operations (CNO), with additional authorities and 
responsibilities from the Secretary of the Navy (SECNAV).   NAVFAC is a global 
military command with a Headquarters element and Component Commands that work 
together as one organizational team.  NAVFAC also provides technical support for Navy 
expeditionary engineer readiness and doctrine, and program management support for 
multiple NAVFAC/CEC/SEABEE programs, including the Ocean Facilities Program and 
the Sealift Support Program. 
 
The Naval Facilities Engineering Command (NAVFAC), Command Information Officer 
(CIO) has a requirement to provide optimized IT services to a global footprint of internal 
and external customers.  Today, NAVFAC IT services are provided by three (3) Omnibus 
contracts.  Because of emerging systems and technologies, changing directions of IT 
systems, IA workforce certifications, and IT systems security requirements, these 
contracts will not be able to meet the NAVFAC emerging technology requirements at a 
most cost effective and timely manner.  NAVFAC requires separating sustainment and 
maintenance contracts (requiring repetitive or recurring tasks) from emerging technology 
and rapid deployment contracts (requiring specialized subject matter experts and 
technology experts). 
 
Services will be provided at various NAVFAC activities, as appropriate, but primarily at 
NAVFAC's Information Technology Center (NITC).  This acquisition strategy is 







  Emerging Technology Support  


     Page 8 of 34 
   


comprised of fourteen (14) major acquisitions that will encompass all contractor-provided 
IT services for NAVFAC.  Splitting the work into fourteen core enterprise areas provides 
checks and balances as appropriate, and protects the contractor from internal conflicts of 
interest.  


 
 


1.4. Objective: 
 


The objective of this acquisition is to provide emerging information technology support 
to the NITC application Central Design Agency (CDA), Enterprise Operations Support 
(EOS), and the NAVFAC Application Services Provider (NASP)  hosting environments.  
These services include research and analysis; technical programmatic support; 
installation, configuration, implementation and deployment support; systems integration 
and interconnectivity;  documentation and training;  and compliance with  FISMA to 
effectively and efficiently deliver NAVFAC business systems to Department of Navy and 
numerous DOD customers world-wide. 
 


2. Definitions as applied to this contract 


2.1. Common Operating Environment (COE) 
The Common Operating Environment (COE) identifies the layers of the NAVFAC Enterprise 
hosting infrastructure, network boundaries/Zones, and the hardware/software/storage 
platform.    Attachment (02) is a representation of the NAVFAC/NITC Data Center COE. 


2.2. Technology Stacks (TS) 
The NITC enterprise applications hosting architecture supports distinct and separate 
technology stacks based on application requirements, but are inter-related and inter-
dependent with each other.  Attachment 03  - NAVFAC Hosting Technology Stacks provides 
a description of the technologies used to support applications hosting services, and identify 
components and functionalities offered. 


2.3. Technology Refresh (TR) 
NITC performs periodic replacement of equipment to ensure continuing reliability of 
equipment and/or improved speed and capacity.  To meet IT roadmaps for consolidation and 
refresh requirements, NITC must be able to change rapidly without substantially impacting  
or reducing capability enhancements that are coordinated in obsolete solutions.  Major 
technology refresh requiring re-designing the hosting architecture to better meet technology 
roadmaps (ie: virtualization, consolidation, cloud computing), is a viable option for NITC if it 
meets DOD initiative for server footprint reduction.    
        


2.4. Sustainment and Maintenance 
NITC performs day-to-day operational sustainment and technical support of all services and 
applications hosted at the NITC hosting center.  Maintenance work is normally performed 
during non-core hours or weekends to minimize impact to the user community.  Sustainment 
and maintenance tasks are tracked through the NITC change management process.            
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2.5. Emerging Systems 
NITC maintains a common operating environment and core technology stack.  New systems 
that do not conform to the existing NITC hosting COE or Technology Stacks, and require 
separate server environment, shall be considered "emerging" systems.  Once the system is 
fully deployed, it becomes part of the COE and/or technology stack, and shall  require daily 
sustainment and maintenance support.  Although this scenario does not happen very often, it 
is likely that there will be two (2) occurences of an emerging system within the life of this 
contact.   


2.6. Continuous Process Improvement (CPI) 
The NITC hosting center maintains several processes and procedures for standardization.   
These processes and procedures are based on CMMI and ITIL framework and industry's best 
practices.  Government-initiated audits are conducted to ensure these processes and 
procedures are followed and maintained.  All employees of the hosting facility (both 
government and contractors) shall continually update SOPs within their area of 
responsibilities.  


2.7. Government-Approved Outages 
The NITC maintains a calendar of approved maintenance schedules that require system 
outages.  These are usually done during non-core hours and weekends.   Government-
approved outages include:  (1)  scheduled weekend maintenance, (2) scheduled system 
maintenance due to system issues/failures, and (3) critical IA/IAVA/INFOCON/SRR 
implementations which could happen during the week.  


2.8. Application Virtualization 
Application Virtualization describes technologies that improve portability, manageability and 
compatibility of applications by encapsulating them from the underlying operating system on 
which they are executed. A fully virtualized application is not installed in the traditional 
sense, although it is still executed as if it were. The application is fooled at runtime into 
believing that it is directly interfacing with the original operating system and all the resources 
managed by it, when in reality it is not. In this context, the term "virtualization" refers to the 
artifact being encapsulated (application), which is quite different to its meaning in hardware 
virtualization, where it refers to the artifact being abstracted (physical hardware).  CDA (for 
GOTS) and software vendor (for COTS) support must be obtained prior to implementation in 
the NITC hosting environments. 


2.9. Hardware Virtualization 
Hardware virtualization is a virtualization of computers or operating systems. It hides the 
physical characteristics of a computing platform from users, instead showing another abstract 
computing platform. NITC is using VMWare and Solaris Container Virtualization Software 
to control virtualization.  Hardware and operating systems virtualization is an on-going effort 
at the NITC Hosting Facility to comply with DON's server footprint reduction initiative. 


2.10. Storage Virtualization and Consolidation 
Storage virtualization is the pooling of physical storage from multiple network storage 
devices into what appears to be a single storage device that is managed from a central 
console.  NITC uses NetApp to control storage from EMC and NetApp 
 



http://en.wikipedia.org/wiki/Application_software�

http://en.wikipedia.org/wiki/Operating_system�

http://en.wikipedia.org/wiki/Hardware_virtualization�

http://en.wikipedia.org/wiki/Hardware_virtualization�

http://en.wikipedia.org/wiki/Computer�

http://en.wikipedia.org/wiki/Operating_system�

http://en.wiktionary.org/wiki/abstract�
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Storage consolidation is an ongoing effort at NITC to standardize on the NetApp SAN 
System.  NITC is in the process of migrating data from the EMC and SUN devices into the 
NetApp SAN System to comply with the NAVFAC IT Roadmap.    
 
 


2.11. Acronyms 
o ACNO-IT  - Assistant Chief of Naval Operations for Information Technology 
o ACTR – Assistant Contract Technical Representative (NMCI Term) 
o AHF – Application Hosting Facility 
o ANACI – Access National Agency Check with Inquires 
o AQL –Acceptable Quality Level 
o ASDP – Abbreviated Systems Decision Paper 
o ASP – Active Server Page? 
o ATL – Automated Tape Library 
o B2B – Business to Business  
o BCA – Business Case Analysis 
o BCP – Business Continuity Plan 
o BMS -  Business Management System 
o BOY – Beginning of (Fiscal) Year 
o BPM – Business Process Monitor (key piece of performance monitoring 


software) 
o C&A – Certification and Accreditation 
o CA – Certification Agent 
o CAC – Common Access Card 
o CARS – Cyber Asset Reduction and Security 
o CCB – Configuration Control Board 
o CCR – Central Contractor Registration 
o CCM – Configuration & Change Management 
o CCMP – Configuration & Change Management Plans 
o CDA -  Central Design Agency 
o CEC – Civil Engineering Corps 
o CI - Configuration Item 
o CIAM – Command Information Assurance manager 
o CIO – Command Information Officer 
o CLIN – Contract Line Item Number 
o CM -  Configuration Management 
o CMMI - Capability Maturity Model Integration 
o CMP – Configuration Management Board 
o CNO – Chief of Navy Operations 
o COB – Close Of Business 
o COE – Common Operating Environment 
o CONUS -  Continental United States 
o COOP – Continuity of Operations Plan 
o COR – Contracting Officer’s Representative 
o CoS - Continuity of Service 
o COTS – Commercial-off-the-shelf 
o CPI - Continuous Process Improvement 
o CPU –  Central Processing Unit 
o CTR – Contract Technical Representative (NMCI term) 
o CVS – Contractor Verification System 
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o CYE – Calendar Year End 
o DAA – Designated Approval Authority 
o DADMS – Department of the Navy Applications and Database Management 


System 
o DBMS – Data Base Management  System 
o DCPDS – Defense Civilian Personal Data System 
o DECC – Defense Enterprise Computing Center 
o DEERS – Defense Enrollment Eligibility Reporting System 
o DFAR – Defense Federal Acquisition Regulation 
o DIACAP – DoD Information Assurance Certification and Accreditation Process 
o DISA – Defense Information Systems Agency 
o DITSCAP – DoD Information Technology Security Certification and 


Accreditation Process 
o DMS – Defense Messaging System 
o DoD – Department of Defense 
o DODD – Department of Defense Directive 
o DODI – Department of Defense Instruction 
o DON – Department Of Navy 
o DR - Disaster Recovery 
o DSS – Decision Support System 
o DWAS – Defense Working capital fund Accounting System 
o EI – Enterprise Integration 
o E2E - End to End 
o EOY – End Of (Fiscal) Year 
o EP – Execution Plan  
o ESRI - Environmental Systems Research Institute (a leading geographic 


information systems vendor) 
o EUL -  End User Layer 
o FAM – Functional Area Manager 
o FAR – Federal Acquisition Regulation 
o FAQ – Frequently Asked Questions 
o FEC – Facilities Engineering Command 
o FISMA - Federal Information Security Management Act 
o FMO -  Financial Management Office 
o FTE - Full-Time Equivalent 
o FY – Fiscal Year 
o GF – General Fund 
o GIS – Geographic Information Systems 
o GPO – Group Policy Objects 
o GPS – Global Positioning System 
o HVAC – Heating, Ventilation and Air Conditioning 
o HTMLDB – Hyper Text Markup Language Data Base (an Oracle Portal 


Development Environment) 
o IA – Information Assurance 
o IAM – Information Assurance Manager 
o IAO – Information Assurance Officer 
o IAT – Information Assurance Technical 
o IAVA – Information Assurance Vulnerability Alert 
o IAVB – Information Assurance Vulnerability Bulletin 
o IAW – In Accordance With 
o IAWF - Information Assurance Work Force 
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o IMMEDIATE - No more than 30 minutes 
o INFOCON - Information Operations Condition 
o INFOSEC - Information Security 
o IPT – Integrated Product Team 
o IT – Information Technology 
o ITIL - Information Technology Infrastructure Library 
o IV&V – Independent Verification and Validation 
o J2EE – Java Version 2 Enterprise Edition 
o JPAS – Joint Personal Adjudication System 
o JSP -  Java Server Pages 
o LDAP – Lightweight Directory Access Protocol 
o LNS – Legacy Network Shutdown 
o LUN – Logical Unit 
o HPQC - HP Quality Center (Formerly Mercury Quality Center) 
o NACLA – National Agency Check with Local Agency  
o NAS – Network Attached Storage 
o NASP -  NAVFAC Application Service Provider  
o NAVFAC – Naval Facilities Engineering Command 
o NBVC – Navy Base Venture County 
o NET – Navy Enterprise Transportation 
o NGEN - Next Generation (Navy-owned network) 
o NAVNETWARCOM – Navy Network Warfare Command  
o NFELC – Naval Facilities Expeditionary Logistics Center 
o NITC – NAVFAC Information Technology Center 
o NMCI – Navy Marine Corps Intranet 
o NTR – Navy Technical Representative 
o NWCF – Navy Working Capital Fund 
o OAPEX - Oracle Application Express 
o OAS - Oracle Application Server 
o OCONUS – Outside Continental United States 
o OCS –  Oracle Collaboration Suite  
o ODAA – Operations Designated Approval Authority 
o OEM – Oracle Enterprise Manager 
o OFM - Oracle Fusion MiddleWare 
o OID – Oracle Internet Directory 
o OLTP -  On Line Transactional Processing 
o ONE-NET – OCONUS Navy Enterprise Network 
o OO – Ordering Officer 
o OS – Operating System 
o OST – Operational Support Team 
o PBSOW – Performance Based Work Statement 
o PEO-EIS – Program Executive Office for Enterprise Information Systems 
o PKE – Public Key Enabling 
o PKI – Public Key Infrastructure 
o POA&M – Plan of Actions and Milestones 
o POC – Point Of Contact 
o PW – Public Works 
o PWS – Performance Work Statement 
o QA/CM – Quality Assurance/Configuration Management 
o QASP – Quality Assurance Surveillance Plan 
o QC – Quality Control 
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o QI Session - Quality Improvement Sessions (Process Validation/Audit) 
o QTP – Quick Test Professional 
o RDMBS – Relational Data Base Management System 
o RFA – Request for Action 
o ROI – Return on Investment 
o SA – System Administrator 
o SAAR – System Authorization Access Request 
o SAN – Storage Area Network 
o SCADA – Supervisory Control and Data Acquisition 
o SECNAV – Secretary of the Navy 
o SDE – Spatial Data Engine 
o SDP – System Decision Paper 
o SLIN – Sub Line Item Number 
o SPAWAR – Navy Space  Warfare Command 
o SPM – Single Platform MAXIMO® 
o SRR -  System Readiness Review 
o SSBI – Single Source Background Investigation 
o SSL – Secure Sockets Layer 
o ST&E – Security Test & Evaluation 
o STIG – Security Technical Implementation Guide 
o TF – Task Force 
o Tier 1 support – Response and routing of user initiated telephone help calls, 


emails and online submissions from the CIO Support Tracking System on the 
NAVFAC Portal. 


o Tier 2 support – Advanced response to help calls referred from Tier 1. 
o TOM – Task Order Manager 
o TPS – Test Plan/Script 
o TR - Technology Refresh 
o TRM – Total Resource Management 
o TS - Technology Stack 
o TSO – Time Sharing Option 
o UPS – Uninterrupted Power Supply 
o USC – US Code 
o VUGen – Virtual User Generator (Mercury product for creating monitoring plans 


and scripts) 
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3. Emerging Technology  Contract Description And Deliverables 
Introduction/Summary:  All tasks in this work statement require IAT Level II “privileged 
access”, Refer to paragraph 1.2.1, Clearances and Licensing for mandated requirements, and 
Attachment 08 for commercial certifications required to perform this Contract.  Services 
required are as follows: 


• Provide systems engineering and technical services for establishment, test, 
upgrade, and deployment of business systems and hosting infrastructure  


• Perform requirements gathering and analysis, technological research, risk analysis, 
cost analysis, integration design, implementation, documentation and training. 


• Perform comparison analysis between legacy systems and new technologies  and 
provide new IT solutions including designing for high-availability, virtualization 
techniques, and on-demand IT service delivery based on industry standards and in 
compliance with FISMA guidelines. 


• Provide system documentations which include: architectural diagrams, 
configuration items, codes, system interfaces and dependencies. 


• Train in-house resources for transitioning maintenance and sustainment support 
services after full deployment or as agreed upon.  


 


3.1. Hosting hardware and infrastructure (New technologies and legacy systems 
migrations)  


Overview:   The NITC data center requires that all hardware comprising the hosting 
infrastructure are within warranty and vendor maintenance support.  However, in order to 
comply with DOD/DON changing requirements for delivering information systems and avoid 
obsolescence of quality of IT service, NAVFAC and NITC need to adjust their hosting 
business processes to the more advanced information technologies that allow for Green IT, 
virtualization, server footprint reduction, data sharing, and system consolidations without 
impacting the integrity of business systems hosted at NITC.  This requires specialized 
technical expertise on new technologies that only the product vendors or their partner 
companies may be able to provide.  The contractor shall be responsible for ensuring products 
and services are delivered on schedule as agreed upon, without disrupting availability and 
performance of existing systems. 
 
Work Description:  The contractor tasks shall include:   


• Research and analyze emerging hardware technologies such as enterprise storage 
devices, servers, and backup devices that are suitable for use within the NITC hosting 
environments. 


• Research and analyze network bandwidth, power requirements, and other 
environmental requirements to host or migrate to newer technologies.  This includes 
providing analysis of current infrastructure and enhancement recommendations for 
future network and power infrastructure. 


• Developing architectural and implementation strategy, including system integrations, 
interconnectivy, and migrating legacy systems to newer technologies. 


• Performing risk analysis and documenting findings and recommendations for 
deployment factoring the level of effort, cost analysis, and risk mitigations 


• Developing Project Plans and Milestones and communicating resource requirements 
and status to the government.  This includes documenting and communicating 
projected delays in execution at least two weeks prior to incurring the delay.   







  Emerging Technology Support  


     Page 15 of 34 
   


• Implementing new technology solutions based on industry standards using high-
availability architecture, redundancy, and virtualization.  


• Ensuring compliance with NAVFAC and NITC business processes and FISMA 
security guidelines when implementing new technologies. 


• Performing installation, configuration, testing, and deployment of new solutions 
including system interconnectivity and system integration. 


• Performing migration of legacy systems into the new systems.  This includes 
providing recommendation for disposition of legacy systems within FISMA/DOD 
guidance.  


• Documenting system maintenance procedures and providing technical training to in-
house resources for transitioning of maintenance and operational sustainment 
support.  


 
 


Objectives: 
A. Provide hardware recommendations, architectural diagrams, cost estimates, and 


migration techniques. 
B. Create Project Plans and Milestones 
C. Execute POA&M on schedule 
D. Comply with FISMA and other DOD Security guidance 
E. Comply with NITC Change and Configuration Management policies 
F. Train and transition sustainment tasks to in-house resources 


 
Deliverables:  


A0001 - Project Plan including architecture diagrams and hardware recommendations  
A0002 - Technical Training including Maintenance and Sustainment SOP   
 
 


3.2. Emerging COTS/GOTS Hosting Support  
Overview:   As technology stacks reach end of life cycle, business systems are required to 
either migrate to the latest COTS version, undergo major program redesign, or consolidate 
with other like systems.  Contractor shall be responsible for delivering completed systems 
within the agreed upon schedule.  This requires specialized technical expertise on new 
COTS/GOTS that only the product vendors or their partner companies may be able to 
provide.This requirement includes the following: 


• Major version upgrades of existing technology stacks supported at the NITC hosting 
center.  Attachment 03 lists existing technology stacks at NITC. 


• Establishment of additional hosting environments to host new COTS or GOTS 
applications that do not yet exist in the NITC COE  
  


 
Work Description:  The contractor tasks shall include:   
• Performing risk analysis and documenting findings and recommendations for deployment 


factoring the level of effort, cost analysis, and risk mitigations 
• Research and analyze emerging GOTS/COTS requirements including server, storage, 


network bandwidth, deployment methods (Citrix, Web, Stand-Alone, redundancy, or 
virtual)  
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• Develop technology stack architectural design and implementation strategy, including 
systems integration, interconnectivy, system inter-dependencies and interfaces, and 
network requirements. 


• Developing Project Plans and Milestones and communicating resource requirements and 
status to the government.  This includes documenting and communicating projected 
delays in execution at least two weeks prior to incurring the delay.   


• Perform installation, configuration, testing, and deployment of new COTS/GOTS 
applications in DevCOI and eDMZ hosting environments.  This includes migrating  
business systems from legacy technology stacks to the new version and ensuring all 
system functionalities are accepted by the government. 


• Perform load testing , optimization and tuning before full deployment.  This includes 
benchmarking performance (before and after deployment), and documenting 
configuration items contributing to improved performance.   


• Implementing new technology solutions based on industry standards using high-
availability architecture, redundancy, and virtualization.  


• Ensuring compliance with NAVFAC and NITC business processes and FISMA security 
guidelines. 


• Documenting system maintenance procedures and providing technical training to in-
house resources for transitioning of maintenance and operational sustainment support.  


• Comply with NITC change and configuration management procedures.  Establish 
baseline of configuration items for the new technology stack and its supporting 
components for submission to the government one week after deployment. 


 
 


 
Objectives: 


A. Perform requirements gathering and analysis, cost and risk analysis and recommend 
technology stack architectural diagram. 


B. Create Project Plans and Milestones 
C. Execute POA&M on schedule and communicate delays in advance 
D. Comply with FISMA and other DOD Security guidance 
E. Comply with NITC Change and Configuration Management policies 
F. Train and transition sustainment tasks to in-house resources 


 
Deliverables:  


A0003 - Project Plan including technology stack architecture diagrams, hardware   
  recommendations, and system interfaces  
A0004 - Technical Training including Maintenance and Sustainment SOP   
 







  Emerging Technology Support  


     Page 17 of 34 
   


 
 


3.3. Emerging COTS/GOTS Programmatic Support  
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3.4.  
 


 


3.6. Performance Requirements Summary Matrix 
 


Item Performance Objective Performance Standard and 
Acceptable Quality Level (AQL) 


Methods of 
Performance 
Assessment 


3.1  Hosting hardware and infrastructure (New technologies and legacy systems migrations) 
3.1.A Provide hardware 


recommendations, 
architectural diagrams, 
cost estimates, and 
migration techniques 


Documents submitted for review 
within 5 days of receipt of customer 
requirements with less than 2% 
rework. 


Government 
Review. 


3.1.B Create Project Plans and 
Milestones 


Project Plan and Milestone submitted 
for review within 5 days of 
government's approval of 
recommendations 


Government 
Review. 


3.1.C Execute POA&M on 
schedule 


Contractor provides at least ten (10) 
business days advance notificiation for 
any delays in completing project 
milestones. 


Government 
Review. 


3.1.D Comply with FISMA and 
other DOD Security 
guidance 


Security scan results (ie: Retina, SRR, 
Security Manual Checklists) are clean, 
and if vulnerabilities exist, they are 
documented as either false positives, or 
mitigated. 


Government 
Review. 


3.1.E Comply with NITC 
Change and 
Configuration 
Management policies 


All changes to the environment are 
approved by the NITC OCB prior to 
implementation.   
 
Changes to the COE are communicated 
to the government for appropriate COE 
update. 


Government 
Review. 


3.1.F Train and transition 
sustainment tasks to in-
house resources 


Technical training for in-house 
resources are conducted five (5) 
business days after full deployment of 
new systems. 
 
Technical manuals or SOPs for 
sustainment and maintenance of the 
new systems are submitted to the 
government five (5) business days after 
full deployment of new systems 


Government 
Review. 
 
 
 
In-house technical 
SMEs have tested 
and validated 
technical manuals 
and SOPs for 
accuracy. 


3.2. Emerging COTS/GOTS Hosting Support 
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3.2.A Perform requirements 
gathering and analysis, 
cost and risk analysis and 
recommend technology 
stack architectural 
diagram 


Analysis documents and architectural 
diagrams are submitted for review 
within 5 days of receipt of customer 
requirements with less than 2% 
rework. 


Government 
Review. 


3.2.B Create Project Plans and 
Milestones 


Project Plan and Milestone submitted 
for review within 5 days of 
government's acceptance of analysis 
and architechtural design. 


Government 
Review. 


3.2.C Execute POA&M on 
schedule and 
communicate delays in 
advance  


Contractor provides at least ten (10) 
business days advance notificiation for 
any delays in completing project 
milestones. 


Government 
Review. 


3.2.D Comply with FISMA and 
other DOD Security 
guidance 


Security scan results (ie: Retina, SRR, 
Security Manual Checklists) are clean, 
and if vulnerabilities exist, they are 
documented as either false positives, or 
mitigated. 


Government 
Review. 


3.2.E Comply with NITC 
Change and 
Configuration 
Management policies 


All changes to the environment are 
approved by the NITC OCB prior to 
implementation.   
 
Changes to the COE are communicated 
to the government for appropriate COE 
update. 


Government 
Review. 


3.2.F Train and transition 
sustainment tasks to in-
house resources 


Technical training for in-house 
resources are conducted five (5) 
business days after full deployment of 
new systems. 
 
Technical manuals or SOPs for 
sustainment and maintenance of the 
new systems are submitted to the 
government five (5) business days after 
full deployment of new systems 


Government 
Review. 
 
 
 
In-house technical 
SMEs have tested 
and validated 
technical manuals 
and SOPs for 
accuracy 


3.3 Emerging COTS/GOTS Programmatic Support 
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3.7. Deliverables  
Item Deliverable Format Date Required 


3.1 


A0001 - Project Plan 
including architecture 
diagrams and hardware 
recommendations 


Project plan using MS Project 
Format 
 
Architecture diagrams 
including network and system 
interconnectivity submitted 
using VISIO. 


Within 5 business days of 
approval of requirement 
analysis 


3.1 
A0002 - Technical Training 
including Maintenance and 
Sustainment SOP 


On-the-job or classroom 
instruction as applicable 


Five (5) business days after 
deployment of new system 


3.2 


A0003 - Project Plan 
including technology stack 
architecture diagrams, 
hardware     
recommendations, and 
system interfaces 


Project plan using MS Project 
Format 
 
Hardware recommendations 
with cost information on Excel 
Spreadsheet. 
 
Technology Stack architecture 
diagrams including network and 
system interconnectivity 
submitted using VISIO. 


Within 5 business days of 
approval of requirement 
analysis 


3.2 
A0004 - Technical Training 
including Maintenance and 
Sustainment SOP 


On-the-job or classroom 
instruction as applicable 


Five (5) business days after 
deployment of new system 
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4.    Quality Planning, Control And Assurance  


4.6.    Quality Control (QC)  
 
 
The Contractor shall monitor the specific hosting task results to determine that they comply with 
relevant quality standards, meet customer deliverables, and identify ways to eliminate causes of 
unsatisfactory performance through utilization of its Quality Control (QC) processes. 
 
The Contractor shall address the quality control planning, execution and tracking to be utilized to 
assure compliance with Contract performance standards.  The Contractor shall provide its quality 
control program in its technical proposal. 
 
 


4.7.    Quality Assurance Surveillance Plan (QASP)  
 


The Quality Assurance Surveillance Plan (QASP) outlines the framework and methods that 
will be utilized to provide surveillance and review of the Contractor’s fulfillment of contract 
acceptance criteria and other contract standards, including its quality control plan execution.   


 
The contractor shall develop, implement and maintain a quality assurance program.  The 
system shall included inspection, validation, evaluation, corrective action and procedures 
necessary to effect quality control of all performance and products under the contract.  The 
system shall allow inspection and evaluation by the government. The Government will 
evaluate the overall project performance on a regular basis to provide confidence that the 
project will satisfy the relevant quality standards.   The system shall be applicable to all 
subcontractors and members of the contractor’s team, if appropriate. 
 


5.    Government Furnished Information, Services, And Equipment  
 


The Government will furnish NMCI workstations and network resources, workspace, 
furnishings, office supplies, document reproduction, fax and telephone services, video-
conferencing and web-conferencing necessary to accomplish assigned work covered by this 
Contract when some or all of the support must be performed in Government spaces. 
 
The Government will make available relevant standards, functional statements, technical 
manuals, computer systems guides, reference material, regulations, instructions, and 
operational procedures necessary to accomplish this Contract. 
 
The Government will provide Government Common Access Cards (CAC). 
 
The Government will provide hand held equipment to accomplish assigned work covered by 
this Contract. 
 
The Government will provide the required number of software licenses necessary to 
accomplish this Contract when support effort is required to be in government spaces on 
government-provided NMCI workstations.  At the completion of these tasks, all software 
and customized computer code shall be surrendered to the Government. 
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The Government will provide remote access to systems at the NAVFAC Information 
Technology Center at Port Hueneme, CA to accomplish assigned work covered in this 
Contract when support effort is not required to be on-site in government spaces.  The access 
will be in compliance with current NETWARCOM, SPAWAR, NMCI and NAVFAC 
guidance and directives. The Government will provide access to any installation required in 
accordance with current DOD and Navy guidance and directives. 
 


6.    Contractor Furnished Information, Services, And Equipment  
 
The Contractor shall provide technical support as needed to meet the requirements of the 
Contract as it pertains to facilities, supplies and services.  


 
Contractor is responsible for obtaining Card Readers and Software to be utilized with the 
Government furnished CAC Cards on non-NMCI workstations. 
 
Contractor workstations connecting remotely to the NAVFAC Information Technology 
Center at Port Hueneme, CA will be in compliance with current NETWARCOM, SPAWAR, 
NMCI and NAVFAC guidance and directives. 
 
Contractor shall be responsible for reproduction and shipping charges for training manuals. 
 
Contractors traveling overseas shall be required to provide passports. 


7. Other Information/Period Of Performance/Travel/ Points Of Contact  


7.6. Hours of Work:  
Hours of work shall vary based on the task being performed.  Certain tasks may require 
work and travel after normal business hours, on weekends and holidays.  Actual hours of 
work will be agreed upon at Contract start up and project type. 


7.7. Place of Performance:  
 
 NAVFAC Information Technology Center (NITC) 
 1000 23rd Avenue, Building 2 
 Port Hueneme, CA  93043 
 OR 


This Contract work may require work to be performed at any NAVFAC 
CONUS/OCONUS location, see Attachment 06.   


 


7.8. Period of Performance:  
 


This Contract period of performance shall be for one (1) base year and two (2) one-year 
options and is subject to the availability of Government funds.  The option years may be 
exercised when determined by the Government to be in its best interest and in accordance 
with applicable acquisition regulations and policies. 
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In accordance with FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000), 
the Government may extend the term of Contract by written notice to the Contractor five 
(5) days prior to contract expiration provided that the Government gives the Contractor a 
preliminary written notice of its intent to extend at least 30 days before the contract 
expires. The preliminary notice does not commit the Government to an extension. If the 
Government exercises this option, the extended contract shall be considered to include 
this option clause. The total duration of Contract, including the exercise of any options 
under this clause, shall not exceed 5 years. 


7.9. Travel:    
 


The contractor shall perform travel as required in the performance of the contract as 
stated in individual task orders.  Travel shall consist of CONUS/OCONUS travel, in 
support of the contract requirements identified in this Contract. 
 
Travel arrangements and costs shall be in accordance with the Joint Federal Travel 
Regulations.  Before undertaking any travel in performance of this Contract, the 
Contractor shall have the travel approved, in writing, by the TOM or Navy Technical 
Representative (NTR).  In an urgent situation, telephonic/verbal approval by the TOM or 
NTR is acceptable, with the understanding that the written approval request shall be 
provided within ten (10) calendar days.  Any travel expenses that are invoiced to the 
government shall be accompanied with backup or supporting documents. 


7.9.1. Air:    
The contractor shall, to the maximum extent practical, minimize overall travel costs by 
taking advantage of discounted airfare rates available through advance purchase.  
Charges associated with itinerary changes and cancellations under nonrefundable airline 
tickets are reimbursable as long as the changes are driven by the work requirement. 


7.9.2. Non-Reimbursable Travel:    
The following travel shall not be reimbursed:  travel performed for personal convenience 
or daily travel to and from the designated work site. 


 


7.10. Training:    
The Government will not allow costs, nor reimburse costs associated with the contractor 
training employees in an effort to attain and/or maintain minimum personnel qualification 
requirement nor any specialized certification requirements of this Contract.  Attendance 
at workshops or symposiums and IA certification tests  are considered training for 
purposes of this clause.     


7.11. Monthly Status Reports:    
The contractor shall submit a monthly status report consisting of an executive summary 
covering the major activities, burn rates, and financial status of the previous month.  
These reports shall contain an accurate, up-to-date summary account of major 
accomplishments completed during the month, actual and projected burn rates (hours and 
funds), and financial status of the contract.  Report will be provided in a PowerPoint 
presentation.  An alternate report may be substituted for this format as agreed to at task 
start up. 
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The Contractor shall submit monthly reports in electronic format 5 business days after the 
previous month   


7.12. NAVFAC IT Hosting Architecture:    
Is identified in the NAVFAC Common Operating Environment (Attachment 01). 
 


7.13. Key Positions:    
The Contractor agrees to assign full-time equivalent (FTE) personnel to positions designated 
as key positions and these personnel shall be committed to the project for its duration.  No 
substitution shall be made without prior notification to and concurrence of the Ordering 
Officer.  All proposed substitutes shall have qualifications equal to or higher than the 
qualifications of the person to be replaced.  The Ordering Officer shall be notified in writing 
of any proposed substitution at least forty-five (45) days, or ninety (90) days when a security 
clearance is to be obtained, in advance of the proposed substitution.  The notification shall 
include: 
 


o An explanation of the circumstances necessitating the substitution; 
o a complete resume of the proposed substitute;  
o and any other information requested by the Ordering Officer to enable the 


Government to judge whether or the Contractor is maintaining the same high quality 
of personnel. 


 
 
 


7.14. Contractor Identification:    
In accordance with DFARS 211.106, “Contractor employees shall identify themselves as 
contractor personnel by introducing themselves or being introduced as contractor personnel 
and displaying distinguishing badges or other visible identification for meetings with 
Government personnel.  All contractor employees shall appropriately identify themselves as 
contractor employees in telephone conversations and in formal and informal written 
correspondence.” 
 
Contractor shall ensure, to the extent practicable, that external correspondence signed by 
Contractor employees is on company letterhead. Internal correspondence, including e-mail 
and memoranda, must include the name of the company in the signature line or in another 
clearly identifiable location. In all contact with the public and Government officials, 
contractor personnel shall identify themselves as contractor employees working under 
contract to NAVFAC.  
 
Contractor shall ensure that their onsite personnel, when receiving or placing telephone calls, 
identify their employer, in addition to whatever other appropriate greeting are used. 
 
When participating in meetings with Government and/or other Contractor employees, ensure 
that their personnel properly identify themselves as Contractor employees so that their actions 
will not be construed as acts of Government officials. 
 
All Contractor staff working on-site at any of the client installations during Contract 
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performance shall wear at all times a DOD or Contractor furnished Identification. 
 
The Contractor must comply with the implementation of Federal Information Processing 
Standards (FIPS) Publication Number 201, Personal Identify Verification of Federal 
Employees and Contractors. 


 


7.15. Intellectual Property:    
 


This Contract is funded by the United States Government.  All intellectual property generated 
and/or delivered pursuant to this Contract shall be subject to appropriate federal acquisition 
regulations which entitle the Government to unlimited license rights in technical data and 
computer software developed exclusively with Government funds, a nonexclusive license to 
practice any patentable invention or discovery made during the performance of this Contract, 
and a nonexclusive and irrevocable worldwide license to reproduce all works (including 
technical and scientific articles) produced during this Contract. 
 
All products delivered under this statement of work shall conform to current DOD, 
Department of Navy (DON) and NAVFAC standards and guidelines.  The Navy shall 
maintain full data rights to all products and deliverables. 
 


7.16. Transition between Contract and Continuity of Service:    
 


If a successor contract is awarded prior to the final expiration date of this Contract, the 
Government may issue task orders to the successor Contractor prior to the expiration date of 
this Contract. 
 
The Contractor must recognize that services under this Contract are vital to the Government 
and must be continued without interruption and that upon Contract expiration, a successor, 
either the Government or another Contractor, may continue such services.  The Contractor 
agrees to exercise its best efforts and cooperation to effect an orderly and efficient transition. 
 
The awardee shall not recruit on Government premises or otherwise act to disrupt 
Government business. Within ten (10) calendar days of a Contract award, the Contractor shall 
inform the appropriate TOM of incumbent personnel, who will not be placed on the Contract. 
 
The Contractor shall have management and administrative support in place to fulfill work 
requirements at time of commencement of the Contract performance.  Addresses, telephone 
numbers, and functional responsibilities shall be provided to Ordering Officer and TOM at 
time of work initiation. 
 
The Contractor shall provide phase-in, phase-out services, at no additional cost to the 
Government, as long as there is any active Contract.  Appropriate Contract management 
personnel shall meet with the successor Contractor to coordinate Contract transition.  
Discussions shall include personnel transition to the successor Contractor, and the transition 
of Contract specific items such as Government or Contractor furnished supplies, materials, 
equipment, and services. 
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The Contractor shall disclose necessary personnel records (names and phone numbers) to 
allow the successor to conduct interviews for possible transition.  If selected employees are 
agreeable to the change, the incumbent Contractor shall grant release at a mutually agreed 
date and negotiate transfer of the employee's earned fringe benefits.  The resumes for 
incumbents must be approved by the Government prior to assignment to a position.
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8. Attachments    


Attachment 01 - Enterprise Business Systems  
 
 
 
 
 
 


P  L  A  C  E  H  O  L  D  E  R 
 







  Emerging Technology Support  


     Page 28 of 34 
   


Attachment 02 - Common Operating Environment (COE)  
 
 
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 03 - NAVFAC Hosting Technology Stacks  
 
 
 
 
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 04 - Non-Disclosure Form  
 
 


P  L  A  C  E  H  O  L  D  E  R
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Attachment 05 - Department of Homeland Security Employment Eligibility Verification, 
Form I-9  


 
 


P  L  A  C  E  H  O  L  D  E  R
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Attachment 06 - DOD Common Access Card (CAC) through the Contractor Verification 
System (CVS) 


 
P  L  A  C  E  H  O  L  D  E  R
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Attachment 07 - System Authorization Access Request Form (SAAR)  
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 08 - Information Assurance Workforce Certification Requirement  
 


P  L  A  C  E  H  O  L  D  E  R 
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1. General/Organization/Scope/Background/Objective 


1.1. Organization to be supported: 
 
Navy Facilities Engineering Command 
1322 Patterson Ave SE 
Washington Navy Yard, DC 20374-5065 
 
Work is to be accomplished for the Naval Facilities Engineering Command (NAVFAC) 
Command Information Officer (CIO), through the Seaport Enhanced Multiple Award 
Contract (SeaPort-e MAC). 
 
The recurring phrase, “The contractor shall,” means that the firm selected for this 
procurement will, in accordance with all applicable Federal, state, and local laws, 
regulations, guidance, and policies, furnish the necessary personnel, services, products, 
materials, equipment, knowledge, and expertise to successfully complete the tasks 
required under this task order. 
 
The Contractor shall be responsible for complying with all applicable Federal Acquisition 
Regulations (FAR), and Defense Federal Acquisition Regulations (DFAR). 
 


 


1.2. Scope: 
 


Naval Facilities Engineering Command (NAVFAC) has a requirement to host an array of 
Enterprise Business Systems that will be utilized throughout various Navy Organizations 
to include all NAVFAC sites, all Navy Regions, the Marine Corps, and select private 
business partners.  This array of Enterprise Business Systems supports the broad 
spectrum of NAVFAC’s business, employs a broad range of technical solutions, and 
could vary from a web-based application to a client server- & web-based application to a 
data warehouse that supports NAVFAC corporate reporting.  The list of enterprise-wide 
business systems are listed in the Business System Overviews (Attachment 01).   
 
As a result, NAVFAC has a need for technical subject matter experts to support, sustain, 
and maintain the operations and availability of all enterprise databases hosted at the 
NAVFAC Data Center located at NAVFAC Information Technology Center (NITC), and 
the remote Continuity of Operation and Disaster Recovery Site (COOP/DR) located at 
Norfolk, Virgina.  Attachment 02, NAVFAC Common Operating Environment (COE), 
describes the hosting environment, network boundaries, zones, servers, and storage 
platforms necessary to deploy and sustain the delivery of NAVFAC enterprise business 
systems.   
 
The contractor is responsible and accountable for ensuring data integrity, availability, 
usability and restorability.  This includes database systems integration, administration, 
configuration, availability monitoring, performance, and tuning support in all distinct 
hosting environments in DevCOI (Experimental, Development, Test) and EDMZ 
(Acceptance, Production, COOP/DR) using the contractor's innovative approach that are 







  NAVFAC Enterprise Database Support  


     Page 5 of 54 
   


in-line with industries IT hosting best practices, and in compliance with DOD/DON IT 
policies, NAVFAC policies and NITC internal processes.   
 
This task order is Firm Fixed Price (FFP).  This is a Performance Work Statement 
(PWS).  The scope of this PWS is to provide technical, operational, sustainment and 
maintenance support for hosting NAVFAC enterprise databases used by business systems 
listed in Attachment 01.  This include:  Database hosting infrastructure design and 
architecture; database requirements analysis, system integration; inter-connectivity; 
software upgrades; documentation; software life cycle; security; market research and risk 
analysis of new technologies; change and configuration tracking, and maintenance.   The 
Contractor shall provide all services, personnel, contractor personnel supervision, 
materials, equipment and transportation necessary (except as otherwise specified herein) 
to accomplish the requirements of this PWS. 
 
 


1.2.1. Clearances and Licensing: 
 


Contractor personnel working on this task shall be U.S. Citizens. 
 
All tasks required in this Task Order are IAT Level II “Privileged Access” in accordance 
with SECNAV M-5510.30 (e.g. involving super user or root access, direct access to 
operating system level functions, access to change control parameters of routers, 
multiplexers, and other key information system/network equipment or software; ability 
and authority to control and change program files, and other users’ access to data or 
equivalent access) .  Appropriate background check levels should be at the National 
Agency Check with Local Agency Check and Credit Check (NACLC) or higher level for 
all resources provided in support of this contract.   
 
Work performed as part of executing this requirement will be at the SENSITIVE BUT 
UNCLASSIFIED. The contractor shall pursue and obtain final appropriate clearances (as 
defined by SECNAV M5510.30 at 
https://doni.daps.dla.mil/SECNAV%20Manuals1/5510.30.pdf - see sections 6-8 
paragraph j.) for all personnel as required by individual task.  All contractor personnel 
shall have a successfully adjudicated Access National Agency Check with Inquiries 
(ANACI) or National Agency Check with Local Agency (NACLA) as required by 
Information Technology (IT) level II “Limited Privileged Access.  This shall also apply 
to all sub-contractor personnel. 
 
The contractor shall establish and maintain an access list of those employees working on 
this Task Order.  A copy of the access list shall be furnished to the Command 
Information Assurance Manager (CIAM).  All personnel reassignments and changes shall 
be documented within 3 business days via a revised access list provided to the NAVFAC 
CIAM.  NAVFAC will provide the contractor access to all areas as necessary to support 
this effort. 
 
Specific tasks may require specialized certifications as identified in the performance 
work statement. 
 
The Contractor shall ensure that personnel accessing information systems have the proper 
and current information assurance certification to perform information assurance 
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functions in accordance with DoD 8570.01-M, Information Assurance Workforce 
Improvement Program, and SECNAV M-5239.2 Department of the Navy Information 
Assurance (IA) Workforce Management Manual.  The Contractor shall meet the 
applicable information assurance certification requirements, including: 
 
 (1)  DoD-approved information assurance workforce certifications appropriate 
for each category and level as listed in the current version of DoD 8570.01-M; and 
 
 (2)  Appropriate operating system certification for information assurance 
technical positions as required by DoD 8570.01-M. 
 
Upon request by the Government, the Contractor shall provide documentation supporting 
the information assurance certification status of personnel performing information 
assurance functions. 
 
Contractor personnel who do not have proper and current certifications shall be denied 
access to DoD information systems for the purpose of performing information assurance 
functions.   
 
Attachment 07 is an excerpt of SECNAV M-5239.2 (Appendix G - OS Commercial 
Certification) regarding the special certification requirements for this task order. 
 
 The contractor shall maintain and keep up-to-date their employee IA certification, and 
shall pay for all training, training travel, study time, exam and certification/re-
certification.   
 


1.2.2. Privacy Act: 
 
Work on this project requires that Contractor personnel have access to Privacy 
Information to legally support Business Systems hosted at NITC.  Personnel shall adhere 
to the Privacy Act, Title 5 of the U.S. Code (USC), Section 552a and applicable agency 
rules and regulations. 
 
Contractor will be held liable for all data breaches where he/she is determined to be 
culpable (e.g., contract proprietary information, social security numbers (SSN) and other 
sensitive personnel information, etc). Contractor will be held liable and will be required 
to take steps such as notifying affected parties or providing credit monitoring. 
 
Contractor personnel shall sign a Non-Disclosure Form (Attachment 04). 
 
 


1.2.3. Access Requirements: 
 


Contractor employees shall fill out a Department of Homeland Security Employment 
Eligibility Verification, Form I-9 (Attachment 05). 
 
Contractor personnel shall coordinate with the Government sponsor to complete and 
submit an application for a DOD Common Access Card (CAC) through the Contractor 
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Verification System (CVS), see Attachment 06 for the application procedures.  The 
issuance of a Common Access Card (CAC) to a contractor requires, at a minimum, a 
completed National Agency Check (NAC), or what’s considered a trustworthiness check, 
as well as an initiated National Agency Check with Written Inquiries (NACI).  
Companies who employ government contractor personnel will have to complete and 
submit the NACI on behalf of the individual prior to their arrival on-site.  Contractor 
shall complete and submit a NACI on behalf of their employees prior to arrival on-site.  
This policy is in accordance with the DoD Physical Security Program, DOD 5200.8-R 
and the Contractor Verification System (CVS) Trusted Agent program. 
 
Once the CAC request has been approved, Contractor personnel will proceed to the 
designated CAC issuance location identified by the Government sponsor with the 
appropriate documentation to support their identification and/or citizenship.  The CAC 
issuance location will then issue the CAC.   
 
Contractor employees traveling overseas must be eligible to obtain a passport. 
 
Contractor employees shall successfully complete an online Information Assurance (IA) 
training class (approximately 1.5 hours in duration) each year. 
 
Contractor employees shall fill out a System Authorization Access Request Form 
(SAAR) (Attachment 07) to obtain access to any Government system (remote or 
otherwise). 
 
Within 7 working days of termination, the contractor shall adhere to NAVFAC checkout 
procedures for the termination and/or collection of all Public Key Infrastructure (PKI), 
CAC, NAVFAC Badges, Parking Passes, and Parking Decals.  This pertains to NAVFAC 
support contractors both on site and off site. 


 
 


1.3. Background: 
 
The Naval Facilities Engineering Command (NAVFAC) is an Echelon II Systems 
Command under the Chief of Naval Operations (CNO), with additional authorities and 
responsibilities from the Secretary of the Navy (SECNAV).   NAVFAC is a global 
military command with a Headquarters element and Component Commands that work 
together as one organizational team.  NAVFAC also provides technical support for Navy 
expeditionary engineer readiness and doctrine, and program management support for 
multiple NAVFAC/CEC/SEABEE programs, including the Ocean Facilities Program and 
the Sealift Support Program. 
 
The Naval Facilities Engineering Command (NAVFAC), Command Information Officer 
(CIO) has a requirement to provide optimized IT services to a global footprint of internal 
and external customers.  Today, NAVFAC IT application hosting services is provided by 
one (1) Omnibus contract.  Because of emerging systems and technologies, changing 
directions of IT systems, IA workforce certifications, and IT systems security 
requirements, this one contract will not be able to meet the NAVFAC hosting 
requirements at a most cost effective and timely manner.  NAVFAC therefore requires 
splitting the hosting contract to three separate but inter-dependent contracts:  Hosting 
Infrastructure Support, Enterprise Database Support, and Enterprise Systems Support.  
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Splitting the contract  into three hosting areas (Infrastructure, Database, Systems) 
provides checks and balances as appropriate. 
 
 Services will primarily be at NAVFAC's Information Technology Center (NITC), some 
may be provided at various NAVFAC activities, as appropriate.  These acquisitions are 
three (3) of  fourteen (14) major acquisitions that will encompass all contractor-provided 
IT services for NAVFAC.  


 
 


1.4. Objective: 
 


The objective of this acquisition is to provide technical IT service support to the NITC 
hosting environments on a 24x7x365 basis.  These services include architecting,  research 
and analysis, system installation and configuration, system integration, systems inter-
connectivity, deployment, implementation, administration, security, documentation, 
service availability monitoring, performance optimization, and systems tuning  required 
to effectively and efficiently sustain all components of the NITC enterprise databases 
hosting infrastructure. 
 


 


2. Definitions as applied to this contract 


2.1. Common Operating Environment (COE) 
The Common Operating Environment (COE) identifies the layers of the NAVFAC Enterprise 
hosting infrastructure, network boundaries/Zones, and the hardware/software/storage 
platform.    Attachment (02) is a representation of the NAVFAC/NITC Data Center COE. 


2.2. Technology Stacks (TS) 
The NITC enterprise applications hosting architecture supports distinct and separate 
technology stacks based on application requirements, but are inter-related and inter-
dependent with each other.  Attachment 03  - NAVFAC Hosting Technology Stacks provides 
a description of the technologies used to support applications hosting services, and identify 
components and functionalities offered. 


2.3. Technology Refresh (TR) 
NITC performs periodic replacement of equipment to ensure continuing reliability of 
equipment and/or improved speed and capacity.  To meet IT roadmaps for consolidation and 
refresh requirements, NITC must be able to change rapidly without substantially impacting  
or reducing capability enhancements that are coordinated in obsolete solutions.  Major 
technology refresh requiring re-designing the hosting architecture to better meet technology 
roadmaps (ie: virtualization, consolidation, cloud computing), is a viable option for NITC if it 
meets DOD initiative for server footprint reduction.           


2.4. Sustainment and Maintenance 
NITC performs day-to-day operational sustainment and technical support of all services and 
applications hosted at the NITC hosting center.  Maintenance work is normally performed 
during non-core hours or weekends to minimize impact to the user community.  Sustainment 
and maintenance tasks are tracked through the NITC change management process.            
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2.5. Emerging Systems 
NITC maintains a common operating environment and core technology stack.  New systems 
that do not conform to the existing NITC hosting COE or Technology Stacks, and require 
separate server environment, shall be considered "emerging" systems.  Once the system is 
fully deployed, it becomes part of the COE and/or technology stack, and shall  require daily 
sustainment and maintenance support.  Although this scenario does not happen very often, it 
is likely that there will be two (2) occurences of an emerging system within the life of this 
contact.   


2.6. Continuous Process Improvement (CPI) 
The NITC hosting center maintains several processes and procedures for standardization.   
These processes and procedures are based on CMMI and ITIL framework and industry's best 
practices.  Government-initiated audits are conducted to ensure these processes and 
procedures are followed and maintained.  All employees of the hosting facility (both 
government and contractors) shall continually update SOPs within their area of 
responsibilities.  


2.7. Government-Approved Outages 
The NITC maintains a calendar of approved maintenance schedules that require system 
outages.  These are usually done during non-core hours and weekends.   Government-
approved outages include:  (1)  scheduled weekend maintenance, (2) unscheduled system 
maintenance due to system issues/failures, and (3) critical IA/IAVA/INFOCON/SRR 
implementations which could happen during the week.  


2.8. Application Virtualization 
Application Virtualization describes technologies that improve portability, manageability and 
compatibility of applications by encapsulating them from the underlying operating system on 
which they are executed. A fully virtualized application is not installed in the traditional 
sense, although it is still executed as if it were. The application is fooled at runtime into 
believing that it is directly interfacing with the original operating system and all the resources 
managed by it, when in reality it is not. In this context, the term "virtualization" refers to the 
artifact being encapsulated (application), which is quite different to its meaning in hardware 
virtualization, where it refers to the artifact being abstracted (physical hardware).  CDA (for 
GOTS) and software vendor (for COTS) support must be obtained prior to implementation in 
the NITC hosting environments. 


2.9. Hardware Virtualization 
Hardware virtualization is a virtualization of computers or operating systems. It hides the 
physical characteristics of a computing platform from users, instead showing another abstract 
computing platform. NITC is using VMWare and Solaris Container Virtualization Software 
to control virtualization.  Hardware and operating systems virtualization is an on-going effort 
at the NITC Hosting Facility to comply with DON's server footprint reduction initiative. 


2.10. Storage Virtualization and Consolidation 
Storage virtualization is the pooling of physical storage from multiple network storage 
devices into what appears to be a single storage device that is managed from a central 
console.  NITC uses NetApp to control storage from EMC and NetApp 
 



http://en.wikipedia.org/wiki/Application_software�

http://en.wikipedia.org/wiki/Operating_system�

http://en.wikipedia.org/wiki/Hardware_virtualization�

http://en.wikipedia.org/wiki/Hardware_virtualization�

http://en.wikipedia.org/wiki/Computer�

http://en.wikipedia.org/wiki/Operating_system�
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Storage consolidation is an ongoing effort at NITC to standardize on the NetApp SAN 
System.  NITC is in the process of migrating data from the EMC and SUN devices into the 
NetApp SAN System to comply with the NAVFAC IT Roadmap.    
 
 


2.11. Acronyms 
o ACNO-IT  - Assistant Chief of Naval Operations for Information Technology 
o ACTR – Assistant Contract Technical Representative (NMCI Term) 
o AHF – Application Hosting Facility 
o ANACI – Access National Agency Check with Inquires 
o AQL –Acceptable Quality Level 
o ASDP – Abbreviated Systems Decision Paper 
o ASP – Active Server Page? 
o ATL – Automated Tape Library 
o B2B – Business to Business  
o BCA – Business Case Analysis 
o BCP – Business Continuity Plan 
o BMS -  Business Management System 
o BOY – Beginning of (Fiscal) Year 
o BPM – Business Process Monitor (key piece of performance monitoring 


software) 
o C&A – Certification and Accreditation 
o CA – Certification Agent 
o CAC – Common Access Card 
o CARS – Cyber Asset Reduction and Security 
o CCB – Configuration Control Board 
o CCR – Central Contractor Registration 
o CCM – Configuration & Change Management 
o CCMP – Configuration & Change Management Plans 
o CDA -  Central Design Agency 
o CEC – Civil Engineering Corps 
o CI - Configuration Item 
o CIAM – Command Information Assurance manager 
o CIO – Command Information Officer 
o CLIN – Contract Line Item Number 
o CM -  Configuration Management 
o CMMI - Capability Maturity Model Integration 
o CMP – Configuration Management Board 
o CNO – Chief of Navy Operations 
o COB – Close Of Business 
o COE – Common Operating Environment 
o CONUS -  Continental United States 
o COOP – Continuity of Operations Plan 
o COR – Contracting Officer’s Representative 
o CoS - Continuity of Service 
o COTS – Commercial-off-the-shelf 
o CPI - Continuous Process Improvement 
o CPU –  Central Processing Unit 
o CTR – Contract Technical Representative (NMCI term) 
o CVS – Contractor Verification System 
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o CYE – Calendar Year End 
o DAA – Designated Approval Authority 
o DADMS – Department of the Navy Applications and Database Management 


System 
o DBMS – Data Base Management  System 
o DCPDS – Defense Civilian Personal Data System 
o DECC – Defense Enterprise Computing Center 
o DEERS – Defense Enrollment Eligibility Reporting System 
o DFAR – Defense Federal Acquisition Regulation 
o DIACAP – DoD Information Assurance Certification and Accreditation Process 
o DISA – Defense Information Systems Agency 
o DITSCAP – DoD Information Technology Security Certification and 


Accreditation Process 
o DMS – Defense Messaging System 
o DoD – Department of Defense 
o DODD – Department of Defense Directive 
o DODI – Department of Defense Instruction 
o DON – Department Of Navy 
o DR - Disaster Recovery 
o DSS – Decision Support System 
o DWAS – Defense Working capital fund Accounting System 
o EI – Enterprise Integration 
o E2E - End to End 
o EOY – End Of (Fiscal) Year 
o EP – Execution Plan  
o ESRI - Environmental Systems Research Institute (a leading geographic 


information systems vendor) 
o EUL -  End User Layer 
o FAM – Functional Area Manager 
o FAR – Federal Acquisition Regulation 
o FAQ – Frequently Asked Questions 
o FEC – Facilities Engineering Command 
o FISMA - Federal Information Security Management Act 
o FMO -  Financial Management Office 
o FTE - Full-Time Equivalent 
o FY – Fiscal Year 
o GF – General Fund 
o GIS – Geographic Information Systems 
o GPO – Group Policy Objects 
o GPS – Global Positioning System 
o HVAC – Heating, Ventilation and Air Conditioning 
o HTMLDB – Hyper Text Markup Language Data Base (an Oracle Portal 


Development Environment) 
o IA – Information Assurance 
o IAM – Information Assurance Manager 
o IAVA – Information Assurance Vulnerability Alert 
o IAVB – Information Assurance Vulnerability Bulletin 
o IAW – In Accordance With 
o IAWF - Information Assurance Work Force 
o IMMEDIATE - No more than 30 minutes 
o INFOCON - Information Operations Condition 
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o IPT – Integrated Product Team 
o IT – Information Technology 
o ITIL - Information Technology Infrastructure Library 
o IV&V – Independent Verification and Validation 
o J2EE – Java Version 2 Enterprise Edition 
o JPAS – Joint Personal Adjudication System 
o JSP -  Java Server Pages 
o LDAP – Lightweight Directory Access Protocol 
o LNS – Legacy Network Shutdown 
o LUN – Logical Unit 
o HPQC - HP Quality Center (Formerly Mercury Quality Center) 
o NACLA – National Agency Check with Local Agency  
o NAS – Network Attached Storage 
o NASP -  NAVFAC Application Service Provider  
o NAVFAC – Naval Facilities Engineering Command 
o NBVC – Navy Base Venture County 
o NET – Navy Enterprise Transportation 
o NGEN - Next Generation (Navy-owned network) 
o NAVNETWARCOM – Navy Network Warfare Command  
o NFELC – Naval Facilities Expeditionary Logistics Center 
o NITC – NAVFAC Information Technology Center 
o NMCI – Navy Marine Corps Intranet 
o NTR – Navy Technical Representative 
o NWCF – Navy Working Capital Fund 
o OAPEX - Oracle Application Express 
o OAS - Oracle Application Server 
o OCONUS – Outside Continental United States 
o OCS –  Oracle Collaboration Suite  
o ODAA – Operations Designated Approval Authority 
o OEM – Oracle Enterprise Manager 
o OFM - Oracle Fusion MiddleWare 
o OID – Oracle Internet Directory 
o OLTP -  On Line Transactional Processing 
o ONE-NET – OCONUS Navy Enterprise Network 
o OO – Ordering Officer 
o OS – Operating System 
o OST – Operational Support Team 
o PBSOW – Performance Based Work Statement 
o PEO-EIS – Program Executive Office for Enterprise Information Systems 
o PKE – Public Key Enabling 
o PKI – Public Key Infrastructure 
o POA&M – Plan of Actions and Milestones 
o POC – Point Of Contact 
o PW – Public Works 
o PWS – Performance Work Statement 
o QA/CM – Quality Assurance/Configuration Management 
o QASP – Quality Assurance Surveillance Plan 
o QC – Quality Control 
o QI Session - Quality Improvement Sessions (Process Validation/Audit) 
o QTP – Quick Test Professional 
o RDMBS – Relational Data Base Management System 
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o RFA – Request for Action 
o ROI – Return on Investment 
o SA – System Administrator 
o SAAR – System Authorization Access Request 
o SAN – Storage Area Network 
o SCADA – Supervisory Control and Data Acquisition 
o SECNAV – Secretary of the Navy 
o SDE – Spatial Data Engine 
o SDP – System Decision Paper 
o SLIN – Sub Line Item Number 
o SPAWAR – Navy Space  Warfare Command 
o SPM – Single Platform MAXIMO® 
o SRR -  System Readiness Review 
o SSBI – Single Source Background Investigation 
o SSL – Secure Sockets Layer 
o ST&E – Security Test & Evaluation 
o STIG – Security Technical Implementation Guide 
o TF – Task Force 
o Tier 1 support – Response and routing of user initiated telephone help calls, 


emails and online submissions from the CIO Support Tracking System on the 
NAVFAC Portal. 


o Tier 2 support – Advanced response to help calls referred from Tier 1. 
o TOM – Task Order Manager 
o TPS – Test Plan/Script 
o TR - Technology Refresh 
o TRM – Total Resource Management 
o TS - Technology Stack 
o TSO – Time Sharing Option 
o UPS – Uninterrupted Power Supply 
o USC – US Code 
o VSS- Visual Source Safe 
o VUGen – Virtual User Generator (Mercury product for creating monitoring plans 


and scripts) 
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3. Enterprise Database Support Task Order Description And Deliverables 
Introduction/Summary:  All tasks in this work statement require IAT Level II “privileged 
access”, Refer to paragraph 1.2.1, Clearances and Licensing for mandated requirements, and 
Attachment 08 for commercial certifications required to perform this task order.       
 
Services and functions required include the following: 
 
• Providing enterprise database systems support for the overarching database hosting 


technology infrastructure that supports the deployment of enterprise business systems 
listed in Attachment 01.   
 


• Performing continuous sustainment, maintenance, and software component updates of the 
database hosting environments across the life of this contract.  Database infrastructure 
sustainment and maintenance include ensuring availability of database services, storage 
usage monitoring and allocation, database software updates to avoid support 
obsolescence by vendors, configuring and maintaining database redundancy architecture. 
 


• Adhering to NITC configuration management and change management procedures.  This 
includes the development, execution, and maintenance of technical standard operating 
procedures (SOPs) and database administration manuals that control changes to the 
database components utilized to deliver hosting services.   
 


• Maintaining inventory of configuration items for databases, instances, and their 
supporting components.  This include maintaining the repository of database 
configuration items that can be queried to generate configuration item baselines and for 
tracking changes implemented. 


 
• Maintaining inventory of databases and instances.  This includes maintaining and 


tracking their system interfaces and system dependencies (ie: dblinks) 
 
• Performing research for new systems requirements and performing analysis of their 


potential application to NAVFAC's database hosting needs, including risk analysis, and 
implementation strategies. 
 


• Performing database service availability monitoring; performance tuning; analytical and 
technical expertise; and database software maintenance support services for the 
management of all database components that are hosted in the NITC DevCOI 
(experimental, development and test), and EDMZ (acceptance, production, and 
COOP/DR) environments. 


 
• Supporting unplanned callbacks to troubleshoot and correct database problems including 


full documentation of callback actions, and escalating issues outside the NITC area of 
responsibility to appropriate channels in compliance with NITC issues escalation 
procedure.  


 
• Performing planned database maintenance and promotions in compliance with NITC 


change management procedures, which is usually conducted during off-peak hours and 
weekends.  This includes:  database component updates, patch installation, security fixes 
and patches, and CDA promotions (e.g.: SQL scripts, data batch uploads, migrations). 







  NAVFAC Enterprise Database Support  


     Page 15 of 54 
   


 
• Complying with FISMA, IA, INFOCON guidance to achieve Authority to Operate 


(ATO).  This includes keeping up-to-date with DON/DOD/DISA and NAVFAC security 
policies; performing data security checks; interpreting database STIGS and applying 
security fixes; documenting database security vulnerability mitigation actions; and 
keeping track of all database information assurance (IA) and mitigation actions.  
 


• Ensuring that database software patches and release updates can be rolled back on a 
particular host-based device if there is a compatibility problem with hardware or business 
systems (COTS and GOTS).  This includes developing checklists or documenting steps 
for applying and rolling back software patches, release updates, or CDA code 
promotions. 
 


• Testing all required database software patches and changes in a production-like test 
environment for compatibility and performance impact prior to full deployment.  This 
includes documentation of test results provided to the government for re-evaluation of 
requirements. 
 


• Providing day-to-day database sustainment and operational support requested through 
prescribed issue tracking and/or service request systems  
 


• Performing recurring database operation and maintenance tasks (database log review and 
archiving, cache clean up, file system cleanup, backup log review) necessary to ensure 
systems availability.  This includes developing scripts for tasks that can be automated 
without impacting database availability and integrity. 
 


• Performing all required daily incremental and weekly full backups of databases.  This 
includes implementing and updating the NITC database backup standard operating 
procedures (SOPs); reviewing and analyzing database backup logs; and rerunning failed 
backup jobs. 


 
• Ensuring recoverability and maintaining integrity of all databases using daily and weekly 


backups in case of system crashes.  This includes documenting, executing and 
maintaining restoration standard procedure, performing periodic recovery testing at the 
NITC hosting center, documenting testing results, updating backup and restore 
procedures as appropriate. 
 


• Providing technical support for NITC's business continuity processes (BCP), continuity 
of operations (COOP), and disaster recovery (DR).  Ensuring BCP/COOP/DR processes 
are executed and maintained, allowing for service restoration and continuous business 
systems operation in case of emergencies or natural disasters.  This includes:  periodic 
testing of database system recovery at the remote COOP/DR site, documenting testing 
results, and updating BCP/COOP/DR procedures as appropriate.  BCP/COOP/DR testing 
will be scheduled by the NITC IA Team.  
 


• Providing support in implementing continuous process improvement using established 
NITC CMMI framework and ITIL processes, and complying with NITC change 
management, configuration management, and portfolio management.  This includes 
participating in NITC's ITIL-based initiatives; developing SOPs using prescribed 
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document templates, and participating in scheduled quality inspection (QI) sessions for 
continuous process improvement. 
 


• Providing contractor personnel oversight.  
 


 


3.1. Database Systems Requirements Review   
Overview:  The Contractor shall work with the NASP Government Technical Lead or CDA 
designated representative to understand business and organizational requirements.   
 
The Contractor shall perform requirements review and analysis for small and large projects.  
Large projects typically require more than 120 hours of effort, and could include:   
o Major software releases or version upgrades 
o Technology refreshes (ie: server refresh, storage refresh) 
o Technology Stack re-architecture (ie: virtualization, consolidation, migration, redundancy) 
o Major data migration from legacy systems 


 
For large projects requiring more than 120 hours of effort, the Contractor shall create a 
comprehensive analysis document that include all database requirements.  The Government will 
review and approve the completed database requirements analysis document, ensuring that the 
document is approved by all stakeholders and project sponsors before work proceeds. 
 
Objectives: 
 A. Perform research and analysis of customer requirements  
 
Deliverables: 
 A0001  -  Database Requirements Analysis Document 
 


3.2. Technological Analysis and Design    
Overview:  The contractor shall provide technological analysis support for both small and large 
projects using the Database Requirements Analysis Document as a source for technological 
analysis and design.      


 
Work Description:  The contractor shall document results of analysis in a systems analysis and 
design document, and will address hardware and storage capacity, software features, system 
interfaces (external and internal),  migration paths, risks to the hosting environment , cost, level 
of effort, and make recommendation on implementation strategies, architecture, and milestones.   
 
The Contractor shall interface with the CDA, NASP System Administrators, NASP Server and 
Storage Administrators, and the NITC IA staff to effectively perform the work required in this 
section.  
 
Objectives:   


A. Design database architecture including networking, systems interfaces, and redundancy. 
B. Develop POA&M and Execute on schedule. 
C. Coordinate infrastructure and interface changes for COE updates 


 
Deliverable:  


 A0002  -  Database Technology Infrastructure Analysis and Design Document 
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3.3. Database Systems Administration    
Background:  The NITC Data Center currently hosts approximately  260+ Oracle databases, 16+ 
Sql Server databases,  and 10+ Sybase databases.  Types of databases supported include: 


o OLTP (Online transaction processing system), traditionallyused for real-time 
transaction system used to carry out day to day business functions 


o OLAP (Online Analytical Processing), used for providing analysis and running huge 
queries efficiently without impacting real-time processing 


o Geographic information system  databases (ESRI's ARCSDE) which captures, stores, 
analyzes, manages, and presents data with reference to geographic location data 


o Reporting databases which pulls data from various systems for  reporting 
o Datawarehouse & Datamart 


 
Databases and instances are hosted on heterogenous server platform (ie:  Sun Sparc Solaris, 
Windows 2003 and Windows 2008),  using enterprise storage devices (ie: NetApp, Sun SAN, 
EMC), and configured from simple stand-alone servers to a redundant and high-available 
architecture using Oracle RAC,  Oracle DataGuard, MSSQL Server Clusters, or the F5 Big IP load 
balancer features.   
 
NITC DBA staff administration tools for managing the databases include:  Oracle Enterprise 
Manager, MS SQL Server Management Studio, Sybase Central and Interactive SQL.  


 


3.3.1. Database Software Installation and Configuration.   
Overview:   The contractor shall have a working knowledge of Solaris, Linux, and Windows 
operating systems in which the databases are hosted, the underlying database technologies, 
redundant architecture, and the business systems being supported.   The contractor shall be 
knowledgeable of RAID configuration techniques.   
 
This task shall be performed after the software release or version is added in the NAVFAC 
software portfolio and approved by the NITC Operations Control Board (OCB). 
 
Work Description:  The contractor shall be responsible and accountable for properly installing 
and configuring database software upgrades, release updates, component upgrades, one-off 
patches; and installing, managing and administering database management tools authorized for use 
in the NITC hosting facility.  Tasks include: 


o The Contractor shall ensure all NITC change management and portfolio management 
requirements are met and complied with. 


o Coordinating with NASP technical leads and CDA representatives in developing detail 
work breakdown schedule (WBS) and POA&M  


o Ensuring all necessary software, licenses, hardware, and storage resources are available 
and ready for use.  This includes defining required directory structures, permissions, 
RAID configuration, ports, protocols, interfaces 


o Installing, configuring, and testing RDBMS software component updates and new 
software releases 


o Installing, configuring, testing, and using database management software and tools (ie:  
Oracle Enterprise Manager, MS SQL Server Management Studio, Sybase Central and 
Interactive SQL, TOAD, SQL Plus) 


o Developing software installation and update/upgrade procedure 
o Developing roll-back procedure to ensure upgrades/updates are restored back to its 


previous working state. 
o Developing and maintaining standard database binaries configuration item checklist 
o Understand, configure, maintain, and document  network interfaces between systems 
o Executing SRR scan immediately after software install to baseline its security posture 
o Scheduling system backup immediately after software is installed and configured 
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Objectives: 
A. Execute POA&M and WBS on schedule 
B. Maintain security posture of all database installations 
C. Ensure all database binaries and datafiles are backed-up 
D. Comply with software life cycle management 
E. Comply with portfolio and change management procedures 
F. Coordinate changes to COE 


 
 Deliverables:    


A0003  -  Work Breakdown Schedule (WBS)  
A0004  -  Database Binaries Standard Configuration Checklist 
A0005  -  Software Installation Procedure 
A0006  -  Network Interfaces document 


 
 


3.3.2. Database and Instance Creation and Configuration 
Overview:   The contractor shall have a working knowledge of Solaris, Linux, and Windows 
operating systems in which the databases are hosted, the underlying database technologies, 
redundant architecture, and the business systems being supported.   The contractor shall be 
knowledgeable of RAID configuration techniques. This task shall be performed after approval by 
the NITC Operations Control Board (OCB). 


 
Work Description: The contractor is responsible for identifying server and storage resources; and 
coordinating change to government technical lead.  
 
Prior to creating databases or instances in a co-hosted environment, the contractor shall perform 
risk analysis to ensure existing systems are not impacted.   
 
The contractor is accountable for creating and configuring databases and instances based on NASP 
configuration standards, and customer requirements.  The contractor shall ensure databases and 
instances are built and configured for optimum availability and performance. The contractor 
shall ensure database/instance configuration consistency across environments. 
 
The contractor shall configure, test and maintain database inter-connectivity and inter-
operability between systems and clients.  This includes creating new or modifying 
existing TNSNames, TNS Listeners, DNS entry, host name entry, NFS, shares, ODBC, 
ODP .Net, or direct connections. 
 
The contractor shall ensure databases and instances created meet the database STIG and 
SRR requirements prior to releasing to customers.  Initial security scans shall be used for 
baselining its security compliance. 
 
The contractor shall ensure that all newly created databases and instances are 
immediately scheduled for backup prior to releasing for use.  The contractor shall 
account for all databases (new and existing) in the backup scheduling tools. 


 
The contractor shall develop, execute and maintain Standard Operating Procedures and related 
documentations which include: 


o Standard database and instance creation procedure 
o Standard database and instance configuration checklist 
o Database backup and restore procedure 







  NAVFAC Enterprise Database Support  


     Page 19 of 54 
   


o Automation scripts for creating basic databases/instances 
o Database and systems interfaces list 
o System dependency hierarchy diagram 


 
The contractor shall maintain an inventory of all databases hosted at NITC.  This 
includes but not limited to:  configuration items list, server name, TNS-name, listener, 
ODBC dataset name, business systems it supports, assigned DBA,  schemas, storage, 
power users, privileges.  Inventory shall be readily available to the government when 
needed. 
 
The contractor shall comply with NITC change management and configuration 
management procedures. 


 
 Objectives: 


A. Create and configure databases using high-availability architecture 
B. Automate database and instance creation 
C. Develop new or update existing database standard operating procedures 
D. Develop security compliance baseline for newly created database or instance 
E. Schedule newly created databases and instances for backup before releasing to customers 
F. Incorporate newly created databases and instances in established service monitoring tools 


 
 Deliverables: 


A0007  -  SOP for creating databases and instances 
A0008  - Database and instance standard configuration checklist 
A0009  - Database backup and restore procedure 
A0010  - Automation scripts for creating basic databases and instances 
A0011  -  Database and systems interfaces list 
A0012  -  System dependency hierarchy diagram 
 


   
 


3.4. Database Operational, Sustainment and Maintenance Support   


3.4.1. Database Monitoring, Optimization and Tuning    
Overview:  Database optimization is an ongoing task required for successful hosting 
operation.  The contractor shall be very familiar with, and experienced in using the 
performance analysis tools available at the NASP.  Contractor shall research availability 
of other performance monitoring solutions and make recommendations for possible 
implementation at the NASP. 
 
Work Description:  The Contractor shall perform monitoring performance, analysis of 
results, recommendation for optimization/tuning, implementation, performance 
validation, and documentation of changes. 
 
The contractor shall perform day-to-day performance monitoring and optimization tasks 
which include: 


o Gather and provide database utilization statistics and trends for management 
reporting;   


o Monitor, maintain and configure system for optimal performance in conjunction 
with application and database requirements; 
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o Monitor systems for resource-intensive activity and take corrective action when 
necessary;  


o Perform capacity planning and system benchmarking;   
o Monitor storare, CPU and memory usage on servers;  
o Analyze, optimize and tune databases for optimum performance. 


 
The contractor shall provide technical support to prepare for and conduct load testing 
specially on major data migration.  Load testing shall be conducted to identify impacts to 
system performance and to identify performance bottlenecks.  All load testing activities 
shall be performed on the environment designated by the Government.   
 
The contractor shall perform quality control analysis of all sql scripts provided by the 
CDA prior to execution.  The contractor shall recommend modifications to fine tune the 
sql script for better performance. 
 
The contractor shall comply with the NASP standard procedure for database monitoring, 
and ensure all tasks specified therein are completed successfully and performed at 
specified intervals or frequency. The contractor shall use Oracle Enterprise Manager, 
Unix Cron Schedule, HP Business Service Monitor and other available tools for 
monitoring jobs 
 
The contractor shall monitor specific database functions and processes to determine if thresholds 
are exceeded.  When thresholds are exceeded, the contractor shall take corrective action as 
specified in the NASP standard procedure for database monitoring. 


 
 


Objective:   
A. Implement recommendations for optimization and performance tuning. 
B. Comply with NASP standard procedure for database monitoring 
C. Gather performance statistics and develop trend reports  
D. Perform load testing on major data migration prior to production deployment 


  
Deliverables: 
 A0013  -  Performance statistics and trend reports 


 


3.4.2. Incident Response, Service Request and Tracking 
Overview:  NITC adopted the ITIL framework to manage incident and service request 
tickets.  Consistent with the ITIL framework, NITC’s Operations Watch provide 
advanced service desk functions to create and track all incidents and service requests 
using online service and issue tracking systems.  The contractor can reference ITIL 
documentation to determine the nature and type of work that  will be assigned in service 
request tickets. 


 
Work Description:  The contractor shall ensure all incident and service request tickets 
are immediately acknowledged, and work started and completed according to NITC 
policy and as indicated in the incident or service request ticket.  Contractor shall gain 
familiarity and understanding of the NITC internal policies on handling incident and 
service request tickets and issue escalation procedures.  
 
The Contractor shall provide Tier 2 support for any issues pertaining to all databases.  
Tier 2 support notices may be received by telephone, email request or via an online 
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support tracking system.  Support may be rendered by telephone, email or collaboration 
tools.   
 
The Contractor shall log all responses and actions taken in the online support tracking 
system.  Contractor shall develop exception report for responses exceeding response time 
threshold. 
 
Objectives: 


A. Compliance with NITC's incident and service request policies 
B. Compliance with NITC's issues escalation procedure  
C. Successfully restore service. 
D. Timely acknowledgement and response to incident and service requests. 
E. Log all requests for assistance in appropriate tool. 


  
Deliverables: 


 A0014 – Incident Action Reports 
A0015 – Exception report 


 
 
 


3.4.3.   Call-Back Support 
Overview:  The NITC Data Center supports NAVFAC operations worldwide 24 hours 
per day, 365 days per year.  While direct support is provided during core hours, 0600 – 
1800 Monday thru Friday, NITC provides diagnostic and troubleshooting support 24 
hours per day.  In order to comply with NITC escalation procedures, the contractor shall 
be properly equipped to provide support within 15 minutes of receiving a call for 
assistance from the NITC OpsWatch.   


 
Work Description: The contractor shall provide support for unplanned after-hours 
call-backs to troubleshoot and correct database problems.  The Government estimates that 
this requirement of fulfilling call-backs and database maintenance responsibilities will 
total approximately 10% of database administration workload. 
 
The contractor shall be available to provide call-back support on a 24/7/365 basis.  The 
contractor shall provide call-back support to resolve any issues that impact the 
availability of systems hosted at NITC.  Issues that cause production downtime or causes 
work stoppage are categorized as urgent. 
 
The contractor shall have the necessary equipment to respond within the specified 
timeframe.  If necessary, contractor shall be prepared to report on-site to troubleshoot and 
resolve call-back issues. 
 
The contractor shall provide diagnostic and troubleshooting services for any databases 
that become unavailable.  All call-back work shall be reported on an Incident Report 
which include brief description of issue, impact to systems, root cause, and actions taken 
to resolve the issue.  Should the issue is outside NITC's responsibility, the contractor 
shall follow escalation procedure available at the NITC OpsWatch.   
 


 Objectives: 
A. Troubleshoot production call-backs 15 minutes upon receipt of notification. 
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B. Resolve issues successfully 
C. Document all call-back actions 
D. Comply with NITC Issues Escalation Procedure 


  
 Deliverables: 
 A0016  -  Call-Back Incident report 
 A0017  -  Contractor on-call list 
 
 


3.4.4. Database Sustainment and Maintenance.   
Overview:  The contractor shall perform daily sustainment support to all databases hosted at 
NITC.  Maintenance tasks shall be performed during non-core hours and weekends.  Sustainment 
and maintenance tasks are to be performed in compliance with NITC change and configuration 
management procedure.   


 
Work Description:  The contractor shall perform maintenance tasks during specified maintenance 
windows and as necessary to ensure the environment remains stable.  Tasks include:  


o Manage and perform promotions of packages, codes and data. 
o Research, analyze, install and test software patches, updates and hot fixes. 
o Develop and implement maintenance checklist and roll-back procedure  
o Provide maintenance tasks in the "Weekend Maintenance Schedule" 
o Perform batch data migrations 
o Database structure modifications (ie: create tables, tablespace, index, triggers, 


procedures) 
 


The contractor shall ensure all maintenance tasks are fully tested in pre-production 
environments prior to implementation.  Maintenance task status shall be reported in 
accordance with NITC change and configuration management procedures.   


 
The contractor shall provide operational sustainment tasks which include managing user 
and system accounts, passwords, and privileges. 
 
The contractor shall review all system logs and perform regular file system clean-up for 
optimum storage useage. 
 


 
 
 Objectives: 


A. Successfully complete all scheduled maintenance tasks 
B. Maintenance tasks not completed as scheduled are justified 


 
   
 
 


3.4.5. Database Backup and Restoration.   
 


Overview:  The NITC Data Center ensures that all databases can meet recovery point objectives 
and recovery time objectives as specified in each applications’ service level agreement (SLA).  
For applications without a formal SLA, NITC  shall provide a recovery point objective of no more 
than 24 hours from the time of failure, and a recovery time objective of no more than 12 hours, 
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depending on the size of the database.  NITC has a formal plan for backing up all databases that 
describes the methods and tools available to perform backups. 


 
Work Description:  The contractor shall execute backups as necessary to ensure  the ability to 
comply with recovery objectives as defined in the SLA.  The contractor shall perform periodic 
database recoveries to ensure backups are working as expected.  The contractor shall have expert 
knowledge of using RMAN to perform database backups and of Netapp snapshot software for 
database backups.  Backupand recovery tasks include: 


o Schedule backup jobs for every database as required to meet SLA. 
o Monitor jobs and correct any erros or failures. 
o Report major issues that may jeopardize ability to meet SLA. 
o  


 New databases shall have backup jobs scheduled before they are released to the requestor.  The 
contractor shall monitor all backup jobs and troubleshoot all job errors and failures as necessary to 
be able to meet the SLA.  If contractor cannot resolve backup errors, the contractor shall 
immediately notify government with a comprehensive analysis of the issue. 


 
 Objectives: 


A. Ensure all databases have appropriate backup jobs scheduled 
B. Ensure all database backups can meet SLA requirements 
C. Validate backups with test restores 


 
 Deliverables: 
 A00XX – Backup schedule log 
 A00XX – Automated job status report 
 A00XX – Database test restore plan 
 


3.5. Database Security implementation support.   
Overview:   The NITC Data Center ensures that the hosting facility and all business systems 
hosted therein are fully accredited, have authority to operate (ATO), and are compliant with 
the Federal Information Security Management Act (FISMA).  Security guidance, policies and 
requirements are provided by DOD, NAVY, DISA, NAVFAC IA Team and the local NITC 
IA team.   


 
Work Description:  The Contractor shall maintain the security posture of all databases 
hosted at NITC.  The contractor shall be very familiar with the requirements and guidelines 
outlined in FISMA.   


 
 The contractor shall be responsible for the implementation of security scans, implementing 


security patches and fixes, and developing mitigation actions.  This will include but not be 
limited to the daily, weekly and monthly implementation of required security fixes.  The 
contractor shall implement database security fixes in accordance with established NITC 
change management procedures.  Tasks include: 


o Reviewing results of security scans. 
o Performing security checks, patches, and fixes. 
o Keeping up-to-date with, and compliance with STIG (Security Technical 


Implementation Guidelines), SRR (System Readiness Review), and Information 
Assurance Vulnerability Alert/Bulletin (IAVA/B). 


o Research and analyze IAVand CPU  patches as soon as published by 
software/hardware vendors 


o Install and test security patches, and advice government lead or designated 
representatives of any impact to databases and applications 







  NAVFAC Enterprise Database Support  


     Page 24 of 54 
   


o Develop checklist and roll-back plan for implementing patches and fixes 
o Comply with NITC Change Management policies and procedures  
o Working with NITC IA and CDA developers in ensuring new system functionalities 


are FISMA-compliant before implementation. 
o Assisting in completing POA&M actions for FISMA reviews and accreditations 


 
 


Objectives: 
A. Comply with IA, FISMA, and INFOCON requirements to achieve full ATO 
B. Perform daily database security checks to maintain security posture 
C. Perform security fixes and mitigation actions to ensure FISMA compliance 
D. Maintain security compliance of databases at the COOP/DR site 


 
 


Deliverables 
A00XX -  IAV and CPU Patch compliance report 
A00XX - Roll-back Plan 


 
 


3.6. Database Infrastructure Re-architecture (Technology Refresh) 
 Background:  NITC currently hosts all Oracle and Sybase databases in Solaris operating 
systems, using a combination of NetApp, Oracle Sun SAN, and EMC SAN devices to store 
its data.  In support of the Navy's initiative to reduce server footprint and NITC's 
standardization, NITC is currently implementing a major technology refresh project using 
NetApp storage systems and HP Blade servers as standard hosting platform.   Legacy systems 
running on Oracle/SUN Sparc systems must be migrated to the RedHat Linux on x86 
platform.  EMC and SUN SAN storage systems are migrated and consolidated into the 
NetApp storage systems. 
 
In addition, periodic hardware refreshes occur in order to ensure all systems are fully 
supported by the vendor, and to ensure systems do not reach obsolescence that will impact 
systems availability. 
  
Overview:  The contractor shall support ongoing implementation of the NITC IT technology 
refresh initiative.  As technology is refreshed, all databases shall be migrated from legacy 
systems to the new servers and storage devices as seamlessly as possible without impacting 
the integrity of the databases and systems availability. 
 
Work Description:  The contractor shall be responsible for developing detail work 
breakdown schedule and technical steps needed to: 


o Migrate Oracle and Sybase databases from Sparc Solaris to x86 Linux.  
o Analyze, test, configure systems in either stand-alone, virtual, or RAC environments 


as appropriate 
o Analyze, test, and configure database interfaces and interconnectivity 
o Install database software, administration tools, and related components 
o Migrate data to the new hardware 


 
The contractor shall have knowledge of and familiarity with NITC's virtualization 
technology, and systems high-availability and redundancy requirements.   
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The contractor shall comply with established NITC change management policies, and NITC 
Life Cycle Management procedures. 


 
Objectives: 


A. Develop implementation strategy and migrate databases to the new servers without 
major impact to services and applications hosted at the NITC 


B. Develop data migration strategy without impacting data integrity 
C. Perform risk analysis and compatibility issues prior to full implementation 
D. Minimize outages  during migration. 


 
  


Deliverables: 
 A00xx  -  Database migration POA&M 
  A00xx  -  Risk Analysis 
 
 
 


3.7. BCP/COOP/DR Support.   
Background:  NITC's BCP testing is usually performed on-site by the IA Team.  COOP/DR 
site is located at Norfolk Virginia.  Test schedules will be determined by the IA team and the 
DBA team shall provide technical support as needed. 
 
Overview:  The contractor shall provide technical support in setting up databases in the BCP 
and/or COOP/DR site.  The contractor may be required to travel to the remote COOP/DR site 
for remote testing or in case of natural disasters or emergency. 
 
Work Description:  The contractor shall receive guidance from the NITC disaster recovery 
team on priority.  In both testing and true disaster emergency situations, the contractor shall 
be responsible for: 
 


o Setting up the database infrastructure at the COOP/DR site 
o Ensuring all database services are restored, made available and functional 
o Work with applications administrators, CDA, and server/storage teams in 


ensuring systems interconnectivity and interoperability are fully tested 
 
Objectives: 


A. Develop strategy for setting up database infrastructure at the COOP/DR site 
B. Develop strategy for testing database recoverability and service restoration at the 


COOP/DR site 
C. Participate in regular testing initiated by the IA team either remotely or on-site 


 
Deliverables: 


 A00XX - COOP/DR strategy for database recovery and service restoration document 
  


 
  
 
 







  NAVFAC Enterprise Database Support  


     Page 26 of 54 
   


3.8. Documentation Support.   
Overview:  Throughout the life of this task order, the contractor shall maintain all standard 
operating procedures to ensure continuity of service.  


 
Work Description:  The contractor shall develop, execute and maintain standard operating 
procedures which include: 


o Managing Oracle Databases in the RAC environment 
o Managing Oracle Databases in stand-alone environment (Virtual & Physical) 
o Managing Oracle Databases in a DataGuard Setup 
o Managing MS SQL Server Databases in Clustered environment  
o Managing SYBASE Databases in virtual environment 
o Managing the OEM System  


  
 
 Objectives: 


A. Develop, execute and maintain NASP standard operating procedures for managing 
and administering enterprise databases hosted at NITC 


B. Comply with NASP documentation template 
C. Comply with  Continuous Process Improvement 


 
 


Deliverables: 
A00xx -  New and Updated SOP (Managing Oracle RAC ) 
A00xx -  New and Updated SOP (Managing Oracle DataGuard) 
A00xx -  New and Updated SOP (Managing Oracle in Virtual & Physical OS) 
A00xx-   New and Updated SOP (Managing MSSQL Server Cluster) 
A00xx -  New and Updated SOP (Managing SYBASE in Virtual OS) 
A00xx -  New and Updated SOP (Managing the OEM System) 
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3.9. Contract Management and Personnel Oversight  
Overview:  Throughout the life of this contract, the contractor shall provide contract 


management support to ensure the successful and timely completion of all tasks 
and deliverables.   


 
Work Description:  The contractor shall be responsible for ensuring all tasks and 


deliverables identified in this contract is completed within the agreed upon 
schedule.  Tasks include: 
o Contractor personnel supervision and conflict resolution 
o Liaison between the government and the contractor personnel on task 


priorities 
o Develop monthly coverage report for core hours and call-back hours 
o Develop bi-weekly contract reports (ie: budget and burn rates, contract 


financial and staffing reports) 
o Initiate and facilitate monthly contract reviews with government  
o Ensure all contractor SMEs complete all maintenance tasks as scheduled 
o Attend management meetings as required  


 
 
Objectives: 


A. Provide contractor personnel supervision 
B. Provide contractor personnel coverage report 
C. Provide contract status reports 


 
Deliverables: 
A0040 -  Monthly coverage report 
A0041 -  Bi-Weekly Budget and Burn Rate Report 
A0042 -  Monthly Contract Review Presentation 
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3.10. Performance Requirements Summary Matrix 
 


Item Performance Objective Performance Standard and Acceptable 
Quality Level (AQL) 


Methods of 
Performance 
Assessment 


3.1 -  Database Systems Requirements Review 
3.1.A Perform research and 


analysis of customer 
requirements 


Documents submitted for review within 5 
days of receipt of customer requirements 
with less than 2% rework. 


Government Review. 


3.2. Technological Analysis and Design 
3.2.A Design database 


architecture including 
networking, systems 


Completion of database architecture design 
within 3 days of agreed upon completion 
date. 


Government Review. 


3.2.B Develop POA&M and 
Execute on schedule 


Completion of POA&M within 2 days of 
agreed upon completion date 


Government Review. 


3.2.C Coordinate infrastructure 
and interface changes for 
COE updates 


Coordinate change within 1 day of 
completion. 


Government Review. 


3.3.1. Database Software Installation and Configuration 
3.3.1.A Execute POA&M and WBS 


on schedule 
Perform all tasks as scheduled in the 
POA&M.  Delays in schedule shall be 
justified and communicated to the 
government 3 days prior to encurring 
dalays. 


Government Review. 


3.3.1.B Maintain security posture of 
all database installations 


Contractor shall ensure all database 
installations are secure and access is 
granted to approved users. 


• Contractor shall ensure access to 
database binaries is restricted to 
approved users. 


• Contractor shall ensure only 
required binaries are installed 


Government Review. 


3.3.1.C Ensure all database binaries 
and datafiles are backed-up 


Contractor shall review and understand 
NITC policy regarding backup and 
recovery requirements. 


• Contractor shall ensure 
appropriate backups are scheduled 
as required by SLA and/or backup 
SOP 


• Contractor shall provide weekly 
status of backup and recovery 


• Contractor shall commence work 
to resolve any errors with backups 
1 business day after error occurs. 


• Contractor shall immediately 
notify government whenever 
issues with backups place ability 
to meet SLA at risk. 


• Contractor shall perform monthly 
test restores of at least 2 systems. 


Government Review. 
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3.3.1.D Comply with software life 
cycle management 


Contractor shall be aware of NITC 
requirements and policy  for software 
lifecycle management. 


• Contractor shall be prepared to 
upgrade systems are required to 
meet IA compliance requirements 
and to maintain software vendor 
support. 


• Contractor shall provide technical 
execution plans for upgrading 
software.  Plan shall follow NITC 
policy for allowable maintenance 
windows. 


• Contractor shall execute upgrade 
plans as approved. 


Government Review. 


3.3.1.E Comply with portfolio and 
change management 
procedures 


Contractor shall ensure all changes to 
software are approved and recorded. 


• Contractor shall submit change 
requests are required by change 
management policy. 


• Contractor shall provide portfolio 
status update of all changes to 
portfolio management team. 


Government Review. 


3.3.1.F Coordinate changes to COE Contractor shall coordinate changes to 
government technical lead within one day 
after completion of change 


Government Review. 


3.3.2. Database and Instance Creation and Configuration 
3.3.2.A Create and configure 


databases using high-
availability architecture 


Contractor shall demonstrate expertise in 
Oracle RAC and SQL Server Clusters 


• Contractor maintain current 
Oracle and SQL cluster 
configurations 


• Contractor shall configure new 
installations of RAC and SQL 
within 10 business days of 
request. 


Government Review. 


3.3.2.B Automate database and 
instance creation 


Contractor shall create and maintain 
database template to be used for the 
creation of new databases and instances 


• Template shall be fully IA 
compliant 


• Temaplate shall contain all 
maintenance and DBA items. 


• Contractor shall use template to 
create new databases within 1 
business day of requests. 


Government Review. 


3.3.2.C Develop new or update 
existing database standard 
operating procedures 


Contractor shall maintain SOP library 
• Develop new SOPs within 15 


business days of requests 
• Update existing SOPs within 5 


business days of requests 


Government Review. 
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3.3.2.D Develop security 
compliance baseline for 
newly created database or 
instance 


Contractor shall establish security baseline 
for all new databases 


• Baseline shall be taken within 5 
business days AFTER application 
schema is loaded and approved. 


• Contractor shall maintain list of 
all mitigated vulnerabilities 


• Contractor shall validate appoved 
baseline with actual database state 
on a monthly basis 


• Contractor shall resolve new 
vulnerabilities within 30 calendar 
days of identifying new 
vulnerabilities 


Government Review. 


3.3.2.E Schedule newly created 
databases and instances for 
backup before releasing to 
customers 


Contractor shall ensure that database 
backup jobs exist for all databases before 
they are delivered to requestor. 


Government Review. 


3.3.2.F Incorporate newly created 
databases and instances in 
established service 
monitoring tools 


Contractor shall ensure that all 
maintenance jobs and tasks are scheduled 
against new databases before they are 
released to requestor. 


Government Review. 


3.4.1. Database Monitoring, Optimization and Tuning 
3.4.1.A Implement 


recommendations for 
optimization and 
performance tuning. 


Contractor shall establish a resource 
utilization baseline for all databases. 


• Baseline shall consist of general 
resource utilization (CPU, 
memory, IO) 


• Contractor shall monitor actual 
resource utilization with baseline 
and report to government when 
baselines are exceeded 


• Contractor shall make monthly 
recommendations to reduce 
resource utilization 


• Contractor shall implement 
approved recommendations 
according to change and 
configuration management 
processes.  


Government Review. 


3.4.1.B Comply with NASP 
standard procedure for 
database monitoring 


Contractor shall follow SOP for database 
monitoring 


• Contractor shall monitor all items 
identified in the SOP and in the 
required invervals 


• Contractor shall configure 
monitoring tool to automatically 
report status 


• Contractor is not expected to 
create manual reports. 


Government Review. 
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3.4.1.C Gather performance 
statistics and develop trend 
reports 


Contractor shall establish a resource 
utilization baseline for all databases. 


• Baseline shall consist of general 
resource utilization (CPU, 
memory, IO) 


• Contractor shall monitor actual 
resource utilization with baseline 
and report to government when 
baselines are exceeded 


• Contractor shall make monthly 
recommendations to reduce 
resource utilization 


Contractor shall implement approved 
recommendations according to change and 
configuration management processes. 


Government Review. 


3.4.1.D Perform load testing on 
major data migration prior 
to production deployment 


Contractor shall develop plan to execute 
load tests on databases 


• Contractor shall create scripts to 
measure processing capacity of 
each database. 


• Contractor shall perform load 
tests before and after major 
migrations to confirm that 
performance baselines are 
maintained. 


Government Review. 


3.4.2. Incident Response, Service Request and Tracking 
3.4.2.A Compliance with NITC's 


incident and service request 
policies 


Contractor shall have understanding of 
ITIL principles in order to comply with 
NITC’s incident and service request 
policies 


• Contractor shall take actions to 
restore service as soon as possible 


• Contractor shall ensure service 
request tickets are acknowledge 
and completed according to 
policy 


• Service request tickets shall be 
completed with no more than 2% 
rework  


Government Review. 


3.4.2.B Compliance with NITC's 
issues escalation procedure 


During an incident, if service cannot be 
restored within 30 minutes of 
troubleshooting, contractor shall follow 
incident response policy to contact 
government personnel AND open service 
request ticket with appropriate vendor. 


Government Review. 


3.4.2.C Successfully restore 
service. 


Contractor shall document all steps taken 
to restore service. 


Government Review. 


3.4.2.D Timely acknowledgement 
and response to incident 
and service requests. 


Contractor shall immediately respond to all 
incidents 
 
Contractor shall acknowledge service 
request tickets within 2 business hours and 
complete request by the date specified in 
the request. 


Government Review. 
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3.4.2.E Log all requests for 
assistance in appropriate 
tool. 


Contractor shall ensure that all service 
requests are logged in the appropriate 
ticketing system within 1 business day of 
request. 


• Contractor shall log actions taken 
and result within 1 business day. 


Government Review. 


3.4.3.   Call-Back Support 
3.4.3.A Troubleshoot production 


call-backs 15 minutes upon 
receipt of notification. 


Contractor shall ensure they are equipped 
to receive notification of incident or 
service request 24/7/365. 
 
Contractor shall ensure they are equipped 
to directly access systems within 15 
minutes of incident notification. 


• Contractor shall access systems 
and begin direct troubleshooting 
within 15 minutes of notification. 


 
 


Government Review. 


3.4.3.B Resolve issues successfully Contractor shall maintain the expertise 
necessary to resolve all issues successfully. 


• Contractor shall ensure they are 
aware of all available resources 
for resolving issues. 


• Contractor shall submit post-issue 
report for all issues that cannot be 
resolved within 1 business day. 


• For prolonged issues, contractor 
shall be expected to demonstrate 
that issue was out of contractors 
control. 


Government Review. 


3.4.3.C Document all call-back 
actions 


Contractor shall ensure all call-back 
actions are documted and all changes are 
done in accordance with change and 
configuration management policies. 


Government Review. 


3.4.3.D Comply with NITC Issues 
Escalation Procedure 


Contractor shall review and understand 
NITC incident escalation procedures. 


• Contractor shall ensure all 
personnel understand 
requirements. 


• Upon request, contractor shall 
provide post-incident report that 
identifies actions taken and 
specifies compliance. 


• Report shall be provided 3 
business days after request. 


Government Review. 


3.4.4. Database Sustainment and Maintenance.   







  NAVFAC Enterprise Database Support  


     Page 33 of 54 
   


3.4.4.A Successfully complete all 
scheduled maintenance 
tasks 


Contractor shall maintain list of daily, 
weekly and monthy maintenance database 
maintenance tasks. 


• Contractor shall execute 
maintanence tasks using approved 
maintenance windows 


• Contractor shall follow approved 
change and configuration 
management policies. 


Government Review. 


3.4.4.B Maintenance tasks not 
completed as scheduled are 
justified 


For all uncompleted tasks, contractor shall 
provide report detailing why task could not 
be completed. 


• Contractor shall provide details 
on areas that were outside the 
contractor’s control. 


Government Review. 


3.4.5. Database Backup and Restoration. 
3.4.4.A Ensure all databases 


have appropriate 
backup jobs scheduled 


 


Contractor shall ensure backup strategy 
allows for compliance with SLAs. 


• Contractor shall execute backup 
strategy is required by NITC 
SOP. 


• Contractor shall validate existing 
backup strategy can meet SLA. 
Validation shall provide quarterly 
report describing expected RTO 
and RPO  


Government Review. 


3.4.4.B Ensure all database 
backups can meet SLA 
requirements 


 


Contractor shall recommend adjustement 
to backup strategy if empirical data reveals 
strategy is not sufficient to meet SLA. 


Government Review. 


3.4.4.C Validate backups with 
test restores 


 


Contractor shall conduct two test restores 
per month to determine if backups are 
valid and can be recovered. 


• Contractor shall provide report on 
test result to include actual 
recovery time and recover point 
metrics. 


Government Review. 


3.5. Database Security implementation support.   
3.5.A Comply with IA, 


FISMA, and INFOCON 
requirements to achieve 
full ATO 


Contractor shall maintain knowledge of all 
IA controls related to databases 


• Contractor shall perform analysis 
and provide report on potential 
impact of closing open 
vulnerabilities 


• Contractor shall notify 
government of new open 
vulnerabilities as they are released 
by DISA. Contractor shall 
perform assessment of new 
vulnerabilities within 10 business 
days  of release. 


Government Review. 
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3.5.B Perform daily database 
security checks to 
maintain security posture 


Contractor shall create automated scripts 
that will validate the security posture of the 
databases.  


• Automated scripts shall be 
executed through Oracle grid 
control or other monitoring tool 
used by the government. 


Government Review. 


3.5.C Perform security fixes 
and mitigation actions to 
ensure FISMA 
compliance 


Contractor shall on a weekly basis compile 
list of new open vulnerabilities and provide 
execution plan for closing open 
vulnerabilities. 


• Once approved by government, 
contractor shall close open 
vulnerabilities within 30 calendar 
days. 


• Contractor shall follow change 
and configuration management 
policies. 


Government Review. 


3.5.D Maintain security 
compliance of databases 
at the COOP/DR site 


Contractor shall on a weekly basis compile 
list of new open vulnerabilities and provide 
execution plan for closing open 
vulnerabilities. 


• Once approved by government, 
contractor shall close open 
vulnerabilities within 30 calendar 
days. 


Contractor shall follow change and 
configuration management policies. 


Government Review. 


3.6. Database Infrastructure Re-architecture (Technology Refresh) 
3.6.A Develop implementation 


strategy and migrate 
databases to the new 
servers without major 
impact to services and 
applications hosted at 
the NITC 


Contractor shall utilize strategy to migrate 
database that results in least amount of 
downtime for the users. 


• For migration to similar 
platforms, outages shall not 
exceed two hours regardless of 
the size of the database. 


• For migration to different 
platforms, contractor shall 
provide outage estimate using 
path the minimizes outage. 


Government Review. 


3.6.B Develop data migration 
strategy without 
impacting data integrity 


Contractor shall validate data and structure 
integrity of all databases 


• Contractor shall ensure all data, 
logical and physical is copied 
during a migration. 


Government Review. 
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3.6.C Perform risk analysis and 
compatibility issues prior 
to full implementation 


Contractor shall confirm full compatibility 
between database and target location.   


• Contractor shall identify and 
execute all tasks required to 
ensure full compatibility 


• Expectation is restricted to vendor 
published requirements. 


• In the event unpublished 
compatibility is discovered, 
contractor shall follow incident 
response policy. 


Government Review. 


3.6.D Minimize outages  during 
migration. 


Contractor shall chose execution 
alternative that results in smallest outage 
window. 


Government Review. 


3.7. BCP/COOP/DR Support.   
3.7.A Develop strategy for 


setting up database 
infrastructure at the 
COOP/DR site 


Contractor shall be technically competent 
in NITC’s technical COOP plans. 


• Contractor shall identify and 
perform all tasks necessary to 
ensure databases can be made 
available at COOP site within 
established timelines. 


•  


Government Review. 


3.7.A Develop strategy for 
testing database 
recoverability and 
service restoration at the 
COOP/DR site 


Contractor shall perform quarterly tests o 
COOP databases to ensure they are current 
and recoverable. 


• Contractor shall identify and 
execute all tasks necessary to 
perform tests. 


Government Review. 


3.7.C Participate in regular 
testing initiated by the IA 
team either remotely or 
on-site 


Contractor shall provide technical 
execution support as requested by IA. 


• Contractor shall execute tasks 
identified by IA. 


Government Review. 


3.8. Documentation Support.   
3.8.A Develop, execute and 


maintain NASP standard 
operating procedures for 
managing and 
administering enterprise 
databases hosted at 
NITC 


Document new and maintain existing 
standard operating procedures (SOP) for 
technology stacks and services.   
 
Contractor shall be knowledgeable of the 
location of existing SOPs and use them in 
the performance of their tasks.  Contractor 
shall maintain documents as needed 


Government Review. 


3.8.B Comply with NASP 
documentation template 


Contractor shall develop new SOPs within 
his/her designated area using the NASP 
document template. 


Government Review. 


3.8.C Comply with  Continuous 
Process Improvement 


Contractor shall identify areas of 
improvement in the SOPs and 
communicate them to the government with 
recommendations.   


Government Review. 


3.9.  Contract Management and Personnel Oversight  
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3.9.A Provide contractor 
personnel supervision 


Provide highly qualified personnel per 
requirements of task orders issued against 
this contract. 
 
Contractor shall manage contractor 
personnel workload in conjunction with 
government requirements and priorities. 
 
Contractor shall resolve contractor 
personnel conflicts.  Should conflict is 
between government and contractor 
personnel, contractor shall report conflict 
to government management.   
 
Contractor shall ensure all personnel 
provide all required weekly status reports 
to government. 
 


Government Review. 


3.9.B Provide contractor 
personnel coverage report 


Contractor shall provide monthly coverage 
report to government for: 


• core hours (0600-1800 M-F) 
• off-hours call-back support, and  
• maintenance weekend coverage 


 


Government Review. 


3.9.C Provide contract status 
reports 


Contractor shall provide: 
• Bi-weekly budget and burn rate 


report for every task order issued 
against this contract 


• Monthly financial and staffing 
status report 


Monthly contract review with government 
to discuss overall health of the contract 


Government Review. 
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3.11. Deliverables  
Item Deliverable Format Date Required 


3.1 
A0001  -  Database 
Requirements Analysis 
Document 


See Attachment ___ Within __ business days of 
approval of requirement 


3.2 


A0002  -  Database 
Technology Infrastructure 
Analysis Design Document 
 


  


3.3.1 A0003  -  Work Breakdown 
Schedule (WBS)    


3.3.1 
A0004  -  Database Binaries 
Standard Configuration 
Checklist 


  


3.3.1 A0005  -  Software Installation 
Procedure   


3.3.1 A0006  -  Network Interfaces 
document   


3.3.2 A0007  -  SOP for creating 
databases and instances   


3.3.2 
A0008  - Database and 
instance standard 
configuration checklist 


  


3.3.2 A0009  - Database backup and 
restore procedure   


3.3.2 
A0010  - Automation scripts 
for creating basic databases 
and instances 


  


3.3.2 A0011  -  Database and 
systems interfaces list   


3.3.2 A0012  -  System dependency 
hierarchy diagram   


3.4.1 A0013  -  Performance 
statistics and trend reports   


3.4.2 A0014 – Incident Action 
Reports   


3.4.2 A0015 – Exception report   


3.4.3 A0016  -  Call-Back Incident 
report   


3.4.3 A0017  -  Contractor on-call 
list 


  


3.4.4    
3.4.5    


3.5 A00XX -  IAV and CPU 
Patch compliance report   


3.5 A00XX - Roll-back Plan   


3.6 A00xx  -  Database 
migration POA&M 


  


3.6   A00xx  -  Risk Analysis   


3.7 A00XX - COOP/DR strategy 
for database recovery and 
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service restoration 
document 


3.8 
A00xx -  New and Updated 
SOP (Managing Oracle 
RAC ) 


  


3.8 
A00xx -  New and Updated 
SOP (Managing Oracle 
DataGuard) 


  


3.8 
A00xx -  New and Updated 
SOP (Managing Oracle in 
Virtual & Physical OS) 


  


3.8 
A00xx-   New and Updated 
SOP (Managing MSSQL 
Server Cluster) 


  


3.8 
A00xx -  New and Updated 
SOP (Managing SYBASE in 
Virtual OS) 


  


3.8 
A00xx -  New and Updated 
SOP (Managing the OEM 
System) 


  


3.9.1 A00xx -  Work Breakdown 
Schedule   


3.9.1 A00xx -  Weekly status 
reports 


  


3.9.1 
A00xx -  Monthly 
Contractor Personnel 
Coverage 


  


3.9.2 A00xx -  Biweekly financial, 
staffing and burn rate 


  


3.9.2 A00xx -  Monthly 
presentation materials 
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4.    Quality Planning, Control And Assurance  


4.1.    Quality Control (QC)  
 


The Contractor shall monitor the specific database administration task results to determine 
that they comply with relevant quality standards, meet customer deliverables, and identify 
ways to eliminate causes of unsatisfactory performance through utilization of its Quality 
Control (QC) processes. 
 
The Contractor shall address the quality control planning, execution and tracking to be 
utilized to assure compliance with task order performance standards.  The Contractor shall 
provide its quality control program in its technical proposal. 
 


4.2.    Quality Assurance Surveillance Plan (QASP)  
 


The Quality Assurance Surveillance Plan (QASP) outlines the framework and methods that 
will be utilized to provide surveillance and review of the Contractor’s fulfillment of contract 
acceptance criteria and other contract standards, including its quality control plan execution.   


 
The contractor shall develop, implement and maintain a quality assurance program.  The 
system shall included inspection, validation, evaluation, corrective action and procedures 
necessary to effect quality control of all performance and products under the contract.  The 
system shall allow inspection and evaluation by the government. The Government will 
evaluate the overall project performance on a regular basis to provide confidence that the 
project will satisfy the relevant quality standards.   The system shall be applicable to all 
subcontractors and members of the contractor’s team, if appropriate. 
 


5.    Government Furnished Information, Services, And Equipment  
 


The Government will furnish NMCI workstations and network resources, workspace, 
furnishings, office supplies, document reproduction, fax and telephone services, video-
conferencing and web-conferencing necessary to accomplish assigned work covered by this 
task order when some or all of the support must be performed in Government spaces. 
 
The Government will make available relevant standards, functional statements, technical 
manuals, computer systems guides, reference material, regulations, instructions, and 
operational procedures necessary to accomplish this task order. 
 
The Government will provide Government Common Access Cards (CAC). 
 
The Government will provide hand held equipment to accomplish assigned work covered by 
this task order. 
 
The Government will provide the required number of software licenses necessary to 
accomplish this task order when support effort is required to be in government spaces on 
government-provided NMCI workstations.  At the completion of these tasks, all software 
and customized computer code shall be surrendered to the Government. 
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The Government will provide remote access to systems at the NAVFAC Information 
Technology Center at Port Hueneme, CA to accomplish assigned work covered in this 
TASK ORDER when support effort is not required to be on-site in government spaces.  The 
access will be in compliance with current NETWARCOM, SPAWAR, NMCI and NAVFAC 
guidance and directives. The Government will provide access to any installation required in 
accordance with current DOD and Navy guidance and directives. 
 


6.    Contractor Furnished Information, Services, And Equipment  
 
The Contractor shall provide technical support as needed to meet the requirements of the 
task order as it pertains to facilities, supplies and services.  


 
Contractor is responsible for obtaining Card Readers and Software to be utilized with the 
Government furnished CAC Cards on non-NMCI workstations. 
 
Contractor workstations connecting remotely to the NAVFAC Information Technology 
Center at Port Hueneme, CA will be in compliance with current NETWARCOM, SPAWAR, 
NMCI and NAVFAC guidance and directives. 
 
Contractor shall be responsible for reproduction and shipping charges for training manuals. 
 
Contractors traveling overseas shall be required to provide passports. 


7. Other Information/Period Of Performance/Travel/ Points Of Contact  


7.1. Hours of Work:  
Hours of work shall vary based on the task being performed.  Certain tasks may require 
work and travel after normal business hours, on weekends and holidays.  For certain 
tasks, the contractor may be required to provide services 24 x 7.  Actual hours of work 
will be agreed upon at task order start up. 


7.2. Place of Performance:  
 
 NAVFAC Information Technology Center (NITC) 
 1000 23rd Avenue, Building 2 
 Port Hueneme, CA  93043 
 OR 


This task order work may require work to be performed at any NAVFAC 
CONUS/OCONUS location, see Attachment 06.   


 


7.3. Period of Performance:  
 


This task order period of performance shall be for one (1) base year and two (2) one-year 
options and is subject to the availability of Government funds.  The option years may be 
exercised when determined by the Government to be in its best interest and in accordance 
with applicable acquisition regulations and policies. 
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In accordance with FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000), 
the Government may extend the term of task order by written notice to the Contractor 
five (5) days prior to contract expiration provided that the Government gives the 
Contractor a preliminary written notice of its intent to extend at least 30 days before the 
contract expires. The preliminary notice does not commit the Government to an 
extension. If the Government exercises this option, the extended contract shall be 
considered to include this option clause. The total duration of task order, including the 
exercise of any options under this clause, shall not exceed 5 years. 


7.4. Travel:    
 


The contractor shall perform travel as required in the performance of the contract as 
stated in individual task orders.  Travel shall consist of CONUS/OCONUS travel, in 
support of the contract requirements identified in this task order. 
 
Travel arrangements and costs shall be in accordance with the Joint Federal Travel 
Regulations.  Before undertaking any travel in performance of this task order, the 
Contractor shall have the travel approved, in writing, by the TOM or Navy Technical 
Representative (NTR).  In an urgent situation, telephonic/verbal approval by the TOM or 
NTR is acceptable, with the understanding that the written approval request shall be 
provided within ten (10) calendar days.  Any travel expenses that are invoiced to the 
government shall be accompanied with backup or supporting documents. 


7.4.1. Air:    
The contractor shall, to the maximum extent practical, minimize overall travel costs by 
taking advantage of discounted airfare rates available through advance purchase.  
Charges associated with itinerary changes and cancellations under nonrefundable airline 
tickets are reimbursable as long as the changes are driven by the work requirement. 


7.4.2. Non-Reimbursable Travel:    
The following travel shall not be reimbursed:  travel performed for personal convenience 
or daily travel to and from the designated work site. 


 


7.5. Training:    
The Government will not allow costs, nor reimburse costs associated with the contractor 
training employees in an effort to attain and/or maintain minimum personnel qualification 
requirement nor any specialized certification requirements of this task order.  Attendance 
at workshops or symposiums and IA certification tests  are considered training for 
purposes of this clause.     


7.6. Monthly Status Reports:    
The contractor shall submit a monthly status report consisting of an executive summary 
covering the major activities, burn rates, and financial status of the previous month.  
These reports shall contain an accurate, up-to-date summary account of major 
accomplishments completed during the month, actual and projected burn rates (hours and 
funds), and financial status of the contract.  Report will be provided in a PowerPoint 
presentation.  An alternate report may be substituted for this format as agreed to at task 
start up. 
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The Contractor shall submit monthly reports in electronic format 5 business days after the 
previous month   


7.7. NAVFAC IT Hosting Architecture:    
Is identified in the NAVFAC Common Operating Environment (Attachment 01). 
 


7.8. Key Positions:    
The Contractor agrees to assign full-time equivalent (FTE) personnel to positions designated 
as key positions and these personnel shall be committed to the project for its duration.  No 
substitution shall be made without prior notification to and concurrence of the Ordering 
Officer.  All proposed substitutes shall have qualifications equal to or higher than the 
qualifications of the person to be replaced.  The Ordering Officer shall be notified in writing 
of any proposed substitution at least forty-five (45) days, or ninety (90) days when a security 
clearance is to be obtained, in advance of the proposed substitution.  The notification shall 
include: 
 


o An explanation of the circumstances necessitating the substitution; 
o a complete resume of the proposed substitute;  
o and any other information requested by the Ordering Officer to enable the 


Government to judge whether or the Contractor is maintaining the same high quality 
of personnel. 


 
Contractor personnel holding the position titles and having the qualifications listed in 
Attachment ____ are considered essential to the work being performed under this task order 


 
 


7.9. Contractor Identification:    
In accordance with DFARS 211.106, “Contractor employees shall identify themselves as 
contractor personnel by introducing themselves or being introduced as contractor personnel 
and displaying distinguishing badges or other visible identification for meetings with 
Government personnel.  All contractor employees shall appropriately identify themselves as 
contractor employees in telephone conversations and in formal and informal written 
correspondence.” 
 
Contractor shall ensure, to the extent practicable, that external correspondence signed by 
Contractor employees is on company letterhead. Internal correspondence, including e-mail 
and memoranda, must include the name of the company in the signature line or in another 
clearly identifiable location. In all contact with the public and Government officials, 
contractor personnel shall identify themselves as contractor employees working under 
contract to NAVFAC.  
 
Contractor shall ensure that their onsite personnel, when receiving or placing telephone calls, 
identify their employer, in addition to whatever other appropriate greeting are used. 
 
When participating in meetings with Government and/or other Contractor employees, ensure 
that their personnel properly identify themselves as Contractor employees so that their actions 
will not be construed as acts of Government officials. 
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All Contractor staff working on-site at any of the client installations during task order 
performance shall wear at all times a DOD or Contractor furnished Identification. 
 
The Contractor must comply with the implementation of Federal Information Processing 
Standards (FIPS) Publication Number 201, Personal Identify Verification of Federal 
Employees and Contractors. 


 


7.10. Intellectual Property:    
 


This task order is funded by the United States Government.  All intellectual property 
generated and/or delivered pursuant to this task order shall be subject to appropriate federal 
acquisition regulations which entitle the Government to unlimited license rights in technical 
data and computer software developed exclusively with Government funds, a nonexclusive 
license to practice any patentable invention or discovery made during the performance of this 
task order, and a nonexclusive and irrevocable worldwide license to reproduce all works 
(including technical and scientific articles) produced during this task order. 
 
All products delivered under this statement of work shall conform to current DOD, 
Department of Navy (DON) and NAVFAC standards and guidelines.  The Navy shall 
maintain full data rights to all products and deliverables. 
 


7.11. Transition between Task Order and Continuity of Service:    
 


If a successor contract is awarded prior to the final expiration date of this task order, the 
Government may issue task orders to the successor Contractor prior to the expiration date of 
this task order. 
 
The Contractor must recognize that services under this task order are vital to the Government 
and must be continued without interruption and that upon task order expiration, a successor, 
either the Government or another Contractor, may continue such services.  The Contractor 
agrees to exercise its best efforts and cooperation to effect an orderly and efficient transition. 
 
The awardee shall not recruit on Government premises or otherwise act to disrupt 
Government business. Within ten (10) calendar days of a task order award, the Contractor 
shall inform the appropriate TOM of incumbent personnel, who will not be placed on the task 
order. 
 
The Contractor shall have management and administrative support in place to fulfill work 
requirements at time of commencement of the task order performance.  Addresses, telephone 
numbers, and functional responsibilities shall be provided to Ordering Officer and TOM at 
time of work initiation. 
 
The Contractor shall provide phase-in, phase-out services, at no additional cost to the 
Government, as long as there is any active task order.  Appropriate task order management 
personnel shall meet with the successor Contractor to coordinate task order transition.  
Discussions shall include personnel transition to the successor Contractor, and the transition 
of task order specific items such as Government or Contractor furnished supplies, materials, 
equipment, and services. 
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The Contractor shall disclose necessary personnel records (names and phone numbers) to 
allow the successor to conduct interviews for possible transition.  If selected employees are 
agreeable to the change, the incumbent Contractor shall grant release at a mutually agreed 
date and negotiate transfer of the employee's earned fringe benefits.  The resumes for 
incumbents must be approved by the Government prior to assignment to a position.
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8. Attachments    


Attachment 01 - Enterprise Business Systems  
 
 
 
 
 
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 02 - Common Operating Environment (COE)  
 
 
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 03 - NAVFAC Hosting Technology Stacks  
 
 
 
 
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 04 - Non-Disclosure Form  
 
 


P  L  A  C  E  H  O  L  D  E  R
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Attachment 05 - Department of Homeland Security Employment Eligibility Verification, 
Form I-9  


 
 


P  L  A  C  E  H  O  L  D  E  R
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Attachment 06 - DOD Common Access Card (CAC) through the Contractor Verification 
System (CVS) 


 
P  L  A  C  E  H  O  L  D  E  R
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Attachment 07 - System Authorization Access Request Form (SAAR)  
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 08 - Information Assurance Workforce Certification Requirement  
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 09 - Key Positions  
 


PLACEHOLDER 
 
 
 


Key Positions:   
 (3) Senior Oracle DBA 
 (1) Oracle RAC DBA 
 (1) Oracle OEM DBA 
 (1) MSSQL DBA 
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1. General/Organization/Scope/Background/Objective 


1.1. Organization to be supported: 
 
Navy Facilities Engineering Command 
1322 Patterson Ave SE 
Washington Navy Yard, DC 20374-5065 
 
Work is to be accomplished for the Naval Facilities Engineering Command (NAVFAC) 
Command Information Officer (CIO), through the Seaport Enhanced Multiple Award Contract 
(SeaPort-e MAC). 
 
The recurring phrase, “The contractor shall,” means that the firm selected for this procurement 
will, in accordance with all applicable Federal, state, and local laws, regulations, guidance, and 
policies, furnish the necessary personnel, services, products, materials, equipment, knowledge, and 
expertise to successfully complete the tasks required under this contract. 
 
The Contractor shall be responsible for complying with all applicable Federal Acquisition 
Regulations (FAR), and Defense Federal Acquisition Regulations (DFAR). 
 


 


1.2. Scope: 
 


Naval Facilities Engineering Command (NAVFAC) has a requirement to host an array of 
Enterprise Business Systems that will be utilized throughout various Navy Organizations to 
include all NAVFAC sites, all Navy Regions, the Marine Corps, and select private business 
partners.  This array of Enterprise Business Systems supports the broad spectrum of NAVFAC’s 
business, employs a broad range of technical solutions, and could vary from a web-based 
application to a client server- & web-based application to a data warehouse that supports 
NAVFAC corporate reporting.  The list of enterprise-wide business systems are listed in the 
Business System Overviews (Attachment 01).   
 
As a result, NAVFAC has a need for technical subject matter experts to support, sustain, and 
maintain the operations and availability of all enterprise applications hosted at the NAVFAC Data 
Center located at NAVFAC Information Technology Center (NITC), and the remote Continuity of 
Operation and Disaster Recovery Site (COOP/DR) located at Norfolk, Virgina.  Attachment 02, 
NAVFAC Common Operating Environment (COE), describes the hosting environment, network 
boundaries, zones, servers, and storage platforms necessary to deploy and sustain the delivery of 
NAVFAC enterprise business systems listed in Attachment 01.   
 
The contractor is responsible and accountable for ensuring systems integrity, availability, usability 
and restorability.  This includes systems integration, administration, configuration, availability 
monitoring, performance, and tuning support in all distinct hosting environments in DevCOI 
(Experimental, Development, Test) and EDMZ (Acceptance, Production, COOP/DR) using the 
contractor's innovative approach that are in-line with industries IT hosting best practices, and in 
compliance with DOD/DON IT policies, NAVFAC policies and NITC internal processes.   
 
This Contract is Firm Fixed Price (FFP).  This is a Performance Work Statement (PWS).  The 
scope of this PWS is to provide technical, operational, sustainment and maintenance support of all 
application technology stacks used in the NITC data center for deploying NAVFAC enterprise 
business systems listed in Attachment 01.  This include:  application and technology requirements 
analysis,  system integration; system interconnectivity; software component upgrades; 
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documentation; software life cycle maintenance; security; market research and risk analysis of 
new technologies; change and configuration tracking, technology refresh, and maintenance.   The 
Contractor shall provide all services, personnel, contractor personnel supervision, materials, 
equipment and transportation necessary (except as otherwise specified herein) to accomplish the 
requirements of this PWS. 
 
 


1.2.1. Clearances and Licensing: 
 


Contractor personnel working on this task shall be U.S. Citizens. 
 
All tasks required in this Contract are IAT Level II “Privileged Access” in accordance with 
SECNAV M-5510.30 (e.g. involving super user or root access, direct access to operating system 
level functions, access to change control parameters of routers, multiplexers, and other key 
information system/network equipment or software; ability and authority to control and change 
program files, and other users’ access to data or equivalent access) .  Appropriate background 
check levels should be at the National Agency Check with Local Agency Check and Credit Check 
(NACLC) or higher level for all resources provided in support of this contract.   
 
Work performed as part of executing this requirement will be at the SENSITIVE BUT 
UNCLASSIFIED. The contractor shall pursue and obtain final appropriate clearances (as defined 
by SECNAV M5510.30 at https://doni.daps.dla.mil/SECNAV%20Manuals1/5510.30.pdf - see 
sections 6-8 paragraph j.) for all personnel as required by individual task.  All contractor personnel 
shall have a successfully adjudicated Access National Agency Check with Inquiries (ANACI) or 
National Agency Check with Local Agency (NACLA) as required by Information Technology 
(IT) level II “Limited Privileged Access.  This shall also apply to all sub-contractor personnel. 
 
The contractor shall establish and maintain an access list of those employees working on this 
Contract.  A copy of the access list shall be furnished to the Command Information Assurance 
Manager (CIAM).  All personnel reassignments and changes shall be documented within 3 
business days via a revised access list provided to the NAVFAC CIAM.  NAVFAC will provide 
the contractor access to all areas as necessary to support this effort. 
 
Specific tasks may require specialized certifications as identified in the performance work 
statement. 
 
The Contractor shall ensure that personnel accessing information systems have the proper and 
current information assurance certification to perform information assurance functions in 
accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program, and 
SECNAV M-5239.2 Department of the Navy Information Assurance (IA) Workforce 
Management Manual.  The Contractor shall meet the applicable information assurance 
certification requirements, including: 
 
 (1)  DoD-approved information assurance workforce certifications appropriate for each 
category and level as listed in the current version of DoD 8570.01-M; and 
 
 (2)  Appropriate operating system certification for information assurance technical 
positions as required by DoD 8570.01-M. 
 
Upon request by the Government, the Contractor shall provide documentation supporting the 
information assurance certification status of personnel performing information assurance 
functions. 
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Contractor personnel who do not have proper and current certifications shall be denied access to 
DoD information systems for the purpose of performing information assurance functions.   
 
Attachment 07 is an excerpt of SECNAV M-5239.2 (Appendix G - OS Commercial Certification) 
regarding the special certification requirements for this Contract.  The contractor shall adhere to 
any modifications to the SECNAV M-5239.2 as they become available. 
 
 
 The contractor shall maintain and keep up-to-date their employee IA certification, and shall pay 
for all training, training travel, study time, exam and certification/re-certification.   
 


1.2.2. Privacy Act: 
 
Work on this project requires that Contractor personnel have access to Privacy Information to 
legally support Business Systems hosted at NITC.  Personnel shall adhere to the Privacy Act, Title 
5 of the U.S. Code (USC), Section 552a and applicable agency rules and regulations. 
 
Contractor will be held liable for all data breaches where he/she is determined to be culpable (e.g., 
contract proprietary information, social security numbers (SSN) and other sensitive personnel 
information, etc). Contractor will be held liable and will be required to take steps such as notifying 
affected parties or providing credit monitoring. 
 
Contractor personnel shall sign a Non-Disclosure Form (Attachment 04). 
 
 
 


1.2.3. Access Requirements: 
 


Contractor employees shall fill out a Department of Homeland Security Employment Eligibility 
Verification, Form I-9 (Attachment 05). 
 
Contractor personnel shall coordinate with the Government sponsor to complete and submit an 
application for a DOD Common Access Card (CAC) through the Contractor Verification System 
(CVS), see Attachment 06 for the application procedures.  The issuance of a Common Access 
Card (CAC) to a contractor requires, at a minimum, a completed National Agency Check (NAC), 
or what’s considered a trustworthiness check, as well as an initiated National Agency Check with 
Written Inquiries (NACI).  Companies who employ government contractor personnel will have to 
complete and submit the NACI on behalf of the individual prior to their arrival on-site.  Contractor 
shall complete and submit a NACI on behalf of their employees prior to arrival on-site.  This 
policy is in accordance with the DoD Physical Security Program, DOD 5200.8-R and the 
Contractor Verification System (CVS) Trusted Agent program. 
 
Once the CAC request has been approved, Contractor personnel will proceed to the designated 
CAC issuance location identified by the Government sponsor with the appropriate documentation 
to support their identification and/or citizenship.  The CAC issuance location will then issue the 
CAC.   
 
Contractor employees traveling overseas must be eligible to obtain a passport. 
 
Contractor employees shall successfully complete an online Information Assurance (IA) training 
class (approximately 1.5 hours in duration) each year. 
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Contractor employees shall fill out a System Authorization Access Request Form (SAAR) 
(Attachment 07) to obtain access to any Government system (remote or otherwise). 
 
Within 7 working days of termination, the contractor shall adhere to NAVFAC checkout 
procedures for the termination and/or collection of all Public Key Infrastructure (PKI), CAC, 
NAVFAC Badges, Parking Passes, and Parking Decals.  This pertains to NAVFAC support 
contractors both on site and off site. 


 
 


1.3. Background: 
 
The Naval Facilities Engineering Command (NAVFAC) is an Echelon II Systems Command 
under the Chief of Naval Operations (CNO), with additional authorities and responsibilities from 
the Secretary of the Navy (SECNAV).   NAVFAC is a global military command with a 
Headquarters element and Component Commands that work together as one organizational team.  
NAVFAC also provides technical support for Navy expeditionary engineer readiness and doctrine, 
and program management support for multiple NAVFAC/CEC/SEABEE programs, including the 
Ocean Facilities Program and the Sealift Support Program. 
 
The Naval Facilities Engineering Command (NAVFAC), Command Information Officer (CIO) 
has a requirement to provide optimized IT services to a global footprint of internal and external 
customers.  Today, NAVFAC IT application hosting services is provided by one (1) Omnibus 
contract.  Because of emerging systems and technologies, changing directions of IT systems, IA 
workforce certifications, and IT systems security requirements, this one contract will not be able to 
meet the NAVFAC hosting requirements at a most cost effective and timely manner.  NAVFAC 
therefore requires splitting the hosting contract to three separate but inter-dependent contracts:  
Hosting Infrastructure Support, Enterprise Database Support, and Enterprise Systems Support.  
Splitting the contract  into three hosting areas (Infrastructure, Database, Systems) provides checks 
and balances as appropriate. 
 
 Contractor support services will primarily be at NAVFAC's Information Technology Center 
(NITC), some may be provided at various NAVFAC activities, as appropriate.  These acquisitions 
are three (3) of  fourteen (14) major acquisitions that will encompass all contractor-provided IT 
services for NAVFAC.  


 
 


1.4. Objective: 
 


The objective of this acquisition is to provide technical IT service support to the NITC application 
hosting environments on a 24x7x365 basis.  These services include technology stack hosting 
architecture;  research and analysis; GOTS/COTS software installation, configuration and 
sustainment; systems integration and interconnectivity; deployment, implementation, and 
administration; maintaining security posture of all GOTS/COTS; process documentation; service 
availability monitoring; and performance optimization and tuning  required to effectively and 
efficiently sustain all components of the NITC application hosting environments. 
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2. Definitions as applied to this contract 


2.1. Common Operating Environment (COE) 
The Common Operating Environment (COE) identifies the layers of the NAVFAC Enterprise hosting 
infrastructure, network boundaries/Zones, and the hardware/software/storage platform.    Attachment 
(02) is a representation of the NAVFAC/NITC Data Center COE. 


2.2. Technology Stacks (TS) 
The NITC enterprise applications hosting architecture supports distinct and separate technology stacks 
based on application requirements, but are inter-related and inter-dependent with each other.  
Attachment 03  - NAVFAC Hosting Technology Stacks provides a description of the technologies 
used to support applications hosting services, and identify components and functionalities offered. 


2.3. Technology Refresh (TR) 
NITC performs periodic replacement of equipment to ensure continuing reliability of equipment and/or 
improved speed and capacity.  To meet IT roadmaps for consolidation and refresh requirements, NITC 
must be able to change rapidly without substantially impacting  or reducing capability enhancements 
that are coordinated in obsolete solutions.  Major technology refresh requiring re-designing the hosting 
architecture to better meet technology roadmaps (ie: virtualization, consolidation, cloud computing), is 
a viable option for NITC if it meets DOD initiative for server footprint reduction.    
        


2.4. Sustainment and Maintenance 
NITC performs day-to-day operational sustainment and technical support of all services and 
applications hosted at the NITC hosting center.  Maintenance work is normally performed during non-
core hours or weekends to minimize impact to the user community.  Sustainment and maintenance 
tasks are tracked through the NITC change management process.            
 


2.5. Emerging Systems 
NITC maintains a common operating environment and core technology stack.  New systems that do 
not conform to the existing NITC hosting COE or Technology Stacks, and require separate server 
environment, shall be considered "emerging" systems.  Once the system is fully deployed, it becomes 
part of the COE and/or technology stack, and shall  require daily sustainment and maintenance support.  
Although this scenario does not happen very often, it is likely that there will be two (2) occurences of 
an emerging system within the life of this contact.   


2.6. Continuous Process Improvement (CPI) 
The NITC hosting center maintains several processes and procedures for standardization.   These 
processes and procedures are based on CMMI and ITIL framework and industry's best practices.  
Government-initiated audits are conducted to ensure these processes and procedures are followed and 
maintained.  All employees of the hosting facility (both government and contractors) shall continually 
update SOPs within their area of responsibilities.  


2.7. Government-Approved Outages 
The NITC maintains a calendar of approved maintenance schedules that require system outages.  
These are usually done during non-core hours and weekends.   Government-approved outages include:  
(1)  scheduled weekend maintenance, (2) scheduled system maintenance due to system issues/failures, 
and (3) critical IA/IAVA/INFOCON/SRR implementations which could happen during the week.  


2.8. Application Virtualization 
Application Virtualization describes technologies that improve portability, manageability and 
compatibility of applications by encapsulating them from the underlying operating system on which 



http://en.wikipedia.org/wiki/Application_software�

http://en.wikipedia.org/wiki/Operating_system�
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they are executed. A fully virtualized application is not installed in the traditional sense, although it is 
still executed as if it were. The application is fooled at runtime into believing that it is directly 
interfacing with the original operating system and all the resources managed by it, when in reality it is 
not. In this context, the term "virtualization" refers to the artifact being encapsulated (application), 
which is quite different to its meaning in hardware virtualization, where it refers to the artifact being 
abstracted (physical hardware).  CDA (for GOTS) and software vendor (for COTS) support must be 
obtained prior to implementation in the NITC hosting environments. 


2.9. Hardware Virtualization 
Hardware virtualization is a virtualization of computers or operating systems. It hides the physical 
characteristics of a computing platform from users, instead showing another abstract computing 
platform. NITC is using VMWare and Solaris Container Virtualization Software to control 
virtualization.  Hardware and operating systems virtualization is an on-going effort at the NITC 
Hosting Facility to comply with DON's server footprint reduction initiative. 


2.10. Storage Virtualization and Consolidation 
Storage virtualization is the pooling of physical storage from multiple network storage devices into 
what appears to be a single storage device that is managed from a central console.  NITC uses NetApp 
to control storage from EMC and NetApp 
 
Storage consolidation is an ongoing effort at NITC to standardize on the NetApp SAN System.  NITC 
is in the process of migrating data from the EMC and SUN devices into the NetApp SAN System to 
comply with the NAVFAC IT Roadmap.    
 
 


2.11. Acronyms 
o ACNO-IT  - Assistant Chief of Naval Operations for Information Technology 
o ACTR – Assistant Contract Technical Representative (NMCI Term) 
o AHF – Application Hosting Facility 
o ANACI – Access National Agency Check with Inquires 
o AQL –Acceptable Quality Level 
o ASDP – Abbreviated Systems Decision Paper 
o ASP – Active Server Page? 
o ATL – Automated Tape Library 
o B2B – Business to Business  
o BCA – Business Case Analysis 
o BCP – Business Continuity Plan 
o BMS -  Business Management System 
o BOY – Beginning of (Fiscal) Year 
o BPM – Business Process Monitor (key piece of performance monitoring software) 
o C&A – Certification and Accreditation 
o CA – Certification Agent 
o CAC – Common Access Card 
o CARS – Cyber Asset Reduction and Security 
o CCB – Configuration Control Board 
o CCR – Central Contractor Registration 
o CCM – Configuration & Change Management 
o CCMP – Configuration & Change Management Plans 
o CDA -  Central Design Agency 
o CEC – Civil Engineering Corps 
o CI - Configuration Item 
o CIAM – Command Information Assurance manager 
o CIO – Command Information Officer 
o CLIN – Contract Line Item Number 



http://en.wikipedia.org/wiki/Hardware_virtualization�

http://en.wikipedia.org/wiki/Computer�

http://en.wikipedia.org/wiki/Operating_system�

http://en.wiktionary.org/wiki/abstract�
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o CM -  Configuration Management 
o CMMI - Capability Maturity Model Integration 
o CMP – Configuration Management Board 
o CNO – Chief of Navy Operations 
o COB – Close Of Business 
o COE – Common Operating Environment 
o CONUS -  Continental United States 
o COOP – Continuity of Operations Plan 
o COR – Contracting Officer’s Representative 
o CoS - Continuity of Service 
o COTS – Commercial-off-the-shelf 
o CPI - Continuous Process Improvement 
o CPU –  Central Processing Unit 
o CTR – Contract Technical Representative (NMCI term) 
o CVS – Contractor Verification System 
o CYE – Calendar Year End 
o DAA – Designated Approval Authority 
o DADMS – Department of the Navy Applications and Database Management System 
o DBMS – Data Base Management  System 
o DCPDS – Defense Civilian Personal Data System 
o DECC – Defense Enterprise Computing Center 
o DEERS – Defense Enrollment Eligibility Reporting System 
o DFAR – Defense Federal Acquisition Regulation 
o DIACAP – DoD Information Assurance Certification and Accreditation Process 
o DISA – Defense Information Systems Agency 
o DITSCAP – DoD Information Technology Security Certification and Accreditation 


Process 
o DMS – Defense Messaging System 
o DoD – Department of Defense 
o DODD – Department of Defense Directive 
o DODI – Department of Defense Instruction 
o DON – Department Of Navy 
o DR - Disaster Recovery 
o DSS – Decision Support System 
o DWAS – Defense Working capital fund Accounting System 
o EI – Enterprise Integration 
o E2E - End to End 
o EOY – End Of (Fiscal) Year 
o EP – Execution Plan  
o ESRI - Environmental Systems Research Institute (a leading geographic information 


systems vendor) 
o EUL -  End User Layer 
o FAM – Functional Area Manager 
o FAR – Federal Acquisition Regulation 
o FAQ – Frequently Asked Questions 
o FEC – Facilities Engineering Command 
o FISMA - Federal Information Security Management Act 
o FMO -  Financial Management Office 
o FTE - Full-Time Equivalent 
o FY – Fiscal Year 
o GF – General Fund 
o GIS – Geographic Information Systems 
o GPO – Group Policy Objects 
o GPS – Global Positioning System 
o HVAC – Heating, Ventilation and Air Conditioning 
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o HTMLDB – Hyper Text Markup Language Data Base (an Oracle Portal Development 
Environment) 


o IA – Information Assurance 
o IAM – Information Assurance Manager 
o IAO – Information Assurance Officer 
o IAT – Information Assurance Technical 
o IAVA – Information Assurance Vulnerability Alert 
o IAVB – Information Assurance Vulnerability Bulletin 
o IAW – In Accordance With 
o IAWF - Information Assurance Work Force 
o IMMEDIATE - No more than 30 minutes 
o INFOCON - Information Operations Condition 
o INFOSEC - Information Security 
o IPT – Integrated Product Team 
o IT – Information Technology 
o ITIL - Information Technology Infrastructure Library 
o IV&V – Independent Verification and Validation 
o J2EE – Java Version 2 Enterprise Edition 
o JPAS – Joint Personal Adjudication System 
o JSP -  Java Server Pages 
o LDAP – Lightweight Directory Access Protocol 
o LNS – Legacy Network Shutdown 
o LUN – Logical Unit 
o HPQC - HP Quality Center (Formerly Mercury Quality Center) 
o NACLA – National Agency Check with Local Agency  
o NAS – Network Attached Storage 
o NASP -  NAVFAC Application Service Provider  
o NAVFAC – Naval Facilities Engineering Command 
o NBVC – Navy Base Venture County 
o NET – Navy Enterprise Transportation 
o NGEN - Next Generation (Navy-owned network) 
o NAVNETWARCOM – Navy Network Warfare Command  
o NFELC – Naval Facilities Expeditionary Logistics Center 
o NITC – NAVFAC Information Technology Center 
o NMCI – Navy Marine Corps Intranet 
o NTR – Navy Technical Representative 
o NWCF – Navy Working Capital Fund 
o OAPEX - Oracle Application Express 
o OAS - Oracle Application Server 
o OCONUS – Outside Continental United States 
o OCS –  Oracle Collaboration Suite  
o ODAA – Operations Designated Approval Authority 
o OEM – Oracle Enterprise Manager 
o OFM - Oracle Fusion MiddleWare 
o OID – Oracle Internet Directory 
o OLTP -  On Line Transactional Processing 
o ONE-NET – OCONUS Navy Enterprise Network 
o OO – Ordering Officer 
o OS – Operating System 
o OST – Operational Support Team 
o PBSOW – Performance Based Work Statement 
o PEO-EIS – Program Executive Office for Enterprise Information Systems 
o PKE – Public Key Enabling 
o PKI – Public Key Infrastructure 
o POA&M – Plan of Actions and Milestones 
o POC – Point Of Contact 
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o PW – Public Works 
o PWS – Performance Work Statement 
o QA/CM – Quality Assurance/Configuration Management 
o QASP – Quality Assurance Surveillance Plan 
o QC – Quality Control 
o QI Session - Quality Improvement Sessions (Process Validation/Audit) 
o QTP – Quick Test Professional 
o RDMBS – Relational Data Base Management System 
o RFA – Request for Action 
o ROI – Return on Investment 
o SA – System Administrator 
o SAAR – System Authorization Access Request 
o SAN – Storage Area Network 
o SCADA – Supervisory Control and Data Acquisition 
o SECNAV – Secretary of the Navy 
o SDE – Spatial Data Engine 
o SDP – System Decision Paper 
o SLIN – Sub Line Item Number 
o SPAWAR – Navy Space  Warfare Command 
o SPM – Single Platform MAXIMO® 
o SRR -  System Readiness Review 
o SSBI – Single Source Background Investigation 
o SSL – Secure Sockets Layer 
o ST&E – Security Test & Evaluation 
o STIG – Security Technical Implementation Guide 
o TF – Task Force 
o Tier 1 support – Response and routing of user initiated telephone help calls, emails and 


online submissions from the CIO Support Tracking System on the NAVFAC Portal. 
o Tier 2 support – Advanced response to help calls referred from Tier 1. 
o TOM – Task Order Manager 
o TPS – Test Plan/Script 
o TR - Technology Refresh 
o TRM – Total Resource Management 
o TS - Technology Stack 
o TSO – Time Sharing Option 
o UPS – Uninterrupted Power Supply 
o USC – US Code 
o VUGen – Virtual User Generator (Mercury product for creating monitoring plans and 


scripts) 
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3. Enterprise Systems Support Contract Description And Deliverables 
Introduction/Summary:  All tasks in this work statement require IAT Level II “privileged access”, 
Refer to paragraph 1.2.1, Clearances and Licensing for mandated requirements, and Attachment 08 for 
commercial certifications required to perform this Contract.       
 
Services and functions required include the following: 
 
• Delivering a full spectrum of IT hosting and system integration services using various computing 


platforms and toolsets to deliver innovative business solutions as described in Attachment 02, 
Common Operating Environment (COE).   
 


• Providing technical, installation, configuration, sustainment, and maintenance support for all 
technology stacks (Attachment 03) employed by the NITC hosting center for deploying enterprise 
business systems listed in Attachment 01.   
 


• Performing continuous operations, sustainment, maintenance, and software component updates of 
all COTS/GOTS in all hosting environments across the life of this contract.  This include ensuring 
availability of services, performance monitoring and tuning, software updates to avoid support 
obsolescence by vendors, configuring and maintaining redundant architecture, and implementing 
security measures that comply with IA standards. 
 


• Adhering to NITC configuration management and change management procedures.  This includes 
the development, execution, and maintenance of technical standard operating procedures (SOPs) 
for installation, administration, and maintenance of COTS/GOTS that control changes to the 
system components utilized to deliver application services.   
 


• Maintaining inventory of configuration items for all technology stacks and their supporting 
components.  This include maintaining the repository of COTS/GOTS application configuration 
items that can be queried to generate configuration item baselines and for tracking changes 
implemented;   maintaining and tracking system interfaces and system dependencies. 


 
• Performing research for new systems requirements and performing analysis of their potential 


application to NAVFAC's business systems hosting needs, including risk analysis, and 
implementation strategies. 
 


• Performing service availability monitoring; performance tuning; analytical and technical expertise; 
and software maintenance support services for the management of all technology stack 
components that are hosted in the NITC DevCOI (experimental, development and test), and 
EDMZ (acceptance, production, and COOP/DR) environments. 


 
• Supporting unplanned callbacks to troubleshoot and correct application problems including full 


documentation of callback actions, and escalating issues outside the NITC area of responsibility to 
appropriate channels in compliance with NITC issues escalation procedure.  


 
• Performing planned application maintenance and promotions in compliance with NITC change 


management procedures, which is usually conducted during off-peak hours and weekends.  This 
includes:  COTS/GOTS software component updates, patch installation, security fixes and 
patches, and CDA code promotions. 
 


• Complying with FISMA, IA, INFOCON guidance to achieve Authority to Operate (ATO).  This 
includes keeping up-to-date with DON/DOD/DISA and NAVFAC security policies pertaining to 
web servers and application servers (ie: IIS, Apache, JBOS, OAS, WebSphere, WebLogic), 
performing security checks; interpreting pertinent STIGS and applying security fixes; 







  NAVFAC Enterprise Hosting Services  


     Page 14 of 47 
   


documenting application security vulnerability mitigation actions; and keeping track of all 
application information assurance (IA) and mitigation actions.  
 


• Ensuring that software patches and release updates can be rolled back on a particular host-based 
device if there is a compatibility problem with hardware or business systems (COTS and GOTS).  
This includes developing checklists or documenting steps for applying and rolling back software 
patches, release updates, or CDA code promotions. 
 


• Testing all required GOTS/COTS software patches and changes in a production-like test 
environment for compatibility and performance impact prior to full deployment.  This includes 
documentation of test results provided to the government for re-evaluation of requirements. 
 


• Providing day-to-day application services sustainment and operational support requested through 
prescribed issue tracking and/or service request systems  
 


• Performing recurring application operation and maintenance tasks (log review and archiving, 
cache clean up, file system cleanup) necessary to ensure systems availability.  This includes 
developing scripts for tasks that can be automated without impacting application availability. 
 


• Ensuring recoverability of all systems using daily and weekly backups in case of system crashes.  
This includes documenting, executing and maintaining restoration standard procedure, performing 
periodic recovery testing at the NITC hosting center, documenting testing results, updating backup 
and restore procedures as appropriate. 
 


• Providing technical support for NITC's business continuity processes (BCP), continuity of 
operations (COOP), and disaster recovery (DR).  Ensuring BCP/COOP/DR processes are executed 
and maintained, allowing for service restoration and continuous business systems operation in case 
of emergencies or natural disasters.  This includes:  periodic testing of system recovery at the 
remote COOP/DR site, documenting testing results, and updating BCP/COOP/DR procedures as 
appropriate.  BCP/COOP/DR testing will be scheduled by the NITC IA Team.  
 


• Providing support in implementing continuous process improvement using established NITC 
CMMI framework and ITIL processes, and complying with NITC change management, 
configuration management, and portfolio management.  This includes participating in NITC's 
ITIL-based initiatives; developing SOPs using prescribed document templates, and participating in 
scheduled quality inspection (QI) sessions for continuous process improvement. 
 


• Providing contractor personnel oversight.  
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3.1. Requirements Review   
Overview:  The Contractor shall work with the NASP Technical Lead or CDA designated 
representative to understand business and organizational requirements.   
 
The Contractor shall perform requirements review and analysis for small and large projects.  
Large projects typically require more than 120 hours of effort, and is likely to occur once a year 
per  technology stack.   Large projects are normally coordinated by he NASP technical leads, and 
could include:   
o Major software releases or version upgrades 
o Technology refreshes (ie: server refresh, storage refresh) 
o Technology Stack re-architecture (ie: virtualization, consolidation, migration, redundancy) 
o Major data migration from legacy systems 


 
For large projects requiring more than 120 hours of effort, the Contractor shall participate in 
business system requirements review, and provide a comprehensive requirements analysis 
document to the NASP Technical Lead who will review requirements analysis document.  The 
contractor shall ensure that the document is approved by all stakeholders and project sponsors 
before work proceeds.   
 
Objectives: 
 A. Perform research and analysis of customer requirements  
 
Deliverables: 
 A0001  -  Requirements Analysis Document 
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3.2. Technological Analysis and Infrastructure Design    
Overview:  The contractor shall provide technological analysis support for both small and large 
projects using the Requirements Analysis Document as a source for technological analysis and 
design.      


 
Work Description:  The contractor shall document results of analysis in a systems analysis and 
design document, and will address hardware and storage capacity, software features, system 
interfaces (external and internal),  migration paths, risks to the hosting environment , material 
cost, level of effort, and make recommendation on implementation strategies, architecture, and 
milestones.   
 
The Contractor shall interface with the CDA, NASP Project Manager, NASP Database, Server 
and Storage Administrators, and the NITC IA staff to effectively perform the work required in 
this section.  
 
Objectives:   


A. Design technology stack architecture including networking, systems interfaces, and 
redundancy. 


B. Develop POA&M and Execute on schedule. 
C. Coordinate infrastructure and interface changes for COE updates 


 
Deliverable:  


 A0002  -  Technology Stack Infrastructure Analysis and Design Document 
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3.3. COTS/GOTS Systems Administration    
Background:  The NITC Data Center currently hosts a myriad of enterprise business systems 
(Attachment 01) across the hosting environments.  In addition, NITC also offers IT services that 
supports all NAVFAC sites, all Navy Regions, the Marine Corps, and select private business 
partners.   
 
NITC's core technology stacks are listed in Attachment 03.  Hosting services offered include:  
Source Code Management Service, Report Generation Service, Mail Relay Service, BigIP Service 
(for load balancing, SSL acceleration, port redirection),  Web and Application Hosting Service, 
Enterprise Licensing Service, Performance Monitoring Service, Secure Application Delivery 
Service, Secure File Transfer Service 
 


3.3.1.   COTS/GOTS Software Installation and Configuration 
Overview:   The contractor shall have a working knowledge of Solaris, Linux, and Windows 
operating systems, and the CITRIX environment in which the COTS/GOTS software  are hosted, 
their underlying technologies and components, and redundant architecture to achieve high-
availability of service.      
 
This task shall be performed after the software release or version is added in the NAVFAC 
software portfolio and approved by the application Change Control Board (CCB) and the NITC 
Operations Control Board (OCB). 
 
The contractor shall confirm schedule with the NASP Technical Lead who is responsible for the 
overall coordination with application stakeholders. 
 
Work Description:  The contractor shall be responsible and accountable for properly installing 
and configuring software upgrades, release updates, component upgrades, and one-off patches.  
Tasks include: 


o The Contractor shall ensure all NITC change management and portfolio management 
requirements are met and complied with. 


o Developing detail work breakdown schedule (WBS) and submit to the NASP technical 
lead for developing project milestones and schedules (POA&M). 


o Ensuring all necessary software, licenses, hardware, and storage resources are available 
and ready for use.  This includes defining required directory structures, permissions, 
ports, protocols, and interfaces. 


o Developing software installation and update/upgrade procedures. 
o Developing roll-back procedure to ensure applications are restored back to their  previous 


working state during failed upgrades, updates, patches, or service packs installations. 
o Understand, configure, maintain, and document  network interfaces between systems 
o Ensuring SRR scans are performed immediately after software installation to baseline the 


system's security posture 
o Ensuring system backups are immediately scheduled after software is installed and 


configured 
o Ensuring all installations are fully tested in the DevCOI prior to implementation in 


Acceptance and Production regions. 
 
 


Objectives: 
A. Execute POA&M on schedule 
B. Maintain security posture of all  systems 
C. Ensure all application binaries and codes are backed-up 
D. Develop roll-back procedures for software updates and/or code promotions 
E. Comply with COTS/GOTS software life cycle management 
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F. Comply with portfolio and change management procedures 
G. Coordinate changes to COE 


 
 Deliverables:    


A0003  -  Work Breakdown Schedule (WBS)  
A0004  -  Configuration Item Checklist 
A0005  -  Software Installation Procedure 
A0006  -  System Interfaces and Dependencies document 
 
 


3.3.2.   Business Systems Integration and Configuration.   
Overview:   The contractor shall gain familiarity with the business processes employed by 
business systems listed in Attachment 01.   The contractor shall be very familiar with all hosting 
services offered at NITC.  NITC hosting services are identified in Attachment 03. 
 
Work Description:  The contractor shall ensure business systems are integrated and configured 
properly to enable full functionality.  Tasks include: 


o Ensure all services are operational and functional in DevCOI (Experimental, 
Development, test) and EDMZ (Acceptance and Production) 


o Provide technical support to developers for testing application interfaces and configuring 
systems interconnectivity. 


o Ensure that all application instances are scheduled for backup, and backup jobs are 
completed successfully. 


o Comply with NITC change and configuration management processes 
 


The contractor shall document all configuration items applied in each environment, and track all 
changes as they are implemented.  This information shall be stored in a central repository that can 
be readily queried by the government as needed. 
 
The contractor shall be responsible for configuring integration between internal and external 
systems interfaces and services to ensure full functionality and user accessibility.  External 
interfaces and services can include:  Big IP, Single-Sign-On, LDAP authentication, Mail Relay, 
Secure File Transfer, Database Services, Licensing Services, Performance Monitoring Services, 
Citrix Services, Domain Name Services, Report Generation Services, Share Storage, Backup and 
Restore Services. 
 
The contractor shall ensure all changes to the environment are fully tested in the DevCOI prior to 
implementing in Acceptance and Production regions.  This include all COTS/GOTS configuration 
changes and codes promotions. 


 
The Contractor shall comply with NITC change management and portfolio management policies 
and procedures. 
 


 
 


Objectives: 
A. Ensure all services are operational and available 
B. Maintain application configuration item inventory 
C. Configure all internal and external systems interfaces 
D. Comply with change management procedures 


 
 Deliverables:    


A0006  -  Business Systems Interfaces document 
A0007  -  Updated Configuration Items Checklist 
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3.4. Operations, Sustainment and Maintenance Support   


3.4.1.   Performance Monitoring, Optimization and Tuning    
Overview:  Performance monitoring, optimization and tuning is an ongoing task required for 
successful hosting operation.  The contractor shall be very familiar with, and experienced in using 
the performance analysis tools available at the NASP.   
 
Work Description:  The Contractor shall monitor service availability and performance, analyze 
availability and performance reports, recommend for optimization/tuning, implementation, 
performance validation, and documentation of changes. 
 
The contractor shall perform day-to-day performance monitoring and optimization tasks which 
include: 


o Review application availability statistics and develop trends reports for management;   
o Configure system for optimal performance in coordination with CDA, DBAs, Server and 


Storage administrators 
o Monitor systems for resource-intensive activity and take corrective action when 


necessary;  
o Analyze, optimize and tune hosting services for optimum performance. 


 
The contractor shall provide technical support to prepare for and conduct load testing specially on 
major application promotions.  Load testing shall be conducted to identify impacts to system 
performance and to identify performance bottlenecks.  All load testing activities shall be 
performed on the environment designated by the Government.   
 
The contractor shall ensure all application codes provided by the CDA for promotion into the 
Acceptance and Production regions are reviewed and successfully  tested to ensure performance is 
not impacted.  Errors detected shall be documented and codes returned to CDAs for rework, and 
contractor shall be able to roll-back changes if performance is severely degraded.   


 
 


Objective:   
A. Implement recommendations for optimization and performance tuning. 
B. Gather performance statistics and develop trend reports  
C. Perform load testing on major data migration prior to production deployment 


  
Deliverables: 
 A0008  -  Performance and Availability Trend Reports 


 


3.4.2. Incident Response, Service Request and Tracking 
Overview:  NITC adopted the ITIL framework to manage incident and service request tickets.  
Consistent with the ITIL framework, NITC’s Operations Watch provide advanced service desk 
functions to create and track all incidents and service requests using online service and issue 
tracking systems.  The contractor can reference ITIL documentation to determine the nature and 
type of work that  will be assigned in service request tickets. 


 
Work Description:  The contractor shall ensure all incident and service request tickets are 
immediately acknowledged, and work started and completed according to NITC policy and as 
indicated in the incident or service request ticket.  Contractor shall gain familiarity and 
understanding of the NITC internal policies on handling incident and service request tickets and 
issue escalation procedures.  
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The Contractor shall provide Tier 2 support for any issues pertaining to all application operations 
and hosting services.  Tier 2 support notices may be received by telephone, email request or via an 
online support tracking system.  Support may be rendered by telephone, email or collaboration 
tools.   
 
The Contractor shall log all responses and actions taken in the online support tracking system.  
Contractor shall develop exception report for responses exceeding response time threshold. 
 
Objectives: 


A. Compliance with NITC's incident and service request policies 
B. Compliance with NITC's issues escalation procedure  
C. Successfully restore service. 
D. Timely acknowledgement and response to incident and service requests. 
E. Log all requests for assistance in appropriate tool. 


  
Deliverables: 


 A0009 – Incident Action Reports 
A0010 – Exception report 


 
 


3.4.3.   Call-Back Support 
Overview:  The NITC Data Center supports NAVFAC operations worldwide 24 hours per day, 
365 days per year.  While direct support is provided during core hours, 0600 – 1800 Monday thru 
Friday, NITC provides diagnostic and troubleshooting support 24 hours per day.  In order to 
comply with NITC escalation procedures, the contractor shall be properly equipped to provide 
support within 15 minutes of receiving a call for assistance from the NITC OpsWatch.   


 
Work Description: The contractor shall provide support for unplanned after-hours call-
backs to troubleshoot and correct application operational problems.  The Government estimates 
that this requirement of fulfilling call-backs and application service  maintenance responsibilities 
will total approximately 10% of application service administration workload. 
 
The contractor shall be available to provide call-back support on a 24/7/365 basis.  The contractor 
shall provide call-back support to resolve any issues that impact the availability of applications 
and services hosted at NITC.  Issues that cause production downtime or causes work stoppage are 
categorized as urgent. 
 
The contractor shall have the necessary equipment to respond within the specified timeframe.  If 
necessary, contractor shall be prepared to report on-site to troubleshoot and resolve call-back 
issues. 
 
The contractor shall provide diagnostic and troubleshooting services for any applications and 
services that become unavailable.  All call-back work shall be reported on an Incident Report 
which include brief description of issue, impact to systems, root cause, and actions taken to 
resolve the issue.  Should the issue is outside NITC's responsibility, the contractor shall follow 
escalation procedure available at the NITC OpsWatch.   
 


 Objectives: 
A. Troubleshoot production call-backs 15 minutes upon receipt of notification. 
B. Resolve issues successfully 
C. Document all call-back actions 
D. Comply with NITC Issues Escalation Procedure 


  
 Deliverables: 
 A0011  -  Call-Back Incident report 
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 A0012  -  Contractor on-call list 
 
 


3.4.4.   Sustainment and Maintenance.   
Overview:  The contractor shall perform daily sustainment support to all applications and services 
hosted at NITC.  Maintenance tasks shall be performed during non-core hours and weekends.  
Sustainment and maintenance tasks are to be performed in compliance with NITC change and 
configuration management procedure.   


 
Work Description:  The contractor shall perform maintenance tasks during specified maintenance 
windows and as necessary to ensure the environment remains stable.  Tasks include:  


o Manage and perform promotions of packages, codes and data. 
o Research, analyze, install and test software patches, updates and hot fixes. 
o Develop and implement maintenance checklist and roll-back procedure  
o Provide maintenance tasks in the "Weekend Maintenance Schedule" 


 
The contractor shall ensure all maintenance tasks are fully tested in pre-production environments 
prior to implementation.  Maintenance task status shall be reported in accordance with NITC 
change and configuration management procedures.   


 
The contractor shall provide operational sustainment tasks which include managing user and 
system accounts, passwords, and privileges. 
 
The contractor shall review all system logs and perform regular file system clean-up for optimum 
storage useage. 
 


 
 
 Objectives: 


A. Successfully complete all scheduled maintenance tasks 
B. Maintenance tasks not completed as scheduled are justified 


 
 Deliverables: 
 A0013  -  Weekend Maintenance Status Report 
  
 







  NAVFAC Enterprise Hosting Services  


     Page 22 of 47 
   


3.5.   Web and Application Security implementation support.   
Overview:   The NITC Data Center ensures that the hosting facility and all business systems hosted 
therein are fully accredited, have authority to operate (ATO), and are compliant with the Federal 
Information Security Management Act (FISMA).  Security guidance, policies and requirements are 
provided by DOD, NAVY, DISA, NAVFAC IA Team and the local NITC IA team.   


 
Work Description:  The Contractor shall maintain the security posture of all applications and services 
hosted at NITC.  The contractor shall be very familiar with the requirements and guidelines outlined in 
FISMA.   


 
 The contractor shall be responsible for the implementation of security scans, implementing security 


patches and fixes, and developing mitigation actions.  This will include but not be limited to the daily, 
weekly and monthly implementation of required security fixes.  The contractor shall implement web 
and application security fixes in accordance with established NITC change management procedures.  
Tasks include: 


o Reviewing results of security scans. 
o Performing security checks, patches, and fixes. 
o Keeping up-to-date with, and compliance with STIG (Security Technical Implementation 


Guidelines), SRR (System Readiness Review), and Information Assurance Vulnerability 
Alert/Bulletin (IAVA/B). 


o Research and analyze IAVand CPU  patches as soon as published by software/hardware 
vendors 


o Install and test security patches, and advice government lead or designated representatives of 
any impact to applications and services 


o Develop checklist and roll-back plan for implementing patches and fixes 
o Comply with NITC Change Management policies and procedures  
o Working with NITC IA and CDA developers in ensuring new system functionalities are 


FISMA-compliant before implementation. 
o Assisting in completing POA&M actions for FISMA reviews and accreditations 


 
 


Objectives: 
A. Comply with IA, FISMA, and INFOCON requirements to achieve full ATO 
B. Perform daily application and services security checks to maintain security posture 
C. Perform security fixes and mitigation actions to ensure FISMA compliance 
D. Maintain security compliance of applications at the COOP/DR site 


 
 


Deliverables 
A0014 -  IAV and CPU Patch compliance report 
A0015 -  DIACAP POAM Compliance 
A0016 -  Roll-back Plan 
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3.6. Systems Infrastructure Re-architecture (Technology Refresh) 
Background:  NITC currently hosts applications in Solaris, Windows, and Linux operating systems, 
using either a standalone server configuration on virtual or physical OS, or redundant and load-
balanced server architecture.  Attachment 03 lists the technology stacks supported at NITC, software 
components installed, and architecture utilized.  It also includes description of all hosting services 
offered at NITC. 
 
In support of the Navy's initiative to reduce server footprint and NITC's standardization, NITC is 
currently implementing a major technology refresh project using NetApp storage systems and HP 
Blade servers as standard hosting platform.   Legacy systems running on Oracle/SUN Sparc systems 
must be migrated to the RedHat Linux on x86 platform.  EMC and SUN SAN storage systems are 
migrated and consolidated into the NetApp storage systems. 
 
In addition, periodic hardware refreshes occur in order to ensure all systems are fully supported by the 
vendor, and to ensure systems do not reach obsolescence that will impact systems availability. 
  
Overview:  The contractor shall support ongoing implementation of the NITC IT technology refresh 
initiative.  As technology is refreshed, all applications shall be migrated from legacy systems to the 
new servers and storage devices as seamlessly as possible without impacting systems availability. 
 
Work Description:  The contractor shall be responsible for developing detail work breakdown 
schedule and technical steps needed to: 


o Migrate applications hosted on Sparc Solaris to x86 Linux.  
o Analyze, test, configure systems in either stand-alone, virtual, or load-balanced and high-


available environments as appropriate 
o Analyze, test, and configure application interfaces and interconnectivity 
o Install technology stack software and components, migrate applications to the new 


environment, and restore all business systems to their working state 
o Coordinate work and configuration changes with CDAs and the COE. 
o Update appropriate SOPs to reflect changes to the environment 


 
The contractor shall have knowledge of and familiarity with NITC's virtualization technology, and 
systems high-availability and redundancy requirements.   
 
The contractor shall comply with established NITC change management policies, and NITC Life Cycle 
Management procedures. 


 
Objectives: 


A. Develop implementation plan for migrating applications to the new environment without 
major impact to services and applications hosted at the NITC 


B. Perform risk analysis and compatibility issues prior to full implementation 
C. Minimize outages  during migration. 


 
  


Deliverables: 
 A0017  -  Application migration POA&M 
  A0018  -  Risk Analysis 
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3.7. BCP/COOP/DR Support.   
Background:  NITC's BCP testing is usually performed on-site by the IA Team.  COOP/DR site is 
located at Norfolk Virginia.  Test schedules will be determined by the IA team.  Contractor 
representative from each technology stack shall provide technical support as needed.  Priorities for 
service restoration will be provided by the government. 
 
Overview:  The contractor shall provide technical support in setting up their respective technology 
stack in the BCP and/or COOP/DR site.  The contractor may be required to travel to the remote 
COOP/DR site for remote testing or in case of natural disasters and emergency. 
 
Work Description:  The contractor shall receive guidance from the NITC disaster recovery team on 
priority.  In both testing and true disaster emergency situations, the contractor shall be responsible for: 
 


o Setting up the application technology stack infrastructure at the COOP/DR site 
o Ensuring all application services are restored, made available and functional 
o Work with CDAs, DBA, and server/storage teams in ensuring systems interconnectivity 


and interoperability are fully tested 
 
Objectives: 


A. Sustain technology stacks and services at the COOP/DR site 
B. Maintain procedure for application recovery and service restoration  
C. Participate in regular testing initiated by the IA team either remotely or on-site 


 
Deliverables: 


 A0019 - COOP/DR Restoration document for web and application services  
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3.8. Documentation Support.   
Overview:  Throughout the life of this Contract, the contractor shall maintain all standard operating 
procedures to ensure continuity of service.  


 
Work Description:  The contractor shall develop new and maintain existing standard operating 
procedures.  SOPs shall be stored in a central repository designated by the government. 
  


 
 Objectives: 


A. Develop, execute and maintain NASP standard operating procedures for managing and 
administering the Core Technology Stacks used at NITC 


B. Comply with NASP documentation template 
C. Comply with  Continuous Process Improvement 


 
 


Deliverables: 
A0020 -  New and Updated Standard Operating Procedures  
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3.9. Contract Management and Personnel Oversight  
Overview:  Throughout the life of this contract, the contractor shall provide contract management 
support to ensure the successful and timely completion of all tasks and deliverables.   
 
Work Description:  The contractor shall be responsible for ensuring all tasks and deliverables 
identified in this contract is completed within the agreed upon schedule.  Tasks include: 


o Contractor personnel supervision and conflict resolution 
o Liaison between the government and the contractor personnel on task priorities 
o Develop monthly coverage report for core hours and call-back hours 
o Develop bi-weekly contract reports (ie: budget and burn rates, contract financial and 


staffing reports) 
o Initiate and facilitate monthly contract reviews with government  
o Ensure all contractor SMEs complete all maintenance tasks as scheduled 
o Attend management meetings as required  


 
 
Objectives: 


A. Provide contractor personnel supervision 
B. Provide contractor personnel coverage report 
C. Provide contract status reports 


 
Deliverables: 


A0021 -  Monthly coverage report 
A0022 -  Bi-Weekly Budget and Burn Rate Report 
A0023 -  Monthly Contract Review Presentation 
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3.10. Performance Requirements Summary Matrix 
 


Item Performance Objective Performance Standard and Acceptable 
Quality Level (AQL) 


Methods of 
Performance 
Assessment 


3.1 -  Requirements Review 
3.1.A Perform research and 


analysis of customer 
requirements 


Documents submitted for review within 5 
days of receipt of customer requirements 
with less than 2% rework. 


Government Review. 


3.2. Technological Analysis and Infrastructure Design 
3.2.A Design technology stack 


architecture including 
networking, systems 
interfaces, and redundancy. 


Completion of analysis within 3 days of 
agreed upon completion date. 


Government Review. 


3.2.B Develop POA&M and 
Execute on schedule 


Completion of POA&M within 2 days of 
agreed upon completion date 


Government Review. 


3.2.C Coordinate infrastructure 
and interface changes for 
COE updates 


Coordinate change within 1 day of 
completion. 


Government Review. 


3.3.1. COTS/GOTS Software Installation and Configuration 
3.3.1.A Execute POA&M on 


schedule 
Execute POA&M tasks on schedule.  
Reasons for delays documented and 
communicated to government 3 days prior 
to incurring the delay. 


Government Review. 


3.3.1.B Maintain security posture of 
all  systems 


Application and web server STIGS, IA 
Checklists, SRRs, and IAVAs are met, all 
required patches are applied and 
mitigations are documented on schedule. 


Government Review. 


3.3.1.C Ensure all application 
binaries and codes are 
backed-up 


Confirmation that all application binaries 
and codes are backed up.   


Government Review. 


3.3.1.D Develop roll-back 
procedures for software 
updates and/or code 
promotions 


Roll-back procedures are document and 
maintained every maintenance period and 
attached to the maintenance spreadsheet .  


Government Review. 


3.3.1.E Comply with COTS/GOTS 
software life cycle 
management 


Software Vendor Support expiration 
reported to government 90 calendar days 
prior to support expiration date. 


Government Review. 


3.3.1.F Comply with portfolio and 
change management 
procedures 


Confirm DADMS/NITEP entries with 
government technical leads on software 
release/version updates prior to 
implementation. 


Government Review. 


3.3.1.G Coordinate changes to COE Coordinate software release/version 
change to government within 1 day of 
completion. 


Government Review. 


3.3.2.    Business Systems Integration and Configuration.   
3.3.2.A Ensure all services are 


operational and available 
Application services available at 99% 
levels or higher as reported by 
Performance Monitoring tools.  Service 
availability below 99% must be reviewed, 
documented, and fixed. 


Government Review. 







  NAVFAC Enterprise Hosting Services  


     Page 28 of 47 
   


3.3.2.B Maintain application 
configuration item 
inventory 


Update configuration item inventory one 
day after implementation of change. 


Government Review. 


3.3.2.C Configure all internal and 
external systems interfaces 


Business systems interfaces successfully 
configure and  implemented.     


Government Review. 


3.3.2.D Comply with change 
management procedures 


All changes to the environments shall go 
through the OCB process. 


Government Review. 


3.4.1. Performance Monitoring, Optimization and Tuning    
3.4.1.A Implement 


recommendations for 
optimization and 
performance tuning. 


Analyze business systems performance 
using the HP toolset.  Determine areas of 
improvement and submit recommendations 
to government within 5 business days of 
agreed upon schedule.  Benchmark 
performance before and after 
implementation.  Submit results to 
government one day after completion. 


Government Review. 


3.4.1.B Gather performance 
statistics and develop trend 
reports 


Continuously review business systems 
performance using statistics reports 
generated by the HP performance 
monitoring tool.  Report anomalies to the 
government within 1 day of discovery. 


Government Review. 


3.4.1.C Perform load testing on 
major data migration prior 
to production deployment 


Perform load testing and document results 
within two days of agreed upon schedule. 


Government Review. 


3.4.2. Incident Response, Service Request and Tracking 
3.4.2.A Compliance with NITC's 


incident and service request 
policies 


Comply with NITC incident and service 
request policies. 


• Contractor shall take actions to 
restore application service as soon 
as possible 


• Contractor shall ensure service 
request tickets are acknowledged 
and completed according to 
policy 


Service request tickets shall be completed 
with no more than 2% rework 


Government Review. 


3.4.2.B Compliance with NITC's 
issues escalation procedure 


During an incident, if service cannot be 
restored within 30 minutes of 
troubleshooting, contractor shall follow 
incident response policy to contact 
government personnel AND open service 
request ticket with appropriate vendor. 


Government Review. 


3.4.2.C Successfully restore 
service. 


Restore application services to its original 
working state within 30 minutes.  Follow 
escalation reporting process if service is 
not restored within 30 minutes.   
 
 


Government Review. 


3.4.2.D Timely acknowledgement 
and response to incident 
and service requests. 


Acknowledge and respond to issues within 
30 minutes of notification receipt.   
 
Acknowledge service request tickets 
within 2 business hours and complete 
request by the date specified in the request. 


Government Review. 
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3.4.2.E Log all requests for 
assistance in appropriate 
tool. 


Contractor shall ensure that all service 
requests are logged in the appropriate 
ticketing system within 1 business day of 
request. 
 
Contractor shall log actions taken and 
result within 1 business day after 
completion. 


Government Review. 


3.4.3.   Call-Back Support 
3.4.3.A Troubleshoot production 


call-backs 15 minutes upon 
receipt of notification. 


Contractor shall ensure they are equipped 
to receive notification of incident or 
service request 24/7/365. 
 
Contractor shall ensure they are equipped 
to directly access systems within 15 
minutes of incident notification. 
 
Contractor shall access systems and begin 
direct troubleshooting within 15 minutes of 
notification 
 
Contractor shall be ready to work on-site 
as necessary to resolve issues. 


Government Review. 


3.4.3.B Resolve issues successfully All issues resolved within requested 
timeframes and comply with service 
availability requirements. 


• Contractor shall ensure they are 
aware of all available resources 
for resolving issues. 


• Contractor shall submit post-issue 
report for all issues that cannot be 
resolved within 1 business day. 


For prolonged issues, contractor shall be 
expected to demonstrate that issue was out 
of contractors control. 
 


Government Review. 


3.4.3.C Document all call-back 
actions 


Contractor shall ensure all call-back 
actions are documted and all changes are 
done in accordance with change and 
configuration management policies.   
 
Call-back documentation shall be 
submitted to the government for review 
within 2 days of call-back actions 
 
 


Government Review. 
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3.4.3.D Comply with NITC Issues 
Escalation Procedure 


Contractor shall review and understand 
NITC incident escalation procedures. 


• Contractor shall ensure all 
personnel understand 
requirements. 


• Upon request, contractor shall 
provide post-incident report that 
identifies actions taken and 
specifies compliance. 


Report shall be provided 3 business days 
after request. 


Government Review. 


3.4.4. Sustainment and Maintenance.   
3.4.4.A Successfully complete all 


scheduled maintenance 
tasks 


All maintenance tasks completed as 
scheduled.   
 
Contractor shall maintain list of daily, 
weekly and monthy maintenance tasks. 


• Contractor shall execute 
maintanence tasks using approved 
maintenance windows 


Contractor shall follow approved change 
and configuration management policies. 


Government Review. 


3.4.4. Maintenance tasks not 
completed as scheduled are 
justified 


Contractor shall document reasons for non-
completion of maintenance tasks and  
submitted to government technical lead 
within 1 day of the scheduled maintenance.  


Government Review. 


3.5. Web and Application Security implementation support.   
3.5.A Comply with IA, FISMA, 


and INFOCON 
requirements to achieve full 
ATO 


Contractor shall ensure all applicable 
application and web server STIGS, IA 
Checklists, SRRs, and IAVAs are 
complied with, all required patches are 
applied and mitigations are documented on 
agreed upon schedule. 


Government Review. 


3.5.B Perform daily application 
and services security checks 
to maintain security posture 


Continuously perform security checks on 
all applications.   
 
 


Government Review. 


3.5.C Perform security fixes and 
mitigation actions to ensure 
FISMA compliance 


Fixes are performed and mitigations 
documented on schedule. 


Government Review. 


3.5.D Maintain security 
compliance of applications 
at the COOP/DR site 


Application and web server STIGS, IA 
Checklists, SRRs, and IAVAs are met, all 
required patches are applied and 
mitigations are documented on schedule. 


Government Review. 


3.6. Systems Infrastructure Re-architecture (Technology Refresh) 
3.6.A Develop implementation 


plan for migrating 
applications to the new 
environment without major 
impact to services and 
applications hosted at the 
NITC 


Technical evaluation submitted to 
government for review within 5 days of 
receipt of government requirements for 
migration. 


Government Review. 


3.6.B Perform risk analysis and 
compatibility issues prior to 
full implementation 


Risk analysis documentation attached to 
technical evaluation documentation 
submitted to government. 


Government Review. 
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3.6.C Minimize outages  during 
migration 


Application migrations does not impact 
application availability for prolonged 
period.   


Government Review. 


3.7. BCP/COOP/DR Support.   
3.7.A Sustain technology stacks 


and services at the 
COOP/DR site 


COOP/DR site technology stacks and 
services maintained at the same release as 
the primary site 


Government Review. 


3.7.A Maintain procedure for 
application recovery and 
service restoration 


Review and update procedure for 
application and service restoration in 
conjunction with each maintenance period. 


Government Review. 


3.7.C Participate in regular testing 
initiated by the IA team 
either remotely or on-site 


Participation in required COOP testing. Government Review. 


3.8. Documentation Support.   
3.8.A Develop, execute and 


maintain NASP standard 
operating procedures for 
managing and 
administering the Core 
Technology Stacks used at 
NITC 


Document new and maintain existing 
standard operating procedures (SOP) for 
technology stacks and services.   
 
Contractor shall be knowledgeable of the 
location of existing SOPs and use them in 
the performance of their tasks.  Contractor 
shall maintain documents as needed 


Government Review. 


3.8.B Comply with NASP 
documentation template 


Contractor shall develop new SOPs within 
his/her designated area using the NASP 
document template. 


Government Review. 


3.8.C Comply with  Continuous 
Process Improvement 


Contractor shall identify areas of 
improvement in the SOPs and 
communicate them to the government with 
recommendations.   


Government Review. 


3.9. Contract Management and Personnel Oversight 
3.9.A Provide contractor 


personnel supervision 
Provide highly qualified personnel per 
requirements of task orders issued against 
this contract. 
 
Contractor shall manage contractor 
personnel workload in conjunction with 
government requirements and priorities. 
 
Contractor shall resolve contractor 
personnel conflicts.  Should conflict is 
between government and contractor 
personnel, contractor shall report conflict 
to government management.   
 
Contractor shall ensure all personnel 
provide all required weekly status reports 
to government. 
 


Government Review. 


3.9.B Provide contractor 
personnel coverage report 


Contractor shall provide monthly coverage 
report to government for: 


• core hours (0600-1800 M-F) 
• off-hours call-back support, and  
• maintenance weekend coverage 


 


Government Review. 
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3.9.C Provide contract status 
reports 


Contractor shall provide: 
• Bi-weekly budget and burn rate 


report for every task order issued 
against this contract 


• Monthly financial and staffing 
status report 


Monthly contract review with government 
to discuss overall health of the contract 


Government Review. 
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3.11. Deliverables  
Item Deliverable Format Date Required 


3.1 A0001  -  Requirements 
Analysis Document See Attachment ___ Within __ business days of 


approval of requirement 


3.2 
A0002  -  Technology Stack 
Infrastructure Analysis and 
Design Document 


See Attachment ___  


3.3.1 A0003  -  Work Breakdown 
Schedule (WBS)  See Attachment ___  


3.3.1 A0004  -  Configuration Item 
Checklist See Attachment ___  


3.3.1 A0005  -  Software Installation 
Procedure See Attachment ___  


3.3.1 A0006  -  System Interfaces 
and Dependencies document See Attachment ___  


3.3.2 A0006  -  Business Systems 
Interfaces document See Attachment ___  


3.3.2 A0007  -  Updated 
Configuration Items Checklist See Attachment ___  


3.4.1 A0008  -  Performance and 
Availability Trend Reports See Attachment ___  


3.4.2 A0009 – Incident Action 
Reports See Attachment ___  


3.4.2 A0010 – Exception report See Attachment ___  


3.4.3 A0011  -  Call-Back Incident 
report See Attachment ___  


3.4.3 A0012  -  Contractor on-call list See Attachment ___  


3.4.4 A0013  -  Weekend 
Maintenance Status Report See Attachment ___  


3.5 A0014 -  IAV and CPU Patch 
compliance report See Attachment ___  


3.5 A0015 -  DIACAP POAM 
Compliance See Attachment ___  


3.5 A0016 -  Roll-back Plan See Attachment ___  


3.6 A0017  -  Application 
migration POA&M See Attachment ___  


3.6   A0018  -  Risk Analysis See Attachment ___  


3.7 
A0019 - COOP/DR Restoration 
document for web and 
application services  


See Attachment ___  


3.8 A0020 -  New and Updated 
Standard Operating Procedures  See Attachment ___  


3.9 A0021 -  Monthly coverage 
report See Attachment ___  


3.9 A0022 -  Bi-Weekly Budget 
and Burn Rate Report See Attachment ___  


3.9 A0023 -  Monthly Contract 
Review Presentation See Attachment ___  


 







  NAVFAC Enterprise Hosting Services  


     Page 34 of 47 
   


4.    Quality Planning, Control And Assurance  


4.1.    Quality Control (QC)  
 


The Contractor shall monitor the specific business systems administration task results to determine that 
they comply with relevant quality standards, meet customer deliverables, and identify ways to 
eliminate causes of unsatisfactory performance through utilization of its Quality Control (QC) 
processes. 
 
The Contractor shall address the quality control planning, execution and tracking to be utilized to 
assure compliance with Contract performance standards.  The Contractor shall provide its quality 
control program in its technical proposal. 
 


4.2.    Quality Assurance Surveillance Plan (QASP)  
 


The Quality Assurance Surveillance Plan (QASP) outlines the framework and methods that will be 
utilized to provide surveillance and review of the Contractor’s fulfillment of contract acceptance 
criteria and other contract standards, including its quality control plan execution.   


 
The contractor shall develop, implement and maintain a quality assurance program.  The system shall 
included inspection, validation, evaluation, corrective action and procedures necessary to effect 
quality control of all performance and products under the contract.  The system shall allow inspection 
and evaluation by the government. The Government will evaluate the overall project performance on a 
regular basis to provide confidence that the project will satisfy the relevant quality standards.   The 
system shall be applicable to all subcontractors and members of the contractor’s team, if appropriate. 
 


5.    Government Furnished Information, Services, And Equipment  
 


The Government will furnish NMCI workstations and network resources, workspace, furnishings, 
office supplies, document reproduction, fax and telephone services, video-conferencing and web-
conferencing necessary to accomplish assigned work covered by this Contract when some or all of the 
support must be performed in Government spaces. 
 
The Government will make available relevant standards, functional statements, technical manuals, 
computer systems guides, reference material, regulations, instructions, and operational procedures 
necessary to accomplish this Contract. 
 
The Government will provide Government Common Access Cards (CAC). 
 
The Government will provide hand held equipment to accomplish assigned work covered by this 
Contract. 
 
The Government will provide the required number of software licenses necessary to accomplish this 
Contract when support effort is required to be in government spaces on government-provided NMCI 
workstations.  At the completion of these tasks, all software and customized computer code shall be 
surrendered to the Government. 
 
The Government will provide remote access to systems at the NAVFAC Information Technology 
Center at Port Hueneme, CA to accomplish assigned work covered in this Contract when support 
effort is not required to be on-site in government spaces.  The access will be in compliance with 
current NETWARCOM, SPAWAR, NMCI and NAVFAC guidance and directives. The Government 
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will provide access to any installation required in accordance with current DOD and Navy guidance 
and directives. 
 


6.    Contractor Furnished Information, Services, And Equipment  
 
The Contractor shall provide technical support as needed to meet the requirements of the Contract as it 
pertains to facilities, supplies and services.  


 
Contractor is responsible for obtaining Card Readers and Software to be utilized with the Government 
furnished CAC Cards on non-NMCI workstations. 
 
Contractor workstations connecting remotely to the NAVFAC Information Technology Center at Port 
Hueneme, CA will be in compliance with current NETWARCOM, SPAWAR, NMCI and NAVFAC 
guidance and directives. 
 
Contractor shall be responsible for reproduction and shipping charges for training manuals. 
 
Contractors traveling overseas shall be required to provide passports. 


7. Other Information/Period Of Performance/Travel/ Points Of Contact  


7.1. Hours of Work:  
Hours of work shall vary based on the task being performed.  Certain tasks may require work and 
travel after normal business hours, on weekends and holidays.  For certain tasks, the contractor 
may be required to provide services 24 x 7.  Actual hours of work will be agreed upon at Contract 
start up. 


7.2. Place of Performance:  
 
 NAVFAC Information Technology Center (NITC) 
 1000 23rd Avenue, Building 2 
 Port Hueneme, CA  93043 
 OR 


This Contract work may require work to be performed at any NAVFAC CONUS/OCONUS 
location, see Attachment 06.   


 


7.3. Period of Performance:  
 


This Contract period of performance shall be for one (1) base year and two (2) one-year options 
and is subject to the availability of Government funds.  The option years may be exercised when 
determined by the Government to be in its best interest and in accordance with applicable 
acquisition regulations and policies. 


 
In accordance with FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000), the 
Government may extend the term of Contract by written notice to the Contractor five (5) days 
prior to contract expiration provided that the Government gives the Contractor a preliminary 
written notice of its intent to extend at least 30 days before the contract expires. The preliminary 
notice does not commit the Government to an extension. If the Government exercises this option, 
the extended contract shall be considered to include this option clause. The total duration of 
Contract, including the exercise of any options under this clause, shall not exceed 5 years. 
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7.4. Travel:    
 


The contractor shall perform travel as required in the performance of the contract as stated in 
individual task orders.  Travel shall consist of CONUS/OCONUS travel, in support of the contract 
requirements identified in this Contract. 
 
Travel arrangements and costs shall be in accordance with the Joint Federal Travel Regulations.  
Before undertaking any travel in performance of this Contract, the Contractor shall have the travel 
approved, in writing, by the TOM or Navy Technical Representative (NTR).  In an urgent 
situation, telephonic/verbal approval by the TOM or NTR is acceptable, with the understanding 
that the written approval request shall be provided within ten (10) calendar days.  Any travel 
expenses that are invoiced to the government shall be accompanied with backup or supporting 
documents. 


7.4.1. Air:    
The contractor shall, to the maximum extent practical, minimize overall travel costs by taking 
advantage of discounted airfare rates available through advance purchase.  Charges associated 
with itinerary changes and cancellations under nonrefundable airline tickets are reimbursable as 
long as the changes are driven by the work requirement. 


7.4.2. Non-Reimbursable Travel:    
The following travel shall not be reimbursed:  travel performed for personal convenience or daily 
travel to and from the designated work site. 


 


7.5. Training:    
The Government will not allow costs, nor reimburse costs associated with the contractor training 
employees in an effort to attain and/or maintain minimum personnel qualification requirement nor 
any specialized certification requirements of this Contract.  Attendance at workshops or 
symposiums and IA certification tests  are considered training for purposes of this clause.     


7.6. Monthly Status Reports:    
The contractor shall submit a monthly status report consisting of an executive summary covering 
the major activities, burn rates, and financial status of the previous month.  These reports shall 
contain an accurate, up-to-date summary account of major accomplishments completed during the 
month, actual and projected burn rates (hours and funds), and financial status of the contract.  
Report will be provided in a PowerPoint presentation.  An alternate report may be substituted for 
this format as agreed to at task start up. 
 
The Contractor shall submit monthly reports in electronic format 5 business days after the 
previous month   


7.7. NAVFAC IT Hosting Architecture:    
Is identified in the NAVFAC Common Operating Environment (Attachment 01). 
 


7.8. Key Positions:    
The Contractor agrees to assign full-time equivalent (FTE) personnel to positions designated as key 
positions and these personnel shall be committed to the project for its duration.  No substitution shall 
be made without prior notification to and concurrence of the Ordering Officer.  All proposed 
substitutes shall have qualifications equal to or higher than the qualifications of the person to be 
replaced.  The Ordering Officer shall be notified in writing of any proposed substitution at least forty-
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five (45) days, or ninety (90) days when a security clearance is to be obtained, in advance of the 
proposed substitution.  The notification shall include: 
 


o An explanation of the circumstances necessitating the substitution; 
o a complete resume of the proposed substitute;  
o and any other information requested by the Ordering Officer to enable the Government to 


judge whether or the Contractor is maintaining the same high quality of personnel. 
 
Contractor personnel holding the position titles and having the qualifications listed in Attachment ____ 
are considered essential to the work being performed under this Contract 


 
 


7.9. Contractor Identification:    
In accordance with DFARS 211.106, “Contractor employees shall identify themselves as contractor 
personnel by introducing themselves or being introduced as contractor personnel and displaying 
distinguishing badges or other visible identification for meetings with Government personnel.  All 
contractor employees shall appropriately identify themselves as contractor employees in telephone 
conversations and in formal and informal written correspondence.” 
 
Contractor shall ensure, to the extent practicable, that external correspondence signed by Contractor 
employees is on company letterhead. Internal correspondence, including e-mail and memoranda, must 
include the name of the company in the signature line or in another clearly identifiable location. In all 
contact with the public and Government officials, contractor personnel shall identify themselves as 
contractor employees working under contract to NAVFAC.  
 
Contractor shall ensure that their onsite personnel, when receiving or placing telephone calls, identify 
their employer, in addition to whatever other appropriate greeting are used. 
 
When participating in meetings with Government and/or other Contractor employees, ensure that their 
personnel properly identify themselves as Contractor employees so that their actions will not be 
construed as acts of Government officials. 
 
All Contractor staff working on-site at any of the client installations during Contract performance shall 
wear at all times a DOD or Contractor furnished Identification. 
 
The Contractor must comply with the implementation of Federal Information Processing Standards 
(FIPS) Publication Number 201, Personal Identify Verification of Federal Employees and Contractors. 


 


7.10. Intellectual Property:    
 


This Contract is funded by the United States Government.  All intellectual property generated and/or 
delivered pursuant to this Contract shall be subject to appropriate federal acquisition regulations which 
entitle the Government to unlimited license rights in technical data and computer software developed 
exclusively with Government funds, a nonexclusive license to practice any patentable invention or 
discovery made during the performance of this Contract, and a nonexclusive and irrevocable 
worldwide license to reproduce all works (including technical and scientific articles) produced during 
this Contract. 
 
All products delivered under this statement of work shall conform to current DOD, Department of 
Navy (DON) and NAVFAC standards and guidelines.  The Navy shall maintain full data rights to all 
products and deliverables. 
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7.11. Transition between Contract and Continuity of Service:    
 


If a successor contract is awarded prior to the final expiration date of this Contract, the Government 
may issue task orders to the successor Contractor prior to the expiration date of this Contract. 
 
The Contractor must recognize that services under this Contract are vital to the Government and must 
be continued without interruption and that upon Contract expiration, a successor, either the 
Government or another Contractor, may continue such services.  The Contractor agrees to exercise its 
best efforts and cooperation to effect an orderly and efficient transition. 
 
The awardee shall not recruit on Government premises or otherwise act to disrupt Government 
business. Within ten (10) calendar days of a Contract award, the Contractor shall inform the 
appropriate TOM of incumbent personnel, who will not be placed on the Contract. 
 
The Contractor shall have management and administrative support in place to fulfill work requirements 
at time of commencement of the Contract performance.  Addresses, telephone numbers, and functional 
responsibilities shall be provided to Ordering Officer and TOM at time of work initiation. 
 
The Contractor shall provide phase-in, phase-out services, at no additional cost to the Government, as 
long as there is any active Contract.  Appropriate Contract management personnel shall meet with the 
successor Contractor to coordinate Contract transition.  Discussions shall include personnel transition 
to the successor Contractor, and the transition of Contract specific items such as Government or 
Contractor furnished supplies, materials, equipment, and services. 


 
The Contractor shall disclose necessary personnel records (names and phone numbers) to allow the 
successor to conduct interviews for possible transition.  If selected employees are agreeable to the 
change, the incumbent Contractor shall grant release at a mutually agreed date and negotiate transfer of 
the employee's earned fringe benefits.  The resumes for incumbents must be approved by the 
Government prior to assignment to a position.
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8. Attachments    


Attachment 01 - Enterprise Business Systems  
 
 
 
 
 
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 02 - Common Operating Environment (COE)  
 
 
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 03 - NAVFAC Hosting Technology Stacks  
 
 
 
 
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 04 - Non-Disclosure Form  
 
 


P  L  A  C  E  H  O  L  D  E  R
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Attachment 05 - Department of Homeland Security Employment Eligibility Verification, Form I-9  
 
 


P  L  A  C  E  H  O  L  D  E  R
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Attachment 06 - DOD Common Access Card (CAC) through the Contractor Verification System 
(CVS) 


 
P  L  A  C  E  H  O  L  D  E  R
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Attachment 07 - System Authorization Access Request Form (SAAR)  
 


P  L  A  C  E  H  O  L  D  E  R 
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Attachment 08 - Information Assurance Workforce Certification Requirement  
 


P  L  A  C  E  H  O  L  D  E  R 
 







  NAVFAC Enterprise Hosting Services  


     Page 47 of 47 
   


 


Attachment 09- Key Positions 
 


P  L  A  C  E  H  O  L  D  E  R 
 


 (1) Maximo System Administrator 
(1) Oracle Applications Systems Administrator 
(3) GIS Applications Systems Administrator 
(2) CITRIX Applications Systems Administrator 
(1) HP and Performance Systems Administrator 
(1) Web Services Systems Administrator 
(1) Sharepoint Systems Administrator 
(1) Enterprise Reporting Systems Administrator 
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1.0 Automated Budget System (ABS) 


1.1 Mission 
The Naval Facilities Engineering Command (NAVFAC) mission is to plan and deliver quality facilities, 
engineering, and public works support for the Navy and Marine Corps, Department of Defense (DoD) and 
other federal agencies. ABS supports NAVFAC by affording NAVFAC Budget and Financial Analysts to 
track financial transactions such as revenue, expenditures, funding, billing, costs, etc.   


1.2 Software Category 
Government Off The Shelf (GOTS) 


1.3 System Lifecycle 
The Current Life Cycle is yet to be determined 


1.4 Software Development and Maintenance 
This is a custom developed software product. Software development is conducted by the CDA. Personnel 
involved in the operation of ABS, hold favorably adjudicated background investigations meeting or 
exceeding those required for their roles by the DoDI 8500.2.  Changes to the system will be vetted 
through a Configuration Control process before they are implemented to ensure that they do not 
negatively impact the security posture of the ABS system. 


1.5 System Users 
The total system users of ABS are 525 and are broken down in the following: 


• Military:                            0 


• Government:              400 


• Contractors:  25 


• Foreign Nationals: 100 


1.6 System Description 
ABS is a key factor in the Navy Working Capital Fund (NWCF) budget process as it calculates and 
generates stabilized billing rates for direct labor and other services.  These rate calculations include: 


• Employee Average Labor Rates 


• Cost Center shop rates 


• NAVFAC Southwest General Administrative (GA) rates and taxes 







The combination of these rates creates stabilized billing rates for the applicable fiscal year and is also 
forecasted out over three to four years.  The ABS calculated rates are then established in the Defense 
Working-Capital Accounting System (DWAS) for billing NAVFAC customers.   


ABS also calculates cost and revenue which is used to calculate the Net Operating Result (NOR) and 
Accumulative Operating Results (AOR) as required by the Navy for Working Capital organizations. 


1.7 System Capabilities (Concept of Operations) 
ABS is based upon a set of current operating practices that exist within NAVFAC regarding the creation, 
storage and management of budget data/information.  ABS is a NAVFAC-wide automated budget system 
that is generated and maintained by the Facilities Engineering Command (FECs).  It is operated in and by 
government facilities in order to balance specific activity needs and the requirements of standardization, 
interoperability, and reuse.  


The budget process for the NWCF is a “bottom-up” aggregation of costs and revenues by cost center and 
product service.   At each activity, product service managers compile detailed data that is then reviewed 
and incorporated into cost center and or organizational level roll ups.  The activity’s formal budget 
submission to NAVFAC is prepared in the prescribed Assistant Secretary of the Navy (ASN), Financial 
Management & Comptroller (FM&C) format.  


In providing support for NAVFAC’s annual budget submission the application provides automated 
budgeting functions to the users.  


The application is web based with availability of 24 hours/7days a week, and is accessible via the 
Internet.  


ABS is capable of providing the following: 


• Web based application, available 24 hours/7days a week, and is accessible via the Internet  


• Identifies NAVFAC Southwest Manpower (overhead and direct employees) by work and cost         
center 


• Calculates straight and overtime rates by employee 


• Calculates average salary rates by Cost Center and Labor Category 


• Computes overhead labor cost by Cost Center and Cost Account 


• Identifies overhead non-labor cost by Cost Center and Cost Account 


• Computes direct commodity labor cost by Cost Center and Business Line Number (BLN) 


• Identifies direct commodity non-labor cost by Cost Center and BLN 


• Computes revenue by Commodity Type Service based on Billable Units and Rates 


• Computes NOR by Commodity and Cost Center 







• Computes AOR by Commodity  and Cost Center 


• Generates Overhead and Direct Cost Center Budget Trend Reports 


• Generates Overhead and Direct NAVFAC Southwest-wide Budget Trend Reports 


• Reports actual cost and historical data 


• Generates key additional reports including:  


o Unit Cost 


o Income and Cost 


o Stabilized Labor Rates 


o Direct and Overhead Hours 


o Sustainment and Restoration 


o Billable Rates 


o Cost Reimbursable 


Key manpower and labor data required to support ABS are drawn from the Defense Civilian Pay System 
(DCPS) and the DWAS accounting system.  Financial Budget Analysts enter in all other relevant data. 


2.0 Business Information Management System (BIMS) 


2.1 Mission 
BIMS supports NAVFAC by allowing NAVFAC Budget and Financial Analysts to track financial 
transactions such as revenue, expenditures, funding, billing, costs, etc. The Financial Management (FM) 
shops at various FECs run a number of predefined and custom reports, and information generated from 
BIMS is used to facilitate financial decisions.  BIMS is also used by external customers to track funds 
they provide to NAVFAC. 


2.2 Software Category 
Commercial- Off - The Shelf  (COTS)/ Government – Off – The Shelf (GOTS) 


2.3 System Lifecycle 
The Current Life Cycle is yet to be determined 


2.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of  BIMS, hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2.  Changes to the system will be vetted through a Configuration Control process before 
they are implemented to ensure that they do not negatively impact the security posture of the BIMS 
system. 







2.5 System Users 
The total system users of  BIMS are 2693 and are broken down in the following: 


• Military:      0 


• Government:              2400 


• Contractors:                124 


• Foreign Nationals:   169 


2.6 System Description 
BIMS is a query only system containing business and financial information from the source accounting 
system, Defense Working Capital Accounting System (DWAS).  It is used by Budget and Financial 
Analysts to track financial transactions such as revenue, expenditures, funding, billing, costs, etc. The 
Financial Management (FM) teams at various FECs run a number of predefined and custom reports, and 
information generated from BIMS is used to facilitate financial decisions.  BIMS is also used by external 
customers to track funds they provide to NAVFAC.  


2.7 System Capabilities (Concept of Operations) 
BIMS is a web-based financial reporting system that provides access to Navy Working Capital Funds 
(NWCF) financial information.  It is a reporting and decision support tool for the Defense Working 
Capital Accounting System (DWAS) financial system.  Being a data warehouse for NWCF data, BIMS 
stores historical financial information and data needed to produce complex business reports, while also 
serving the ad hoc querying and analysis requirements for end users.  Users have the ability to not only 
run standard reports, but also to modify these reports to meet their individual needs, and to create new 
reports from scratch.  They can do this without any programming experience or technical knowledge 
since the front-end user interface is entirely point and click with easy menu-driven options and wizards. 


BIMS application URL is https://bims.navfac.navy.mil.  Additional help and resources for end users are 
available at https://bims.navfac.navy.mil/BIMS/Help/index.html.  These include, user guides, quick reference 
sheets, online-training, reports reference guides, data dictionary, etc.  Users also have the ability to submit 
questions and issues via a Feedback mechanism which emails the questions to BIMS administrators. 
Users can check the data load status on the home page without logging into the application to determine 
how current the data is for each FEC. 


The primary data source for BIMS is Defense Working Capital Accounting System (DWAS), which is 
hosted at DISA, Ogden, UT.  Every morning, except on Saturdays, DWAS produces an incremental 
extract that includes all changes in the DWAS system for the previous day or since the last extract.  
DWAS produces the extract in Oracle Export format and places the files in a predefined location on the 
DWAS server.  The extract files follow a sequential naming pattern, and multiple extracts are produced, 
one for each FEC.  Regular scheduled processes in BIMS connect to the DWAS server using Secure FTP 
and transfer the files to the local servers.  The files are then extracted, loaded, processed, and validated 
before the data is available for end users.  The NWCF data combined with data from other sources 
provides users a single platform to satisfy their NWCF reporting and analysis requirements. 



https://bims.navfac.navy.mil/�

https://bims.navfac.navy.mil/BIMS/Help/index.html�





Users connect to BIMS using Oracle’s Discoverer query and reporting tool.  Discoverer allows users to 
access the database without the intricate knowledge of data structures, application design, or layout.  It 
allows users to either run existing reports including standard reports, or to create their own reports.  A 
variety of features are available to users such as formatting, layout, filters, sub-totals, parameters, etc. to 
advanced features like drilling and graphs.  Users can share reports with other users, and can export the 
report output to a number of formats including HTML, Excel, XML, flat file, etc. 


In addition to internal NAVFAC users, BIMS also supports external customers by allowing them access 
to run reports that provide details regarding funding, cost postings, billing, etc.  At various FECs, this has 
enabled the Financial Managers to stop sending monthly paper reports to clients, and instead give them 
on-line access for up to the date information.  BIMS’ in-built database security restricts external 
customers to data that is limited per their authorization. 


BIMS also provides NWCF data to other applications such as ABS, iDS, CURCUITS, etc. in a pre-
processed format so any changes in design or data structures in DWAS are mostly transparent to external 
interfaces. 


3.0 Business Management System (BMS) 


3.1 Mission 
The Naval Facilities Engineering Command (NAVFAC) mission is to plan and deliver quality facilities, 
engineering, and public works support for the Navy and Marine Corps, Department of Defense (DoD) and 
other federal agencies. The Business Management System (BMS) supports this mission by providing a 
central repository for all Navy Facilities (NAVFAC) level business processes (enterprise wide). 


3.2 Software Category 


3.3 Commercial Off The Shelf (COTS) 


3.4 System Lifecycle 
The Current Life Cycle is yet to be determined. 


3.5 Software Development and Maintenance 
This is a custom developed software product. Software development is conducted by the CDA. Personnel 
involved in the operation of BMS hold favorably adjudicated background investigations meeting or 
exceeding those required for their roles by the DoDI 8500.2. Changes / upgrades to the system will be 
vetted through a Configuration Control process before they are implemented to ensure that they do not 
negatively impact the security posture of BMS. 


3.6 System Users 
The total system users of BMS are 30 and are broken down in the following: 


• Military:    5 


• Government:                5 







• Contractors:  15 


• Foreign Nationals:   5 


3.7 System Description 


The BMS is located in the eDMZ. The major NAVFAC BMS functions and requirements are as follows: 


• Contain and maintain all NAVFAC corporate business processes that have been structured along 
Business/Support Line and Functional Areas in an easily accessible means by all of the NAVFAC 
communities of interest. 


• Allow the creation and edit of NAVFAC business process documents and associated resource 
content. Manage Review, Approval, Notification, and Testing functionality for content creation 
and editing of documents. 


• Provide the NAVFAC community with: 


o Documentation of business processes and associated resources 


o Internet, Intranet, and intra-application links, i.e., Uniform Resource Locators 
(URLs), to policy, guidance, reference; process flowcharts 


o Process Owner Team names and their associated process 


o Forms, samples, templates, etc. (or links to them) that support the processes 
contained within the BMS 


o Metrics documentation 


o General information on processes and the NAVFAC BMS 


o On-line training resources 


• Manage content using the Corrective Action (CA) process, including content not applicable 
NAVFAC-wide but that is specific to a particular Command. 


• Contain a CA process for managing user requests for changes, input, and suggestions that modify 
the process/process content or interpretation of content. 


3.8 System Capabilities (Concept of Operations) 
The BMS provides a central repository for all Navy Facilities (NAVFAC) level business processes 
(enterprise wide).  The system allows for both storage and communication of these processes to all 
NAVFAC Commands.  The BMS allows for all processes to be continually updated and refined without 
having to publish volumes of paper and always hosts the most current version of an approved process.  
The BMS system interface contains tools to perform the following functionality: 


• Submission of process improvements and suggestions 







• Reporting  to assure feedback and rapid decision making on suggestions and comments 


• Planning and scheduling of processes for review to assure they are current, accurate and effective  


The BMS provides NAVFAC with powerful tools for implementation of change within the NAVFAC 
Management functions and provides standardized access through publicly-defined interfaces to common 
infrastructure services.  


BMS serves three major users:   


• The End User 


• The Administrator 


• The Developer 


3.8.1 End Users 
Uses process documents, resources posted on the BMS Portal pages, submits Corrective Action Requests 
via CAR Submittal form, and runs CAR Summary report, CAR Search to look up and view current and 
historical information of CARs, and CAR Cycle Time Metrics report. 


3.8.2 Administrators 
Provide management of the uploading and processing of process documents. Provide review, assignment, 
& implementation of Corrective Action Requests (CARs).  Revise BMS content as necessary. Support 
process group rollout/development including template migration; file creation; and creation/tracking of 
process-related required elements such as resources, general info, acronyms, etc.  Report system issues; 
interact with NITC staff, BMS Developers and other technical Subject Matter Experts (SMEs).  Collect, 
compile and report monthly/quarterly metrics data.  Respond to telephone/e-mail/in-person end-user 
inquiries and issues. Support training and testing efforts. Perform data analysis & make 
recommendations.  Collect, analyze, & report on BMS-related data.  Develop and maintain 
tracking/reporting mechanism. 


3.8.3 Developers 
In response to BMS Administrators’ and Clients’ requests, uses Oracle Portal software, Oracle database 
objects, PL/SQL, JavaScript, and HTML to configure Portal components for maintaining BMS Portal 
content, developing, and maintaining custom reports, and maintaining the Corrective Action process. 
Uses combination of Portlet Builder portlets (forms, reports, list of values, dynamic pages), PL/SQL, 
JavaScript, and Oracle database objects (tables, views, functions, procedures, packages, triggers, etc.) for 
custom reports and the Corrective Action Request forms. Promote database and Portlet development 
changes to the Acceptance and Production environments using the NITC Request Management System 
(RMS) according to NASP Guide 1 (NASP Guidelines for Processing Service Requests) and NASP 
Guide 2 (NASP Guidelines for Processing Database Promotion and Maintenance Requests.)  







4.0 Construction Equipment Division MAXIMO (CED MAXIMO 5.2) 


4.1 Mission 
CED MAXIMO 5.2  provides the ability to create job plans to incorporate preventive maintenance plans 
to support the Naval Construction Force (NCF) at CED Gulfport and CED Port Hueneme.    


4.2 Software Category 
Government (DoD) Owned Government Operated (GOGO) 


4.3 System Lifecycle 
The program life cycle is estimated to retire in December 2011   


4.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of  CED MAXIMO 
5.2  , hold favorably adjudicated background investigations meeting or exceeding those required for their 
roles by the DoDI 8500.2.  Changes to the system will be vetted through a Configuration Control process 
before they are implemented to ensure that they do not negatively impact the security posture of CED 
MAXIMO 5.2  . 


4.5 System Users 
The total system users of  CED MAXIMO 5.2  are 59 and are broken down in the following: 


• Military:        2 


• Government:                  56 


• Contractors:                     1 


• Foreign Nationals:        0 


4.6 System Description 
CED MAXIMO 5.2  is a computerized asset management system. CED MAXIMO stores and maintains 
data about vehicle/equipment and repairs of Civil Engineering Support Equipment (CESE).  This data 
helps manage resources including labor, inventory, and equipment. Storing data in one centralized 
location affords the ability to analyze the costs and equipment life cycles.   


CED MAXIMO 5.2  is also a web application built on a 3-tier core architecture (Web Server, Application 
Server, and Database Server). CED MAXIMO 5.2 ‘s use of industry open standards (e.g. J2EE, Java, 
PKI/SSL) and the ability to integrate with other market leading software products (e.g. Oracle) allows 
MAXIMO to be extended and configured to address specific requirements of the CED departments. 


4.7 System Capabilities (Concept of Operations) 
Construction Equipment Division uses CED MAXIMO 5.2  application for the automated management of 
maintenance and repair of the CESE used by the NCF.  CED MAXIMO allows the user to create and 







track Work Orders in support of maintenance and repair of CESE.  CED MAXIMO tracks costs for labor, 
materials and services in support of repair and maintenance.  The system permits the user to create Job 
Plans which are templates used for creating Work Orders. Detailed information about estimated labor, 
materials and tools needed to carry out a job plan are listed. 


Reports can either be run from the Reporting application on the start center, or by opening a work order, 
equipment record, etc. and clicking “Run Reports”. 


The Citrix Secure Gateway mediates sessions between the Citrix presentation server and the system 
Administrator.  Once the CED MAXIMO 5.2  administrator successfully logs into the NITC Citrix 
environment, they are able to launch the required utility MRO Software Control Center.  The Control 
Center contains the Administration and Configuration applications which allow them to administer and 
configure the CED MAXIMO system. 


5.0 Construction Equipment Division MAXIMO (CED MAXIMO 7.1) 


5.1 Mission 
Naval Base Ventura County (NBVC) provides Navy wide support to the Naval Construction Force 
(NCF).  As part of that support the Construction Equipment Divisions (CED) at Port Hueneme and 
Gulfport provides for maintenance and repair of the Civil Engineer support Equipment (CESE) used by 
the NCF. 


5.2 Software Category 
Government (DoD) Owned Government Operated (GOGO) 


5.3 System Lifecycle 
The Current Life Cycle is yet to be determined 


5.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of  CED MAXIMO 
7.1,, hold favorably adjudicated background investigations meeting or exceeding those required for their 
roles by the DoDI 8500.2.  Changes to the system will be vetted through a Configuration Control process 
before they are implemented to ensure that they do not negatively impact the security posture of CED 
MAXIMO 7.1. 


5.5 System Users 
The total system users of CEDMAXIMO 7.1 are 44 and are broken down in the following: 


• Military:        4 


• Government:                   37 


• Contractors:                     3 


• Foreign Nationals:        0 







5.6 System Description 
CED MAXIMO 7.1  is a computerized asset management system. CED MAXIMO 7.1 stores and 
maintains data about vehicle/equipment and repairs of Civil Engineering Support Equipment (CESE).  
This data helps manage resources including labor, inventory, and equipment. Storing data in one 
centralized location affords the ability to analyze the costs and equipment life cycles.   


5.7 System Capabilities (Concept of Operations) 
Construction Equipment Division uses CED MAXIMO 7.1 for the automated management of 
maintenance and repair of the CESE used by the NCF.  CED MAXIMO 7.1 allows the user to create and 
track Work Orders in support of maintenance and repair of CESE.  CED MAXIMO 7.1 tracks costs for 
labor, materials and services in support of repair and maintenance.  The system permits the user to create 
Job Plans which are templates used for creating Work Orders. Detailed information about estimated labor, 
materials and tools needed to carry out a job plan are listed. 


Reports can either be run from the Reporting application on the start center, or by opening a work order, 
equipment record, etc. and clicking “Run Reports”. 


The Citrix Secure Gateway mediates sessions between the Citrix presentation server and the system 
Administrator.  Once the CED MAXIMO 7.1 administrator successfully logs into the NITC Citrix 
environment, they are able to launch the required utility MRO Software Control Center.  The Control 
Center contains the Administration and Configuration applications which allow them to administer and 
configure the CED MAXIMO 7.1 system. 


6.0 Centralized and Integrated Reporting for the Comprehensive Utilities Information 
Tracking System (CIRCUITS) 


6.1 Mission 
Centralized and Integrated Reporting for the Comprehensive Utilities Information Tracking System 
(CIRCUITS) is a program that provides NAVFAC activities a means to ensure that utilities and energy 
system utilization are optimized and employ the accurate and timely accounting of bills for the 
consumption of those services, throughout all naval facilities worldwide 


6.2 Software Category 
Commercial- Off - The Shelf  (COTS)/ Government – Off – The Shelf (GOTS) 


6.3 System Lifecycle 
The Current Life Cycle is yet to be determined 


6.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of  CIRCUITS, hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2.  Changes to the system will be vetted through a Configuration Control process before 
they are implemented to ensure that they do not negatively impact the security posture of CIRCUITS. 







6.5 System Users 
The total system users of  CIRCUITS are 802 and are broken down in the following: 


• Military:      25 


• Government:                 504 


• Contractors:                  238 


• Foreign Nationals:       35 


6.6 System Description 
CIRCUITS is a web based application where users can perform daily operations of Utilities and Energy 
Management (UEM). Through CIRCUITS, users have the capability to review and approve incoming 
utility vendor invoices, create and maintain models of utility distribution networks, allocate the “fair 
share” portion of the incoming usage among consuming activities, and review energy consumption of 
facilities and installations. Utilizing the system’s ad hoc query feature, users can generate tailored reports 
for budget planning, energy management, standard and mandated reports on utility acquisition and 
distribution. Furthermore, utility and energy managers have the ability to view data collected by the 
Advanced Metering Infrastructure (AMI) meters. 


6.7 System Capabilities (Concept of Operations) 
The data flow of this system starts with utility vendor invoices being translated into data files by data 
entry contractors and transferred to a secure SFTP (Secure File Transfer Program) file server.  CIRCUIT 
retrieves files via CIFS (Common Internet File System) from the SFTP server and initiates the bill 
payment workflow process. Automated e-mails are sent via SMTP (Simple Mail Transfer Protocol) to 
users notifying them of required actions. Financial data files containing consumption information for 
customer billing, vendor invoice payment instructions, and adjustments to accruals and obligations are 
transferred via CIFS to the SFTP server for upload to the Defense Working Capital Accounting System 
(DWAS). DWAS produces response files indicating acceptance/rejection of CIRCUITS instructions. The 
response files are then downloaded by the SFTP server and retrieved by CIRCUITS via CIFS. 
Authoritative data is retrieved via direct database links from other NAVFAC enterprise systems 
collocated with CIRCUITS at NITC. Additionally, CIRCUITS receives meter reading data from AMI 
(Advance Meter Reading Infrastructure) when queried. AMI resides on CNIC’s (Command Navy 
Installations Command) Public Safety Network (PSNet). CIRCUITS retrieves utilities-related financial 
data from BIMS, and building identification and tenant data from iNFADS, both through direct database 
links. RSIMS retrieves utility consumption data through a database link to display energy usage in its 
geographic display maps. The CIRCUITS MDM web server connects to the CIRCUITS MDM Web 
Services Server to retrieve meter consumption and configuration data. This connection occurs on an 
event-driven basis e.g. when the UA user requests a screen that requires data managed by the MDM. The 
CIRCUITS UA database server connects to the CIRCUITS MDM database server via DBLink to retrieve 
meter reading and configuration data for use by the allocation routines. This connection is event-driven 
based on user activity and occurs several times daily. The CIRCUITS UA web server connects to the 







CIRCUITS MDM Web Services Server to retrieve meter consumption data. This connection occurs on an 
event-driven basis e.g. when the UA user requests a screen that requires data managed by the MDM. 


7.0 Chemical Safety Environmental Management System (CS-EMS) 


7.1 Mission 
Chemical Safety - Environmental Management System (CS-EMS) is a complete tool for managing 
hazardous material information and meeting federal, state, local and international regulatory 
requirements. The program maintains Material Safety Data Sheets in data- and image-based format and 
makes them available on the company’s network or the Internet. These files are searchable and cross-
referenced to chemical reference information in the program. 


CS-EMS tracks hazardous wastes data within NAVFAC MIDLANT in accordance with applicable 
regulations, track related costs, and assistance in the billing process. The program maintains Material 
Safety Data Sheets (MSDS) that are searchable and cross-referenced to chemical reference information in 
the program. CS-EMS has Purchasing, Inventory & Accounting capabilities that are used to handle data 
related to inventory of hazardous waste. Purchases of hazardous materials and disposal of hazardous 
wastes are listed. This facilitates accurate accounting and billing and can reduce purchasing and disposal 
expenses. CS-EMS also has Hazardous Waste Documentation & Management capabilities that are used to 
create manifests, container-shipping labels and Land Disposal Restriction Forms, as well as state and 
federal annual and biennial reports. 


7.2 Software Category 
Commercial- Off - The Shelf  (COTS)/ Government – Off – The Shelf (GOTS) 


7.3 System Lifecycle 
The Current Life Cycle is yet to be determined 


7.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of  CS-EMS, hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2.  Changes to the system will be vetted through a Configuration Control process before 
they are implemented to ensure that they do not negatively impact the security posture of CS-EMS. 


7.5 System Users 
The total system users of CS-EMS are 31 and are broken down in the following: 


• Military:        0 


• Government:                   29 


• Contractors:                     2 


• Foreign Nationals:        0 







7.6 System Description 
CS-EMS is a complete tool for managing hazardous material information and meeting federal, state, local 
and international regulatory requirements.  The program maintains Material Safety Data Sheets in data- 
and image-based format and makes them available on the company’s network or the Internet. These files 
are searchable and cross-referenced to chemical reference information in the program   


7.7 System Capabilities (Concept of Operations) 
CS-EMS is used to input and track hazardous wastes data within NAVFAC MIDLANT. The program is a 
tool needed to track and document the storage, transportation, treatment, and disposal of hazardous wastes 
in accordance with applicable regulations, track related costs, and assist in the billing process. The 
program maintains Material Safety Data Sheets (MSDS) in data- and image-based format and makes them 
available on the company’s network or the Internet. When appropriate, MSDS information can be used to 
characterize discarded hazardous materials as hazardous wastes in lieu of more expensive laboratory 
analyses. These MSDS files are searchable and cross-referenced to chemical reference information in the 
program. CS-EMS has Purchasing, Inventory & Accounting capabilities that are used to handle data 
related to inventory of hazardous waste (e.g., information of cost, storing, and transporting), as well as 
information for purchasing hazardous materials. This information is managed in a structure that allows 
the user to track purchases of hazardous materials and disposal of hazardous wastes as necessary. This 
facilitates accurate accounting and billing and can reduce purchasing and disposal expenses by sharing 
product inventory information across the organization. CS-EMS also has Hazardous Waste 
Documentation & Management capabilities that are used to create manifests, container-shipping labels 
and Land Disposal Restriction Forms, as well as state and federal annual and biennial reports. CS-EMS 
also has management reports and containers tracking capabilities. NAVFAC FECs uses this capability to 
track hazardous wastes containers back to the original source and to minimize tracking cost-per-item. 


This Concept of Operational Support establishes technology related management and business guidelines 
among the Naval Facilities Engineering Command Information Technology Center (NITC), Port 
Hueneme, CA and the Naval Facilities Engineering Commands (FECs). The Concept of Operational 
Support addresses issues relevant to management oversight requirements associated with the consolidated 
operation of Chemical Safety-Environmental Management System (CS-EMS). It also addresses specific 
technology related operational and procedural guidance pertaining to this responsibility. Chemical Safety 
- Environmental Management System runs on a Windows Citrix server with a Citrix client providing the 
interface to the EMS client on the Citrix server. Chemical Safety - Environmental Management System 
employs the ORACLE server for the database functionality. CS-EMS application is hosted within the IT 
infrastructure of NITC. Chemical Safety - Environmental Management System is used to input and track 
hazardous material usage within NAVFAC Community. The program is a tool needed to track and report, 
state and federal regulatory compliance. The criticality factor of Environmental Management System is 
high to NAVFAC Community. 







8.0 Computerized Utility Billing Integration Control (CUBIC) 


8.1 Mission 
The CUBIC application facilitates the implementation of utilities metering, allocation of billing units, 
usage monitoring, utilities reporting and general utilities service support for the Navy and Marine Corps, 
Department of Defense (DoD) and other federal agencies. 


8.2 Software Category 
 Government Off The Shelf (GOTS) 


8.3 System Lifecycle 
The Current System Life Cycle for CUBIC retires in June of 2011.  


8.4 Software Development and Maintenance 
CUBIC is a custom developed software product. Software development is conducted by the CDA. 
Personnel involved in the operation of this system, hold favorably adjudicated background investigations 
meeting or exceeding those required for their roles by the DoDI 8500.2.  Changes to the system will be 
vetted through a Configuration Control process before they are implemented to ensure that they do not 
negatively impact the security posture of the CUBIC application. 


8.5 System Users 
The total system users of CUBIC are 60 and are broken down in the following: 


• Military:                           5 


• Government:                5 


• Contractors:  15 


• Foreign Nationals: 35 


8.6 System Description 
CUBIC is a GOTS software application that provides the support and infrastructure to perform meter 
reading, utilities allocations, customer web access, and ancillary logistical support requirements for these 
functions.  Additionally, CUBIC provides the basis for reporting essential utilities usage information 
necessary for Commanding Officers, Public Works Officers, Energy Managers, Facility Mangers, 
Building Monitors and Utility Technicians/ Engineers and others to manage energy conservation and 
utility cost reduction programs.  The following are but a few attributes exhibited by this system. 


CUBIC: 


• Is an automated application designed to allocate utility commodity charges for utility services at 
bases served by NAVFAC.  Allocations can be performed on the following commonly supported 







utility services:  electricity, water, sewage, natural gas, steam, and compressed air. Other utility 
services can also be processed by CUBIC.   


• Analyzes the metered flows of utility services through utility distribution systems, allocating 
utility usage to use areas (i.e., facilities, ships, structures, etc.) based on properties of the end-use 
entities (facilities or use areas within facilities that consume utilities), the utilities distribution 
systems, and other factors.  Utilities allocations are performed by the GOTS Computerized Utility 
Billing Integration Control (CUBIC) application which allows clients to analyze utilities 
conservation progress and assists the clients with utilities budgeting through the use of an end-of-
the-year and next-fiscal-year projection feature 


• Provides operational and historical storage of essential utilities allocations data which include 
facilities floor plans, utility system single-line diagrams, electrical pad diagrams, meter-to-
meter/facility-to-meter diagrams, and associated facility data. 


8.7 System Capabilities (Concept of Operations) 
The utilities distribution systems for all utilities commodities at a geographic Naval complex are 
graphically modeled using AutoCAD or a web based logical hierarchical system to define/display the 
utility distribution systems.  All the meters at the geographic complex and all their connections to other 
meters and end use entities are graphically depicted in AutoCAD.  This graphical representation is 
translated into a database form by CUBIC processes which become the basis for meter-to-meter and 
meter-to-facility relationships for utility allocations.   


All technical data for meters at a complex are maintained in the CUBIC Oracle database.  CUBIC stores 
the historical meter readings for all meters for use in distribution system analysis.  Each month, after 
meter readings are gathered, balance reports are run to analyze the distribution systems and find 
anomalous situations before allocations are calculated.  Anomalous situations include: leaks, distributions 
system changes which were not reported to the technician, bad meter reads, incorrect meter multiplier, 
failed meters, etc… 


CUBIC assists the technician with the task of organizing the meters into meter reading routes and 
sequencing them in logical order.  CUBIC generates and parses meter reading text files for COTS meter 
reading systems to load and unload microprocessor-based handheld meter reading devices.  CUBIC also 
allows users to manually input meter readings if they do not use microprocessor-based handheld meter 
reading devices. All meter readings are checked against predicted meter readings calculated based upon 
historical usage.  Meter readings that don’t fall within the tolerance limits are flagged to the technician for 
analysis. 


Physical data about the end-use entities that are allocated utilities usage are maintained in the CUBIC 
Oracle database.  CUBIC allows the technician several options for modeling end-use entities.  The 
technician may model the end-use entities as tenants within buildings, tenants within weighted facilities, 
structures (industrial loads), piers, and ships.  No matter which model is used the entity receives a factor 
that is used to apportion utility consumption to the next higher meter or set of meters. 


Utility allocations in CUBIC are always based on apportioning metered amounts. No entity can receive an 
allocation that is higher than the meter or set of meter’s consumption that feeds it.    







One of the outputs of CUBIC is a utilities allocations file representing units of customer utilities usage, 
which is input to the Defense Working Capital Accounting System (DWAS) for billing of NAVFAC 
Southwest utilities customers.  CUBIC also generates feeder files which are input to the Centralized and 
Integrated Reporting for the Comprehensive Utilities Information Tracking System (CIRCUITS) Utilities 
Management Module (UMM). 


CUBIC supports customer relationship management (CRM) requirements to provide customer service by 
publishing projected funding requirements versus amounts available on current funding documents.  
Another CRM function is customer notification via e-mail of monthly utilities allocations results for their 
review. 


CUBIC utilizes a DOD-PKI Enabled web client architectures.  A web-based browser client is used for 
data entry/access, report generation and printing, application processing, administration and querying 


9.0 NITC Development Community of Interest (DEVCOI) 


9.1 Mission 
The NITC Development Community of Interest (DEVCOI) deployed at NAVFAC’s Information 
Technology Center in Port Hueneme, California, is an architecture that provides NAVFAC’s CDA 
(Central Design Authority) community connectivity to a region for the ongoing development and testing 
efforts of various applications hosted in NITC’s production environment. This enclave allows authorized 
users access to systems, numerous unclassified applications, and shared services that mirrored the NITC 
production environment. 


9.2 Software Category 
Commercial Off The Shelf (COTS) 


9.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


9.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of DEVCOI  hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
DEVCOI. 


9.5 System Users 
The total system users of DEVCOI are 470 and are broken down in the following: 


• Military:      10 


• Government:                265 


• Contractors:    195 







• Foreign Nationals:       0 


9.6 System Description 


Developers are given a controlled development environment that replicates the Production Environment 
to introduce new and updated software, new application functionality, and application maintenance 
monitored through rigid change control management. Developers connect and either modify directly or 
upload changes to be tested. 


9.7 System Capabilities (Concept of Operations) 


The DEVCOI Application provides a centralized test and development infrastructure area for the Naval 
Facilities Command. To ensure JTF GNO CTO 06-06 compliance, the development environment is also 
used to introduce and evaluate IAVA updates, patch management and IA controls ramifications prior to 
introduction into the NITC production hosting infrastructure. The system administrators introduce the 
updates into the development environment and the developers perform functional testing through 
established test plans for their applications. 


 


10.0 NAVFAC Effort Distribution Matrix/Funds Distribution Matrix 
(EDM/FDM) 


10.1 Mission 
The Naval Facilities Engineering Command (NAVFAC) mission is to plan and deliver quality facilities, 
engineering, and public works support for the Navy and Marine Corps, Department of Defense (DoD) and 
other federal agencies. The NAVFAC Effort Distribution Matrix/Funds Distribution Matrix (EDM/FDM) 
supports this mission by aligning effort with funding, providing reporting capabilities and developing 
complex financial analytics models that are applied to planning data so that different types of analysis can 
be performed. 


10.2 Software Category 
Commercial Off The Shelf (COTS) 


10.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


10.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of EDM/FDM hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
EDM/FDM. 







10.5 System Users 
The total system users of EDM/FDM are 526 and are broken down in the following: 


• Military:      30 


• Government:                492 


• Contractors:        3 


• Foreign Nationals:       1 


10.6 System Description 


The EDM/FDM is located in the eDMZ. The major NAVFAC EDM/FDM functions and requirements are 
as follows: 


• Align effort (work years) with funding (dollars) by business line, product and service line, and 
fiscal year.   


• Allow management to develop complex financial analytics models that are applied to planning 
data so that different types of analysis can be performed (“what-if” scenario analysis, plan vs. 
actual analysis, and flexibility analysis).   


• Provide reporting capabilities for: 


o Annual budget reports 


o Periodic business analysis briefing reports 


o Execution status reports.   


The system is used by all echelons of the NAVFAC organization. 


10.7 System Capabilities (Concept of Operations) 
The EDM/FDM system is a planning and reporting system where plan data is entered, viewed, revised 
and analyzed by users via a web interface.   


Execution data is compiled from two external systems: 


• Facilities Information System (FIS) 


• Standard Accounting and Reporting System (STARS) 


Data is retrieved from a single secure FTP server and loaded into the EDM/FDM data structures using an 
ESL tool.  The system provides a direct connection to the NAVFAC Information Data Store (IDS) to pull 
authorization fund source data.  Users create ad-hoc reports and run canned reports containing plan and/or 
execution data via a web interface. 







Execution data is stored within “EDM/FDM Datamart”, an Oracle database; planning data and model 
design is stored in a TM1 file structure. When external data is received containing PII information, server-
side processes strip the identifying characteristics from the raw data before integrating it into the 
EDM/FDM data structures.  Application and Database administrators access systems tools via a Citrix 
server.  


11.0 NITC eDMZ Framework of Services Architecture (eDMZ FOSA) 


11.1 Mission 
The NITC eDMZ Framework of Services Architecture (eDMZ FOSA) supports the Naval Facilities 
Engineering Command (NAVFAC) by checking the accuracy of MILCON project information, by 
supporting the management of funding and program execution, and by supporting reporting requirements 
to NAVFAC customers, the Assistant Secretary of the Navy, Navy Comptroller, Office of the Secretary 
of Defense, and Congress. 


11.2 Software Category 
Commercial Off The Shelf (COTS) 


11.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


11.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of eDMZ COE hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
eDMZ COE. 


11.5 System Users 
The total system users of eDMZ FOSA are 320163 and are broken down in the following: 


• Military:      165000 


• Government:                    22500 


• Contractors:      132000 


• Foreign Nationals:     663 







11.6 System Description 


Business systems can generate email and have it relayed to external recipients and securely transfer data 
via SFTP with both external and internal sources. User accounts and group membership are authenticated 
as well as PKI certificates validated. At a server level, the Business Systems are provided current, 
accurate server time through the synchronization of clocks throughout the domain. System URL’s are 
published to external Doman Name Servers (DNS) repositories where they can be replicated across the 
Internet/NIPRNET. Fully Qualified Domain Names (FQDN) for the servers is published to internal DNS 
repositories for inner communications of domain and system processes. Systems and Databases are 
backed up on a set schedule, written to tape, and stored offsite. The architecture provides Vulnerability 
Assessment and Remediation through proactive holistic scanning and patch management of each system. 
Systems are provided an integrated Host Based Security System (HBSS) including antivirus and known 
exploits prevention across the domain. Overall system risk is managed via constant risk assessment. SSL 
traffic is offloaded to hardware devices which specialize in removing processing intensive tasks from 
application servers allowing the server resources to be utilized more efficiently. In addition, various 
hardware devices provide acceleration of web traffic and load balancing across multiple servers. Data for 
the Business Systems are stored on highly available, scalable, integrated Storage Array Network (SAN) 
devices Capabilities within the SAN environment include de-duplication, rapid provisioning, backup and 
recovering, resource allocation and snapshots. Data is secured through Access Control Lists (ACLs) and 
encryption as needed. 


11.7 System Capabilities (Concept of Operations) 
The eDMZ FOSA framework consists of defined interoperable, inheritable services utilized by 
NAVFAC’s primary centralized datacenter.  


From the Users prospective, the architecture not only provides a secure method of access to websites and 
business systems operating at NITC, but also provides users with the ability to query data and generate 
reports. These reports can be either pulled from a standardized list or created ad-hoc. Users can also 
create report templates to be used by others. 


From the Business System prospective, the architecture provides key services for the system to meet the 
needs of their customers.  


From a domain management prospective, multiple aspects of the user experience are monitored to assist 
in optimizing availability and performance. Performance metrics are gathered across the domain allowing 
a holistic view of the health from the network infrastructure to the server resources. User account 
management is achieved through group membership and permission controlled within group policies. The 
infrastructure is managed through dedicated management servers, which maintain the integrity of the 
configurations of the operating system and the technology being applied. 


The framework of services architecture utilizes Information Technology Infrastructure Library (ITIL) best 
practices for IT Service Management. Changes are controlled by an established Configuration Control 
Board (CCB) where they are approved, tracked, and recorded in a Configuration Management Database 
(CMDB). Processes used in maintaining the architecture utilize Configuration Maturity Model Integration 
(CMMI) for documenting, testing, and improving processes. As new technologies are introduced to the 







architecture, established Project Management practices are used to analyze, implement, and track the 
project. 


 


12.0 Electronic Project Generator (EPG) 


12.1 Mission 
The Electronic Project Generator (EPG) is the paperless vehicle by which DD 1391 supported projects 
will be entered into the NAVFAC planning, programming, and budgeting process.  All major construction 
funds are appropriated and/or allocated based on project DD1391s. 


12.2 Software Category 
Commercial Off The Shelf (COTS) 


12.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


12.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of EPG hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
EPG. 


12.5 System Users 
The total system users of EPG are 2407 and are broken down in the following: 


• Military:      164 


• Government:                1999 


• Contractors:       244 


• Foreign Nationals:                  0 


12.6 System Description 
Electronic Project Generator, EPG, is a web-based automated information system used to develop 
electronic versions of DD1391s and generate customized reports that are an integral part of the NAVFAC 
planning, programming, and budgeting process. The application is PKI/PKE enabled and resides within 
the Single Sign-on (SSO) protection of the NAVFAC Portal application.   







12.7 System Capabilities (Concept of Operations) 
• Whenever a new account is created, the Portal inserts a user record into EPG’s user table 


using a database link. 


• Validated users access the application within a Java generated servlet window that is hosted 
by an Oracle Application Server (OAS). 


• Validated users are permitted to select, insert, update and delete project data utilizing a 
dedicated database connection established by navigating to the application. 


• The backend database extracts data from Internet Navy Facilities Asset Data Stores 
(iNFADS) using database links and materialized views. 


• The backend database shares its data with Internet Navy Facilities Asset Data Stores 
(iNFADS) and Interoperable Enterprise Facilities Management (ieFACMAN) via database 
links. 


• The application permits users to upload supporting documentation from their computers to a 
web-based Cold Fusion file server. The application then permits the uploaded documents to 
be displayed as web pages from the Cold Fusion file server. 


• The application interfaces with a mail server to send progress reports as projects are 
developed, and notify personnel of any user account modifications. 


13.0 Expeditionary Management Information System (EXMIS) 


13.1 Mission 
The NAVFAC Expeditionary Business Line products and services address the documentation of 
expeditionary war fighter requirements, selection of material solutions, maintenance of Tables of 
Allowance (TOA), initial acquisition of material, delivery of TOA materiel, sustainment and replacement 
of pre-positioned and fielded materiel, and disposal of material.   


As the Navy Expeditionary Combat Command (NECC) lead Systems Command (SYSCOM) and the 
primary SYSCOM for all other Navy expeditionary forces as described in the SECNAV 5400, NAVFAC 
provides life-cycle management of the equipment and materials required for mission accomplishment of 
NECC and other expeditionary forces.  These responsibilities are directed by NAVFAC’s Expeditionary 
Programs Office (NEPO) with the majority of daily management occurring at the Naval Facilities 
Expeditionary Logistics Center (NAVFAC ELC), which in addition to expeditionary logistics provides 
acquisition and maintenance of 2C Cognizance (2C COG) which includes Civil Engineer Support 
Equipment (CESE) and Civil Engineer End Items (CEEI) and Sealift assets for the Navy. 


13.2 Software Category 
Commercial Off The Shelf (COTS) 







13.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


13.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of EXMIS hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
EXMIS. 


13.5 System Users 
The total system users of EXMIS are 75 and are broken down in the following: 


• Military:      10 


• Government:                  50 


• Contractors:      15 


• Foreign Nationals:       0 


13.6 System Description 


The EXMIS is a web-based application that provides NAVFAC with the ability to 
support its expeditionary logistic responsibilities and to perform lifecycle management of 
2C Cognizance material which includes Civil Engineer Support Equipment and Civil 
Engineer end Items and Sealift assets for the Navy.  


13.7 System Capabilities (Concept of Operations) 
Using EXMIS, users can perform the following functions: 


• Create and manage Table of Allowances which includes list of equipment and material 
required for Unit’s mission.  


• Assign priorities to requirements and allocate allowable equipment and material in predefined 
order. 


• Ability to group like procurements based on quarterly phasing plan. 


• Route purchase orders for approval and ensure adequate funding is available. 


• Associate appropriate support packages to equipment and material as needed. 


• Determine how items will be bought. 


• Execute and monitor approved purchase orders. 







• Generate issue request to pull items from warehouse. 


• Receive and track when materials are receipted, issued, stowed, in warehouse or 
containerized.  


• Manage packing and shipping information for a Unit’s Table of Allowance. 


• Manage disposition of material and equipment no longer needed by Unit. 


14.0 Facilities Information System (FIS) 


14.1 Mission 
The NAVFAC mission is to manage the Navy’s facilities and installations to provide contingency 
engineering. The FIS 2.0 mission is to support all General Fund based activities within NAVFAC that 
participate in the planning, design, procurement, construction, major maintenance, and demolition of 
Naval Shore Facilities. The NAVFAC support that FIS provides includes services for Funds Receipt and 
Management, Construction and Maintenance Project Management, Design Management, Environmental 
Project Management, Acquisition/Procurement Management, Labor Allocation/Management, and Invoice 
Management. 


14.2 Software Category 
Commercial Off The Shelf (COTS)/ Government Off The Shelf (GOTS) 


14.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


14.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of FIS hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
FIS. 


14.5 System Users 
The total system users of FIS are 5411 and are broken down in the following: 


• Military:         45 


• Government:                4920 


• Contractors:      211 


• Foreign Nationals:     235 







14.6 System Description 
FIS support crosses financial, asset, acquisition, design, and project management roles.  All steps are 
tightly coupled throughout facility life cycle by providing functionality, which spawns information to 
multiple system modules with one user action. 


FIS further supports this cycle by providing comprehensive interface services to other NAVFAC and 
DOD applications. MILCON project information is shared with the NAVFAC MILCON application and 
ultimately OSN/OSD systems up the line. Acquisition information is shared with the NAVFAC 
eContracts application, which in-turn shares data with the DoD Standardized Procurement System (SPS). 
The non-Direct Cite financial transactions are sent to Stars/FL and comeback files from Stars/FL provide 
FIS feedback on the success of the data transfer. NAVFAC invoice receipt, certification and payment are 
supported through various interfaces with Stars/OnePay and the DON Wide Area Workflow (WAWF) 
systems. Most interfaces happen on a nightly basis, but some are on a real-time schedule, while others 
occur on weekly, biweekly or monthly periods. 


The FIS 2.0 Reporting services utilize the COGNOS BI Suite and the Oracle RDBMS. FIS transactional 
data is replicated to the Integrated Data Store (IDS) of the ieFACMAN database, housed on an Oracle 
database at the NITC NASP. The COGNOS Tools are available to authorized users through the CAC and 
password encrypted NAVFAC private portal intranet. FIS 2.0 Reporting COGNOS services are outside 
the accreditation boundaries of this document. 


14.7 System Capabilities (Concept of Operations) 
The FIS design goal was to integrate otherwise disparate or stovepipe business and support lines.  FIS 
provides full functionality for the U.S. Navy facilities management function. FIS provides this support 
from the planning phase through the design, construction and major maintenance phases, including the 
capitalized transfer-to-user transaction. FIS supports the entire facility life cycle and follows the 
guidelines set forth in NAVFAC procedures. This support starts with the out-year planning of the facility 
requirement, supports all design and construction processes, including financial integration, schedule 
management, multiple contract awards, with complete procurement cycle management. On a daily basis, 
FIS is used to record the receipt of funds, scope and timeframe of a project, the Job Orders needed for the 
Labor, travel, training and printing related to the project, the award and obligation of project-related 
contracts/delivery orders by Acquisition personnel, as well as the behind-the-scenes “obligation” of 
available funds to that contract.   


FIS Configuration Management is overseen by the FIS Steering Committee (FSC).  In general, all 
changes to FIS are reviewed and approved by the FSC.  The FSC meets at least twice per year to review 
all changes to FIS, including system or data changes.  Approved changes are executed according to the 
NAVFAC/NITC system life cycle, tested, approved by users, and approved by the NITC OCB for 
promotion to production. 


A. FIS users request system changes via the NAVFAC Mainframe Change Request system. 


B. An approved process for estimating, reviewing, and approving/disapproving changes is followed by 
the FSC. 







C. Approved changes are planned and resourced to avoid any risks or outages to the FIS system. 


D. All source code changes are controlled by the IDEAL and LIBRARIAN software management tools.  
These tools enforce the rule that only one copy of a program can be checked out at once and tracks 
who has that copy.  Only Administrators, analysts and developers have access to the D1 – 
Development and TSO regions, where the source code resides.  In addition, these D1 personnel have 
access ONLY to libraries where their application’s source code resides.  Each application has it’s 
own set of libraries. 


E. All changes must be unit, integration, and user acceptance tested.  Upon approval of a change by the 
users, the change is submitted to the CCB for promotion approval. 


Throughout the life-cycle, the Change Request is updated with the current status and comments.  When 
promoted a change is monitored for proper functioning and upon consensus with the users, the Change 
Request is marked as Closed. 


15.0 Hazard Abatement Database Online (HA-DB) 


15.1 Mission 
The HA application facilitates the reporting of safety and health projects submitted for HA program 
funding. This application enables users to track projects as well as automatically calculates detailed 
funding figures associated with each project. The HA database tracks the Navy wide hazard abatement 
program and interact with major claimants, their individual activity reps, and the project managers, all 
remote from one another. 


15.2 Software Category 
Commercial Off The Shelf (COTS) 


15.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


15.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of HA-DB hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
HA-DB. 


15.5 System Users 
The total system users of HA-DB are 175 and are broken down in the following: 


• Military:   113 


• Government:                 60 







• Contractors:      2 


• Foreign Nationals:     0 


15.6 System Description 
The HA database allows a systematic method for adding projects to the program in a controlled manner 
through allowing users different levels of access based on their roles. The HA database system provides 
instant email notification of new projects for review by the approving commands and the project 
managers. 


15.7 System Capabilities (Concept of Operations) 
The HA database application allows users to submit projects for HA funding consideration from any 
station that has web access. Proper authorization is required to gain access into the HADB; all HADB 
users must be registered and approved by the program administrator.  


If a submitted project is determined to be acceptable, a Hazard Abatement Project Manager (HAPM) will 
change the status from “Undetermined” to Preliminary Planning (PP). If additional information is 
required, or the submission appears incomplete, the HAPM will contact the person listed on the project 
submission as the activity point of contact. 


If the project is determined to be unacceptable the HA PM will change the project status to “Denied” and 
submit the project to the archive section of the DB. If additional information is provided by the activity 
which changes the project qualifications, it can be recalled from the archive by the HA PM. HA databases 
projects are reviewed on an annual basis and compete for next fiscal year funding, unfunded projects 
remain in the HA database for later consideration. This database system is maintained as a web-based 
program for NAVY activities worldwide. 


16.0 interoperable enterprise Facilities Management Gateway and Reporting 
Application (ieFACMAN) 


16.1 Mission 
The ieFACMAN (Interoperable Enterprise Facilities Management) Gateway and Reporting Application is 
the Naval Facilities Engineering Command (NAVFAC) enterprise integration application that integrates 
the end-to-end facility production chain including work, maintenance, projects, contracts, construction 
and programs.  ieFACMAN Gateway and Reporting Application is comprised of several, integrated 
modules across diverse technologies.    By integrating core functions and systems, ieFACMAN Gateway 
and Reporting Application provides a very cost-effective method to provide transformational capability as 
compared to traditional integration methods.  


16.2 Software Category 
Commercial Off The Shelf (COTS)/ Government Off The Shelf (GOTS) 


16.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 







16.4 Software Development and Maintenance 
This is a custom developed software product. Software development is conducted by the CDA. Personnel 
involved in the operation of ieFACMAN hold favorably adjudicated background investigations meeting 
or exceeding those required for their roles by the DoDI 8500.2. Changes / upgrades to the system will be 
vetted through a Configuration Control process before they are implemented to ensure that they do not 
negatively impact the security posture of ieFACMAN. 


16.5 System Users 
The total system users of ieFACMAN are 12501 and are broken down in the following: 


• Military:                 557 


• Government:            10635 


• Contractors:    297 


• Foreign Nationals: 1012 


16.6 System Description 
This system is used by the Business Lines within NAVFAC for: 


• end-to-end project management 


• integrated client views and reports  


• end-to-end contract action management 


• HR information 


• a web-base module to assess facility quality 


• a reporting module 


• end-to-end configuration management 


• use of OID for SSO (single sign-on) Registration, and an internal process for User Provisioning 


• an intuitive ad-hoc query, reporting, analysis, and web publishing tool 


• Replication to provide users fast, local access to shared data 


16.7 System Capabilities (Concept of Operations) 
ieFACMAN is a client server application with Oracle 10g Database. The database is set up at Acceptance 
and Production levels. The desktop user communicates with external sites to transfer files, both uploads 
and down loads. Transferred files can be exported / imported into the ieFACMAN system using the client 
application (thin or thick client via Citrix).   


ieFACMAN has several integrated modules:   







• The eProjects Module 


• The eClient Module 


• The eContracts Module 


• The Total Force Module 


• The FACQUAL Module 


• The eReports Module 


• The AppsTest Module 


• Use of OIC (Oracle Internet Directory) for SSO (Single Sign On) Registration/ User Provisioning  
(internal process) for access to ieFACMAN Modules 


• ieFACMAN Discoverer 


• ieFACMAN Data Store (iDS) 


16.7.1 eProjects  


This Module provides end-to-end project management by integrating MS Projects (schedule), FIS (costs), 
Enterprise Maximo (SPM) (maintenance), eContracts module (contract actions), RSIMS (installation 
management), and Programs (via iDS). The application provides a flexible web layer and reporting, that is 
configured for NAVFAC Business and Support Lines. 


16.7.2 eClient 


This Module provides integrated client views and reports by linking to key production systems and data.  


16.7.3 eContracts  


This Module provides end-to-end contract action management (Delivery Orders, Mods) by integrating 
FIS (costs), SPS (procurement), Enterprise Maximo (SPM) (maintenance), and Projects (eProjects 
Module). The application provides a flexible web layer and reporting, that is configured for NAVFAC 
Business & Support Lines. 


16.7.4 Total Force 


This Module provides HR information by integrating Total Workforce Management Services (TWMS) 
with Production applications, and provides Community Management functionality and support for 
Individual Development Plans (IDPs).  


16.7.5 FACQUAL 


This Module provides a web-base module to assess facility quality by performing post occupancy 
evaluations of our newly constructed facilities. This is done by utilizing a web-based questionnaire and 
evaluation process to collect feedback from facility users and maintainers on facility performance and 
quality six months after the beneficial occupancy date (BOD).  FACQUAL offers dynamic reports 







filtering allowing feedback to be queried by quality objectives and facility features as well as NAVFAC 
component, facility type, FY, Fund Type, and Acquisition strategy. FACQUAL is the source of 
NAVFAC's Capital Improvements Business Line metric for quality (D4). 


16.7.6 eReports 


This Module provides a reporting module that displays ieFACMAN Data Store (iDS) data via HTML, 
Excel, and pdf output for corporate documentation, data call and quality check needs.  


16.7.7 AppsTest 


This Module provides end-to-end configuration management including flexible issue tracking and 
reporting. It is designed for integrated tracking of requirements (generated by functional POCs), from 
inception to functional approval to development and production implementation. 


16.7.8 Registration / User Provisioning 


This Module provides use of OID for SSO (single sign-on) Registration.  Registered users may then 
access a User Provisioning module (internal process) where users request and may be approved for access 
to ieFACMAN modules.  Access request to Discoverer reporting tool is verified/created by IT12/IT41.  


16.7.9 Discoverer 


This Module provides an intuitive ad-hoc query, reporting, analysis, and web publishing tool that 
provides users at all levels of the organization to gain immediate access to information from data marts, 
data warehouse and on-line transaction processing systems. 


16.7.10 ieFACMAN Data Store (iDS) 


ieFACMAN Data Store (iDS) replicates core system data sets from Facilities Information System (FIS), 
Total Workforce Management Services (TWMS), Standardized Accounting and Reporting System 
(STARS), Defense Working Capital Accounting System (DWAS), Business Information Management 
System (BIMS), Microsoft Projects (MSP), Enterprise Maximo (Single Platform Maximo - SPM), 
Standard Procurement System (SPS), Interoperable Enterprise Facilities Management (ieFACMAN), 
Internet Naval Facilities Assets Data Store (iNFADS) and links with composite module tables to 
effectively form an operational data store (ODS). 


Replication is performed to provide users fast, local access to shared data. A complete database is not 
replicated but entities within a database are replicated. Changes applied at one site are captured and stored 
locally before being forwarded and applied at the remote location. Replication is performed by means of 
Materialized views or utilizing Oracle Streams or via Oracle SQL Loader wherein a file is Secured File 
Transferred (SFTP) and then loaded into the destination database.  In some cases due to limitation of the 
Oracle Software to handle certain data types.  Preprocessing is performed on the source site and then data 
is pulled in to the destination location.   


iDS replications are asynchronous.  Business needs determine frequency of refreshes.  The refresh 
schedules are also determined based on source and the availability of the destination to perform a fast 
refresh. In some cases due to the complexity of the source system, complete refresh of each object (table) 







is performed on the destination site.  When using Oracle streams there is latency put in place to prevent 
performance slowdowns at the source site.   


Data is fetched, refreshed into the destination location using the following methods: 


• Oracle streams: Security is internal to Oracle and use of Global names (full name of database 
including domain which uniquely identifies if from other databases.).  


• Materialized views that refresh data from remote sites are enabled using database links that are 
one-way communication path from an Oracle Database to another database. The name of the database 
links is the same as the Oracle global name of the database to which the link points, thus securing 
connectivity and preventing data leakage.  


• Data is secured by adapting User Management, Access control. 


16.7.11 Jacada Fusion 


COTS technologies utilized: 


This COTS developer software provides the ability to establish a Programmatic Server Interface 
to legacy (FIS), Client Server (SPS) and Web platforms. Jacada Fusion allows FIS and SPS to 
interface to eContracts and eProjects with an Oracle processing queue used as a staging area to 
store data for these transactions. 


16.7.12 Oracle 10g Application Server 


This COTS developer Oracle 10g Application Server, singular physical platform (application platform 
suite) that serves several ieFACMAN modules and provides services including web server, Java server, 
report server, discoverer server, and integration server.  ieFACMAN will transition to Oracle 11g after re-
accreditation of ieFACMAN is completed. 


16.7.13 Cold Fusion 


Cold Fusion allows FACQUAL developers to condense complex business logic into fewer lines of code 
enabling a rapidly built deployed and maintained robust application for the enterprise.   


16.7.14 Microsoft Project 2003 


Microsoft Project 2003 provides project scheduling capability to ieFACMAN users.  Functionality 
includes developing plans, assigning resources to tasks, tracking progress, and creating critical paths.  
Scheduling information is provided to the iDS for reporting. MSP 2003 is provided to users via citrix.  


16.7.15 Microsoft Project Server 2010 


Microsoft Project Server provides unified project and portfolio management, reporting, and business 
intelligence. Microsoft Project Server runs on SharePoint services. ieFACMAN will transition to 
Microsoft Project Server 2010 after re-accreditation of ieFACMAN is completed. 







16.7.16 Smart Client 


Smart Client provides reporting capability for ieFACMAN’s users. 


16.7.17 Fusion Charts 


Fusion Charts provides charting capability to Smart Client. 


16.7.18 WebSphere MQ 


WebSphere MQ, previously referred to as MQSeries is IBM's Message Oriented Middleware offering. It 
allows distributed system to communicate with each other. WebSphere MQ provides a logical container 
for the message queue and is responsible for transferring data to other queue managers via message 
channels. This allows the sending and receiving ends to be decoupled and potentially operate 
asynchronously. Messages will be delivered once and once only, irrespective of errors and network 
problems.  iDS utilizes WebSphere MQ messaging service to asynchronously send RPUID data to FIS 
and receive FIS data into IDLP database. 


16.7.19 High Availability/ RAC 


High Availability/ RAC, running in a highly available, redundant server environment 


16.7.20 Team Foundation Server (TFS) 


Team Foundation Server (TFS), is used for source control 


17.0 Internet Navy Facility Assets Data Store (iNFADS) 


17.1 Mission 
The Internet Navy Facility Assets Data Store Application (iNFADS) is the Real Property Inventory (RPI) 
for the DoN. This enterprise system includes all the data necessary to support RPI, Planning and 
Acquisition for the Navy and Marine Corps. iNFADS has been operational since March 2001.  


Congress. 


17.2 Software Category 
Commercial Off The Shelf (COTS) 


17.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


17.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of iNFADS hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
iNFADS. 







17.5 System Users 
The total system users of iNFADS are 3719 and are broken down in the following: 


• Military:        45 


• Government:                3253 


• Contractors:      279 


• Foreign Nationals:     142 


17.6 System Description 


The iNFADS Application is the: 


• Department of Navy real property inventory system, 


• DoN tool for storing, managing and reporting real property information 
(RPI). 


17.7 System Capabilities (Concept of Operations) 
iNFADS users include the Naval Facilities Engineering Command field locations, Marine Corps, and 
contractor personnel worldwide.  iNFADS is the Department of Navy real property inventory system.  
iNFADS responsibilities include establishment of a database of Navy and Marine Corps owned and 
leased real property which meet the facilities inventory, planning, and management information 
requirements of the Department of the Navy (DoN).  The validity of RPI information is dependent upon 
timely and accurate reporting by Navy and Marine Corps installations. A valid, authoritative, RPI is 
critical to the development of a Clean Financial Statement, a valid Military Construction Program, 
identification of resource requirements for facilities management (Facilities Sustainment Model, Facilities 
Recapitalization Model, etc.), interface with other Navy financial and management programs, and 
inventory of real property under the control of the Department of the Navy.  The Navy Shore Installation 
(NSI) home page, found on the NAVFAC Private Portal (https://portal.navfac.navy.mil/private/) houses 
Navy real property reports and publications, as well as an in-depth query capability. This is available to 
all portal users. 


18.0 JIRA (JIRA) 


18.1 Mission 
The NAVFAC Operations (OPS) / Strategic Business Office (SBO) is responsible for coordinating 
operational, organizational, and strategic issues among NAVFAC Components and Business 
Lines/Support Lines, the Joint Warfighter, and all Supported Commanders to ensure execution of the 
correct requirement at best value in a safe and timely manner.  OPS/SBO has identified a need to track the 
execution of Strategic Business Plan goals, including action items initiatives and issues associated with 
each goal. 







The Altassian JIRA Enterprise (COTS) software provides issue tracking, agile project management, 
customizable workflows, and metrics to allow Operations/Strategic Business Office to effectively track 
Strategic Business Plan goals.  JIRA 4.1 will be used to track Strategic Plan Goals and Objectives.  It is 
required for tracking progress against established strategic missions.  Inability to track strategic goals and 
objectives will result in incomplete, missed, or failed action items. 


OPS/SBO is responsible for preparing and tracking the Command’s Strategic Business Plan.  This 
Business Plan outlines how NAVFAC will achieve goals set in the plan organized around the four focus 
areas: People, Supported Commands, Performance, and Asset Management.  The Business Plan defined 
the strategies and objectives for each goal.  The strategies define the approach to achieving the goal, 
ensuring collaboration and coordination of effort between organizational components.  The objectives 
areas of the Strategic Business Plan describe specific actions that will be taken.  The Business 
Management Board (BMB) has responsibility to approve the strategies and oversee achievements of the 
objectives in this business plan.   


18.2 Software Category 
Commercial Off The Shelf (COTS) 


18.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


18.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of JIRA hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
JIRA. 


18.5 System Users 
The total system users of JIRA are 1010 and are broken down in the following: 


• Military:         0 


• Government:                1000 


• Contractors:        10 


• Foreign Nationals:         0 







18.6 System Description 


OPS/SBO users input data from client workstations on the NMCI through a Web-based interface using 
Internet Explorer.   


The JIRA Application has three groups of users: 


• Project Administrators, 


• Business Line (BL) managers, 


• BL users, 


Access is controlled by JIRA’s Role Based Access Control (RBAC).   


18.7 System Capabilities (Concept of Operations) 
The JIRA Application The software provides issue tracking, agile project management, customizable 
workflows, and metrics to allow OPS/SBO to effectively track Strategic Business Plan goals. 


Administrators will have full control of a project (Strategic Plan Focus Area), manager will have View, 
Create, Read, and Update rights, and users will have View rights.  Strategic Plan Focus Areas organize 
issues into components for grouping into smaller parts, and into versions for scheduling activity for 
milestones and/or releases.  Project progress can be both viewed and measured by activity stream, charts 
and reports, road map, change log, planning boards, and task boards. 


19.0 Labor Management Support Information System (LMSIS) 


20.1 Mission 
The Naval Facilities Engineering Command (NAVFAC) mission is to plan and deliver quality facilities, 
engineering, and public works support for the Navy and Marine Corps, Department of Defense (DoD) and 
other federal agencies. The Labor Management Support Information System (LMSIS) supports this 
mission by providing information that allows for the tracking of the provision of these services. 


20.2 Software Category 
Government Off The Shelf (GOTS) 


20.3 System Lifecycle 
The Current Life Cycle of this version will end in April 2013 


20.4 Software Development and Maintenance 
This is a custom developed software product. Software development is conducted by the CDA. Personnel 
involved in the operation of LMSIS hold favorably adjudicated background investigations meeting or 
exceeding those required for their roles by the DoDI 8500.2. Changes / upgrades to the system will be 
vetted through a Configuration Control process before they are implemented to ensure that they do not 
negatively impact the security posture of LMSIS. 







20.5 System Users 
The total system users of LMSIS are 455 and are broken down in the following: 


• Military:                           0 


• Government:            366 


• Contractors:  66 


• Foreign Nationals: 23 


20.6 System Description 
This system is used by the Navy Working Capital Fund Activities within NAVFAC to process Standard 
Labor Data Collection and Distribution Application (SLDCADA) labor data and prepare it for further 
processing within the Defense Working Capital Accounting System (DWAS).  Furthermore, LMSIS 
additionally provides a process to: 


• Validate labor data received from the SLDCADA timekeeping system through: 


• Employee validation 


• JON/Work Order/SRO validation 


• Work Order/SRO Muster Date validation 


• Labor Rates validation 


• Work Center Rate validation 


• Reconcile the labor records that have been processed to the Defense Civilian Pay System (DCPS) 
Gross Pay Reconciliation file 


•  Create labor files for further financial processing in DWAS through: 


o Labor File 


o Predetermined Rate Work Order File 


o Cost Adjustments and Awards File 


o Payroll Fringe Benefits File 


• Importation or on-line updates for various required reference files used in the validation process 


20.7 System Capabilities (Concept of Operations) 
LMSIS is a client server application with Oracle 9i Database. The database is set up at Acceptance and 
Production levels. The desktop user communicates with external sites to transfer files, both uploads and 







down loads. Transferred files can be exported / imported into the LMSIS system using the client 
application (thin or thick client via Citrix).   


LMSIS has four major modules:   


• The Labor Processing Module 


• The Payroll Processing Module 


• The Cost Adjustment Module 


• Administrative Module. 


20.7.1 Labor Processing  


This Module includes the importation of labor files supplied by SLDCADA Timekeeping system, 
processing these files to validate the information against Reference Files drawn from Single Platform 
Maximo (SPM), and the Defense Working Capital Accounting System (DWAS), the acceptances or 
rejection of this labor data, and provides output files for further processing in DWAS.  In addition this 
module provides the user the opportunity to correct the labor rejects and allow them to once again go 
through the validation process 


20.7.2 Payroll Processing 


The Payroll Module imports and processes the Gross Pay Reconciliation file from the Defense Civilian 
Personnel System (DCPS).  This process validates the data in the file against the labor information 
processed by LMSIS to provide payroll reconciliation data.  This process also provides an output file for 
Fringe Benefits to process in DWAS.  It also provides Award and Lump Sum Payroll information to use 
in the Adjustment Module. 


20.7.3 Cost Adjustment Processing  


The Adjustment Module provides the opportunity for the user to create Adjustment records by using 
information provided by the payroll module, or from other processes.  The records created through the 
Adjustment module are formatted into a data file that is sent for further processing in DWAS. 


20.7.4 Administrative Module  


The Administrative Module allows for the various Administrative tasks to be performed, some or all of 
the options may be made available to users.  Tasks that may be performed in this module include User 
Administration, Import/Export file setup, LMSIS program setup, and Master Reference File Update and 
Maintenance.  Through these tasks the LMSIS program is setup to local requirements and processes. 


20.0 Maximo Enterprise (MAXIMO 5.2) 


21.1 Mission 
MAXIMO is a computerized asset management system. MAXIMO stores and maintains data about your 
facility, and organizes that data to provide useful information. This information helps manage all 
resources including labor, buildings, and equipment. Storing this data in one centralized location provides 







the ability to analyze the costs and equipment life cycles, create job plans to incorporate into preventive 
maintenance plans, manage inventory, develop purchase requisitions and purchase orders. 


The Navy Enterprise Transportation (NET) module adds functionality for storing and maintaining data 
about vehicles, such as mileage, location, and preventive maintenance information.  


MAXIMO also creates files to be processed by DWAS to bill NAVFAC Customers. 


21.2 Software Category 
Government (DoD) Owned Government Operated (GOGO) 


21.3 System Lifecycle 
The program life cycle is estimated to end in September 2011 


21.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of  MAXIMO 5.2, 
hold favorably adjudicated background investigations meeting or exceeding those required for their roles 
by the DoDI 8500.2.  Changes to the system will be vetted through a Configuration Control process 
before they are implemented to ensure that they do not negatively impact the security posture of 
MAXIMO 5.2. 


21.5 System Users 
The total system users of  MAXIMO 5.2  are 30,728 and are broken down in the following: 


• Military:        215 


• Government:                 13721 


• Contractors:                    1001 


• Foreign Nationals:     15801 


21.6 System Description 
MAXIMO 5.2 is a computerized asset management system.  It stores and maintains data about an 
organization’s facility and organizes that data to provide useful information. This information helps 
manage all resources including labor, buildings, and equipment. The Navy Enterprise Transportation 
(NET) module adds functionality for storing and maintaining data about vehicles such as mileage, 
location, and preventive maintenance information.  Storing this data in one centralized location affords 
the ability to analyze the costs and equipment life cycles.  Furthermore, MAXIMO 5.2: 


• Provides the ability to create job plans to incorporate into preventive maintenance plans,  


• Manage inventory,  


• Develop purchase requisitions and purchase orders 







• Creates files to be processed by DWAS to bill NAVFAC Customers.  


MAXIMO 5.2  is a web application built on a 3-tier core architecture (Web Server, Application Server, 
and Database Server). MAXIMO 5.2’s use of industry open standards (e.g. J2EE, Java, PKI/SSL) and the 
ability to integrate with other market leading software products (e.g. Oracle, IBM WebSphere, Actuate, 
WebMethods and Syclo) allows MAXIMO 5.2 to be extended and configured to address specific 
requirements of the PWCs (With the exception of system administrative functions, report writing, and 
add-on products such as “Microsoft Project Link” and “MAXIMO Mobile Suite”). 


21.7 System Capabilities (Concept of Operations) 
MAXIMO 5.2  supports work order generation and management for a wide range of maintenance action 
and facility equipment classes. Examples include: preventive and breakdown maintenance; purchased and 
carried material inventory; individual and trade capabilities; safety considerations and procedures; 
response and performance metrics. 


MAXIMO 5.2   is used by NAVFAC activities to report, track and analyze contractor man-hours, mishaps 
and incidence rate data. MAXIMO provides central business functionality and process management for 
all Navy Public Works. 


When a user logs in to MAXIMO 5.2, they are presented with the “Start Center”, from which they can 
launch multiple applications. The applications with a suffix of “(Tr)” are part of the NET module. 


Users can use the Work Order Tracking and Work Order Tracking (Tr) applications to create and view 
work orders. Dispatch Application/Net Dispatcher (Tr) are used to create trip tickets. There are also 
Equipment and Location applications (Equipment (Tr) for vehicles). From a Work Order or Trip Ticket, 
the user can link to any equipment, vehicles, or locations that are part of the job. Preventive Maintenance 
(or Preventive Maintenance (Tr)) is used to keep track of any preventive maintenance required, such as 
oil changes and inspections on vehicles. The Preventive Maintenance applications simply generate work 
orders just like Work Order Tracking, but functionality such as recurring automatic work order generation 
based on time or meters (such as mileage on a vehicle) is added. Every application has a search screen 
where you can search based on multiple parameters. Automated email can be sent to the user to alert them 
of certain events, such as work order assignments or status changes. 


Reporting is another big part of MAXIMO 5.2 . Reports can either be run from the Reporting application 
on the start center, or by opening a work order, equipment record, etc. and clicking “Run Reports”. 
Standard reports can be run, such as a list of all work orders that have a status of “in progress”. Custom 
reports can be run using either the “build your own” report, or by doing a search and running a report on 
the results. MAXIMO is also used to print “Chit reports”, which are the physical pieces of paper that the 
worker takes to a job. The Chit report has information about where to go and what to do, as well as a 
place to sign upon completion of the job. 


 


 







21.0 Maximo Enterprise (MAXIMO 7.1) 
 
22.1 Mission 
MAXIMO 7.1 supports NAVFAC efforts in regards to: 


• Work Order generation and management for a wide range of maintenance action and facility / 
equipment / linear asset classes 


• Preventive and breakdown maintenance 


• Purchased and carried material inventory 


• Individual and trade capabilities 


• Safety considerations and procedures 


• Response and performance metrics 


• Report, track and analyze contractor man-hours 


• Mishaps and incidence rate data 


• Process billings. 


• NET (Navy Enterprise Transportation) 


• MAXIMO Mobile Suite 


MAXIMO 7.1 provides central business functionality and process management for all Navy Public 
Works. 


22.2 Software Category 
Government (DoD) Owned Government Operated (GOGO) 


22.3 System Lifecycle 
The Current Life Cycle is yet to be determined 


22.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of  MAXIMO 7.1, 
hold favorably adjudicated background investigations meeting or exceeding those required for their roles 
by the DoDI 8500.2.  Changes to the system will be vetted through a Configuration Control process 
before they are implemented to ensure that they do not negatively impact the security posture of 
MAXIMO 7.1. 


22.5 System Users 
The total system users of  MAXIMO 7.1  is 15801 and are broken down in the following: 







• Military:        215 


• Government:                 13721 


• Contractors:                    1001 


• Foreign Nationals:         864 


22.6 System Description 
MAXIMO 7.1 is a computerized asset management system.  It stores and maintains data about an 
organization’s facility and organizes that data to provide useful information. This information helps 
manage all resources including labor, buildings, and equipment. The Navy Enterprise Transportation 
(NET) module adds functionality for storing and maintaining data about vehicles such as mileage, 
location, and preventive maintenance information.  Storing this data in one centralized location affords 
the ability to analyze the costs and equipment life cycles.  Furthermore, MAXIMO 5.2: 


• Provides the ability to create job plans to incorporate into preventive maintenance plans,  


• Manage inventory,  


• Develop purchase requisitions and purchase orders 


• Creates files to be processed by DWAS to bill NAVFAC Customers.  


MAXIMO 7.1 is a web application built on a 3-tier core architecture (Web Server, Application Server, 
and Database Server). MAXIMO 5.2’s use of industry open standards (e.g. J2EE, Java, PKI/SSL) and the 
ability to integrate with other market leading software products (e.g. Oracle, IBM WebSphere, Actuate, 
WebMethods and Syclo) allows MAXIMO 7.1 to be extended and configured to address specific 
requirements of the PWCs (With the exception of system administrative functions, report writing, and 
add-on products such as “Microsoft Project Link” and “MAXIMO Mobile Suite”). 


22.7 System Capabilities (Concept of Operations) 
When a user logs in to MAXIMO 7.1, they are presented with the “Start Center”, from which they can 
launch multiple applications. The applications with a suffix of “(Tr)” are part of the NET module. 


Users can use the Work Order Tracking (or Work Order Tracking (Tr)) applications to create and view 
work orders. Dispatch Application/Net Dispatcher (Tr) are used to create trip tickets. There are also 
Linear Assets (roads, pipelines, etc.), Equipment (Equipment (Tr) for vehicles), and Location 
applications. From a Work Order or Trip Ticket, the user can link to any equipment, vehicles, or locations 
that are part of the job. Preventive Maintenance (or Preventive Maintenance (Tr)) is used to keep track of 
any preventive maintenance required, such as oil changes and inspections on vehicles. The Preventive 
Maintenance applications simply generate work orders just like Work Order Tracking, but functionality 
such as recurring automatic work order generation based on time or meters (such as mileage on a vehicle) 
is added. Every application has a search screen where you can search based on multiple parameters. 
Automated email can be sent to the user to alert them of certain events, such as work order assignments or 
status changes.  







Using Mobile Work Manager, users can take bar code scanner equipped PDAs into the field and complete 
tasks such as inspections, meter readings, and asset tracking and management. The PDAs can later be 
synchronized with the MAXIMO 7.1 servers via docking station. 


Reporting is another big part of MAXIMO 7.1. Reports can either be run from the Reporting application 
on the start center, or by opening a work order, equipment record, etc. and clicking “Run Reports”. 
Standard reports can be run, such as a list of all work orders that have a status of “in progress”. Custom 
reports can be run using either the “build your own” report, or by doing a search and running a report on 
the results. MAXIMO 7.1 is also used to print “Chit reports”, which are the physical pieces of paper that 
the worker takes to a job. The Chit report has information about where to go and what to do, as well as a 
place to sign upon completion of the job. 


Users can also access the replicated database to run custom reports and ad-hoc queries. They can either 
connect through Citrix using MS Access, MS Excel, TOAD, SQL Plus, Crystal Reports Developer, 
Discoverer Desktop, or they can connect through the NITC Enterprise Reporting Service using Crystal 
Reports. Connections from the user directly to the replicated database will not be allowed. 


22.0 Microcomputer Data Entry Program (MDEP) 


23.1 Mission 
The Microcomputer Data Entry Program (MDEP) supports the NAVFAC mission by providing 
information that allows for the tracking of  facilities, engineering, and public works support for the Navy 
and Marine Corps, Department of Defense (DoD) and other federal agencies.  


23.2 Software Category 
Government – Off – The Shelf  (GOTS) 


23.3 System Lifecycle 
The current version life cycle will expire in 2012 (2006-2012) 


23.4 Software Development and Maintenance 
This is a custom developed software product. Software development is conducted by the CDA. Personnel 
involved in the operation of MDEP, hold favorably adjudicated background investigations meeting or 
exceeding those required for their roles by the DoDI 8500.2.  Changes to the system will be vetted 
through a Configuration Control process before they are implemented to ensure that they do not 
negatively impact the security posture of the MDEP system. 


23.5 System Users 
The total system users of MDEP is 205 and are broken down in the following: 


• Military:                             0 


• Government:              180 


• Contractors:     5 







• Foreign Nationals:   20 


23.6 System Description 
MDEP is a client-server application used by the Navy Working Capital Fund activities within NAVFAC. 
MDEP processes cost information of various types and prepares the data for further processing by 
DWAS.  Some of these types of feeder records are: 


• DWAS Unprocessed Labor 


• DWAS Unprocessed Material 


• Material Surcharge records 


• Contract Administration Costs 


• Transportation Refuse Collection 


• Hazardous Waste and other tasking 


These records are collected into interface files for further processing in DWAS. 


23.7 System Capabilities (Concept of Operations) 
Users access MDEP through CITRIX with a User ID and Password (14 characters enforced). Cost data is 
imported into MDEP from a number of sources, and the different output files that are created, are then to 
be loaded into DWAS. 


23.0 Military Construction (MILCON) 


24.1 Mission 
The MILCON Application (MILCON) supports the Naval Facilities Engineering Command (NAVFAC) 
by checking the accuracy of MILCON project information, by supporting the management of funding and 
program execution, and by supporting reporting requirements to NAVFAC customers, the Assistant 
Secretary of the Navy, Navy Comptroller, Office of the Secretary of Defense, and Congress. 


24.2 Software Category 
Commercial Off The Shelf (COTS) 


24.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


24.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of MILCON hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 







process before they are implemented to ensure that they do not negatively impact the security posture of 
MILCON. 


24.5 System Users 
The total system users of MILCON are 50 and are broken down in the following: 


• Military:      0 


• Government:                48 


• Contractors:      2 


• Foreign Nationals:     0 


24.6 System Description 


The MILCON Application: 


• Supports the management of funding and program execution for various Defense 
construction programs (MCON, MCNR, BRAC, etc.), 


• Allows NAVFACHQ MILCON to check the accuracy of MILCON project information 
located in OPNAV, FMB and various other data sources 


• Supports reporting requirements to NAVFAC customers, the Assistant Secretary of the 
Navy, Navy Comptroller, Office of the Secretary of Defense, and Congress 


24.7 System Capabilities (Concept of Operations) 
The MILCON Application uses data received from three NAVFAC-owned systems: 


• Internet Facilities Data Store (iNFADS) 


• interoperable enterprise Facilities Management (ieFACMAN) 


• Facility Information System (FIS) 


All data is currently retrieved from a single secure ftp server on a nightly basis and loaded into the 
MILCON Application data structures using an ESL tool. There is also a direct connection to the 
NAVFAC Information Data Store (IDS) to pull execution data. Users then generate ad-hoc queries or use 
predefined reports for ASN, FMS, OSD, and Congress.  The system uses email to facilitate workflow 
management – reports generated within the system by users are sent to users/managers before release to 
external customers.  Email addresses are stored with userids within the system. 


 


 


 







24.0 Naval Facilities Acquisition Center for Training System (NFACTS) 


25.1 Mission 
NFACTS provides the capability to share information and manage work processes across NAVFAC with 
a minimum number of personnel. NFACTS provides automated management tools necessary to support 
acquisition policy management functions, acquisition workforce training, leadership development 
program management, intern program management, and process management and audit program 
functions.  Additionally, NFACTS provides a central repository of training history for NAVFAC, which 
includes training rosters, enrollment analysis reports, statistical data, and the ability to provide the 
NAVFAC workforce with official transcripts recognized by the Academic Council of Education (ACE) 
for college credit recommendations.  


The NFACTS application provides information and guidance to the NAVFAC workforce, as well as 
automating program management functions associated with performing the mission of the Naval Facilities 
Institute (NFI). 


25.2 Software Category 
Commercial- Off - The Shelf  (COTS)/ Government – Off – The Shelf (GOTS) 


25.3 System Lifecycle 
The program life cycle is estimated to be five years (FY 05 – FY 10).   


25.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of  NFACTS, hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2.  Changes to the system will be vetted through a Configuration Control process before 
they are implemented to ensure that they do not negatively impact the security posture of the NFACTS 
system. 


25.5 System Users 
The total system users of  NFACTS are 15318 and are broken down in the following: 


• Military:      862 


• Government:              12623 


• Contractors:      677 


• Foreign Nationals:   1156 


25.6 System Description 
NFACTS is required to track the DAWIA certification, training, and education levels of all NAVFAC 
employees, military and civilian as required by SECNAVINST 5300.36 and DoD Instruction 5000.55.  
NFACTS is also the sole method of registering students in NAVFAC Specialty Courses (courses that are 







mandatory for contracting warrants) and provides a complete course management system for the Naval 
Facilities Acquisition Center for Training.  It also provides a paperless method of student registration and 
course management and meets the requirements of the DoD paperless initiatives.  


NFACTS integrates the daily business operation of the Naval Facilities Acquisition Center for Training 
and acquisition workforce community management. This application directly supports the DAWIA 
Acquisition Workforce and enables NAVFAC to manage the statutory requirements of DAWIA. This 
application is the sole method of accomplishing these critical business processes.  


In addition, the data base records date back to 1989, and hold a unique and vital history of over 12,093 
students with 42,751 course records. These records document the NAVFAC specialty courses taken that 
establish a contracting warrant, and have been used countless times within the past two years to establish 
various metrics within the NAVFAC Command. These metrics include numbers of NAVFAC civilians 
with college degrees, average number of business credits held by acquisition workforce members, 
tracking Navy reservists recalled to active duty, and establishing these reservists history for warranting 
purposes. This is a NAVFAC web-based application that distributes info and web-based courses for 
NFACT. The NFACT application allows students to register online; tracks DAWIA certification and 
education levels, training and business courses.  


Modules include: nfact, totalforcetraining, nfactops, pdcintern, smallbusiness, and pmap.  


25.7 System Capabilities (Concept of Operations) 
The application provides complete tracking and information required to provide Educational, contracting 
support, and feedback to insure turn-key functionality to the Navy.  NFACTS is an integrated information 
system with access to shared data.   The system will be accessed via the Internet using a web browser or 
via the NAVFAC IntraNet.   


NFACTS is operational in a basic 24 hour/7 day a week, internet mode.  The system back up, recovery 
and support is provided by NFI's IT support unit. 


The major components are:   


• Activity Scheduling (Class schedules, registrations, documentation, catalogs) 


• Customer, manager, contractor, and workforce feedback, using survey's 


• Project and records management 


• Special requirements for contracting workforce education and management 


• Administration of Educational and contracting policies, directives, and guidelines 


The following functionality is provided to the customers by the Application: 


• Create, modify, and read records 


• Read shared information and schedules in records 







• Create and modify Navy Educational, including Special Areas 


• View class and contracting data corresponding to a record 


• View lists of records in projects 


• Administrative functions, including:  


• Create and Delete system users 


• Maintain acceptable value lists 


• Import GSA guidelines, policies, and directives 


• Maintain an audit trail of all transactions 


• EOY batch processes (number of trainees and other data) 


NFACTS uses http and https for end user access to windows application servers in the Public Zone of the 
eDMZ end state. Users can access the application from the Intranet or the Internet.  


Oracle is used on the database server in the Private Zone for all modules. 


25.0 Navy Installation Restoration Information Solution (NIRIS) 


26.1 Mission 
The mission of the Navy Installation Restoration Information Solution (NIRIS) is to provide one accurate, 
secure, and authoritative information management service for technical data and documents to facilitate 
effective decision processing for enhanced Environmental Restoration Program mission success. 


NIRIS provides a standard means by which cleared Navy Environmental engineers and contractors can 
upload, query and report on chemical analytical data and geospatial (maps, chemical quantities, etc.) 
information, thus standardizing the storage, retrieval, and analysis management processes within multiple 
business lines and eliminating duplication of effort, making the Navy a more efficient running business.   


26.2 Software Category 
Commercial Off The Shelf (COTS) 


26.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


26.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of NIRIS hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 







process before they are implemented to ensure that they do not negatively impact the security posture of 
NIRIS. 


26.5 System Users 
The total system users of NIRIS are 1820 and are broken down in the following: 


• Military:        0 


• Government:                300 


• Contractors:  1520 


• Foreign Nationals:        0 


26.6 System Description 
The NIRIS Application is a web-browser based decision support application that is a key piece of the 
NAVFAC Environmental Engineering business line.  It supports the environmental restoration 
community by providing the capability to edit and disseminate geospatial CIP layers, and to report, view 
and analyze tabular chemical analytical data loaded daily into the system.   NIRIS analytical modules read 
data loaded by Regional Data Managers and sourced from external contractors tasked with collecting 
matrix-based samples from Navy installations.  Additionally, the environmental administrative record for 
each installation is made available for search and retrieval actions. 


NIRIS is also made up of a Citrix based environment where geospatial data assets are housed and 
maintained.  The system provides tools (query and report capabilities) used to insert and check chemical 
analytical data in the system.  This system can then supply the data to geospatial applications used to 
portray it visually to facilitate planning and decision-making. NIRIS users are authenticated via the 
Oracle OID and Single Sign-on (Common Access Card (CAC). 


26.7 System Capabilities (Concept of Operations) 
Using a secure web interface (port 443) NIRIS allows end users to: 


Access enterprise information for decision support purposes: 


• Submit environmental data through a validity checker 


• Verify and centrally load data into the database by a regional data manager 


• Search and report on the centralized data 


• Retrieve data sets for use in analysis and decision making 


• Search for related digital document information 


• View spatial representations of the chemical data and sampling locations 


 







Access NIRIS Portal Functions: 


• Search or browse information pertaining to procedural manuals 


• Submit new NIRIS provisioning requests to be addressed by regional data managers 


• Enter new support requests to be addressed by regional and central support 


• Receive email notification from the NIRIS system via SMTP (port 25) 


• Link to or access common NAVFAC portal resources such as reports or general NAVFAC 
information pages 


Sharepoint Services Team Workspaces: 


• Create user driven project workspaces based on pre-designed templates  


• Assign users to workspaces to create project teams  


• Upload, review, and download digital files  


• Maintain task lists and calendar schedules 


 


Perform Administrative Functions: 


• Edit, analyze and manage Navy data. 


• Create, edit and publish maps for end users to view. 


• Add, remove, and change the access permissions of NIRIS users. 


• Utilize Citrix-based ESRI ArcGIS tools. 


• Create and edit announcements displayed on NIRIS page. 


 


Depending upon the module being used, NIRIS users are authenticated via the Oracle Single Sign-on, or 
via the Citrix Windows domain. 


 


26.0 NAVFAC Information Technology Enterprise Portfolio (NITEP) 


27.1 Mission 
The mission of the NAVFAC Information Technology Enterprise Portfolio (NITEP) Application 
(MILCON) is to support NAVFAC Application Portfolio Management. 







NITEP modernizes the pre-DADMS LAMDB (20409) by updating enterprise IT tracking to allow 
NAVFAC to meet Navy reporting requirements in DADMS, ISF Tools, DITPR-DON, and NET. NITEP 
is a web portal application supporting the NAVFAC claimancy’s IT portfolio requirements and legacy 
applications rationalization data tracking. NITEP provides essential information on NAVAC's portfolio of 
COTS and GOTS products. This application serves as an extension to the NMCI ISF Tools Data Base by 
providing distribution of COTS & GOTS use throughout all Echelon II, III & IV commands/components 
that comprise the NAVFAC claimancy.  NITEP also provides essential information for each application 
on the rationalization status, POC's and other critical information used to facilitate NAVFAC transition to 
NMCI, and in support of the Navy FAM process. This application supports the NAVFAC Portfolio 
Manager with the ability to rationalize NAVFAC-wide applications. 


27.2 Software Category 
Commercial Off The Shelf (COTS) 


27.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


27.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of NITEP hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
NITEP. 


27.5 System Users 
The total system users of NITEP are 27573 and are broken down in the following: 


• Military:      5577 


• Government:                17797 


• Contractors:      2995 


• Foreign Nationals:     1204 







27.6 System Description 


The NITEP Application: 


• Users can view application information on the software authorized by their 
Business/Support Line to accomplish their assigned business processes.   


• NITEP sends automated emails when certain events are triggered, such as adds, changes, 
or deletes to application or account information. 


• NITEP is accessed via the NAVFAC Portal and relies on the NAVFAC SSO user 
authentication for view rights and additional internal account requirements/access 
controls for editors.   


• NITEP has no other interface with other systems 


27.7 System Capabilities (Concept of Operations) 
The NITEP Application provides users essential information on NAVAC's software portfolio. This 
application supports the NAVFAC BLL/SLL with the ability to rationalize applications IAW Navy and 
DoD mandates for portfolio management.  NITEP assists NAVFAC in meeting Navy reporting 
requirements in DADMS, ISF Tools, DITPR-DON, and NET.   


The NAVFAC CCB meets unscheduled twice a year to review and approve changes.  


27.0 NAVFAC Enterprise Intranet and Collaboration Services Portal (PORTAL) 


28.1 Mission 
The NAVFAC Enterprise Intranet and Collaboration Services Portal Application (PORTAL) is deployed 
at the NAVFAC Information Technology Center in Port Hueneme, California.  NAVFAC Portal allows 
authorized users access to connected applications and shared services with a requirement for high levels 
of availability and security.  NAVFAC Portal is unclassified, and does not provide access to classified 
applications or data. 


28.2 Software Category 
Commercial Off The Shelf (COTS) 


28.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


28.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of PORTAL hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
PORTAL. 







28.5 System Users 
The total system users of PORTAL are 1,654,738 and are broken down in the following: 


• Military:       217,311 


• Government:                1,203,499 


• Contractors:       133,724 


• Foreign Nationals:      100,204 


28.6 System Description 


The NAVFAC Enterprise Portal and Collaboration Services Portal Application is/consists of: 


• Oracle based web portals 


• A single structure housing many different types of content that spring from many 
different sources, all presented under a single taxonomy: the portal.  


• A search feature that allows users to find content within the portal.  


The NAVFAC Enterprise Portal and Collaboration Services Portal Application provides: 


• Static information in the form of images and text and dynamic content in the form of 
pages with ever-changing information.  


• Portlets that display or link to forms, reports, charts, news feeds, web pages, or other 
components that may interact with one or more underlying data sources.   


28.7 System Capabilities (Concept of Operations) 
The NAVFAC Enterprise Portal and Collaboration Services Portal Oracle based web portals allow 
viewing and publishing content to the NAVFAC enterprise. It allows users to post information as plain 
text, html, or attach files of any type (Word, PowerPoint, PDF, etc.).  This information can then be 
read/downloaded by users subject to classification as public or restricted to registered NAVFAC Intranet 
associates, or further restricted by access control groups.  The aggregate data is logically divided among a 
number of different major and minor categorizations to make it easier to locate and manage. In addition, 
the NAVFAC Enterprise Portal allows the command to publish links to other systems and data that 
resides on other servers on the Inter/Intranet.  Individual users are provided with a limited ability to 
customize the system and to add their own links for personal use.   


The NAVFAC Enterprise Portal provides a front end menu of NAVFAC applications, with a common 
portlet for requesting application access.  Navigation to the suite of applications is easily accomplished by 
using the NAVFAC Enterprise Portal standard toolbar. 
 







Access to the NAVFAC intranet portal is determined by sponsored registration if the user has a valid 
DOD PKI or ECA user certificate.  Registrations are submitted to existing NAVFAC or CNI Associates 
who sponsors new user requests.  NAVFAC Associates can sponsor any account request.  Existing CNI 
Associates can sponsor other CNI Associates. Oracle Single-Sign-On (SSO) technology is utilized by the 
portal and the applications residing under the portal.  A user may register his/her identify certificate with 
SSO and use the certificate for authentication.  All SSO accounts are monitored for activity.  SSO 
accounts are disabled after 35 days of inactivity. SSO accounts are deleted are 365 days of inactivity.  
Activity is measured by the number of times a user has successfully signed into SSO. There are a very 
small number of SSO accounts who are allowed 120 days of inactivity before being disabled.  The special 
handling of these accounts is at the direction of the NAVFAC CIO. 


 


28.0 Regional Shore Installation Management System (RSIMS) 


29.1 Mission 
The Regional Shore Installation Management System (RSIMS) supports the Naval Facilities Engineering 
Command (NAVFAC) by providing a standard means by which Navy shore installation spatial 
information (maps and floor plans) is stored and retrieved, thus enabling standardization of facility 
management processes by multiple business lines and eliminating the duplication of data.  RSIMS enables 
multiple types of naval facilities information to be retrieved and analyzed via a web browser; thus 
reducing the need for data calls and helping facility managers make better decisions in less time. 


29.2 Software Category 
Commercial Off The Shelf (COTS) 


29.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 


29.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of RSIMS hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
RSIMS. 


29.5 System Users 
The total system users of RSIMS are 26292 and are broken down in the following: 


• Military:      3333 


• Government:                18594 


• Contractors:      3161 







• Foreign Nationals:     1204 


29.6 System Description 
RSIMS functionality includes the creation and management of GeoReadiness web map services using 
ESRI ArcGIS Server software, and opens access to a fixed set of externally-published map services.  The 
GeoReadiness services-oriented architecture expands and simplifies the management, publication and 
sharing of geospatial data by the NAVFAC GeoReadiness Program.  The interface to external services 
(accessed using Uniform Resource Locators (URLs)) enables RSIMS users to consume map data 
information, provided by external government departments/agencies and our COTS vendor, without 
having to redundantly replicate copies of such data within the NITC environment, thus reducing hosting 
costs and administrative burden. 


29.7 System Capabilities (Concept of Operations) 


The RSIMS Application (RSIMS) is a web browser-based decision support application that is a key piece 
of the Navy's GeoReadiness Program.  It supports the Navy installation and Environment (I&E) 
community by providing the capability to edit and disseminate geospatial data, and to view, report and 
analyze shore installation facility data in conjunction with spatial data.   RSIMS user modules read data 
replicated from enterprise information systems (e.g., real property inventory, facility condition 
assessment, work order management, utilities consumption records, etc.) and portray it visually and in 
report formats to facilitate planning and decision-making. 


Using a secure web interface (port 443) RSIMS allows end users to: 


- Access Navy enterprise information for decision support purposes: 


  **View and search metadata information for geospatial data. 


  **View worldwide and regional maps of installations and analyze facilities. 


  **View enterprise database summaries for facilities. 


  **Browse documents associated with map features. 


  **View and download sectionalized property and utility distribution maps. 


  **View facility floor plans and analyze space use. 


  **Browse record drawings for real estate, structures and utility systems. 


 


- Access RSIMS Portal functions: 


  **Request access to RSIMS 


  **Navigate regional maps and tools 


  **Report a bug or make a suggestion 







  **Subscribe to RSIMS e-mail communications 


  **Send e-mail directly to RSIMS Points of Contact 


  **Open saved sessions 


  **Access training documentation and on-line sessions 


 


- Perform administrative functions: 


  **Edit, analyze and manage Navy geospatial data. 


  **Create, edit and publish maps for RSIMS users to view. 


  **Add, remove, and change the access permissions of RSIMS users. 


  **Utilize Citrix-based ESRI ArcGIS tools, including ArcGIS Diagrammer and GDB Designer. 


  **Consume offsite georeferenced map images through Web Map Service (WMS) connections. 


  **Create and edit announcements displayed on RSIMS page. 


 


Depending upon the module being used, RSIMS users are with authenticated via the Oracle Single Sign-
on, or via the Citrix Windows domain. 


 


29.0 Standard Procurement System (SPS) 


30.1 Mission 
The Standard Procurement System Application (SPS) is broadly envisioned as a distributed client/server 
system that automates the entire contracting process from inception through award, administration and 
payment, to final closeout.  It handles purchasing data for all trading partners throughout the world who 
have contracts with the DoD. The user interacts with a distributed database management system that 
exchanges transactions with DoD trading partners and other external systems as needed. 


30.2 Software Category 
Commercial Off The Shelf (COTS) 


30.3 System Lifecycle 
The Current Life Cycle is yet to be determined. 







30.4 Software Development and Maintenance 
Software development is conducted by the CDA. Personnel involved in the operation of SPS hold 
favorably adjudicated background investigations meeting or exceeding those required for their roles by 
the DoDI 8500.2. Changes / upgrades to the system will be vetted through a Configuration Control 
process before they are implemented to ensure that they do not negatively impact the security posture of 
SPS. 


30.5 System Users 


The total system users of SPS are 1849 and are broken down in the following: 


• Military:       84 


• Government:             1682 


• Contractors:       11 


• Foreign Nationals:      72 


30.6 System Description 
The SPS is a comprehensive, commercial software package designed to meet the acquisition needs of the 
Federal government. PD² is based on the AMS Procurement Desktop product already in operation at 
Federal civilian agencies and commercial clients. With a robust technical architecture and an all-
encompassing functional design, SPS moves acquisition into the 21st century. Currently, the DoD is 
operating SPS in 777 contract offices, comprising *22,150 individual users. The application allows DoD 
to deploy a standard software procurement system supporting the functional requirements while reducing 
operating expenses of the DoD procurement infrastructure. 


30.7 System Capabilities (Concept of Operations) 


The SPS Application enables the DoD contract administrators and procurement officials to perform EDI 
with the Government’s trading partners to process purchase orders, shipping notices, receipts, invoices, 
payments, and a variety of other business documents. EDI is the computer-to-computer exchange of 
routine business information in a standard format.  The improved standard automated DoD procurement 
processes, with standard, shared, cross-functional data and current technology, will improve global peace-
time, crisis, and combat support responsiveness, reduce procurement lead time, and increase the accuracy 
of procurement information. The SPS will enhance the effectiveness of procurement functions, permit 
more efficient and effective interaction among other DoD activities and with industry, and improve 
visibility of procurement actions. 


The procurement functional requirements are currently implemented in non-SPS sites using eight (8) 
major Pre-Award Contracting Systems and one (1) Contract Administration System, identified below: 


 


• Army Systems: 







- Commodity Command Standard System (CCSS) 


- Procurement Automated Data and Document System (PADDS) 


- Base Contracting Automation System (BCAS) 


• Navy: 


- Integrated Technical Item Management Procurement (ITIMP) system 


• Air Force Systems: 


- Air Force Materiel Command (AFMC) Suite 


• DLA and DCMA Systems: 


- Base Operating Supply System (BOSS) 


- DLA Pre-Award Contracting System (DPACS) 


- Mechanization of Contract Administration Services (MOCAS) 


-      Defense Integrated Subsistence Management System (DISMS) 


30.0 System Hosting Facility  
All systems and their components identified within this document reside in a restricted, controlled 
environment on the 1st floor, building 2 at Naval Base Ventura County (NBVC), Port Hueneme, CA.  
NAVFAC-NITC provides state-of-the-art capabilities including physical access controls and all required 
electrical, communications, heating/ventilation, and fire suppression requirements.  The NAVFAC-NITC 
facility is within NBVC, which is a gated installation with armed guards at the entrance and exit points, 
roaming patrols and closed-circuit television coverage of certain sensitive areas.  The NAVFAC CIO has 
designated the server area as a Level Two Restricted Area and personnel authorized access must be listed 
on the access list for that area.  Access badges are used to record all authorized personnel entering and 
exiting the restricted areas.  The entrance is key card access controlled.  An Ops Watch Technician is on 
duty 24 hours a day, 7 days a week.  All visiting personnel entering the area are required to sign a 
logbook and be escorted by authorized personnel.  Additionally all physical server access points are 
controlled by key card entry.  All entries requiring key card access are restricted to authorized personnel 
and are logged. 
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		6.0 Centralized and Integrated Reporting for the Comprehensive Utilities Information Tracking System (CIRCUITS)

		Mission

		6.2 Software Category

		6.3 System Lifecycle

		6.4 Software Development and Maintenance

		6.5 System Users

		6.6 System Description

		6.7 System Capabilities (Concept of Operations)



		7.0 Chemical Safety Environmental Management System (CS-EMS)

		Mission

		7.2 Software Category

		7.3 System Lifecycle

		7.4 Software Development and Maintenance

		7.5 System Users

		7.6 System Description

		7.7 System Capabilities (Concept of Operations)



		8.0 Computerized Utility Billing Integration Control (CUBIC)

		Mission

		8.2 Software Category

		8.3 System Lifecycle

		8.4 Software Development and Maintenance

		8.5 System Users

		8.6 System Description

		8.7 System Capabilities (Concept of Operations)



		9.0 NITC Development Community of Interest (DEVCOI)

		Mission

		9.2 Software Category

		9.3 System Lifecycle

		9.4 Software Development and Maintenance

		9.5 System Users

		9.6 System Description

		9.7 System Capabilities (Concept of Operations)



		10.0 NAVFAC Effort Distribution Matrix/Funds Distribution Matrix (EDM/FDM)

		Mission

		10.2 Software Category

		10.3 System Lifecycle

		10.4 Software Development and Maintenance

		10.5 System Users

		10.6 System Description

		The EDM/FDM is located in the eDMZ. The major NAVFAC EDM/FDM functions and requirements are as follows:

		10.7 System Capabilities (Concept of Operations)



		11.0 NITC eDMZ Framework of Services Architecture (eDMZ FOSA)

		Mission

		11.2 Software Category

		11.3 System Lifecycle

		11.4 Software Development and Maintenance

		11.5 System Users

		11.6 System Description

		Business systems can generate email and have it relayed to external recipients and securely transfer data via SFTP with both external and internal sources. User accounts and group membership are authenticated as well as PKI certificates validated. At a server level, the Business Systems are provided current, accurate server time through the synchronization of clocks throughout the domain. System URL’s are published to external Doman Name Servers (DNS) repositories where they can be replicated across the Internet/NIPRNET. Fully Qualified Domain Names (FQDN) for the servers is published to internal DNS repositories for inner communications of domain and system processes. Systems and Databases are backed up on a set schedule, written to tape, and stored offsite. The architecture provides Vulnerability Assessment and Remediation through proactive holistic scanning and patch management of each system. Systems are provided an integrated Host Based Security System (HBSS) including antivirus and known exploits prevention across the domain. Overall system risk is managed via constant risk assessment. SSL traffic is offloaded to hardware devices which specialize in removing processing intensive tasks from application servers allowing the server resources to be utilized more efficiently. In addition, various hardware devices provide acceleration of web traffic and load balancing across multiple servers. Data for the Business Systems are stored on highly available, scalable, integrated Storage Array Network (SAN) devices Capabilities within the SAN environment include de-duplication, rapid provisioning, backup and recovering, resource allocation and snapshots. Data is secured through Access Control Lists (ACLs) and encryption as needed.

		11.7 System Capabilities (Concept of Operations)



		12.0 Electronic Project Generator (EPG)

		Mission

		12.2 Software Category

		12.3 System Lifecycle

		12.4 Software Development and Maintenance

		12.5 System Users

		12.6 System Description

		12.7 System Capabilities (Concept of Operations)



		13.0 Expeditionary Management Information System (EXMIS)

		Mission

		13.2 Software Category

		13.3 System Lifecycle

		13.4 Software Development and Maintenance

		13.5 System Users

		13.6 System Description

		The EXMIS is a web-based application that provides NAVFAC with the ability to support its expeditionary logistic responsibilities and to perform lifecycle management of 2C Cognizance material which includes Civil Engineer Support Equipment and Civil Engineer end Items and Sealift assets for the Navy. 

		13.7 System Capabilities (Concept of Operations)



		14.0 Facilities Information System (FIS)

		Mission

		14.2 Software Category

		14.3 System Lifecycle

		14.4 Software Development and Maintenance

		14.5 System Users

		14.6 System Description

		14.7 System Capabilities (Concept of Operations)



		15.0 Hazard Abatement Database Online (HA-DB)

		Mission

		15.2 Software Category

		15.3 System Lifecycle

		15.4 Software Development and Maintenance

		15.5 System Users

		15.6 System Description

		15.7 System Capabilities (Concept of Operations)



		16.0 interoperable enterprise Facilities Management Gateway and Reporting Application (ieFACMAN)

		Mission

		16.2 Software Category

		16.3 System Lifecycle

		16.4 Software Development and Maintenance

		16.5 System Users

		16.6 System Description

		16.7 System Capabilities (Concept of Operations)

		16.7.1 eProjects 

		16.7.2 eClient

		16.7.3 eContracts 

		16.7.4 Total Force

		16.7.5 FACQUAL

		16.7.6 eReports

		16.7.7 AppsTest

		16.7.8 Registration / User Provisioning

		16.7.9 Discoverer

		16.7.10 ieFACMAN Data Store (iDS)

		16.7.11 Jacada Fusion

		This COTS developer software provides the ability to establish a Programmatic Server Interface to legacy (FIS), Client Server (SPS) and Web platforms. Jacada Fusion allows FIS and SPS to interface to eContracts and eProjects with an Oracle processing queue used as a staging area to store data for these transactions.

		16.7.12 Oracle 10g Application Server

		16.7.13 Cold Fusion

		16.7.14 Microsoft Project 2003

		16.7.15 Microsoft Project Server 2010

		16.7.16 Smart Client

		16.7.17 Fusion Charts

		16.7.18 WebSphere MQ

		16.7.19 High Availability/ RAC

		16.7.20 Team Foundation Server (TFS)





		17.0 Internet Navy Facility Assets Data Store (iNFADS)

		Mission

		17.2 Software Category

		17.3 System Lifecycle

		17.4 Software Development and Maintenance

		17.5 System Users

		17.6 System Description

		The iNFADS Application is the:

		 Department of Navy real property inventory system,

		 DoN tool for storing, managing and reporting real property information (RPI).

		17.7 System Capabilities (Concept of Operations)



		18.0 JIRA (JIRA)

		Mission

		18.2 Software Category

		18.3 System Lifecycle

		18.4 Software Development and Maintenance

		18.5 System Users

		18.6 System Description

		OPS/SBO users input data from client workstations on the NMCI through a Web-based interface using Internet Explorer.  

		The JIRA Application has three groups of users:

		 Project Administrators,

		 Business Line (BL) managers,

		 BL users,

		Access is controlled by JIRA’s Role Based Access Control (RBAC).  

		18.7 System Capabilities (Concept of Operations)



		19.0 Labor Management Support Information System (LMSIS)

		Mission

		20.2 Software Category

		20.3 System Lifecycle

		20.4 Software Development and Maintenance

		20.5 System Users

		20.6 System Description

		20.7 System Capabilities (Concept of Operations)

		20.7.1 Labor Processing 

		20.7.2 Payroll Processing

		20.7.3 Cost Adjustment Processing 

		20.7.4 Administrative Module 





		20.0 Maximo Enterprise (MAXIMO 5.2)

		Mission

		21.2 Software Category

		21.3 System Lifecycle

		21.4 Software Development and Maintenance

		21.5 System Users

		21.6 System Description

		21.7 System Capabilities (Concept of Operations)



		21.0 Maximo Enterprise (MAXIMO 7.1)

		Mission

		22.2 Software Category

		22.3 System Lifecycle

		22.4 Software Development and Maintenance

		22.5 System Users

		22.6 System Description

		22.7 System Capabilities (Concept of Operations)



		22.0 Microcomputer Data Entry Program (MDEP)

		Mission

		23.2 Software Category

		23.3 System Lifecycle

		23.4 Software Development and Maintenance

		23.5 System Users

		23.6 System Description

		23.7 System Capabilities (Concept of Operations)



		23.0 Military Construction (MILCON)

		Mission

		24.2 Software Category

		24.3 System Lifecycle

		24.4 Software Development and Maintenance

		24.5 System Users

		24.6 System Description

		The MILCON Application:

		 Supports the management of funding and program execution for various Defense construction programs (MCON, MCNR, BRAC, etc.),

		 Allows NAVFACHQ MILCON to check the accuracy of MILCON project information located in OPNAV, FMB and various other data sources

		 Supports reporting requirements to NAVFAC customers, the Assistant Secretary of the Navy, Navy Comptroller, Office of the Secretary of Defense, and Congress

		24.7 System Capabilities (Concept of Operations)



		24.0 Naval Facilities Acquisition Center for Training System (NFACTS)

		Mission

		25.2 Software Category

		25.3 System Lifecycle

		25.4 Software Development and Maintenance

		25.5 System Users

		25.6 System Description

		25.7 System Capabilities (Concept of Operations)



		25.0 Navy Installation Restoration Information Solution (NIRIS)

		Mission

		26.2 Software Category

		26.3 System Lifecycle

		26.4 Software Development and Maintenance

		26.5 System Users

		26.6 System Description

		NIRIS is also made up of a Citrix based environment where geospatial data assets are housed and maintained.  The system provides tools (query and report capabilities) used to insert and check chemical analytical data in the system.  This system can then supply the data to geospatial applications used to portray it visually to facilitate planning and decision-making. NIRIS users are authenticated via the Oracle OID and Single Sign-on (Common Access Card (CAC).

		26.7 System Capabilities (Concept of Operations)



		26.0 NAVFAC Information Technology Enterprise Portfolio (NITEP)

		Mission

		27.2 Software Category

		27.3 System Lifecycle

		27.4 Software Development and Maintenance

		27.5 System Users

		27.6 System Description

		The NITEP Application:

		 Users can view application information on the software authorized by their Business/Support Line to accomplish their assigned business processes.  

		 NITEP sends automated emails when certain events are triggered, such as adds, changes, or deletes to application or account information.

		 NITEP has no other interface with other systems

		27.7 System Capabilities (Concept of Operations)



		27.0 NAVFAC Enterprise Intranet and Collaboration Services Portal (PORTAL)

		Mission

		28.2 Software Category

		28.3 System Lifecycle

		28.4 Software Development and Maintenance

		28.5 System Users

		28.6 System Description

		The NAVFAC Enterprise Portal and Collaboration Services Portal Application is/consists of:

		 Oracle based web portals

		28.7 System Capabilities (Concept of Operations)



		28.0 Regional Shore Installation Management System (RSIMS)

		Mission

		29.2 Software Category

		29.3 System Lifecycle

		29.4 Software Development and Maintenance

		29.5 System Users

		29.6 System Description

		29.7 System Capabilities (Concept of Operations)



		29.0 Standard Procurement System (SPS)

		Mission

		30.2 Software Category

		30.3 System Lifecycle

		30.4 Software Development and Maintenance

		30.5 System Users

		The total system users of SPS are 1849 and are broken down in the following:

		• Military:       84

		• Government:             1682

		• Contractors:       11

		• Foreign Nationals:      72

		30.6 System Description

		30.7 System Capabilities (Concept of Operations)



		30.0 System Hosting Facility 






 
 


 


 


 


 
 


NAVFAC  
HOSTING INFRASTRUCTURE 


SUPPORT 
PERFORMANCE WORK 


STATEMENT  
(PWS) 


 
 
 


VERSION 3 
 
 
 
 
 
 


4/23/2011   


 
 


 







  NAVFAC Enterprise Hosting Infrastructure  


     Page 2 of 62 
   


Table of Contents  
 
1. General/Organization/Scope/Background/Objective ............................................................................. 4 
1.1. Organization to be supported: ........................................................................................................... 4 
1.2. Scope: ................................................................................................................................................ 4 
1.2.1. Clearances and Licensing: ............................................................................................................ 5 
1.2.2. Privacy Act: .................................................................................................................................. 6 
1.2.3. Access Requirements: ................................................................................................................... 6 
1.3. Background: ...................................................................................................................................... 7 
1.4. Objective: .......................................................................................................................................... 7 
2. Definitions as applied to this contract .................................................................................................... 7 
2.1. Common Operating Environment (COE) .......................................................................................... 7 
2.2. Technology Stacks (TS) .................................................................................................................... 8 
2.3. Technology Refresh (TR) .................................................................................................................. 8 
2.4. Sustainment and Maintenance ........................................................................................................... 8 
2.5. Emerging Systems ............................................................................................................................. 8 
2.6. Continuous Process Improvement (CPI) ........................................................................................... 8 
2.7. Government-Approved Outages ........................................................................................................ 8 
2.8. Application Virtualization ................................................................................................................. 9 
2.9. Hardware Virtualization .................................................................................................................... 9 
2.10. Storage Virtualization and Consolidation .......................................................................................... 9 
2.11. Acronyms .......................................................................................................................................... 9 
3. Enterprise Hosting Infrastructure Support Contract Description And Deliverables .............................13 
3.1. Systems Requirements Review. .......................................................................................................14 
3.2. Technological Analysis and Design. ................................................................................................15 
3.3. Server Administration ......................................................................................................................16 
3.3.1. Server build and configuration .....................................................................................................16 
3.3.2. Software Installations, Updates and Configuration ......................................................................17 
3.4. Enterprise Storage Administration ...................................................................................................19 
3.4.1. Enterprise Storage Configuration .................................................................................................19 
3.4.2. Storage Allocation .......................................................................................................................20 
3.5. Backup Administration .....................................................................................................................21 
3.5.1. Backup Device Configuration ......................................................................................................21 
3.5.2. Backup jobs management ............................................................................................................21 
3.6. Security Scans, Fixes, Mitigation Actions and Tracking ..................................................................23 
3.7. Networking and inter-connectivity ...................................................................................................24 
3.8. Operations, Sustainment and Maintenance.......................................................................................25 
3.8.1. Optimization and Performance Tuning ........................................................................................25 
3.8.2. Incident response, service request and tracking ...........................................................................25 
3.8.3. Call-back Support ........................................................................................................................26 
3.8.4. Software and Hardware Maintenance Support .............................................................................26 
3.9. Technology Refresh .........................................................................................................................28 
3.10. Documentation Support ....................................................................................................................29 
3.11. Contract Management and Personnel Oversight ..............................................................................30 
3.12. Performance Requirements Summary Matrix ..................................................................................31 
3.13. Deliverables ......................................................................................................................................47 
4. Quality Planning, Control And Assurance ............................................................................................49 
4.1. Quality Control (QC)........................................................................................................................49 
4.2. Quality Assurance Surveillance Plan (QASP) ..................................................................................49 
5. Government Furnished Information, Services, And Equipment ...........................................................49 
6. Contractor Furnished Information, Services, And Equipment ..............................................................50 
7. Other Information/Period Of Performance/Travel/ Points Of Contact .................................................50 
7.1. Hours of Work: .................................................................................................................................50 
7.2. Place of Performance: ......................................................................................................................50 
7.3. Period of Performance: .....................................................................................................................50 
7.4. Travel: ..............................................................................................................................................50 







  NAVFAC Enterprise Hosting Infrastructure  


     Page 3 of 62 
   


7.4.1. Air: ...............................................................................................................................................51 
7.4.2. Non-Reimbursable Travel: ...........................................................................................................51 
7.5. Training: ...........................................................................................................................................51 
7.6. Monthly Status Reports: ...................................................................................................................51 
7.7. NAVFAC IT Hosting Architecture: .................................................................................................51 
7.8. Key Positions: ..................................................................................................................................51 
7.9. Contractor Identification: .................................................................................................................52 
7.10. Intellectual Property: ........................................................................................................................52 
7.11. Transition between Contract and Continuity of Service:..................................................................52 
8. Attachments ..........................................................................................................................................54 
Attachment 01 - Enterprise Business Systems ..............................................................................................54 
Attachment 02 - Common Operating Environment (COE) ...........................................................................55 
Attachment 03 - NAVFAC Hosting Technology Stacks ...............................................................................56 
Attachment 04 - Non-Disclosure Form .........................................................................................................57 
Attachment 05 - Department of Homeland Security Employment Eligibility Verification, Form I-9 ..........58 
Attachment 06 - DOD Common Access Card (CAC) through the Contractor Verification System (CVS) ..59 
Attachment 07 - System Authorization Access Request Form (SAAR)........................................................60 
Attachment 08 - Information Assurance Workforce Certification Requirement ...........................................61 
Attachment 09 - Key Positions ......................................................................................................................62 
 







  NAVFAC Enterprise Hosting Infrastructure  


     Page 4 of 62 
   


 


1. General/Organization/Scope/Background/Objective 


1.1. Organization to be supported: 
 
Navy Facilities Engineering Command 
1322 Patterson Ave SE 
Washington Navy Yard, DC 20374-5065 
 
Work is to be accomplished for the Naval Facilities Engineering Command (NAVFAC) 
Command Information Officer (CIO), through the Seaport Enhanced Multiple Award Contract 
(SeaPort-e MAC). 
 
The recurring phrase, “The contractor shall,” means that the firm selected for this procurement 
will, in accordance with all applicable Federal, state, and local laws, regulations, guidance, and 
policies, furnish the necessary personnel, services, products, materials, equipment, knowledge, and 
expertise to successfully complete the tasks required under this Contract. 
 
The Contractor shall be responsible for complying with all applicable Federal Acquisition 
Regulations (FAR), and Defense Federal Acquisition Regulations (DFAR). 
 


 


1.2. Scope: 
 


Naval Facilities Engineering Command (NAVFAC) has a requirement to host an array of 
Enterprise Business Systems that will be utilized throughout various Navy Organizations to 
include all NAVFAC sites, all Navy Regions, the Marine Corps, and select private business 
partners.  This array of Enterprise Business Systems supports the broad spectrum of NAVFAC’s 
business, employs a broad range of technical solutions, and could vary from a web-based 
application to a client server- & web-based application to a data warehouse that supports 
NAVFAC corporate reporting.  The list of enterprise-wide business systems are listed in the 
Business System Overviews (Attachment 01).   
 
As a result, NAVFAC has a need for technical subject matter experts to support, sustain, and 
maintain the operations and availability of all servers, operating systems, storage, network and 
peripheral devices that comprise the NAVFAC Data Center hosting infrastructure located at 
NAVFAC Information Technology Center (NITC), and the remote Continuity of Operation and 
Disaster Recovery Site (COOP/DR) located at Norfolk, Virgina.  Attachment 02, NAVFAC 
Common Operating Environment (COE), describes the hosting environment, network boundaries, 
zones, servers, and storage platforms necessary to deploy and sustain the delivery of NAVFAC 
enterprise business systems listed in Attachment 01.   
 
The contractor is responsible and accountable for providing hardware, storage, networking, server 
connectivity, and operating systems administration and configuration support in all distinct 
hosting environments in DEVCOI (Experimental, Development, Test) and EDMZ (Acceptance, 
Production, COOP/DR) using the contractor's innovative approach that are in-line with industries 
IT hosting best practices, and in compliance with DOD/DON IT policies and NAVFAC and NITC 
internal processes.   
 
This Contract is Firm Fixed Price (FFP).  This is a Performance Work Statement (PWS).  The 
scope of this PWS is to provide technical, operational, sustainment and maintenance support of the 
overarching NAVFAC hosting infrastructure to include:  hosting infrastructure sustainment and 
maintenance; system integration; network connectivity; technology refreshes; documentation; 
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hardware & software life cycle maintenance; security; market research and risk analysis of new 
deployment technologies; hardware/software change and configuration tracking and maintenance.   
The Contractor shall provide all services, personnel, contractor personnel supervision, materials, 
equipment and transportation necessary (except as otherwise specified herein) to accomplish the 
requirements of this PWS. 
 
 


1.2.1. Clearances and Licensing: 
 


Contractor personnel working on this task shall be U.S. Citizens. 
 
All tasks required in this Contract are IAT Level II “Privileged Access” in accordance with 
SECNAV M-5510.30 (e.g. involving super user or root access, direct access to operating system 
level functions, access to change control parameters of routers, multiplexers, and other key 
information system/network equipment or software; ability and authority to control and change 
program files, and other users’ access to data or equivalent access) .  Appropriate background 
check levels should be at the National Agency Check with Local Agency Check and Credit Check 
(NACLC) or higher level for all resources provided in support of this contract.   
 
Work performed as part of executing this requirement will be at the SENSITIVE BUT 
UNCLASSIFIED. The contractor shall pursue and obtain final appropriate clearances (as defined 
by SECNAV M5510.30 at https://doni.daps.dla.mil/SECNAV%20Manuals1/5510.30.pdf - see 
sections 6-8 paragraph j.) for all personnel as required by individual task.  All contractor personnel 
shall have a successfully adjudicated Access National Agency Check with Inquiries (ANACI) or 
National Agency Check with Local Agency (NACLA) as required by Information Technology 
(IT) level II “Limited Privileged Access.  This shall also apply to all sub-contractor personnel. 
 
The contractor shall establish and maintain an access list of those employees working on this 
Contract.  A copy of the access list shall be furnished to the Command Information Assurance 
Manager (CIAM).  All personnel reassignments and changes shall be documented within 3 
business days via a revised access list provided to the NAVFAC CIAM.  NAVFAC will provide 
the contractor access to all areas as necessary to support this effort. 
 
Specific tasks may require specialized certifications as identified in the performance work 
statement.   
 
The Contractor shall ensure that personnel accessing information systems have the proper and 
current information assurance certification to perform information assurance functions in 
accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program, and 
SECNAV M-5239.2 Department of the Navy Information Assurance (IA) Workforce 
Management Manual.  The Contractor shall meet the applicable information assurance 
certification requirements, including: 
 
 (1)  DoD-approved information assurance workforce certifications appropriate for each 
category and level as listed in the current version of DoD 8570.01-M; and 
 
 (2)  Appropriate operating system certification for information assurance technical 
positions as required by DoD 8570.01-M. 
 
Upon request by the Government, the Contractor shall provide documentation supporting the 
information assurance certification status of personnel performing information assurance 
functions. 
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Contractor personnel who do not have proper and current certifications shall be denied access to 
DoD information systems for the purpose of performing information assurance functions.   
 
Attachment 07 is an excerpt of SECNAV M-5239.2 (Appendix G - OS Commercial Certification) 
regarding the special certification requirements for this Contract.  The contractor shall adhere to 
any modifications to the SECNAV M-5239.2 as they become available. 
 
 The contractor shall maintain and keep up-to-date their employee IA certification, and shall pay 
for all training, training travel, study time, exam and certification/re-certification.   
 


1.2.2. Privacy Act: 
 
Work on this project requires that Contractor personnel have access to Privacy Information to 
legally support Business Systems hosted at NITC.  Personnel shall adhere to the Privacy Act, Title 
5 of the U.S. Code (USC), Section 552a and applicable agency rules and regulations. 
 
Contractor will be held liable for all data breaches where he/she is determined to be culpable (e.g., 
contract proprietary information, social security numbers (SSN) and other sensitive personnel 
information, etc). Contractor will be held liable and will be required to take steps such as notifying 
affected parties or providing credit monitoring. 
 
Contractor personnel shall sign a Non-Disclosure Form (Attachment 04). 
 
 


1.2.3. Access Requirements: 
 


Contractor employees shall fill out a Department of Homeland Security Employment Eligibility 
Verification, Form I-9 (Attachment 05). 
 
Contractor personnel shall coordinate with the Government sponsor to complete and submit an 
application for a DOD Common Access Card (CAC) through the Contractor Verification System 
(CVS), see Attachment 06 for the application procedures.  The issuance of a Common Access 
Card (CAC) to a contractor requires, at a minimum, a completed National Agency Check (NAC), 
or what’s considered a trustworthiness check, as well as an initiated National Agency Check with 
Written Inquiries (NACI).  Companies who employ government contractor personnel will have to 
complete and submit the NACI on behalf of the individual prior to their arrival on-site.  Contractor 
shall complete and submit a NACI on behalf of their employees prior to arrival on-site.  This 
policy is in accordance with the DoD Physical Security Program, DOD 5200.8-R and the 
Contractor Verification System (CVS) Trusted Agent program. 
 
Once the CAC request has been approved, Contractor personnel will proceed to the designated 
CAC issuance location identified by the Government sponsor with the appropriate documentation 
to support their identification and/or citizenship.  The CAC issuance location will then issue the 
CAC.   
 
Contractor employees traveling overseas must be eligible to obtain a passport. 
 
Contractor employees shall successfully complete an online Information Assurance (IA) training 
class (approximately 1.5 hours in duration) each year. 
 
Contractor employees shall fill out a System Authorization Access Request Form (SAAR) to 
obtain access to any Government system (remote or otherwise), see Attachment 07 
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Within 7 working days of termination, the contractor shall adhere to NAVFAC checkout 
procedures for the termination and/or collection of all Public Key Infrastructure (PKI), CAC, 
NAVFAC Badges, Parking Passes, and Parking Decals.  This pertains to NAVFAC support 
contractors both on site and off site. 


 
 


1.3. Background: 
 
The Naval Facilities Engineering Command (NAVFAC) is an Echelon II Systems Command 
under the Chief of Naval Operations (CNO), with additional authorities and responsibilities from 
the Secretary of the Navy (SECNAV).   NAVFAC is a global military command with a 
Headquarters element and Component Commands that work together as one organizational team.  
NAVFAC also provides technical support for Navy expeditionary engineer readiness and doctrine, 
and program management support for multiple NAVFAC/CEC/SEABEE programs, including the 
Ocean Facilities Program and the Sealift Support Program. 
 
The Naval Facilities Engineering Command (NAVFAC), Command Information Officer (CIO) 
has a requirement to provide optimized IT services to a global footprint of internal and external 
customers.  Today, NAVFAC IT application hosting services is provided by one (1) Omnibus 
contract.  Because of emerging systems and technologies, changing directions of IT systems, IA 
workforce certifications, and IT systems security requirements, this one contract will not be able to 
meet the NAVFAC hosting requirements at a most cost effective and timely manner.  NAVFAC 
therefore requires splitting the hosting contract to three separate but inter-dependent contracts:  
Hosting Infrastructure Support, Enterprise Database Support, and Enterprise Systems Support.  
Splitting the contract  into three hosting areas (Infrastructure, Database, Systems) provides checks 
and balances as appropriate. 
 
 Contractor support services will primarily be at NAVFAC's Information Technology Center 
(NITC), some may be provided at various NAVFAC activities, as appropriate.  These acquisitions 
are three (3) of  fourteen (14) major acquisitions that will encompass all contractor-provided IT 
services for NAVFAC.  


 
 


1.4. Objective: 
 


The objective of this acquisition is to provide technical IT services support to the NITC hosting 
infrastructure on a 24x7x365 basis  required to effectively and efficiently sustain all operating 
systems, servers, storage devices and network components that comprise the NITC hosting 
infrastructure.  These services include requirements analysis; hardware, operating system, and 
utility software tools installation and configuration; system integration; internal network 
management; systems inter-connectivity; implementation and deployment; administration, day-to-
day operations and maintenance; maintaining security posture of the hosting infrastructure; 
standard operating procedures maintenance, documentation and compliance; service availability 
monitoring; and performance optimization, and systems tuning. 
 


 


2. Definitions as applied to this contract 


2.1.  Common Operating Environment (COE) 
The Common Operating Environment (COE) identifies the layers of the NAVFAC Enterprise hosting 
infrastructure, network boundaries/Zones, and the hardware/software/storage platform.    Attachment 
(02) is a representation of the NAVFAC/NITC Data Center COE.   
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2.2.  Technology Stacks (TS) 
The NITC enterprise applications hosting architecture supports distinct and separate technology stacks 
based on application requirements, but are inter-related and inter-dependent with each other.  
Attachment 03  - NAVFAC Hosting Technology Stacks provides a description of the technologies 
used to support applications hosting services, and identify components and functionalities offered.  
 


2.3. Technology Refresh (TR) 
NITC performs periodic replacement of equipment to ensure continuing reliability of equipment and/or 
improved speed and capacity.  To meet IT roadmaps for consolidation and refresh requirements, NITC 
must be able to change rapidly without substantially impacting  or reducing capability enhancements 
that are coordinated in obsolete solutions.  Major technology refresh requiring re-designing the hosting 
architecture to better meet technology roadmaps (ie: virtualization, consolidation, cloud computing), is 
a viable option for NITC if it meets DOD initiative for server footprint reduction.           
 
 


2.4. Sustainment and Maintenance 
NITC performs day-to-day operational sustainment and technical support of all services and 
applications hosted at the NITC hosting center.  Maintenance work is normally performed during non-
core hours or weekends to minimize impact to the user community.  Sustainment and maintenance 
tasks are tracked through the NITC change management process.           
 


2.5. Emerging Systems 
NITC maintains a common operating environment and core technology stack.  New systems that do 
not conform to the existing NITC hosting COE or Technology Stacks, and require separate server 
environment, shall be considered "emerging" systems.  Once the system is fully deployed, it becomes 
part of the COE and/or technology stack, and shall  require daily sustainment and maintenance support.  
Although this scenario does not happen very often, it is likely that there will be two (2) occurences of 
an emerging system within the life of this contact.   
 


2.6. Continuous Process Improvement (CPI) 
The NITC hosting center maintains several processes and procedures for standardization.   These 
processes and procedures are based on CMMI and ITIL framework and industry's best practices.  
Government-initiated audits are conducted to ensure these processes and procedures are followed and 
maintained.  All employees of the hosting facility (both government and contractors) shall continually 
update SOPs within their area of responsibilities.  
 


2.7. Government-Approved Outages 
The NITC maintains a calendar of approved maintenance schedules that require system outages.  
These are usually done during non-core hours and weekends in response to warning messages and 
system alerts that can eventually lead to major system crashes .   Government-approved outages 
include:  (1)  scheduled weekend maintenance, (2) scheduled system maintenance during the week due 
to system issues/failures, and (3) critical IA/IAVA/INFOCON/SRR implementations which could 
happen during the week.  
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2.8.  Application Virtualization 
Application Virtualization describes technologies that improve portability, manageability and 
compatibility of applications by encapsulating them from the underlying operating system on which 
they are executed. A fully virtualized application is not installed in the traditional sense, although it is 
still executed as if it were. The application is fooled at runtime into believing that it is directly 
interfacing with the original operating system and all the resources managed by it, when in reality it is 
not. In this context, the term "virtualization" refers to the artifact being encapsulated (application), 
which is quite different to its meaning in hardware virtualization, where it refers to the artifact being 
abstracted (physical hardware).  CDA (for GOTS) and software vendor (for COTS) support must be 
obtained prior to implementation in the NITC hosting environments. 
 


2.9.  Hardware Virtualization 
Hardware virtualization is a virtualization of computers or operating systems. It hides the physical 
characteristics of a computing platform from users, instead showing another abstract computing 
platform. NITC is using VMWare and Solaris Container Virtualization Software to control 
virtualization.  Hardware and operating systems virtualization is an on-going effort at the NITC 
Hosting Facility to comply with DON's server footprint reduction initiative. 
 


2.10. Storage Virtualization and Consolidation 
Storage virtualization is the pooling of physical storage from multiple network storage devices into 
what appears to be a single storage device that is managed from a central console.  NITC uses NetApp 
to control storage from EMC and NetApp 
 
Storage consolidation is an ongoing effort at NITC to standardize on the NetApp SAN System.  NITC 
is in the process of migrating data from the EMC and SUN devices into the NetApp SAN System to 
comply with the NAVFAC IT Roadmap.   
 


2.11. Acronyms 
o ACNO-IT  - Assistant Chief of Naval Operations for Information Technology 
o ACTR – Assistant Contract Technical Representative (NMCI Term) 
o AHF – Application Hosting Facility 
o ANACI – Access National Agency Check with Inquires 
o AQL –Acceptable Quality Level 
o ASDP – Abbreviated Systems Decision Paper 
o ASP – Active Server Page? 
o ATL – Automated Tape Library 
o B2B – Business to Business  
o BCA – Business Case Analysis 
o BCP – Business Continuity Plan 
o BMS -  Business Management System 
o BOY – Beginning of (Fiscal) Year 
o BPM – Business Process Monitor (key piece of performance monitoring software) 
o C&A – Certification and Accreditation 
o CA – Certification Agent 
o CAC – Common Access Card 
o CARS – Cyber Asset Reduction and Security 
o CCB – Configuration Control Board 
o CCR – Central Contractor Registration 
o CCM – Configuration & Change Management 
o CCMP – Configuration & Change Management Plans 
o CDA -  Central Design Agency 
o CEC – Civil Engineering Corps 



http://en.wikipedia.org/wiki/Application_software�

http://en.wikipedia.org/wiki/Operating_system�

http://en.wikipedia.org/wiki/Hardware_virtualization�

http://en.wikipedia.org/wiki/Computer�

http://en.wikipedia.org/wiki/Operating_system�

http://en.wiktionary.org/wiki/abstract�
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o CI - Configuration Item 
o CIAM – Command Information Assurance manager 
o CIO – Command Information Officer 
o CLIN – Contract Line Item Number 
o CM -  Configuration Management 
o CMMI - Capability Maturity Model Integration 
o CMP – Configuration Management Board 
o CNO – Chief of Navy Operations 
o COB – Close Of Business 
o COE – Common Operating Environment 
o CONUS -  Continental United States 
o COOP – Continuity of Operations Plan 
o COR – Contracting Officer’s Representative 
o CoS - Continuity of Service 
o COTS – Commercial-off-the-shelf 
o CPI - Continuous Process Improvement 
o CPU –  Central Processing Unit 
o CTR – Contract Technical Representative (NMCI term) 
o CVS – Contractor Verification System 
o CYE – Calendar Year End 
o DAA – Designated Approval Authority 
o DADMS – Department of the Navy Applications and Database Management System 
o DBMS – Data Base Management  System 
o DCPDS – Defense Civilian Personal Data System 
o DECC – Defense Enterprise Computing Center 
o DEERS – Defense Enrollment Eligibility Reporting System 
o DFAR – Defense Federal Acquisition Regulation 
o DIACAP – DoD Information Assurance Certification and Accreditation Process 
o DISA – Defense Information Systems Agency 
o DITSCAP – DoD Information Technology Security Certification and Accreditation 


Process 
o DMS – Defense Messaging System 
o DoD – Department of Defense 
o DODD – Department of Defense Directive 
o DODI – Department of Defense Instruction 
o DON – Department Of Navy 
o DR - Disaster Recovery 
o DSS – Decision Support System 
o DWAS – Defense Working capital fund Accounting System 
o EI – Enterprise Integration 
o E2E - End to End 
o EOY – End Of (Fiscal) Year 
o EP – Execution Plan  
o ESRI - Environmental Systems Research Institute (a leading geographic information 


systems vendor) 
o EUL -  End User Layer 
o FAM – Functional Area Manager 
o FAR – Federal Acquisition Regulation 
o FAQ – Frequently Asked Questions 
o FEC – Facilities Engineering Command 
o FISMA - Federal Information Security Management Act 
o FMO -  Financial Management Office 
o FTE - Full-Time Equivalent 
o FY – Fiscal Year 
o GF – General Fund 
o GIS – Geographic Information Systems 
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o GPO – Group Policy Objects 
o GPS – Global Positioning System 
o HVAC – Heating, Ventilation and Air Conditioning 
o HTMLDB – Hyper Text Markup Language Data Base (an Oracle Portal Development 


Environment) 
o IA – Information Assurance 
o IAM – Information Assurance Manager 
o IAO – Information Assurance Officer 
o IAT – Information Assurance Technical 
o IAVA – Information Assurance Vulnerability Alert 
o IAVB – Information Assurance Vulnerability Bulletin 
o IAW – In Accordance With 
o IAWF - Information Assurance Work Force 
o IMMEDIATE - No more than 30 minutes 
o INFOCON - Information Operations Condition 
o INFOSEC - Information Security 
o IPT – Integrated Product Team 
o IT – Information Technology 
o ITIL - Information Technology Infrastructure Library 
o IV&V – Independent Verification and Validation 
o J2EE – Java Version 2 Enterprise Edition 
o JPAS – Joint Personal Adjudication System 
o JSP -  Java Server Pages 
o LDAP – Lightweight Directory Access Protocol 
o LNS – Legacy Network Shutdown 
o LUN – Logical Unit 
o HPQC - HP Quality Center (Formerly Mercury Quality Center) 
o NACLA – National Agency Check with Local Agency  
o NAS – Network Attached Storage 
o NASP -  NAVFAC Application Service Provider  
o NAVFAC – Naval Facilities Engineering Command 
o NBVC – Navy Base Venture County 
o NET – Navy Enterprise Transportation 
o NGEN - Next Generation (Navy-owned network) 
o NAVNETWARCOM – Navy Network Warfare Command  
o NFELC – Naval Facilities Expeditionary Logistics Center 
o NITC – NAVFAC Information Technology Center 
o NMCI – Navy Marine Corps Intranet 
o NTR – Navy Technical Representative 
o NWCF – Navy Working Capital Fund 
o OAPEX - Oracle Application Express 
o OAS - Oracle Application Server 
o OCONUS – Outside Continental United States 
o OCS –  Oracle Collaboration Suite  
o ODAA – Operations Designated Approval Authority 
o OEM – Oracle Enterprise Manager 
o OFM - Oracle Fusion MiddleWare 
o OID – Oracle Internet Directory 
o OLTP -  On Line Transactional Processing 
o ONE-NET – OCONUS Navy Enterprise Network 
o OO – Ordering Officer 
o OS – Operating System 
o OST – Operational Support Team 
o PBSOW – Performance Based Work Statement 
o PEO-EIS – Program Executive Office for Enterprise Information Systems 
o PKE – Public Key Enabling 
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o PKI – Public Key Infrastructure 
o POA&M – Plan of Actions and Milestones 
o POC – Point Of Contact 
o PW – Public Works 
o PWS – Performance Work Statement 
o QA/CM – Quality Assurance/Configuration Management 
o QASP – Quality Assurance Surveillance Plan 
o QC – Quality Control 
o QI Session - Quality Improvement Sessions (Process Validation/Audit) 
o QTP – Quick Test Professional 
o RDMBS – Relational Data Base Management System 
o RFA – Request for Action 
o ROI – Return on Investment 
o SA – System Administrator 
o SAAR – System Authorization Access Request 
o SAN – Storage Area Network 
o SCADA – Supervisory Control and Data Acquisition 
o SECNAV – Secretary of the Navy 
o SDE – Spatial Data Engine 
o SDP – System Decision Paper 
o SLIN – Sub Line Item Number 
o SPAWAR – Navy Space  Warfare Command 
o SPM – Single Platform MAXIMO® 
o SRR -  System Readiness Review 
o SSBI – Single Source Background Investigation 
o SSL – Secure Sockets Layer 
o ST&E – Security Test & Evaluation 
o STIG – Security Technical Implementation Guide 
o TF – Task Force 
o Tier 1 support – Response and routing of user initiated telephone help calls, emails and 


online submissions from the CIO Support Tracking System on the NAVFAC Portal. 
o Tier 2 support – Advanced response to help calls referred from Tier 1. 
o TOM – Task Order Manager 
o TPS – Test Plan/Script 
o TR - Technology Refresh 
o TRM – Total Resource Management 
o TS - Technology Stack 
o TSO – Time Sharing Option 
o UPS – Uninterrupted Power Supply 
o USC – US Code 
o VUGen – Virtual User Generator (Mercury product for creating monitoring plans and 


scripts) 
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3. Enterprise Hosting Infrastructure Support Contract Description And Deliverables 
Introduction/Summary  All tasks in this work statement require IAT Level II “privileged access”, 
Refer to paragraph 1.2.1, Clearances and Licensing for mandated requirements, and Attachment 08 for 
commercial certifications required to perform this Contract.       
 
Services and functions required include the following: 
 
• Delivering a full spectrum of IT hosting and system integration services using various computing 


platforms and toolsets to deliver innovative business solutions as described in Attachment 02, 
Common Operating Environment (COE).   


 
• Providing hardware and operating systems support for the overarching IT hosting infrastructure 


that are used to deploy enterprise business systems listed in Attachment 01.   
 


• Performing continuous sustainment, maintenance, and technology refreshes of the NITC Hosting 
Infrastructure across the life of this contract.  Hosting infrastructure sustainment and maintenance 
include ensuring availability of servers, storage and network devices in support of all business 
systems hosted at NITC.  Technology refresh includes researching, analyzing, planning, testing 
upgrades to existing systems or implementing new systems or components to avoid obsolescence 
or end-of-life. 
 


• Adhering to NITC configuration management, change management and life cycle management 
procedures.  This includes development, implementation and maintenance of technical standard 
operating procedures (SOPs) and administration manuals that control changes to the hardware and 
software components utilized to deliver hosting services.   
 


• Maintaining inventory of configuration items for servers, operating systems, storage, network and 
other infrastructure devices.  This include maintaining a repository of configuration items that can 
be queried to generate configuration item baselines and for tracking changes implemented. 


 
• Performing market research  for new technologies and performing analysis of their potential 


application to NAVFAC's business hosting needs, including risk analysis, and implementation 
strategies. 
 


• Performing service availability monitoring; performance tuning; analytical and technical expertise; 
and hardware and software maintenance support services for the management of all servers, 
operating systems, storage devices, backup and recovery devices, and network components that 
comprise the NITC DEVCOI (experimental, development, test), and EDMZ (acceptance, 
production, COOP/DR) hosting environments.   


 
• Supporting unplanned callbacks to troubleshoot and correct system problems including full 


documentation of callback actions, and escalating issues outside the NITC area of responsibility to 
appropriate channels in compliance with NITC issues escalation procedure.  


 
• Performing planned system maintenance in compliance with NITC change management 


procedures, which is usually conducted during off-peak hours and weekends.  This include:  server 
builds, installation of operating system updates and patches, system health checks, security 
patches and fixes, and hardware preventative maintenance. 
 


• Complying with FISMA, IA, INFOCON guidance to achieve Authority to Operate (ATO).  This 
includes keeping up-to-date with DON/DOD/DISA and NAVFAC security policies; performing 
security scans; interpreting and analyzing risks, applying security fixes; documenting security 
vulnerability mitigation actions; and keeping track of all information assurance (IA) vulnerabilities 
and mitigation actions.  
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• Ensuring that system patches and updates can be rolled back on a particular host-based device if 


there is a problem with the hardware or application software compatibility.  This includes 
developing checklists or documenting steps for applying and rolling back patches or system 
updates. 
 


• Testing all required patches and changes in a production-like test environment for compatibility 
and performance impact prior to full deployment.  This includes documentation of test results 
provided to the government for re-evaluation of requirements. 
 


• Providing day-to-day sustainment and operational tasks and services requested through prescribed 
issue tracking and/or service request systems. 
 


• Performing recurring operation and maintenance tasks (system log review and archiving, cache 
clean up, file system cleanup, backup log review) necessary to ensure systems and applications 
availability.  This includes developing scripts for tasks that can be automated without impacting 
hosting services availability. 
 


• Performing all required daily incremental and weekly full backups of operating systems, software 
binaries, application codes, and databases.  This includes implementing and updating the NITC 
backup standard operating procedures (SOPs); reviewing and analyzing backup logs; rerunning 
failed backup jobs. 


 
• Ensuring recoverability and maintaining integrity of all operating systems, applications and 


databases using daily and weekly backups in case of system crashes.  This includes documenting, 
implementing and maintaining restoration standard procedure, performing periodic recovery 
testing at local hosting center, documenting testing results, updating backup and restore 
procedures as appropriate. 
 


• Providing technical support for NITC's business continuity processes (BCP) and continuity of 
operations and disaster recovery (COOP/DR).  Ensuring BCP/COOP/DR processes are executed 
and maintained, allowing for service restoration and continuous business systems operation in case 
of emergencies or natural disasters.  This includes:  monitoring data replication between the NITC 
hosting center and the COOP/DR site to ensure replication processes and services are fully 
operational; periodic testing of system recovery at the remote COOP/DR site, documenting testing 
results, and updating BCP and COOP/DR procedures as appropriate.   BCP/COOP/DR testing will 
be scheduled by the NITC IA Team.  
 


• Providing support and implement continuous process improvement using established NITC 
CMMI framework and ITIL processes, and complying with NITC change management, 
configuration management, and portfolio and asset management processes.  This includes 
participating in NITC's ITIL-based initiatives; developing SOPs using prescribed document 
templates, and participating in scheduled quality inspection (QI) sessions for continuous process 
improvement. 
 


• Providing contractor personnel oversight.  
 


3.1.  Systems Requirements Review.   
Overview:  The Contractor shall work with the NASP Government Technical Lead or designated 
representative to understand business and organizational requirements.   
 
The Contractor shall perform requirements review and analysis for small and  large projects.  
Large projects usually requiring more than 120 hours of effort could include:   
o Major software releases or version upgrades 
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o Technology refreshes (ie: server refresh, storage refresh) 
o Technology Stack re-architecture (ie: virtualization, consolidation, redundancy) 
o System migration from legacy systems 


 
For projects requiring more than 120 hours of effort, the Contractor shall develop a comprehensive 
analysis document that include all hardware, OS and storage requirements.  It is likely that there 
will be three (3) occurrences of large projects within the life of this contract.  The Government 
will review and approve the completed requirements analysis document, ensuring that the 
document is approved by all stakeholders and project sponsors before work proceeds. 
 
 
 
Objectives: 
 A. Perform research and analysis of customer requirements  
 
Deliverables: 
 A0001  -  System Requirements Analysis Document 
 


3.2. Technological Analysis and Design.    
Overview:  The contractor shall provide technological analysis support for both small and large 
projects using the System Requirements Analysis Document as a source for technological 
analysis and design.   


 
Work Description:  The contractor shall document results of analysis in a systems analysis and 
design document, and will address hardware and storage capacity, software features, system 
interfaces (external and internal),  migration paths, risks to the hosting environment , cost, level 
of effort, and make recommendation on implementation strategies, system configurations, and 
milestones.   
 
The contractor shall coordinate with the NASP Project Manager who provides the overall 
technical guidande and oversight for large projects.  The Contractor shall interface with the 
NASP Business Systems Administrators, NASP Database Administrators, CDA representatives, 
and the IA staff to effectively perform the work required in this section. 
 
Objectives:   


A. Design system architecture including networking and systems interfaces. 
B. Develop POA&M and Implementation Strategy. 
C. Coordinate infrastructure and interface changes for COE updates 


 
Deliverable:  


 A0002  -  System Technology Infrastructure Analysis Design Document 
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3.3. Server Administration 
Background:  The NITC server infrastructure currently include approximately 200+ physical 
servers and 300+ Operating systems.    
 
The NITC Data Center is implementing it's IT Roadmap initiative to comply with Navy's effort of 
server footprint reduction, Green IT, consolidation and virtualization.  NITC's goal is to reduce the 
number of physical servers up to 50% within a three-year period, but still be able to provide IT 
services required to host and support all applications listed in Attachement 01 without impact to 
availability and performance. 


 
Server Administration Services include: Backup and Restoration Services, Host Base Security 
System, Domain/User Administration, Vulnerability Assessment, Shared Storage Services, Mail 
Relay Services, Secure File Transfer Services, Secure Server Access Services, Secure Application 
Delivery Service, Citrix Infrastructure Management Service, Infrastructure Management Service, 
Port and Protocols Management Service, Software and Hardware Life Cycle Management 
Support. 
 
 


3.3.1.  Server build and configuration 
Overview:  The contractor shall provide technical support in building, configuring and 
maintaining all Microsoft Windows Servers, HP Blade Servers, SUN SPARC servers that 
comprise the NITC hosting environments (ie: DevCOI, EDMZ and COOP/DR).  This includes 
hardware support for ongoing installation, configuration and maintenance of all MS Windows, HP 
Blade, and SUN SPARC servers; development, implementation and maintenance of configuration 
standards and technical server administration procedures; and administration of network devices 
(ie: Domain Name Servers, Active Directory, LDAP, network devices, peripheral devices, 
switches, cables, port panels). 
 
The contractor shall coordinate, discuss, and validate tasks requirements and system impacts, 
hardware and software resource availability, and prioritization with the Government Technical 
Lead or designated representative. 
 
The Contractor may attend meetings dealing with servers related issues (i.e., support, 
maintenance, changes and/or upgrades) and communicate those issues to the government technical 
lead or designated representative. 
 
The contractor shall provide hardware services support to prepare for and conduct load testing.  
Load testing shall be conducted to identify impacts to system performance and to identify 
performance bottlenecks.  All load testing activities shall be performed on the environment 
designated by the Government. 
 


 Work Description:  The contractor shall be responsible for the installation, sustainment and 
maintenance of all Windows, HP and Sun servers. This will include but not be limited to the daily, 
weekly and monthly sustainment and maintenance of each hardware device.  Tasks shall be 
performed in accordance with established NITC change management procedures.  This includes 
the following tasks: 


o Working with DBA and Application Administration staff to determine optimal hardware 
system configuration. 


o Updating servers with newer hardware components and parts. 
o Participating in the testing of system software and hardware components. 
o Configuring servers for load balancing, redundancy, and fail over. 
o Configuring servers for standalone or virtual environment as required. 
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Objectives: 


A. Provide server builds and configuration for the hosting environments 
B. Provide server builds and configuration for the COOP/DR site 
C. Comply with standard hardware configuration  
D. Troubleshoot hardware problems. 
E. Provide server availability, optimization, and tuning. 
F. Comply with servers life cycle management 
G. Coordinate server changes to the COE 


 
Deliverables: 


A0003 -  Standard Windows Server Standalone Configuration Checklist 
A0004 -  Standard Windows Server Virtual Configuration Checklist  
A0005 -  Standard HP Server Standalone Configuration Checklist 
A0006 -  Standard HP Server Virtual Configuration Checklist 
A0007 -  Standard Sun Solaris Standalone Configuration Checklist 
A0008 -  Standard Sun Solaris Virtual Configuration Checklist 
 
 
 


3.3.2.  Software Installations, Updates and Configuration  
Overview:  The contractor shall provide technical support in installing and configuring the 
operating systems for all Microsoft Windows Servers, HP Blade Servers, SUN SPARC servers 
and other server administration tools that support the NITC hosting environments (ie: DevCOI, 
EDMZ and COOP/DR).  This includes technical support for ongoing installation of software 
release updates and version upgrades, configuration, and maintenance patches of all server 
administration tools and operating systems (ie: MS Windows Enterprise/Standard, HP 
Linux/Redhat, and Sun Solaris); development, implementation and maintenance of configuration 
standards and administration procedures; and administration of network protocols and services 
that support applications hosted in each server.   
 
The contractor shall coordinate, discuss, and validate tasks requirements and system impacts, 
software license availability, and prioritization with the Government Technical Lead or designated 
representative. 
 
The Contractor may attend meetings dealing with OS related issues (i.e., support, maintenance, 
changes and/or upgrades) and communicate those issues to the government technical lead or 
designated representative. 
 
The contractor shall provide OS services support to prepare for and conduct load testing.  Load 
testing shall be conducted to identify impacts to system performance and to identify performance 
bottlenecks.  All load testing activities shall be performed on the environment designated by the 
Government. 
 


 
 


Work Description:  The contractor shall be responsible for the installation and operation of all 
Operating System (OS) and server administration tools in the NITC hosting environments. This 
will include but not be limited to the daily, weekly and monthly sustainment and maintenance of 
each operating systems.  Tasks shall be performed in accordance with established NITC change 
management procedures.  This includes the following tasks: 


o Research, analyze impact, install, and test software updates, patches and hot fixes. 
o Manage and maintain user and group accounts and Group Policy Objects (GPO). 
o Provide support for user and file management (ie: local accounts, file sharing, drive 


mappings, file permissions, security profiles) 
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o Ensuring compatibility of utility and applications software with the OS. 
o Ensure connectivity and interoperability between systems. 
o Understand and comply with STIG (Security Technical Implementation Guidelines), 


SRR (System Readiness Review), and Information Assurance Vulnerability 
Alert/Bulletin (IAVA/B) guidance that applies to the operating system platforms in the 
hosting environment. 


o Work with DBA and Application Administration staff to troubleshoot and resolve 
operational problems. 


o Participate in the testing of system software components. 
o Schedule newly configured system for backup to include operating systems and file 


systems 
o Develop and test scripts to automate recurring system administration functions and 


provide supporting documentation.   
 
Objectives:   


A. Provide software installation and configuration for the hosting environments 
B. Provide software installation and configuration for the COOP/DR site 
C. Comply with standard operating systems configuration  
D. Troubleshoot operating system problems. 
E. Provide operating systems optimization, and tuning. 
F. Comply with software life cycle management 
G. Coordinate operating system changes to the COE 


 
 
 Deliverables 


A0009 -  Standard Windows OS Standalone Configuration Checklist 
A0010 -  Standard Windows OS Virtual Configuration Checklist 
A0011 -  Standard Linux/RedHat OS Standalone Configuration Checklist 
A0012 -  Standard Linux/RedHat OS Virtual Configuration Checklist  
A0013 -  Standard Solaris OS Standalone Configuration Checklist  
A0014 -  Standard Solaris OS Virtual Configuration Checklist  
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3.4.  Enterprise Storage Administration 
Background:  NITC owns and maintains two Netapp v3160 controllers and one Netapp v3140 
controller  with over 800 Gigabytes of raw storage capacity of both SAS and SATA drives.  The 
Netapp devices support production data with the v3160 controllers supporting primary site storage 
and the v3140 supporting COOP storage.  NITC also has two Sun 6540 storage systems that 
support pre-production storage.  NITC supports NAS, SAN and NFS storage allocations. 


 


3.4.1.  Enterprise Storage Configuration 
Overview:  The contractor shall be responsible for basic management of the enterprise shared 
storage systems.  The contractor shall ensure all shared storage systems are operating as expected, 
replication between primary and COOP controllers is operating and that interfaces to backup 
storage are configured properly 


 
The contractor shall coordinate, discuss, and validate requirements and prioritization with the 
Government Technical Lead or designated representative. 


 
Work Description:  The contractor shall be knowledgeable in configuring redundant storage 
systems for high availability and data integrity.  This includes the following tasks: 


o Configure, maintain, and monitor data replication between NITC hosting facility and the 
COOP/DR site 


o Configure, maintain, and monitor interconnectivity between the storage device and client 
servers 


o Monitor system alerts, troubleshoot and resolve problems 
o Work with government technical lead or vendors for parts replacements to resolve 


hardware problems 
o Develop and maintain storage configuration item checklist  
o Coordinate storage configuration changes to COE 
o Track changes to the systems 
o Develop, execute and maintain roll-back procedure to ensure the system can be restored 


to its previous working state. 
o  Develop and maintain storage architecture diagram showing drive capacity, connections, 


RAID configuration.  
o Comply with hardware life cycle management 
o Comply with NITC Change Management and Configuration Management procedure 


  
 Objectives: 


A. Ensure that all storage systems are configured to support replication to COOP/DR site 
B. Ensure that all storage systems are configured to support backup operations. 
C. Ensure that all storage systems are configured to support various types of storage 


allocations (NAS, SAN, NFS) 
D. Ensure that all systems can be restored back to its previous working state during failed 


maintenance. 
  
 Deliverables: 


 A0015  -  SAN Storage configuration checklist 
 A0016  -  NAS Storage configuration checklist 
 A0017 -   NFS Storage configuration checklist 
 A0018  -  SAN Device architecture diagram 
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3.4.2.  Storage Allocation 
Overview:  The contractor shall be responsible for allocating, and deallocating storage as 
required.  The contractor shall have working knowledge of properly allocating storage and a good 
understanding of NITC's COOP requirements and storage limitations. 
 
The contractor shall coordinate, discuss, and validate requirements and prioritization with the 
Government Technical Lead or designated representative prior to allocating/deallocating storage. 
 
Work Description:  The contractor shall be responsible for executing storage allocation requests.  
Tasks include: 


o Allocating new storage, deallocating existing storage, and modifying capacity of existing 
storage allocation.   


o Complying with change and configuration management policies to ensure storage 
requests are approved.   


o For new or additional storage requests, the contractor shall confirm with government 
technical lead or designated representative prior to executing the request.   The 
contractor shall perform analysis of new storage requests and provide configuration 
recommendation. 


o Continuously track and report storage useage  
o The contractor shall track allocations/deallocations and coordinate such changes to COE. 


 
 


 Objectives: 
A. Ensure production storage is allocated properly to maintain replication process with 


COOP site. 
B. Monitor storage useage and allocation of the COOP/DR site. 
C. Ensure storage types are properly configured. 
D. Report on storage utilization and growth trends 
E. Comply with NITC change and configuration management policies. 


 
 Deliverables: 
 A0019 -  Storage Utilization and Growth Trends Report 
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3.5.  Backup Administration 
Background:  NITC uses several backup systems as part of its integrated backup strategy.  These 
systems consist of the Oracle/Sun x4540 (Thumper) servers, Data Domain DD880 virtual tape 
library and StorageTeck SL500 tape backup devices.  NITC runs EMC Networker software on all 
servers to run backup jobs.  All of these systems are used as part of NITC’s backup strategy.  The 
process is designed to pass data between systems as the data is passed through the backup process. 


 
 


3.5.1.  Backup Device Configuration 
Overview:  The contractor shall be responsible for managing and configuring the backup system.       


 
Work Description:  The contractor shall ensure that all backup devices are configured according 
to NITC specifications.  Tasks include: 


o The contractor shall be able to add additional devices in order to expand the capacity of 
each system.   This may include adding a tape drive to the SL500 library or adding a disk 
shelf to the DD880. 


o The contractor shall ensure the devices continue to operate as required after failed 
components are replaced. 


o Comply with change and configuration management policies to changes to backup 
systems are approved.   


o The contractor shall track all changes and coordinate such changes to COE 
 
 Objectives: 


A. Ensure all backup devices are working properly 
B. Configure to reduce data duplication 
C. Configure to compress data as much as possible. 


  
 Deliverables: 
 A0020  – Standard Backup Device Configuration Checklist 
 
 


3.5.2.  Backup jobs management 
Overview:   The contractor shall manage and administer all backup jobs using the EMC 
networker to execute server system backups.  The contractor shall be knowledgeable with 
capacity-based license model that allows it to run backup jobs against all servers and pays for the 
amount of data that is backed-up. 


 
 Work Description :  The contractor's tasks include: 


o Scheduling backup jobs on all servers. 
o Monitoring backup jobs to ensure they complete successfully.  
o Resolve backup job errors and failures as they occur. 
o Create tape backups and package for off-site storage 


 
 Objectives: 


A. Ensure that all operating systems, file systems, application data are backed-up 
B. Mimize impact of backup jobs. 


 
  
 Deliverables: 
 A0021 – Daily report identifying the status of previous night's backup 
 A0022 – Daily report identifying the progress of resolving backup job failures. 







  NAVFAC Enterprise Hosting Infrastructure  


     Page 22 of 62 
   


 A0023 – Monthly report confirming that all servers have backup jobs scheduled. 
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3.6. Security Scans, Fixes, Mitigation Actions and Tracking 
Overview:   The NITC Data Center ensures that the hosting facility and all business systems 
hosted therein are fully accredited, have authority to operate (ATO), and are compliant with the 
Federal Information Security Management Act (FISMA).  Security guidance, policies and 
requirements are provided by DOD, NAVY, DISA, NAVFAC IA Team and the local NITC IA 
team.   
 
NITC employs automated tools to implement IT security requirements.  These tools include:  
RETINA, HBSS, NESSUS, TRIPWIRE, SRR.  Additional manual checklists are performed as 
prescribed by higher authorities. 
 
Although the Contractor is responsible for daily security sustainment of all systems in the hosting 
center, FISMA review and re-accreditation process is performed annually and as needed as 
functionality changes are implemented for the business systems listed in Attachment 01.   This 
requires ensuring that all systems have clean scans, and if vulnerabilities are detected, that they are 
fixed and/or mitigated. 


 
 Work Description:  The Contractor shall maintain the security posture of the NITC hosting 


environment.  The contractor shall be very familiar with the STIG requirements and guidelines 
outlined in FISMA with regards to operating system and data-at-rest.  Using government 
prescribed security scanning tools, the contractor shall be responsible for performing security 
scans, implementing security patches and fixes, and developing mitigation actions.  This will 
include but not be limited to the daily, weekly and monthly implementation of required security 
fixes.  Information systems security implementations will be performed in accordance with 
established NITC change management procedures.  This includes the following tasks: 


o Performing security scans, checks, patches, and fixes. 
o Maintain STIG (Security Technical Implementation Guidelines), SRR (System Readiness 


Review), and Information Assurance Vulnerability Alert/Bulletin (IAVA/B) compliance 
on all operating systems and data-at-reset. 


o Research and analyze IAV patches as soon as published by software/hardware vendors 
o Install and test security patches, and advice government technical lead or designated 


representatives of any impact to hosting services 
o Develop checklist and roll-back plan for implementing patches and fixes 
o Assist and provide recommendations in CAC/PKI enabling initiatives for accessing 


systems in the hosting center 
o Comply with NITC Change Management policies and procedures  


 
 
 Objectives: 


A. Comply with IA, FISMA, and INFOCON requirements to achieve full ATO 
B. Perform up-to-date security scans and submit scan reports to a designated central 


repository 
C. Perform up-to-date security fixes and mitigation actions to ensure FISMA compliance 
D. Provide clean Retina scans 
E. Maintain security compliance of servers at the COOP/DR site 
F. Develop and implement IA tracking mechanisms 


 
 
 
 
 Deliverables 


A0024 -  Clean Retina Scans 
A0025 -  SRR scans and mitigation action reports 
A0026 -  Security vulnerability and mitigation tracking report 
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3.7. Networking and inter-connectivity 
Background:  NITC administrators manage the internal network and inter-connectivity while working 
closely with the Navy's network provider, NMCI/NGEN,  in enabling end-user access to the systems.   
Attachment 02 describes the NITC hosting regions which include DevCOI (Experimental, 
Development, Test) and eDMZ (Acceptance, Production, COOP/DR).   


 
Overview:  The contractor is responsible for managing NITC's internal network and inter-connectivity 
while working closely with the Navy's network provider, NMCI,  to allow end-users access to systems 
hosted at NITC.   The NITC hosting regions include DevCOI (Experimental, Development, Test) and 
eDMZ (Acceptance, Production, COOP/DR).  In addition, NITC maintains a backend network to allow 
management and communication between servers and storage devices.  NITC Networking devices 
include Brocade, Foundry, and Juniper. 
 
NITC owns and maintains 19 Brocade SAN fiber channel switches, 26 Foundry gigabit network 
switches, 2 Infiniband switches and 2 Juniper 10gE switches that support all storage and backup data 
transfer requirements for NITC. 


 
Work Description:  The contractor shall be responsible for the installation, maintenance and operation 
of the network infrastructure devices in the NITC hosting environments. This will include but not be 
limited to the daily, weekly and monthly sustainment and maintenance of each network device.  
Maintenance will be performed in accordance with established NITC change management procedures.  
This includes the following tasks: 


o Manage and maintain the configuration of all network devices. 
o Ensuring compatibility between 1gE and 10gE connections.. 
o Research, analyze impact, install and test patches and hot fixes. 
o Ensure connectivity and interoperability between servers and clients. 
o Comply with STIG (Security Technical Implementation Guidelines), SRR (System Readiness 


Review), and Information Assurance Vulnerability Alert/Bulletin (IAVA/B) guidance that 
applies to the network system platforms in the hosting environment. 


o Add, modify or remove physical connections between network devices and servers. 
o Participate in the testing of network hardware components. 
o Comply with NITC change management policies and procedures 


 
 Objectives: 


A. Provide server inter-connectivity and system integration 
B. Provide technical support in troubleshooting NMCI network issues 
C. Maintain all NITC owned network devices and ensure accessibility to all servers 
D. Develop and maintain tracking inventory of all network devices, IPs, ports, and protocols  


 
 Deliverables: 
 A0027 -  Network Tracking Inventory 
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3.8. Operations, Sustainment and Maintenance 


3.8.1.   Optimization and Performance Tuning 
 
Overview:  Optimization is an ongoing task required for successful hosting operation. 
 
Work Description:  The Contractor shall perform optimization and tuning in all areas of the 
hosting infrastructure (ie: servers, operating systems, storage and backup).  Tasks include 
monitoring performance, analysis of results, recommendation for optimization/tuning, 
implementation, performance validation, and documentation of changes. 
 
The contractor shall gather and provide system utilization statistics for management reporting;  
monitor systems for resource-intensive activity and take corrective action when necessary; 
perform capacity planning and system benchmarking;  monitor space, CPU and memory usage on 
servers; and analyze, optimize and tune the system for optimum performance. 
 
The contractor shall provide technical support to prepare for and conduct load testing.  Load 
testing shall be conducted to identify impacts to system performance and to identify performance 
bottlenecks.  All load testing activities shall be performed on the environment designated by the 
Government. 
 
Objectives: 
A. Provide recommendations for optimization and performance tuning. 


 


3.8.2.  Incident response, service request and tracking 
Overview:  NITC adopted the ITIL framework to manage incident and service request tickets.  
Consistent with the ITIL framework, NITC’s Operations Watch provide advanced service desk 
functions to create and track all incidents and service requests using online service and issue 
tracking systems.  The contractor can reference ITIL documentation to determine the nature and 
type of work that  will be assigned in service request tickets. 


 
Work Description:  The contractor shall ensure all incident and service request tickets are 
immediately acknowledged, and work started and completed according to NITC policy and as 
indicated in the incident or service request ticket.  Contractor shall gain familiarity and 
understanding of the NITC internal policies on handling incident and service request tickets and 
issue escalation procedures.  
 
The Contractor shall provide Tier 2 support for any issues pertaining to hardware, operating 
systems, storage and backup systems.  Tier 2 support notices may be received by telephone, email 
request or via an online support tracking system.  Support may be rendered by telephone, email or 
collaboration tools.   
 
The Contractor shall log all responses and actions taken in the online support tracking system.  
Contractor shall develop exception report for responses exceeding response time threshold. 
 


 Objectives: 
A. Compliance with NITC's incident and service request policies 
B. Compliance with NITC's issues escalation procedure  
C. Successfully restore service. 
D. Timely acknowledgement and response to incident and service requests. 
E. Log all requests for assistance in appropriate tool. 
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 Deliverables: 


 A0028 – Incident Action Reports 
 A0029 – Exception report 


 
 


3.8.3.  Call-back Support 
Overview:  The NITC Data Center supports NAVFAC operations worldwide 24 hours per day, 
365 days per year.  While direct support is provided during core hours, 0600 – 1800 M-F, NITC 
provides diagnostic and troubleshooting support 24 hours per day.  In order to comply with NITC 
escalation procedures, the contractor shall be properly equipped to provide support within 15 
minutes of receiving a call for assistance from the NITC OpsWatch.   


 
Work Description: The contractor shall provide support for unplanned after-hours call-
backs to troubleshoot and correct system problems.  The Government estimates that this 
requirement of fulfilling call-backs and system maintenance responsibilities will total 
approximately 10% of server, operating system, storage and backup administration workload. 
 
The contractor shall be available to provide call-back support on a 24/7/365 basis.  The contractor 
shall provide call-back support to resolve any issues that impact the availability of systems hosted 
at NITC.  Issues that cause production downtime or causes work stoppage are categorized as 
urgent. 
 
The contractor shall have the necessary equipment to respond within the specified timeframe.  If 
necessary, contractor shall be prepared to report on-site at NITC to troubleshoot and resolve call-
back issues. 
 
The contractor shall provide diagnostic and troubleshooting services for any systems that become 
unavailable.  All call-back work shall be reported on an Incident Report which include brief 
description of issue, impact to systems, root cause, and actions taken to resolve the issue.  Should 
the issue is outside NITC's responsibility, the contractor shall follow escalation procedure 
available at the NITC OpsWatch.   
 


 Objectives: 
A. Troubleshoot production call-backs 15 minutes upon receipt of notification. 
B. Resolve issues successfully 
C. Document all call-back actions 
D. Comply with NITC Issues Escalation Procedure 


  
 Deliverables: 
 A0030  -  Call-Back Incident report 
 A0031  -  Contractor on-call list 
 
  


3.8.4.   Software and Hardware Maintenance Support 
Overview:  NITC is responsible for taking all steps necessary to ensure the health and optimal 
operation of all servers, operating systems, backup and storage devices.  Software and Hardware 
Maintenance Support refers to recurring tasks that are not explicitly assigned but that are required 
in order for the continuous operation of the hosting infrastructure.  These tasks are normally 
performed during non-core hours and weekends.   
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Work Description:  The contractor shall identify all recurring maintenance tasks necessary to 
maintain the operation of the servers, operating systems, backup and storage devices.  
Maintenance tasks include those tasks identified by the government as mandatory, and items 
identified by the contractor as necessary to maintain the operation of the hosting environments.  
Tasks include but are not limited to: 


• Archive log files 
• Degragmenting storage space 
• Locking/deleting obsolete accounts 
• Update anti-virus signatures 
• Update configuration baselines 
• Run system integrity diagnostics 
• Apply patches, hot fixes, and updates 
• Scan for unauthorized files/accounts/passwords 
• Execute SRR scans and fix vulnerabilities 
• Repair hardware devices 
• Update maintenance spreadsheet  
• Test all maintenance tasks and ensure successful completion of all tasks 


 
For maintenance tasks not completed on schedule, the Contractor shall provide document stating 
reasons for delay. 


 
The contractor shall comply with NITC change and configuration management procedures.   


 
 Objectives: 


A. Identify and successfully complete all maintenance tasks as scheduled 
B. Test all maintenance tasks prior to implementation in production 
C. Develop roll-back procedure for major maintenance tasks to ensure service recovery 
D. Coordinate maintenance tasks to impacted system stakeholders 


  
 Deliverables: 
 A0032 -  Maintenance tasks list and status  
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3.9.   Technology Refresh 
Background:  NITC currently supports different operating systems and enterprise storage devices.  In 
order to support the Navy's initiative of server footprint reduction and NITC's standardization, the 
NITC IT Roadmap initiative is currently being implemented.  This is a major technology refresh 
project in which NITC is implementing NetApp storage systems and HP Blade servers will become the 
standard hosting platform.   Legacy systems running on Oracle/SUN Sparc systems must be migrated 
to the RedHat Linux on x86 platform.  EMC and SUN SAN storage systems are now being migrated 
and consolidated into the NetApp storage systems. 
 
In addition, periodic hardware refreshes occur in order to ensure all systems are fully supported by the 
vendor, and to ensure systems do not reach obsolescence that will impact systems availability. 
  
Overview:  The contractor shall support ongoing implementation of the NITC IT technology refresh 
initiative.  The contractorshall identify hardware resources that are needing replacements and provide 
installation and configuration supports necessary to bring devices on-line. 
 
Work Description:  The contractor shall be responsible for developing detail work schedule and 
technical steps needed to: 


o Migrate operating systems from Sparc Solaris to x86 Linux.  
o Analyze, test, configure systems in either stand-alone or virtual environment 
o Analyze, test, configure systems interfaces and interconnectivity 
o Install operating systems and related components 
o Transfer applications and data to the new hardware 


 
The contractor shall continuously identify hardware resources that are nearing end-of-warranty or end-
of-service/life, and notify government technical lead or designated representative for appropriate 
replacement acquisition action. 
 
The contractor shall have knowledge of and familiarity with NITC's virtualization technology, and 
systems high-availability and redundancy requirements.   
 
The contractor shall be able to identify networking and hardware components that can provide efficient 
deployment of refreshed servers. 
 
The contractor shall implement and maintain a high-available and redundant architecture while 
performing technology refreshes.   
 
The contractor shall comply with established NITC change management policies, and NITC Life Cycle 
Management procedures. 


 
Objectives: 


A. Ensure all servers, network and storage devices have current maintenance and warranty 
contracts to prevent obsolescence or end-of-service (EOS) or end-of-life (EOL). 


B. Develop strategy for implementing new server or storage replacements without major impact 
to services and applications hosted at the NITC 


C. Perform risk analysis and compatibility issues prior to full implementation 
D. Minimize outages  during the refresh. 


 
  


Deliverables: 
 A0033  -  Technology refresh implementation work breakdown schedule 
  A0034  -  Risk Analysis 
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3.10. Documentation Support 
 


Overview:  Throughout the life of this Contract, the contractor shall maintain all standard operating 
procedures to ensure continuity of service.  


 
Work Description:  The contractor shall develop, execute and maintain standard operating procedures 
which include: 


o Windows Server and Operating Systems Administration Procedure (StandAlone & Virtual) 
o Solaris Server and Operating Systems Administration procedure (StandAlone & Virtual) 
o HP Blade Server and Linux Operating System Administration procedure (StandAlone & 


Virtual) 
o Enterprise Storage Administration procedure 
o Backup systems administration procedure 


  
 
 Objectives: 


A. Develop, execute and maintain NASP standard operating procedures for administering the 
NITC hosting infrastructure 


B. Comply with NASP documentation template 
C. Comply with  Continuous Process Improvement 


 
 


Deliverables: 
A0035 -  New and Updated SOP (Windows Server and OS Administration ) 
A0036 -  New and Updated SOP (Solaris Server and OS Administration) 
A0037 -  New and Updated SOP (HP Blade Server and Linux OS Administration) 
A0038-   New and Updated SOP (Enterprise Storage Administration) 
A0039 -  New and Updated SOP ( Backup systems administration) 
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3.11. Contract Management and Personnel Oversight 
Overview:  Throughout the life of this contract, the contractor shall provide contract management 
support to ensure the successful and timely completion of all tasks and deliverables.   
 
Work Description:  The contractor shall be responsible for ensuring all tasks and deliverables 
identified in this contract is completed within the agreed upon schedule.  Tasks include: 


o Contractor personnel supervision and conflict resolution 
o Liaison between the government and the contractor personnel on task priorities 
o Develop monthly coverage report for core hours and call-back hours 
o Develop bi-weekly contract reports (ie: budget and burn rates, contract financial and 


staffing reports) 
o Initiate and facilitate monthly contract reviews with government  
o Ensure all contractor SMEs complete all maintenance tasks as scheduled 
o Attend management meetings as required  


 
 
Objectives: 


A. Provide contractor personnel supervision 
B. Provide contractor personnel coverage report 
C. Provide contract status reports 


 
Deliverables: 


A0040 -  Monthly coverage report 
A0041 -  Bi-Weekly Budget and Burn Rate Report 
A0042 -  Monthly Contract Review Presentation 
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3.12. Performance Requirements Summary Matrix 
 


Item Performance Objective Performance Standard and 
Acceptable Quality Level (AQL) 


Methods of Performance 
Assessment 


3.1 - Systems Requirements Review 
3.1.A Perform research and 


analysis of customer 
requirements  
 


Documents submitted for review within 
5 days of receipt of customer 
requirements with less than 2% rework. 


Government Review. 


3.2 - Technological Analysis and Design 
3.2.A Design system 


architecture including 
networking and systems 
interfaces. 


Completion of analysis within 3 days of 
agreed upon completion date. 


 


3.2.B Develop POA&M and 
Implementation Strategy 


Completion of POA&M within 2 days 
of agreed upon completion date 


 


3.2.C Coordinate infrastructure 
and interface changes for 
COE updates 


Coordinate change within 1 day of 
completion. 


 


3.3.1. Server build and configuration 
3.3.1.A Provide server build and 


configuration for the 
hosting environments 


Contractor shall demonstrate a mature 
server build process that ensures all 
servers are built according to 
specifications. 
 
All server builds shall be completed 
within 5 business days of requestand as 
specified  


• No more than 2% rework 
• Servers comply with STIG 


requirements as specified in 
SOP 


• Security controls are 
implemented 


• Configuration baseline is 
updated 


 
 


Government will review 
objective  for the following: 
 
A documented process 
exists for building and 
configuring servers. 
 
All requests for server 
builds and configuration are 
performed according to 
requirements. 
 
 
 


3.3.1.B Provide server build and 
configuration for the 
COOP/DR site 


Contractor shall demonstrate a mature 
server build process that ensures all 
servers are built according to 
specifications. 
 
All server builds shall be completed 
within 5 business  days of requestand as 
specified  


• No more than 2% rework 
• Servers comply with STIG 


requirements as specified in 
SOP 


• Security controls are 
implemented 


Configuration baseline is updated 
 


Government will review 
objective for the following: 
 
A document and process 
exists for building and 
configuring servers. 
 
All requests for server 
builds and configuration are 
performed according to 
requirements. 
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3.3.1.C Comply with standard 
hardware configuration  


Contractor shall maintain an accurate 
and comprehensive configuration 
baseline of each server 


• Configuration baseline shall be 
98% accurate 


• 100% of all configuration 
changes are approved by 
change management board 
before they are made. 


 


 
Specific configuration of 
each server is maintained 
and accurate 


3.3.1.D Troubleshoot hardware 
problems. 


All issues are escalated according to 
NITC incident response process. 
 
All unresolved issues are submitted to 
problem management process. 
 
A post resolution report is submitted to 
NITC within 3 business days of issue 
that details the issue and resolution. 
 
Any configuration changes are 
documented and made according to 
configuration and change management 
policies 
 
Contractor responds to troubleshooting 
request within 2 hours. 
 
Contractor creates troubleshooting 
checklist for each type of system.  
Contractor shall present checklist 
withing 15 business days after award of 
contract. 
Checklist shall contain basic steps every 
administrator is to perform when 
troubleshooting issue. 


Government will review 
objective  for the following: 
 
A general checklist exists 
for each type of system that 
describes basic 
troubleshooting tasks. 
 
All problems are escalated 
according to NITC incident 
response process. 
 
A post resolution report is 
submitted to government 
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3.3.1.E Provide server 
availability, optimization, 
and tuning. 


Contractor shall review baseline metrics 
for server availability and performance 
on a daily basis. 


• Contractor shall monitor 
performance and availability 
agains established baseline and 
provide detailed report 
whenever performance and 
availability fall below 
established baseline.  Report 
shall be delivered within 2 
business days of incident. 


• Contractor shall begin work on 
restoring performance and 
availability to baseline 
immediately after identifying 
issue. 


 
Contractor shall provide optimization 
and tuning support as requested 


• Contractor shall make 
recommendations to improve 
performance and/or availability 
based on empirical data. 


• Contractor shall provide 
expected performance and/or 
availability gains as a result of 
changes.  


 


Government will review 
objective for the following: 
 
Government will review 
performance and availability 
reports to determine if they 
are within established 
baselines. 
 
Government shall review 
report on deviations from 
baselines to determine if 
they accurately identify the 
cause of deviation. 
 
Contractor shall review 
recommendations to 
determine if they are based 
on empirical data. 
 
If changes are implemented, 
Government shall review 
empirical data to determine 
if expected performance 
and/or availability gains 
were achieved. 


3.3.1.F Comply with servers life 
cycle management 


Contractor shall be prepared to execute 
technology refresh of hardware 


• Contractor shall develop 
technical plans to migrate to 
new systems of similar 
architecture 


• Contractor shall pursue 
strategy that minimizes outage 


Government will review 
objective for the following: 
 
Contractor was able to 
migrate to new hardware 
with minimal outage. 
 
Contractor accurately 
identified outage 
requirements. 


3.3.1.G Coordinate server 
changes to the COE 


All server changes are performed 
according to change and configuration 
management policies 
 
All server changes are approved by 
change management board prior to 
executing change. 
 
A test and rollback plan is created prior 
to implementing changes. 
 
The COE is updated immediately after 
implementing changes. 


Government Review 


3.3.2.     Software Installations, Updates and Configuration 
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3.3.2.A Provide software 
installation and 
configuration for the 
hosting environments 


Contractor shall demonstrate a mature 
server build process that ensures all 
servers are built according to 
specifications. 
 
All software builds shall be completed 
within 5 business days of requestand as 
specified  


• No more than 2% rework 
• Servers comply with STIG 


requirements 
• Security controls are 


implemented 
• Configuration baseline is 


updated 
• Backups are scheduled prior to 


delivery of software. 
• Maintenance jobs are 


scheduled prior to deliver of 
software. 


• All requested features are 
installed. 


 


Government Review 


3.3.2.B Provide software 
installation and 
configuration for the 
COOP/DR site 


Contractor shall demonstrate a mature 
server build process that ensures all 
servers are built according to 
specifications. 
 
All software builds shall be completed 
within 5 business days of requestand as 
specified  


• No more than 2% rework 
• Servers comply with STIG 


requirements 
• Security controls are 


implemented 
• Configuration baseline is 


updated 
• Backups are scheduled prior to 


delivery of software. 
• Maintenance jobs are 


scheduled prior to deliver of 
software. 


• All requested features are 
installed. 


 


Government Review 
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3.3.2.C Comply with standard 
operating systems 
configuration  


Contractor shall maintain an accurate 
and comprehensive configuration 
baseline of each server 


• Configuration baseline shall be 
98% accurate 


• 100% of all configuration 
changes are approved by 
change management board 
before they are implemented. 


 


Government Review 


3.3.2.D Troubleshoot operating 
system problems. 


All issues are escalated according to 
NITC incident response process. 
 
All unresolved issues are submitted to 
problem management process. 
 
A post resolution report is submitted to 
NITC within 3 business days of issue 
that details the issue and resolution. 
 
Any configuration changes are 
documented and made according to 
configuration and change management 
policies 
 
Contractor responds to troubleshooting 
request within 2 hours. 
 
Contractor creates troubleshooting 
checklist for each type of system.  
Contractor shall present checklist 
withing 15 business days after award of 
contract. 
Checklist shall contain basic steps every 
administrator is to perform when 
troubleshooting issue. 


Government Review 
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3.3.2.E Provide operating 
systems optimization, and 
tuning. 


Contractor shall review baseline metrics 
for operating system (OS) availability 
and performance on a daily basis. 


• Contractor shall monitor 
performance and availability 
agains established baseline and 
provide detailed report 
whenever performance and 
availability fall below 
established baseline.  Report 
shall be delivered within 2 
business days of incident. 


• Contractor shall begin work on 
restoring performance and 
availability to baseline 
immediately after identifying 
issue. 


 
Contractor shall provide optimization 
and tuning support as requested 


• Contractor shall make 
recommendations to improve 
performance and/or availability 
based on empirical data. 


• Contractor shall provide 
expected performance and/or 
availability gains as a result of 
changes.  


 


Government Review 


3.3.2.F Comply with software 
life cycle management 


Contractor shall be ready to upgrade 
software as required by government. 


• Contractor shall develop 
technical plan to upgrade 
software 


• Contractor shall document 
risks 


• Contractor shall prepare test 
and rollback plans 


• Contractor shall pursue 
upgrade path the  minimizes 
system outage 


Government Review 


3.3.2.G Coordinate operating 
system changes to the 
COE 


All OS changes are performed 
according to change and configuration 
management policies 
 
All OS changes are approved by change 
management board prior to executing 
change. 
 
A test and rollback plan is created prior 
to implementing changes. 
 
The COE is updated immediately after 
implementing changes. 


Government Review 


3.4.1. Enterprise Storage configuration 
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3.4.1.A Ensure that all storage 
systems are configured to 
support replication to 
COOP/DR site 


Contractor shall maintain the 
configuration of storage system as 
required to replicate data between 
primary Netapp storage and COOP 
Netapp storage 


• Contractor shall evaluate any 
required patches and changes 
to SAN system for impact to 
replication circuit.  Contractor 
shall provde written analysis of 
possible impact of patches and 
changes, 2 business days 
before executing change. 


• Contractor shall identify and 
execute tasks required to 
maintain the replication circuit 
functioning 


• Contractor shall monitor 
replication between SAN 
systems to ensure data is 
synchronized between systems.  
Contractor shall immediately 
begin work on restoring 
replication whenever an issue 
is discovered. 
 


Government Review 


3.4.1.B Ensure that all storage 
systems are configured to 
support backup 
operations. 


Contractor shall maintain the 
configuration of storage system as 
required to replicate data between 
primary Netapp storage and COOP 
Netapp storage 


• Contractor shall evaluate any 
required patches and changes 
to SAN system for impact to 
backup operations.  Contractor 
shall provde written analysis of 
possible impact of patches and 
changes, 2 business days 
before executing change. 


• Contractor shall identify and 
execute tasks required to 
maintain backup operations 


• Contractor shall monitor 
backup operations and 
immediately begin work on 
restoring backups whenever 
issues are identified. 


 


Government Review 
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3.4.1.C Ensure that all storage 
systems are configured to 
support various types of 
storage allocations (NAS, 
SAN, NFS) 


Contractor shall maintain the 
configuration of storage system as 
required to provide NAS, SAN and NFS 
type storage. 
 


• Contractor shall evaluate any 
required patches and changes 
to SAN system for impact to 
storage allocations. Contractor 
shall provde written analysis of 
possible impact of patches and 
changes, 2 business days 
before executing change. 


• Contractor shall identify and 
execute tasks required to 
maintain storage operations 


• Contractor shall monitor 
backup operations and 
immediately begin work on 
restoring storage system 
whenever issues are identified. 


 


Government Review 


3.4.1.D Ensure that all systems 
can be restored back to its 
previous working state 
during failed maintenance 


Contractor shall provide test and 
backout plans for all changes. 


• Contractor shall be able to 
execute rollback plans if 
maintenance is determined to 
have failed. 


• Contractor shall provide 
rollback plans prior to every 
change. 


• Contractor shall perform a test 
restore of 2 systems per month. 


Government Review 


3.4.2.     Storage Allocation 
3.4.2.A  Ensure production 


storage is allocated 
properly to maintain 
replication process with 
COOP site. 


Contractor shall ensure storage 
allocation changes to primary storage 
system are also made to COOP site 


• Contractor shall ensure new 
storage allocations are 
configured on the COOP and 
replication is working within 1 
business day of allocating 
primary storage. 


 


Government Review 
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3.4.2.B Monitor storage useage 
and allocation of the 
COOP/DR site. 


Contractor shall provide usage reports 
of COOP storage system 


• Contractor shall provide details 
about available storage space. 
Information shall include total 
storage available, max amount 
of allocatable storage. 


• Contractor shall provide details 
about available allocation units 
(LUNs, CIFs, etc) 


• Contractor shall provide 
growth trends  for storage use. 


Government Review 


3.4.2.C Ensure storage types are 
properly configured. 


Contractor shall ensure every storage 
allocation is configured according to 
government specifications 


Government Review 


3.4.2.D Report on storage 
utilization and growth 
trends 


Contractor shall provide usage reports 
of COOP storage system 


• Contractor shall provide details 
about available storage space 


• Contractor shall provide details 
about available allocation units 
(LUNs, CIFs, etc) 


Contractor shall provide growth trends  
for storage use. 


Governmen tReview 


3.4.2.E Comply with NITC 
change and configuration 
management policies. 


Contractor shall ensure all changes are 
approved by change management board 
prior to implementation 
 
Contractor shall ensure all changes to 
the configuration of the storage system 
are recorded in the configuration 
management database within 1 business 
day of implementing change. 


Government Review 


3.5.1. Backup Device configuration 
3.5.A Ensure all backup devices 


are working properly 
Contractor shall monitor the operation 
of backup devices and take action to 
correct errors 


• Contractor shall report 
whenever device failure impact 
the ability to perform backups 
within 1 business day of 
detecting errors 


• Contractor shall begin work on 
fixing errors immediately after 
identifying issues. 


Government Review 
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3.5.1.B Configure to reduce data 
duplication 


Contractor shall monitor data 
deduplication of VTL system agains 
established baselines 


• Contractor shall provide 
deduplication metrics to 
include deduplication ratios 


• Contractor shall perform 
maintenance necessary to 
maintion deduplication ratios 


• Contractor shall evaluate 
system to improve 
deduplication ratio 


• Contractor shall identify and 
resolve issues that cause 
deduplication ratios to exceed 
established baselines. 


Government Review 


3.5.1.C Configure to compress 
data as much as possible. 


Contractor shall monitor data 
compresion of VTL system against 
established baselines 


• Contractor shall provide 
compression metrics and report 
whenever compression ratios 
exceed established baseline 


• Contractor shall perform 
maintenance necessary to 
maintion compression ratios 


• Contractor shall evaluate 
system to improve 
compression ratio 


Contractor shall identify and resolve 
issues that cause compression ratios to 
exceed established baselines. 


Government Review 


3.5.2.     Backup Jobs Management 
3.5.2.A Ensure that all operating 


systems, file systems, 
application data are 
backed-up 


Contractor shall monitor backup jobs 
and provide daily reports of job backup 
status 


• Contractor shall begin work on 
correcting backup job failures 
1 business day after job failure 


• Contractor shall immediately 
escalate to government any 
jobs that cannot be fixed 
within 1 business day. 
 


Government Review 


3.5.2.B Mimize impact of backup 
jobs. 


Contractor shall distribute backup jobs 
to minimize resource requirements. 
Contractor shall scheduled to minimize 
overlap. 


Government Review 


3.6. Security Scans, Fixes, Mitigation Actions and Tracking 
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3.6.A Comply with IA, FISMA, 
and INFOCON 
requirements to achieve 
full ATO 


Contractor shall review all IA 
compliance regulations and provide 
execution plan to resolve open findings 


• Contractor shall review IA 
requirements and provide 
government with report that 
details state of environment 
relative to IA requirements 


• Report shall note which IA 
controls are out of compliance. 


• Contractor shall provide plan 
for correcting areas that are out 
of compliance.  Plan shall 
include description of change, 
if outages are required and 
potential changes in 
functionality. 


• Contractor shall execute 
changes to resolve findings 
after they are approved by 
change management board. 


Government Review 


3.6.B Perform up-to-date 
security scans and submit 
scan reports to a 
designated central 
repository 


Contractor shall ensure central scan 
repository is updated and accurate 


• Contractor shall ensure 
recurring scans are executed as 
scheduled. 


Contractor shall load scan results to 
repository database for tracking. 


Government Review 


3.6.C Perform up-to-date 
security fixes and 
mitigation actions to 
ensure FISMA 
compliance 


Contractor shall perform scans as 
requested to support accreditation 
efforts. 


• Contractor shall execute 
individual scans as requested 
and report findings 


• Contractor shall coordinate 
resolving open findings as 
required. 


Contractor shall ensure scans and 
resolutions are completed by the due 
date specified in the request. 


Government Review 


3.6.D Provide clean Retina 
scans 


Contractor shall ensure all high Retina 
findings are resolved during the first 
approved maintenance window after a 
finding is identified. 


Government Review 


3.6.E Maintain security 
compliance of servers at 
the COOP/DR site 


Contractor shall ensure all COOP/DR 
servers remain compliant. 


Government Review 
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3.6.F Develop and implement 
IA tracking mechanisms 


Contractor shall create and maintain a 
repository for tracking the IA status of 
all systems. 


• System shall be capable of 
storing the results of all scans 
and checklists. 


• System shall be capable of 
retrieving IA information of 
one or more systems. 


System shall be available within 30 
business days from award of contract. 


Government Review 


3.8.1.   Optimization and Performance Tuning 
3.8.1.A Provide recommendations 


for optimization and 
performance tuning. 


Contractor shall establish a resource 
utilization baseline for all servers. 


• Baseline shall consist of 
general resource utilization 
(CPU, memory, IO) 


• Contractor shall monitor actual 
resource utilization with 
baseline and report to 
government when baselines are 
exceeded 


• Contractor shall make monthly 
recommendations to reduce 
resource utilization 


Contractor shall implement approved 
recommendations according to change 
and configuration management 
processes. 


Government Review 


3.8.2.  Incident response, service request and tracking 
3.8.2.A Compliance with NITC's 


incident and service 
request policies 


Contractor shall have understanding of 
ITIL principles in order to comply with 
NITC’s incident and service request 
policies 


• Contractor shall take actions to 
restore service as soon as 
possible 


• Contractor shall ensure service 
request tickets are 
acknowledge and completed 
according to policy 


Service request tickets shall be 
completed with no more than 2% 
rework 


Government Review 


3.8.2.B Compliance with NITC's 
issues escalation 
procedure  


During an incident, if service cannot be 
restored within 30 minutes of 
troubleshooting, contractor shall follow 
incident response policy to contact 
government personnel AND open 
service request ticket with appropriate 
vendor. 


Government Review 


3.8.2.C Successfully restore 
service. 


Service is restored to its original 
working state  


Government Review 
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3.8.2.D Timely acknowledgement 
and response to incident 
and service requests. 


Contractor shall immediately respond to 
all incidents 
 
Contractor shall acknowledge service 
request tickets within 2 business hours 
and complete request by the date 
specified in the request. 


Government Review 


3.8.2.E Log all requests for 
assistance in appropriate 
tool. 


Contractor shall ensure that all service 
requests are logged in the appropriate 
ticketing system within 1 business day 
of request. 
Contractor shall log actions taken and 
result within 1 business day. 


Government Review 


3.8.3.  Call-back Support 
3.8.3.A Troubleshoot production 


call-backs 15 minutes 
upon receipt of 
notification. 


Contractor shall ensure they are 
equipped to receive notification of 
incident or service request 24/7/365. 
 
Contractor shall ensure they are 
equipped to directly access systems 
within 15 minutes of incident 
notification. 
Contractor shall access systems and 
begin direct troubleshooting within 15 
minutes of notification 


Government Review 


3.8.3.B Resolve issues 
successfully 


Contractor shall maintain the expertise 
necessary to resolve all issues 
successfully. 


• Contractor shall ensure they 
are aware of all available 
resources for resolving issues. 


• Contractor shall submit post-
issue report for all issues that 
cannot be resolved within 1 
business day. 


For prolonged issues, contractor shall 
be expected to demonstrate that issue 
was out of contractors control. 


Government Review 


3.8.3.C Document all call-back 
actions 


Contractor shall ensure all call-back 
actions are documted and all changes 
are done in accordance with change and 
configuration management policies. 


Government Review 


3.8.3.D Comply with NITC 
Issues Escalation 
Procedure 


Contractor shall review and understand 
NITC incident escalation procedures. 


• Contractor shall ensure all 
personnel understand 
requirements. 


• Upon request, contractor shall 
provide post-incident report 
that identifies actions taken 
and specifies compliance. 


Report shall be provided 3 business 
days after request. 


Government Review 


3.8.4.   Software and Hardware Maintenance Support 
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3.8.4.A Identify and successfully 
complete all maintenance 
tasks as scheduled 


Contractor shall maintain list of daily, 
weekly and monthy maintenance tasks. 


• Contractor shall execute 
maintanence tasks using 
approved maintenance 
windows 


Contractor shall follow approved 
change and configuration management 
policies. 


Government Review 


3.8.4.B Test all maintenance 
tasks prior to 
implementation in 
production 


Contractor shall ensure all changes are 
executed and tested in all pre-
production environments. 


• Contractor shall follow 
approved maintenance 
windows. 


Government Review 


3.8.4.C Develop roll-back 
procedure for major 
maintenance tasks to 
ensure service recovery 


Contractor shall provide roll-back 
procedures for all tasks at least 2 days 
prior to executing maintenance tasks. 


Government Review 


3.8.4.D Coordinate maintenance 
tasks to impacted system 
stakeholders 


Contractor shall provide notice of 
maintenance actions one week prior to 
execution. 


• Contractor shall evaluate 
feedback from stakeholders 
and provide analysis on 
expected impact. 


Government Review 


3.9.   Technology Refresh 
3.9.A Ensure all servers, 


network and storage 
devices have current 
maintenance and 
warranty contracts to 
prevent obsolescence or 
end-of-service (EOS) or 
end-of-life (EOL). 


Contractor is responsible for monthly 
reporting of warranty and osolescense 
status of all hardware. 


• Report shall include warranty 
expiration dates and EOSL 
dates. 


• Report shall highlight renewals 
that are due within six months. 


Government Review 


3.9.B Develop strategy for 
implementing new server 
or storage replacements 
without major impact to 
services and applications 
hosted at the NITC 


Contractor shall utilize strategy to 
migrate servers that results in least 
amount of downtime for the users. 


• For migration to similar 
platforms, outages shall not 
exceed two hours regardless of 
the size of the system. 


For migration to different platforms, 
contractor shall provide outage estimate 
using path the minimizes outage. 


Government Review 
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3.9.C Perform risk analysis and 
compatibility issues prior 
to full implementation 


Contractor shall confirm full 
compatibility between server and target 
location.   


• Contractor shall identify and 
execute all tasks required to 
ensure full compatibility 


• Expectation is restricted to 
vendor published 
requirements. 


• In the event unpublished 
compatibility is discovered, 
contractor shall follow incident 
response policy. 


Government Review 


3.9.D Minimize outages  during 
the refresh. 


Contractor shall chose execution 
alternative that results in smallest 
outage window. 


Government Review 


3.10. Documentation Support 
3.10.A Develop, execute and 


maintain NASP standard 
operating procedures for 
administering the NITC 
hosting infrastructure 


Contractor shall be knowledgeable of 
the location of existing SOPs and use 
them in the performance of their tasks.  
Contractor shall maintain documents as 
needed. 
 
 


Government Review 


3.10.B Comply with NASP 
documentation template 


Contractor shall develop new SOPs 
within his/her designated area using the 
NASP document template.   


Government Review 


3.10.C Comply with  Continuous 
Process Improvement 


Contractor shall identify areas of 
improvement in the SOPs and 
communicate them to the government 
with recommendations. 


Government Review 


3.11  Contract Management and Personnel Oversight 
3.11.A Provide contractor 


personnel supervision 
Provide highly qualified personnel per 
requirements of task orders issued 
against this contract. 
 
Contractor shall manage contractor 
personnel workload in conjunction with 
government requirements and priorities. 
 
Contractor shall resolve contractor 
personnel conflicts.  Should conflict is 
between government and contractor 
personnel, contractor shall report 
conflict to government management.   
 
Contractor shall ensure all personnel 
provide all required weekly status 
reports to government. 
 


Government review 
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3.11.B Provide contractor 
personnel coverage report 


Contractor shall provide monthly 
coverage report to government for: 


• core hours (0600-1800 M-F) 
• off-hours call-back support, 


and  
• maintenance weekend 


coverage 
 


Government review 


3.11.C Provide contract status 
reports 


Contractor shall provide: 
• Bi-weekly budget and burn 


rate report for every task order 
issued against this contract 


• Monthly financial and staffing 
status report 


• Monthly contract review with 
government to discuss overall 
health of the contract 


Government review 
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3.13. Deliverables 
Item Deliverable Format Date Required 


3.1 A0001  -  System Requirements Analysis 
Document See Attachment __ 


Within 5 business days of 
receipt of customer 
requirement 


3.2 A0002  -  System Technology Infrastructure 
Analysis Design Document See Attachment __ 


Within 3 business days of 
receipt of approved System 
Requirements Analysis 
Document 


3.3.1 A0003 -  Standard Windows Server Standalone 
Configuration Checklist See Attachment __  


3.3.1 A0004 -  Standard Windows Server Virtual 
Configuration Checklist See Attachment __  


3.3.1 A0005 -  Standard HP Server Standalone 
Configuration Checklist See Attachment __  


3.3.1 A0006 -  Standard HP Server Virtual 
Configuration Checklist See Attachment __  


3.3.1 A0007 -  Standard Sun Solaris Standalone 
Configuration Checklist See Attachment __  


3.3.1 A0008 -  Standard Sun Solaris Virtual 
Configuration Checklist See Attachment __  


3.3.2 A0009 -  Standard Windows OS Standalone 
Configuration Checklist See Attachment __  


3.3.2 A0010 -  Standard Windows OS Virtual 
Configuration Checklist See Attachment __  


3.3.2 A0011 -  Standard Linux/RedHat OS Standalone 
Configuration Checklist See Attachment __  


3.3.2 A0012 -  Standard Linux/RedHat OS Virtual 
Configuration Checklist  See Attachment __  


3.3.2 A0013 -  Standard Solaris OS Standalone 
Configuration Checklist  See Attachment __  


3.3.2 A0014 -  Standard Solaris OS Virtual 
Configuration Checklist  See Attachment __  


3.4.1 A0015  -  SAN Storage configuration checklist See Attachment __  
3.4.1 A0016  -  NAS Storage configuration checklist See Attachment __  
3.4.1 A0017 -   NFS Storage configuration checklist See Attachment __  
3.4.1 A0018  -  SAN Device architecture diagram See Attachment __  


3.4.2 A0019 -  Storage Utilization and Growth Trends 
Report See Attachment __  


3.5.1 A0020  – Standard Backup Device Configuration 
Checklist See Attachment __  


3.5.2 A0021 – Daily report identifying the status of 
previous night's backup See Attachment __  


3.5.2 A0022 – Daily report identifying the progress of 
resolving backup job failures. See Attachment __  


3.5.2 A0023 – Monthly report confirming that all 
servers have backup jobs scheduled. See Attachment __  


3.6 A0024 -  Clean Retina Scans   
3.6 A0025 -  SRR scans and mitigation action reports   


3.6 A0026 -  Security vulnerability and mitigation 
tracking report   


3.7 A0027 -  Network Tracking Inventory See Attachment __  
3.8.2 A0028 – Incident Action Reports See Attachment __  
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3.8.2 A0029 – Exception report See Attachment __  
3.8.3 A0030  -  Call-Back Incident report See Attachment __  
3.8.3 A0031  -  Contractor on-call list See Attachment __  
3.8.4 A0032 -  Maintenance tasks list and status See Attachment __  


3.9 A0033  -  Technology refresh implementation 
work breakdown schedule See Attachment __  


 3.9 A0034  -  Risk Analysis See Attachment __  


3.10 A0035 -  New and Updated SOP (Windows 
Server and OS Administration )   


3.10 A0036 -  New and Updated SOP (Solaris Server 
and OS Administration)   


3.10 A0037 -  New and Updated SOP (HP Blade 
Server and Linux OS Administration)   


3.10 A0038-   New and Updated SOP (Enterprise 
Storage Administration)   


3.10 A0039 -  New and Updated SOP ( Backup 
systems administration)   


3.11 A0040 -  Monthly coverage report   


3.11 A0041 -  Bi-Weekly Budget and Burn Rate 
Report   


3.11 A0042 -  Monthly Contract Review Presentation   
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4. Quality Planning, Control And Assurance 


4.1. Quality Control (QC) 
The Contractor shall monitor the specific hosting task results to determine that they comply with 
relevant quality standards, meet customer deliverables, and identify ways to eliminate causes of 
unsatisfactory performance through utilization of its Quality Control (QC) processes. 
 
The Contractor shall address the quality control planning, execution and tracking to be utilized to 
assure compliance with Contract performance standards.  The Contractor shall provide its quality 
control program in its technical proposal. 
 


4.2.   Quality Assurance Surveillance Plan (QASP) 
The Quality Assurance Surveillance Plan (QASP) outlines the framework and methods that will be 
utilized to provide surveillance and review of the Contractor’s fulfillment of contract acceptance 
criteria and other contract standards, including its quality control plan execution.   


 
The contractor shall develop, implement and maintain a quality assurance program.  The system shall 
included inspection, validation, evaluation, corrective action and procedures necessary to effect 
quality control of all performance and products under the contract.  The system shall allow inspection 
and evaluation by the government. The Government will evaluate the overall project performance on a 
regular basis to provide confidence that the project will satisfy the relevant quality standards.   The 
system shall be applicable to all subcontractors and members of the contractor’s team, if appropriate. 
 


5.     Government Furnished Information, Services, And Equipment 
 


The Government will furnish NMCI workstations and network resources, workspace, furnishings, 
office supplies, document reproduction, fax and telephone services, video-conferencing and web-
conferencing necessary to accomplish assigned work covered by this Contract when some or all of the 
support must be performed in Government spaces. 
 
The Government will make available relevant standards, functional statements, technical manuals, 
computer systems guides, reference material, regulations, instructions, and operational procedures 
necessary to accomplish this Contract. 
 
The Government will provide Government Common Access Cards (CAC). 
 
The Government will provide hand held equipment to accomplish assigned work covered by this 
Contract. 
 
The Government will provide the required number of software licenses necessary to accomplish this 
Contract when support effort is required to be in government spaces on government-provided NMCI 
workstations.  At the completion of these tasks, all software and customized computer code shall be 
surrendered to the Government. 
 
The Government will provide remote access to systems at the NAVFAC Information Technology 
Center at Port Hueneme, CA to accomplish assigned work covered in this Contract when support 
effort is not required to be on-site in government spaces.  The access will be in compliance with 
current NETWARCOM, SPAWAR, NMCI and NAVFAC guidance and directives. The Government 
will provide access to any installation required in accordance with current DOD and Navy guidance 
and directives. 
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6.        Contractor Furnished Information, Services, And Equipment 
 
The Contractor shall provide technical support as needed to meet the requirements of the Contract as it 
pertains to facilities, supplies and services.  


 
Contractor is responsible for obtaining Card Readers and Software to be utilized with the Government 
furnished CAC Cards on non-NMCI workstations. 
 
Contractor workstations connecting remotely to the NAVFAC Information Technology Center at Port 
Hueneme, CA will be in compliance with current NETWARCOM, SPAWAR, NMCI and NAVFAC 
guidance and directives. 
 
Contractor shall be responsible for reproduction and shipping charges for training manuals. 
 
Contractors traveling overseas shall be required to provide passports. 


7.        Other Information/Period Of Performance/Travel/ Points Of Contact 


7.1.        Hours of Work:  
Hours of work shall vary based on the task being performed.  Certain tasks may require work and 
travel after normal business hours, on weekends and holidays.  For certain tasks, the contractor 
may be required to provide services 24 x 7.  Actual hours of work will be agreed upon at Contract 
start up 


7.2.  Place of Performance:  
 
 NAVFAC Information Technology Center (NITC) 
 1000 23rd Avenue, Building 2 
 Port Hueneme, CA  93043 
 OR 


This Contract work may require work to be performed at any NAVFAC CONUS/OCONUS 
location, see Attachment 06.   


 


7.3.  Period of Performance:  
 


This contract period of performance shall be for one (1) base year and two (2) one-year options 
and is subject to the availability of Government funds.  The option years may be exercised when 
determined by the Government to be in its best interest and in accordance with applicable 
acquisition regulations and policies. 


 
In accordance with FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000), the 
Government may extend the term of Contract by written notice to the Contractor five (5) days 
prior to contract expiration provided that the Government gives the Contractor a preliminary 
written notice of its intent to extend at least 30 days before the contract expires. The preliminary 
notice does not commit the Government to an extension. If the Government exercises this option, 
the extended contract shall be considered to include this option clause. The total duration of 
Contract, including the exercise of any options under this clause, shall not exceed 5 years. 


7.4. Travel:  
 


The contractor shall perform travel as required in the performance of the contract as stated in 
individual task orders.  Travel shall consist of CONUS/OCONUS travel, in support of the contract 
requirements identified in this Contract. 
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Travel arrangements and costs shall be in accordance with the Joint Federal Travel Regulations.  
Before undertaking any travel in performance of this Contract, the Contractor shall have the travel 
approved, in writing.  Any travel expenses that are invoiced to the government shall be 
accompanied with backup or supporting documents. 


7.4.1.  Air: 
The contractor shall, to the maximum extent practical, minimize overall travel costs by taking 
advantage of discounted airfare rates available through advance purchase.  Charges associated 
with itinerary changes and cancellations under nonrefundable airline tickets are reimbursable as 
long as the changes are driven by the work requirement. 


7.4.2. Non-Reimbursable Travel:    
The following travel shall not be reimbursed:  travel performed for personal convenience or daily 
travel to and from the designated work site. 


7.5. Training:    
The Government will not allow costs, nor reimburse costs associated with the contractor training 
employees in an effort to attain and/or maintain minimum personnel qualification requirement nor 
any specialized certification requirements of this Contract.  Attendance at workshops or 
symposiums and IA certification tests  are considered training for purposes of this clause.     


7.6. Monthly Status Reports:     
The contractor shall submit a monthly status report consisting of an executive summary covering 
the major activities, burn rates, and financial status of the previous month.  These reports shall 
contain an accurate, up-to-date summary account of major accomplishments completed during the 
month, actual and projected burn rates (hours and funds), and financial status of the contract.  
Report will be provided in a PowerPoint presentation.  An alternate report may be substituted for 
this format as agreed to at task start up. 
 
The Contractor shall submit monthly reports in electronic format 5 business days after the 
previous month.   


7.7. NAVFAC IT Hosting Architecture:    
Is identified in the NAVFAC Common Operating Environment (Attachment 01). 
 


7.8. Key Positions:    
The Contractor agrees to assign full-time equivalent (FTE) personnel to positions designated as key 
positions and these personnel shall be committed to the project for its duration.  No substitution shall 
be made without prior notification to and concurrence of the Ordering Officer.  All proposed 
substitutes shall have qualifications equal to or higher than the qualifications of the person to be 
replaced.  The Ordering Officer shall be notified in writing of any proposed substitution at least forty-
five (45) days, or ninety (90) days when a security clearance is to be obtained, in advance of the 
proposed substitution.  The notification shall include: 
 


o An explanation of the circumstances necessitating the substitution; 
o a complete resume of the proposed substitute;  
o and any other information requested by the Ordering Officer to enable the Government to 


judge whether or the Contractor is maintaining the same high quality of personnel. 
 
Contractor personnel holding the position titles and having the qualifications listed in Attachment ____ 
are considered essential to the work being performed under this Contract. 
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7.9. Contractor Identification:    
In accordance with DFARS 211.106, “Contractor employees shall identify themselves as contractor 
personnel by introducing themselves or being introduced as contractor personnel and displaying 
distinguishing badges or other visible identification for meetings with Government personnel.  All 
contractor employees shall appropriately identify themselves as contractor employees in telephone 
conversations and in formal and informal written correspondence.” 
 
Contractor shall ensure, to the extent practicable, that external correspondence signed by Contractor 
employees is on company letterhead. Internal correspondence, including e-mail and memoranda, must 
include the name of the company in the signature line or in another clearly identifiable location. In all 
contact with the public and Government officials, contractor personnel shall identify themselves as 
contractor employees working under contract to NAVFAC.  
 
Contractor shall ensure that their onsite personnel, when receiving or placing telephone calls, identify 
their employer, in addition to whatever other appropriate greeting are used. 
 
When participating in meetings with Government and/or other Contractor employees, ensure that their 
personnel properly identify themselves as Contractor employees so that their actions will not be 
construed as acts of Government officials. 
 
All Contractor staff working on-site at any of the client installations during task order performance 
shall wear at all times a DOD or Contractor furnished Identification. 
 
The Contractor must comply with the implementation of Federal Information Processing Standards 
(FIPS) Publication Number 201, Personal Identify Verification of Federal Employees and Contractors. 


 


7.10. Intellectual Property:    
This Contract is funded by the United States Government.  All intellectual property generated and/or 
delivered pursuant to this Contract shall be subject to appropriate federal acquisition regulations which 
entitle the Government to unlimited license rights in technical data and computer software developed 
exclusively with Government funds, a nonexclusive license to practice any patentable invention or 
discovery made during the performance of this Contract, and a nonexclusive and irrevocable 
worldwide license to reproduce all works (including technical and scientific articles) produced during 
this Contract. 
 
All products delivered under this statement of work shall conform to current DOD, Department of 
Navy (DON) and NAVFAC standards and guidelines.  The Navy shall maintain full data rights to all 
products and deliverables. 
 


7.11. Transition between Contract and Continuity of Service:    
 


If a successor contract is awarded prior to the final expiration date of this Contract, the Government 
may issue task orders to the successor Contractor prior to the expiration date of this Contract. 
 
The Contractor must recognize that services under this Contract are vital to the Government and must 
be continued without interruption and that upon Contract expiration, a successor, either the 
Government or another Contractor, may continue such services.  The Contractor agrees to exercise its 
best efforts and cooperation to effect an orderly and efficient transition. 
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The awardee shall not recruit on Government premises or otherwise act to disrupt Government 
business. Within ten (10) calendar days of a Contract award, the Contractor shall inform the 
appropriate TOM of incumbent personnel, who will not be placed on the Contract. 
 
The Contractor shall have management and administrative support in place to fulfill work requirements 
at time of commencement of the Contract performance.  Addresses, telephone numbers, and functional 
responsibilities shall be provided to Ordering Officer and TOM at time of work initiation. 
 
The Contractor shall provide phase-in, phase-out services, at no additional cost to the Government, as 
long as there is any active Contract.  Appropriate Contract management personnel shall meet with the 
successor Contractor to coordinate Contract transition.  Discussions shall include personnel transition 
to the successor Contractor, and the transition of Contract specific items such as Government or 
Contractor furnished supplies, materials, equipment, and services. 


 
The Contractor shall disclose necessary personnel records (names and phone numbers) to allow the 
successor to conduct interviews for possible transition.  If selected employees are agreeable to the 
change, the incumbent Contractor shall grant release at a mutually agreed date and negotiate transfer of 
the employee's earned fringe benefits.  The resumes for incumbents must be approved by the 
Government prior to assignment to a position.
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8. Attachments    


   Attachment 01 - Enterprise Business Systems  
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Attachment 02 - Common Operating Environment (COE)  
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Attachment 03 - NAVFAC Hosting Technology Stacks  
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Attachment 04 - Non-Disclosure Form  
 
 


P  L  A  C  E  H  O  L  D  E  R







  NAVFAC Enterprise Hosting Infrastructure  


     Page 58 of 62 
   


 


Attachment 05 - Department of Homeland Security Employment Eligibility Verification, Form I-9  
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Attachment 06 - DOD Common Access Card (CAC) through the Contractor Verification System 
(CVS) 
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Attachment 07 - System Authorization Access Request Form (SAAR)  
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Attachment 08 - Information Assurance Workforce Certification Requirement  
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Attachment 09 - Key Positions  
 


 P L A C E H O L D E R 
 


Key positions for this Contract: 
 (1)  Windows Administrator (Infosec) 
 (1)  Solaris/Linux Administrator (Infosec) 
 (1)  Citrix Administrator 
 (1)  VMWare Administrator 
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		2.6. Continuous Process Improvement (CPI)

		2.7. Government-Approved Outages
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		2.11. Acronyms

		3.  Enterprise Hosting Infrastructure Support Contract Description And Deliverables

		3.1.  Systems Requirements Review.

		3.2. Technological Analysis and Design.

		3.3. Server Administration

		3.3.1.  Server build and configuration

		3.3.2.  Software Installations, Updates and Configuration

		3.4.   Enterprise Storage Administration

		3.4.1.  Enterprise Storage Configuration

		3.4.2.  Storage Allocation

		3.5.  Backup Administration

		3.5.1.  Backup Device Configuration

		3.5.2.  Backup jobs management

		3.6.  Security Scans, Fixes, Mitigation Actions and Tracking

		3.7.  Networking and inter-connectivity

		3.8. Operations, Sustainment and Maintenance

		3.8.1.   Optimization and Performance Tuning

		3.8.2.  Incident response, service request and tracking

		3.8.3.  Call-back Support

		3.8.4.   Software and Hardware Maintenance Support

		3.9.    Technology Refresh

		3.10.  Documentation Support

		3.11.  Contract Management and Personnel Oversight

		3.12.  Performance Requirements Summary Matrix

		3.13.  Deliverables

		4.  Quality Planning, Control And Assurance

		4.1. Quality Control (QC)

		4.2.   Quality Assurance Surveillance Plan (QASP)

		5.     Government Furnished Information, Services, And Equipment

		6.        Contractor Furnished Information, Services, And Equipment

		7.        Other Information/Period Of Performance/Travel/ Points Of Contact

		7.1.        Hours of Work:

		7.2.  Place of Performance:

		7.3.  Period of Performance:

		7.4. Travel:

		7.4.1.  Air:

		7.4.2. Non-Reimbursable Travel:

		7.5. Training:

		7.6. Monthly Status Reports:

		7.7. NAVFAC IT Hosting Architecture:

		7.8. Key Positions:

		7.9. Contractor Identification:

		7.10. Intellectual Property:

		7.11. Transition between Contract and Continuity of Service:

		8. Attachments

		Attachment 01 - Enterprise Business Systems

		Attachment 02 - Common Operating Environment (COE)

		Attachment 03 - NAVFAC Hosting Technology Stacks

		Attachment 04 - Non-Disclosure Form

		Attachment 05 - Department of Homeland Security Employment Eligibility Verification, Form I-9

		Attachment 06 - DOD Common Access Card (CAC) through the Contractor Verification System (CVS)

		Attachment 07 - System Authorization Access Request Form (SAAR)

		Attachment 08 - Information Assurance Workforce Certification Requirement

		Attachment 09 - Key Positions






 


 Page 1 of 38 


 EBS CDA  PWS - 042111.docx 


 


 


 


 


 


 


 


NAVFAC  


ENTERPRISE BUSINESS SYSTEMS SUPPORT 


TASK ORDER 


 


 
DRAFT 


 
VERSION 1 


 


 


 


 


 


 


4/21/2011 
  


 
 


 







 


 Page 2 of 38 


 EBS CDA  PWS - 042111.docx 


CONTENTS 


1.0 GENERAL/ORGANIZATION/SCOPE/BACKGROUND/OBJECTIVE 


1.1 Organization to be supported 


1.2 Scope 


1.2.1 Clearances and Licensing 


1.2.2 Privacy Act 


1.2.3 Access Requirements 


1.3 Background 


1.4 Objectives 


2.0 DEFINITIONS 


2.1 Common Operating Environment (COE) 


2.2 Technology Stacks (TS) 


2.3 Technology Refresh (TR) 


2.4 Sustainment and Maintenance 


2.5 Emerging Systems 


2.6 Continuous Process Improvement (CPI) 


2.7 Government-Approved Outages 


2.8 Application Virtualization 


2.9 Hardware Virtualization 


2.10 Storage Virtualization and Consolidation 


2.11 Acronyms 


3.0 TASK BUSINESS SYSTEMS SUPPORT TASK ORDER DESCRIPTION & DELIVERABLES 


3.1 Requirements Definition 


3.1.1 Functional Analysis 


3.1.2 Technological Analysis 


3.2 Systems Analysis & Design 


3.3 Implementation 


3.3.1 Development 


3.3.2 Data Migration 


3.3.3 Testing 


3.3.4 Patches, Updates and Service Packs 


3.4 Deployment 


3.4.1 System Deployment 


3.4.2 Documentation 







 


 Page 3 of 38 


 EBS CDA  PWS - 042111.docx 


3.4.3 Peripheral Support 


3.5 Operations & Maintenance 


3.5.1 Application Administration 


3.5.2 Direct Support 


3.5.3 Change Management 


3.5.4 Optimization 


3.5.5 Information Assurance 


3.5.6 Performance Evaluation 


 3.6 Training 


  3.6.1  Deployment Training 


  3.6.2 Self Paced Training 


  3.6.3 Sustainment Training 


  3.6.4 Technical Training 


  3.6.5 Peripheral Training 


3.7 Project Management 


 3.7.1 Project Management and Planning 


3.7.2 Status Reports and Meetings 


3.7.3 Oversight 


3.8 Performance Requirements Summary Matrix 


3.9 Deliverables 


3.10 Skills, Knowledge and Expertise  


4.0 QUALITY PLANNING, CONTROL AND ASSURANCE 


5.0 GOVERNMENT FURNISHED INFORMATION, SERVICES AND EQUIPMENT 


6.0 CONTRACTOR FURNISHED INFORMATION, SERVICES AND EQUIPMENT 


7.0 OTHER INFORMATION/PERIOD OF PERFORMANCE/TRAVEL/POINTS OF CONTACT 







 


 Page 4 of 38 


 EBS CDA  PWS - 042111.docx 


1.0 GENERAL/ORGANIZATION/SCOPE/ BACKGROUND/OBJECTIVE 


 


1.1 Organization to be supported: 


 


Navy Facilities Engineering Command 


1322 Patterson Ave SE 


Washington Navy Yard, DC 20374-5065 


 


Work is to be accomplished for the Naval Facilities Engineering Command (NAVFAC) Command 


Information Officer (CIO), through the Seaport Enhanced Multiple Award Contract (SeaPort-e MAC). 


 


The recurring phrase, “The contractor shall,” means that the firm selected for this procurement will, in 


accordance with all applicable Federal, state, and local laws, regulations, guidance, and policies, furnish the 


necessary personnel, services, products, materials, equipment, knowledge, and expertise to successfully


 complete the tasks required under this task order. 


 


The Contractor shall be responsible for complying with all applicable Federal Acquisition Regulations 


(FAR), Defense Federal Acquisition Regulations (DFAR). 


 


1.2 Scope: 


 


Naval Facilities Engineering Command (NAVFAC) has a requirement to deploy and sustain an array of 


Enterprise Business Systems that will be utilized throughout various Navy Organizations to include all 


NAVFAC sites, all Navy Regions, the Marine Corps, and select private business partners.  This array of 


Enterprise Business Systems supports the broad spectrum of NAVFAC‟s business, employs a broad range 


of technical solutions, and could vary from a web-based application to a client server- & web-based 


application to a data warehouse that supports NAVFAC corporate reporting.  Client server applications are 


accessed via thin client, i.e. Citrix protocols.  As a result, NAVFAC has a need for functional and technical 


programmatic support to include deployment support, operations and maintenance, configuration and 


change management, project management planning and analysis, and technical support for all NAVFAC 


Enterprise Business Systems.  The list of enterprise-wide business systems are listed and discussed in the 


Business System Overviews (Attachment 1). 


 


This task order is Cost Plus Fixed Fee.  This is a Performance Work Statement (PWS).  The scope of this 


PWS is to provide functional and technical programmatic support to include deployment support, 


operations and maintenance, configuration and change management, project management planning and 


analysis, and other technical support for all NAVFAC Enterprise Business Systems.  The Contractor is 


responsible for achieving the desired results based upon their approach and internal processes.  The 


Contractor shall provide all services, personnel, personnel supervision, materials, equipment and 


transportation necessary (except as otherwise specified herein) to accomplish the requirements of this PWS. 


 


1.2.1 Clearances and Licensing: 


 


Contractor personnel working on this task shall be U.S. Citizens. 


 


NAVFAC IT work is accomplished at IT level II in accordance with SECNAV M-5510.30.  Appropriate 


background check levels should be at the NACLC or higher level for all resources provided in support of 


this contract.   


 


Work performed as part of executing this requirement will be at the SENSITIVE BUT UNCLASSIFIED 


level. The contractor shall pursue and obtain final appropriate clearances (as defined by SECNAV M- 


5510.30 at https://doni.daps.dla.mil/SECNAV%20Manuals1/5510.30.pdf - see sections 6-8 paragraph j.) 


for all personnel as required by individual task.  All contractor personnel shall have a successfully 


adjudicated Access National Agency Check with Inquiries (ANACI) or National Agency Check with Local 


Agency (NACLA) as required by Information Technology (IT) level II “Limited Privileged Access”.  Tasks 
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that require IT I level “Privileged Access” (e.g. involving super user or root access, direct access to 


operating system level functions, access to change control parameters of routers, multi-plexers, and other 


key information system/network equipment or software; ability and authority to control and change program 


files, and other users‟ access to data or equivalent access) shall require a Single Source Background 


Investigation (SSBI) with periodic reviews as appropriate.  This shall also apply to all sub-contractor 


personnel. 


 


The contractor shall establish and maintain an access list of those employees working on this Task Order.  


A copy of the access list shall be furnished to the Command Information Assurance Manager (CIAM).  All 


personnel reassignments and changes shall be documented within 3 business days via a revised access list 


provided to the NAVFAC CIAM.  NAVFAC will provide the contractor access to all areas as necessary to 


support this effort. 


 


Specific tasks may require security clearance or specialized certifications as identified in the performance 


work statement. 


 


The Contractor shall ensure that personnel accessing information systems have the proper and current 


information assurance certification to perform information assurance functions in accordance with DoD 


8570.01-M, Information Assurance Workforce Improvement Program, and SECNAV M-5239.2 


Department of the Navy Information Assurance (IA) Workforce Management Manual.  The Contractor 


shall meet the applicable information assurance certification requirements, including: 


 


 (1)  DoD-approved information assurance workforce certifications appropriate for each category 


and level as listed in the current version of DoD 8570.01-M; and 


 


 (2)  Appropriate operating system certification for information assurance technical positions as 


required by DoD 8570.01-M. 


 


Upon request by the Government, the Contractor shall provide documentation supporting the information 


assurance certification status of personnel performing information assurance functions. 


 


Contractor personnel who do not have proper and current certifications shall be denied access to DoD 


information systems for the purpose of performing information assurance functions. 


Specific tasks may require specialized certifications as identified in the performance work statement. 


 


1.2.2 Privacy Act: 


 


Work on this project requires that Contractor personnel have access to Privacy Information as identified in 


the Business System Overviews (Attachment 1).  Personnel shall adhere to the Privacy Act, Title 5 of the 


U.S. Code (USC), Section 552a and applicable agency rules and regulations. 


 


Contractor will be held liable for all data breaches where he/she is determined to be culpable (e.g., contract 


proprietary information, social security numbers (SSN) and other sensitive personnel information, etc). 


Contractor will be held liable and be required for taking steps such as notifying affected parties or providing 


credit monitoring. 


 


Contractor personnel shall sign a Non-Disclosure Form (Attachment 2). 


 


1.2.3 Access Requirements: 


 


Contractor employees shall fill out a Department of Homeland Security Employment Eligibility 


Verification, Form I-9 (Attachment 3). 


 


Contractor personnel shall coordinate with the Government sponsor to complete and submit an application 


for a DOD Common Access Card (CAC) through the Contractor Verification System (CVS).  See 
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Attachment 4 fo the application procedures.  The issuance of a Common Access Card (CAC) to a contractor 


requires, at a minimum, a completed National Agency Check (NAC), or what is considered a 


trustworthiness check, as well as an initiated National Agency Check with Written Inquiries (NACI).  


Companies who employ government contractor personnel will have to complete and submit the NACI on 


behalf of the individual prior to their arrival on-site.  Contractor shall complete and submit a NACI on 


behalf of their employees prior to arrival on-site.  This policy is in accordance with the DoD Physical 


Security Program, DOD 5200.8-R and the Contractor Verification System (CVS) Trusted Agent program. 


 


Once the CAC request has been approved, Contractor personnel will proceed to the designated CAC 


issuance location identified by the Government sponsor with the appropriate documentation to support their 


identification and/or citizenship.  The CAC issuance location will then issue the CAC.   


 


Contractor employees traveling overseas must be eligible to obtain a passport. 


 


Contractor employees shall successfully complete an online Information Assurance (IA) training class 


(approximately 1.5 hours in duration) each year.  See Attachment 5. 


 


Contractor employees shall fill out a System Authorization Access Request Form (SAAR) (see Attachment 


5) to obtain access to any Government system (remote or otherwise). 


 


Within 7 working days, the contractor shall adhere to NAVFAC checkout procedures for the termination 


and/or collection of all Public Key Infrastructure (PKI), CAC, NAVFAC Badges, Parking Passes, and 


Parking Decals.  This pertains to NAVFAC support contractors both on site and off site. 


 


1.3 Background: 


 


The NAVFAC is an Echelon II Systems Command under the Chief of Naval Operations (CNO), with 


additional authorities and responsibilities from the Secretary of the Navy (SECNAV).   NAVFAC is a 


global military command with a Headquarters element and Component Commands that work together as 


one organizational team.  NAVFAC also provides technical support for Navy expeditionary engineer 


readiness and doctrine, and program management support for multiple NAVFAC/CEC/SEABEE programs, 


including the Ocean Facilities Program and the Sealift Support Program. 


 


 


The NAVFAC, Command Information Officer (CIO) has a requirement to provide optimized IT services to 


a global footprint of internal and external customers.  Today, NAVFAC Enterprise IT service requirements 


are provided by multiple contracts from different contractors.  This has led to inefficiencies such as 


overlaps, redundancies, communications gaps and disjointed “hand offs”.  NAVFAC therefore requires an 


improved, streamlined contractual framework within which to align, organize and integrate NAVFAC's 


portfolio of information technology products and services.  Based on internal analyses and industry 


feedback, NAVFAC believes that this improved framework will be an effective means of achieving 


improved service delivery relative to performance, availability and functional optimization.   


 


Services will be provided at various NAVFAC activities, as appropriate, but primarily at NAVFAC's 


Information Technology Center (NITC).  This acquisition strategy is comprised of three (3) major 


acquisitions that will encompass all contractor-provided IT services for NAVFAC.  Splitting the work into 


three core enterprise areas (Enterprise Application Hosting Support, Enterprise Business Systems Support, 


and Enterprise Operations Support) provides checks and balances as appropriate, and protects the 


contractor from internal conflicts of interest.   


 


1.4 Objectives: 


 


The objective of this project is to provide full IT life cycle support, including requirements definition, 


design, deployment and management of NAVFAC‟s enterprise business systems, including the integration 


of NAVFAC's core facilities management, construction management, and installation management systems 
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in a fashion that will effectively and efficiently enable "end-to-end" facilities management for the 


Department of Navy and numerous DOD customers world-wide. 


2.0       DEFINITIONS  


2.1 Common Operating Environment (COE) 


 


The Common Operating Environment (COE) identifies the layers of the NAVFAC Enterprise hosting 


infrastructure, network boundaries/Zones, and the hardware/software/storage platform.    Attachment (02) is 


a representation of the NAVFAC/NITC Data Center COE.   


 


2.2 Technology Stacks (TS) 


 


The NITC enterprise applications hosting architecture supports distinct and separate technology stacks 


based on application requirements, but are inter-related and inter-dependent with each other.  Attachment 


03  - NAVFAC Hosting Technology Stacks describes technologies that support the NITC enterprise hosting 


architecture, and identifies software components that are utilized and the business systems they support.  


 


2.3       Technology Refresh (TR) 


 


NITC performs periodic replacement of equipment to ensure continuing reliability of equipment and/or 


improved speed and capacity.  To meet IT roadmaps for consolidation and refresh requirements, NITC must 


be able to change rapidly without substantially impacting or reducing capability enhancements that are 


coordinated in obsolete solutions.  Major technologies refresh requiring re-designing the hosting 


architecture to better meet technology roadmaps (ie: virtualization, consolidation, cloud computing), is a 


viable option for NITC if it meets DOD initiative for server footprint reduction.           


 


2.4 Sustainment and Maintenance 


 


NITC performs day-to-day operational sustainment and technical support of all services and applications 


hosted at the NITC hosting center.  Maintenance work is normally performed during non-core hours or 


weekends to minimize impact to the user community.  Sustainment and maintenance tasks are tracked 


through the NITC change management process.           


 


2.5       Emerging Systems 


 


NITC maintains a common operating environment and core technology stack.  New systems that do not 


conform to the existing NITC hosting COE or Technology Stacks, and require separate server environment, 


will be considered "emerging" systems.  Once the system is fully deployed, it becomes part of the COE 


/Technology stack, and will then require daily sustainment and maintenance support.  Although this 


scenario does not happen very often, it is likely that there will be two (2) occurrences of an emerging system 


within the life of this contact.   


 


2.6       Continuous Process Improvement (CPI) 


 


The NITC hosting center maintains several processes and procedures for standardization.   These processes 


and procedures are based on CMMI and ITIL framework and industry's best practices.  Government-


initiated audits are conducted to ensure these processes and procedures are followed and maintained.  All 
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employees of the hosting facility (both government and contractors) shall continually update SOPs within 


their area of responsibilities.  


 


2.7     Government-Approved Outages 


 


The NITC maintains a calendar of approved maintenance schedules that require system outages.  These are 


usually done during non-core hours and weekends.   Government-approved outages include:  (1) scheduled 


weekend maintenance, (2) unscheduled system maintenance due to system issues/failures, and (3) critical 


IA/IAVA/INFOCON/SRR implementations which could happen during the week.  


 


2.8    Application Virtualization 


 


Application Virtualization describes technologies that improve portability, manageability and compatibility 


of applications by encapsulating them from the underlying operating system on which they are executed. A 


fully virtualized application is not installed in the traditional sense, although it is still executed as if it were. 


The application is fooled at runtime into believing that it is directly interfacing with the original operating 


system and all the resources managed by it, when in reality it is not. In this context, the term "virtualization" 


refers to the artifact being encapsulated (application), which is quite different to its meaning in hardware 


virtualization, where it refers to the artifact being abstracted (physical hardware).  CDA (for GOTS) and 


software vendor (for COTS) approvals must be obtained prior to implementation in the NITC hosting 


environments. 


 


2.9     Hardware Virtualization 


 


Hardware virtualization is a virtualization of computers or operating systems. It hides the physical 


characteristics of a computing platform from users, instead showing another abstract computing platform. 


NITC is using VMWare and Solaris Container Virtualization Software to control virtualization.  Hardware 


and operating systems virtualization is an on-going effort at the NITC Hosting Facility to comply with 


DON's server footprint reduction initiative. 


2.10        Storage Virtualization and Consolidation 


 


Storage virtualization is the pooling of physical storage from multiple network storage devices into what 


appears to be a single storage device that is managed from a central console.  NITC uses NetApp to control 


storage from EMC and NetApp 


 


Storage consolidation is an ongoing effort at NITC to standardize on the NetApp SAN System.  NITC is in 


the process of migrating data from the EMC and SUN devices into the NetApp SAN System to comply with 


the NAVFAC IT Roadmap.   


 


2.11       Acronyms 


o ACNO-IT  - Assistant Chief of Naval Operations for Information Technology 


o ACTR – Assistant Contract Technical Representative (NMCI Term) 


o AHF – Application Hosting Facility 


o ANACI – Access National Agency Check with Inquires 


o AQL –Acceptable Quality Level 


o ASDP – Abbreviated Systems Decision Paper 


o ASP – Active Server Page? 


o ATL – Automated Tape Library 



http://en.wikipedia.org/wiki/Application_software

http://en.wikipedia.org/wiki/Operating_system

http://en.wikipedia.org/wiki/Hardware_virtualization

http://en.wikipedia.org/wiki/Hardware_virtualization

http://en.wikipedia.org/wiki/Computer

http://en.wikipedia.org/wiki/Operating_system

http://en.wiktionary.org/wiki/abstract
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o B2B – Business to Business  


o BCA – Business Case Analysis 


o BCP – Business Continuity Plan 


o BMS -  Business Management System 


o BOY – Beginning of (Fiscal) Year 


o BPM – Business Process Monitor (key piece of performance monitoring software) 


o C&A – Certification and Accreditation 


o CA – Certification Agent 


o CAC – Common Access Card 


o CARS – Cyber Asset Reduction and Security 


o CCB – Configuration Control Board 


o CCR – Central Contractor Registration 


o CCM – Configuration & Change Management 


o CCMP – Configuration & Change Management Plans 


o CDA -  Central Design Agency 


o CEC – Civil Engineering Corps 


o CI - Configuration Item 


o CIAM – Command Information Assurance manager 


o CIO – Command Information Officer 


o CLIN – Contract Line Item Number 


o CM -  Configuration Management 


o CMMI - Capability Maturity Model Integration 


o CMP – Configuration Management Board 


o CNO – Chief of Navy Operations 


o COB – Close Of Business 


o COE – Common Operating Environment 


o CONUS -  Continental United States 


o COOP – Continuity of Operations Plan 


o COR – Contracting Officer‟s Representative 


o CoS - Continuity of Service 


o COTS – Commercial-off-the-shelf 


o CPI - Continuous Process Improvement 


o CPU –  Central Processing Unit 


o CTR – Contract Technical Representative (NMCI term) 


o CVS – Contractor Verification System 


o CYE – Calendar Year End 


o DAA – Designated Approval Authority 


o DADMS – Department of the Navy Applications and Database Management System 


o DBMS – Data Base Management  System 


o DCPDS – Defense Civilian Personal Data System 


o DECC – Defense Enterprise Computing Center 


o DEERS – Defense Enrollment Eligibility Reporting System 


o DFAR – Defense Federal Acquisition Regulation 


o DIACAP – DoD Information Assurance Certification and Accreditation Process 


o DISA – Defense Information Systems Agency 


o DITSCAP – DoD Information Technology Security Certification and Accreditation Process 


o DMS – Defense Messaging System 


o DoD – Department of Defense 


o DODD – Department of Defense Directive 


o DODI – Department of Defense Instruction 


o DON – Department Of Navy 


o DR - Disaster Recovery 


o DSS – Decision Support System 


o DWAS – Defense Working capital fund Accounting System 


o EI – Enterprise Integration 
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o E2E - End to End 


o EOY – End Of (Fiscal) Year 


o EP – Execution Plan  


o ESRI - Environmental Systems Research Institute (a leading geographic information systems 


vendor) 


o EUL -  End User Layer 


o FAM – Functional Area Manager 


o FAR – Federal Acquisition Regulation 


o FAQ – Frequently Asked Questions 


o FEC – Facilities Engineering Command 


o FISMA - Federal Information Security Management Act 


o FMO -  Financial Management Office 


o FTE - Full-Time Equivalent 


o FY – Fiscal Year 


o GF – General Fund 


o GIS – Geographic Information Systems 


o GPO – Group Policy Objects 


o GPS – Global Positioning System 


o HVAC – Heating, Ventilation and Air Conditioning 


o HTMLDB – Hyper Text Markup Language Data Base (an Oracle Portal Development 


Environment) 


o IA – Information Assurance 


o IAM – Information Assurance Manager 


o IAVA – Information Assurance Vulnerability Alert 


o IAVB – Information Assurance Vulnerability Bulletin 


o IAW – In Accordance With 


o IAWF - Information Assurance Work Force 


o IMMEDIATE - No more than 30 minutes 


o INFOCON - Information Operations Condition 


o IPT – Integrated Product Team 


o IT – Information Technology 


o ITIL - Information Technology Infrastructure Library 


o IV&V – Independent Verification and Validation 


o J2EE – Java Version 2 Enterprise Edition 


o JPAS – Joint Personal Adjudication System 


o JSP -  Java Server Pages 


o LDAP – Lightweight Directory Access Protocol 


o LNS – Legacy Network Shutdown 


o LUN – Logical Unit 


o HPQC - HP Quality Center (Formerly Mercury Quality Center) 


o NACLA – National Agency Check with Local Agency  


o NAS – Network Attached Storage 


o NASP -  NAVFAC Application Service Provider  


o NAVFAC – Naval Facilities Engineering Command 


o NBVC – Navy Base Venture County 


o NET – Navy Enterprise Transportation 


o NGEN - Next Generation (Navy-owned network) 


o NAVNETWARCOM – Navy Network Warfare Command  


o NFELC – Naval Facilities Expeditionary Logistics Center 


o NITC – NAVFAC Information Technology Center 


o NMCI – Navy Marine Corps Intranet 


o NTR – Navy Technical Representative 


o NWCF – Navy Working Capital Fund 


o OAPEX - Oracle Application Express 


o OAS - Oracle Application Server 
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o OCONUS – Outside Continental United States 


o OCS –  Oracle Collaboration Suite  


o ODAA – Operations Designated Approval Authority 


o OEM – Oracle Enterprise Manager 


o OFM - Oracle Fusion MiddleWare 


o OID – Oracle Internet Directory 


o OLTP -  On Line Transactional Processing 


o ONE-NET – OCONUS Navy Enterprise Network 


o OO – Ordering Officer 


o OS – Operating System 


o OST – Operational Support Team 


o PBSOW – Performance Based Work Statement 


o PEO-EIS – Program Executive Office for Enterprise Information Systems 


o PKE – Public Key Enabling 


o PKI – Public Key Infrastructure 


o POA&M – Plan of Actions and Milestones 


o POC – Point Of Contact 


o PW – Public Works 


o PWS – Performance Work Statement 


o QA/CM – Quality Assurance/Configuration Management 


o QASP – Quality Assurance Surveillance Plan 


o QC – Quality Control 


o QI Session - Quality Improvement Sessions (Process Validation/Audit) 


o QTP – Quick Test Professional 


o RDMBS – Relational Data Base Management System 


o RFA – Request for Action 


o ROI – Return on Investment 


o SA – System Administrator 


o SAAR – System Authorization Access Request 


o SAN – Storage Area Network 


o SCADA – Supervisory Control and Data Acquisition 


o SECNAV – Secretary of the Navy 


o SDE – Spatial Data Engine 


o SDP – System Decision Paper 


o SLIN – Sub Line Item Number 


o SPAWAR – Navy Space  Warfare Command 


o SPM – Single Platform MAXIMO® 


o SRR -  System Readiness Review 


o SSBI – Single Source Background Investigation 


o SSL – Secure Sockets Layer 


o ST&E – Security Test & Evaluation 


o STIG – Security Technical Implementation Guide 


o TF – Task Force 


o Tier 1 support – Response and routing of user initiated telephone help calls, emails and online 


submissions from the CIO Support Tracking System on the NAVFAC Portal. 


o Tier 2 support – Advanced response to help calls referred from Tier 1. 


o TOM – Task Order Manager 


o TPS – Test Plan/Script 


o TR - Technology Refresh 


o TRM – Total Resource Management 


o TS - Technology Stack 


o TSO – Time Sharing Option 


o UPS – Uninterrupted Power Supply 


o USC – US Code 


o VSS- Visual Source Safe 







 


 Page 12 of 38 


 EBS CDA  PWS - 042111.docx 


o VUGen – Virtual User Generator (Mercury product for creating monitoring plans and scripts) 


 


 


3.0 BUSINESS SYSTEMS SUPPORT TASK ORDER DESCRIPTION & DELIVERABLES 


 


Introduction/Summary 


 


The Enterprise Business Systems Support functional area will consist of deploying and managing various 


enterprise business systems, integrating NAVFAC's core facilities management, construction management, 


and installation management systems enabling "end-to-end" facilities management for the Department of 


Navy and numerous DOD customers world-wide. Services required are as follows: 


 


 Perform system analysis, requirements definition, design, development, test, modification, installation, 


implementation, change management, quality assurance, training, and documentation for Information 


Systems 


 Analyze existing business systems, databases, web sites, and applications and recommend new or 


improved interfaces and management tools that meet management requirements, or improve 


management effectiveness and efficiency  


 Implement, modify and maintain web based information systems and links  


 Provide systems engineering and technical support for establishment, test, upgrade, and operational 


support of applications 


 Apply engineering and analytical disciplines to identify, document, and verify the functional, 


performance and physical characteristics of the enterprise business systems 


 Provide Enterprise Integration technical management and specialized information technology support 


and programming expertise required to design, develop, execute, operate, maintain, and sustain existing 


interfaces, and technology frameworks 


 Provide information and data management services, including design and creation of operational data 


stores, data warehouses and data marts.  Design and implement data management processes for 


archiving, storage and retrieval of historical data. 


 Provide support for deployment of applications or systems to NAVFAC activities. Document, report, 


and track issues that occur during deployment and provide training for deployed applications and 


systems 


 Provide data and system migration support for NAVFAC Enterprise Business Systems. Create and 


document data maps between existing systems to facilitate data migration and interfacing. Analyze 


existing architecture and database objects for compatibility with the new architecture, create a 


migration plan and document to-be configuration and environment. 


 Provide support using continuous process improvement using established NITC CMMI framework and 


ITIL processes, and compliance with NITC change management and configuration management 


processes. 


 Comply with NITC portfolio management procedures. 


 Comply with FISMA, IA, INFOCON guidance to achieve ATO for each business system 


 


 


3.1 Requirements Definition 


 


The contractor shall work with NAVFAC to understand business and organizational requirements and 


translate those into project requirements. 


 


The contractor shall create requirements analysis documents.  The document shall be comprehensive and 


must include all project stakeholder requirements.  The Government will review and approve the completed 


requirements analysis document, ensuring that the document is approved by all stakeholders and project 


sponsors before work proceeds. 


 


3.1.1 Functional Analysis 







 


 Page 13 of 38 


 EBS CDA  PWS - 042111.docx 


 


Overview:  The contractor shall have knowledge and proficiency in the different business areas of 


NAVFAC.  The contractor shall provide analysis of how NAVFAC processes integrate and interface with 


the larger, standard DON and DoD systems.  Results of analysis will document new features, migration 


paths, risks, and cost impacts and make recommendations on new technologies.  Functional consultation 


requests shall include scope, period of performance, level of effort, and expected outcomes. 


 


Work Description:  The contractor shall provide functional analysis of NAVFAC, FMO, DON and DoD 


initiatives and requirements.  Contractor personnel must have knowledge and experience with the 


appropriate business area roles, responsibilities and functions and ensure compliance with the rules and 


regulations appropriate to the NAVFAC business area.  The contractor shall participate in requirement 


gathering teams with functional experts from the NAVFAC community.  Participation includes user group 


meetings, requirements analysis, prioritization, and assistance in creation of change requests.  Results of 


functional analysis will be documented in a formal requirements document. 


 


The contractor shall create and maintain requirements documentation for existing or emerging business 


systems.  Requirements documentation will be created for any new requirements and provide the basis for 


the analysis and design phase.  All requirements documentation will be maintained and updated as 


requirements are discovered or modified by the appropriate Change Control Board. 


 


The contractor shall provide analysis of existing systems, identify current functionality, and document the 


results into a Capability Document.  Based on the Capability Documents generated, the contractor shall also 


create a Capability Matrix that maps all business systems with all functionality identified.  The contractor 


shall maintain the currency of the Capability Document and Capability Matrix as changes occur in the 


business applications. 


 


The contractor shall enter all requirements into the government provided requirements management system 


as documented in the Business System Overviews (Attachment 1) and in compliance with configuration and 


change management policy. 


 


The contractor shall insure that requirements are in compliance with standard business processes as 


documented in the Business Management System (BMS).  In the case of conflict, the contractor shall work 


with the project manager to modify either the requirement or business process as appropriate. 


 


Objectives: 


A. Create and maintain requirements documentation. 


B. Enter requirements into government provided requirements management system. 


C. Present analysis for review by government representative. 


 


Deliverables: 


A0001 – Business System Functional Requirements Analysis Document 


A0002 – Capability Document 


A0003 – Capability Matrix 


 


3.1.2  Technological Analysis 


 


Overview:  The contractor shall provide analysis of emerging hardware and software technologies to 


evaluate impacts to current and emerging systems and hosting environments is required to maintain and 


improve NAVFAC business systems. 


 


Work Description:  The contractor shall provide analysis of new software and hardware technologies.  


Results of analysis will be documented in an impact analysis, and will address new features, migration 


paths, risks, cost impact, and make recommendation on adoption of technologies. 
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The contractor shall assist the NASP by performing a business systems impact analysis as a result of any 


infrastructure changes.  Analysis shall include identification of current capability, operating environment, 


scope of use, and recommendations for infrastructure modifications or use of the network. 


 


The contractor shall provide assistance to the government by providing a business systems impact analysis 


of all NMCI, NAVFAC, IA, NETWARCOM, SPAWAR, and ACNO-IT directives and requirements with 


regard to legacy network shutdown, Cyber Asset Reduction & Security (CARS), and other consolidation 


and standardization efforts. 


 


Objectives: 


A. Provide an impact analysis of new software and hardware technologies. 


B. Assist NASP in evaluating impact of infrastructure changes. 


 


Deliverables: 


A0004 – Technical Analysis Document. 


 


3.2 Systems Analysis & Design 


 


Overview:  The contractor shall use the requirements analysis document as a source for the systems design 


phase.  The systems analysis and design document will define the hardware and software architecture, 


components, modules, interfaces, and data for a system to satisfy the specified requirements.  The 


contractor shall interface with the NAVFAC CDA, hosting and IA staff to effectively perform the work 


required in this section. Analysis and design must take into account interfaces between business systems.  


Analysis must include identification of authoritative data sources for data elements, users of data, 


redundancy of data, opportunities for optimization, data discrepancies, and recommendations for data 


warehouse solutions and methodologies. 


 


Software analysis and design support is required for both small and large projects.  Large scale projects 


typically require more than 120 hours of effort, and could include: 


 Development of new business systems 


 Addition of significant new functionality 


 Conversion of legacy systems (e.g., from ASP or Cold Fusion to JAVA) 


 Updates of underlying COTS products 


 Implementation of data warehousing solutions 


 Implementation of new technologies.   


 


Work Description:   


The contractor shall provide software analysis for all requests assigned to them for action.  Each analysis 


includes determination of technical feasibility of request, recommendation for action, determination of level 


of effort, and estimate for completion of development.  The analysis should address existing data 


discrepancies, and should include documentation of issue, causes, corrective actions, risks and 


recommendations for avoiding future recurrence.  Abbreviated analysis results shall be entered into the 


appropriate change management system, the status updated, and the government POC notified of 


completion of analysis. 


 


The contractor shall provide a systems design for all requests approved for work.  Design should take into 


account existing architecture, environment and framework and be approved by the configuration manager 


prior to implementation.  Design documents should include a traceability matrix relating each design 


element back to a requirement.  Development of solutions shall be done in the appropriate environment or 


framework for the system being modified as documented in the Business System Overviews (Attachment 1).  


Contractor shall ensure that the design complies with security policies and guidance. 
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The contractor shall provide database analysis and design for existing or emerging business systems.  


Database structures, indexes, stored procedures, triggers, jobs and other objects must be fully documented 


in compliance with configuration and change management policy. 


 


The contractor shall provide analysis, design and implementation support for required transactional and 


batch interfaces in support of financial, facilities, personnel, and other types of data.  The contractor shall 


work with data providers to identify methods of interface, data requirements, security standards, and other 


process issues.  The contractor shall document interfaces and agreements with data providers. The 


contractor shall coordinate meetings with data providers and users for analysis and implementation of 


changes and ensure change requests are entered into appropriate change management systems. 


 


The contractor shall evaluate system changes for impact to business continuity plans and continuity of 


operations plans. The contractor shall provide update system level BCP and COOP documents, and 


recommend changes to enterprise BCP and COOP documents. (add DR) 


 


Objectives: 


A. Complete analysis of assigned requests. 


B. Design solutions to assigned requests. 


C. Create and maintain the Capability Documents and Capability Matrix. 


D. Coordinate changes to interfaces. 


E. Update BCP/COOP documents. 


 


Deliverables: 


A0005 – Software Analysis, Design, & Implementation Document 


A0006 – Database Analysis, Design, & Implementation Document 


A0007 – Application Interfaces Analysis and Design Document 


A0008 – BCP/COOP Document 
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3.3 Implementation 


 


3.3.1 Development 


 


Overview:  The contractor shall provide development, maintenance, configuration and customization of 


existing and emerging business systems.  The contractor shall provide support for the migration of business 


systems between hosting environments. 


 


Work Description:  The contractor shall perform development tasks as described in system design 


documents.  The contractor shall incorporate the Development phase into the overall Project lifecycle.  


Contractor shall ensure that all development efforts comply with IA and CCM policies and guidance. 


 


The contractor shall perform configuration and customization of existing commercial off the shelf (COTS) 


and government off the shelf (GOTS) software as defined in system design documents.  All configuration 


and customization will follow NAVFAC and vendor standards for implementation of customization or 


configuration items within the subject COTS/GOTS.  To the extent possible, customizations will be made 


within existing COTS/GOTS frameworks to allow compatibility with future product releases. 


 


The contractor shall incorporate source code controls for all modifications to systems.  All objects to be 


modified will be retrieved (checked out) from source control and not from operational environments.  


Check in of modified code will occur once development (unit) testing is complete and before any code is 


promoted to the test environment.  Types of code and objects to be stored in source control are identified in 


the Business System Overviews (Attachment 1). 


 


The contractor shall perform unit and integration testing of all programs, scripts or processes that are 


created or modified.  Unit and integration testing must be performed within the NITC infrastructure on 


environments similar to the proposed production business system.   


 


Objectives: 


A. Execute the Development phase of the system lifecycle on schedule. 


B. Perform unit and integration testing. 


C. Utilize Source Control for all configuration objects. 


 


3.3.2 Data Migration 


  


 Overview:  The contractor shall provide data migration support, which is the transfer of data between 


storage types, formats, or systems.  Unless directed otherwise by the government, data migration will be 


performed programmatically to achieve an automated migration.   


 


Work Description:  The contractor shall create and document data maps between existing systems to 


facilitate data migration and interfacing.  Data maps will contain all data definitions required for successful 


migration, including table names, column names, column descriptions, and lists of values.  Data maps will 


include documentation of any potential conflicts due to column size, type, flags, logic conditions, or non-


standard values with mitigation options. 


 


The contractor shall create and validate scripts and processes for data migration.  Scripts include data 


validation, data transformation, and all insert, delete and update statements required for successful data 


migration.  Bulk creation of user accounts and creation of underlying data structures and records may be 


required for successful migration. 


 


The contractor shall provide development support for migration of web content into the NAVFAC Portal 


and Collaboration Services. Tasks include analysis of existing web based content, identification of potential 


impacts of migration, analysis of content mapping to existing Portal/OCS schema, creation of a migration 


plan, and documentation of the to-be environment. 
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Objectives: 


A. Complete documentation of all data map requirements for successful data migration. 


B. Provide scripts for data migration, including validation and transformation as required. 


C. Provide migration plan for transfer of content into Portal/OCS. 


 


 


Deliverables: 


A0009 – Data Migration Data Mapping Document 


A0010 – Data Migration Scripts 


A0011 – Impact Analysis and Migration Plan for Web Based Content 


 


3.3.3 Testing 


 


Overview:  The contractor shall ensure quality control by coordinating and working with the NAVFAC 


CDA, hosting and IA staff in the creation and execution of comprehensive test plans. Updated scripts, 


views, and databases must be thoroughly tested in all appropriate environments and validated to ensure that 


modifications are in alignment with the work requested. 


 


Work Description:  The contractor shall provide documented test plans for all system changes. 


 


The contractor shall load final, government approved test plans into the automated testing system. 


 


The contractor shall participate in program/module reviews to ensure that functionality defined in the 


applicable Requirements Document and change management system is addressed in the Test Plan. 


 


The contractor shall provide support to the QA group in execution of test plans. 


 


Objectives: 


A. Develop test plan and load into automated testing system for each system modification completed. 


B. Complete testing of programs and modules. 


C. Accomplish program/module review. 


 


Deliverables: 


A0012 – Business System Test Plans 


 


3.3.4 Patches, Updates and Service Packs 


 


Overview:  The contractor shall evaluate, assess and apply vendor supplied patches, updates and service 


packs to business systems and infrastructure as applicable.  


 


Work Description:  The contractor shall evaluate the impact of vendor supplied patches, updates and 


service packs on NAVFAC business systems.  Evaluation must examine the scope of the update and its 


impact on system functionality and performance.  The contactor shall perform an assessment of likely 


outcomes from applying the subject update to the business system or underlying architecture.  The 


assessment must include a risk analysis and recommended course of action to mitigate risks while 


complying with IA, FAM and vendor guidance on software and hardware updates.  


 


For those updates specific to the business system, the vendor shall apply the updates in a development or 


test environment and provide thorough testing of functionality and performance before approving the 


update in a production environment.  For architecture updates, the vendor will perform before and after 


testing of the updated environment to insure compatibility prior to application of the update to a production 


environment. 


 


Objectives: 
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A. Analyze patches, updates and service packs 


B. Perform testing to alleviate production system impacts. 


C. Apply patches to those systems being directly maintained by the contractor. 


 


Deliverables: 


A0013 – Impact Analysis and Assessment for updates 
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3.4 Deployment 


 


3.4.1 System Deployment 


 


 Overview:  The contractor shall provide support for the deployment of business systems.  The deployment 


period begins with the commencement of initial deployment activities (typically data migration from an 


existing system) and ends no later than 16 calendar days after initial go-live (the first business day on the 


new system). 


 


Work Description:   The contractor shall provide a POA&M and staffing plan for each deployment a 


minimum of 30 days prior to the deployment period.  The staffing plan will be coordinated with the 


deploying site to insure that impacted users and locations are documented and support is available at these 


locations. 


 


The contractor shall provide assistance with validation and correction of data migrated prior to going live. 


 


The contractor shall provide on-site support for deployment of systems to NAVFAC activities.  On-site 


support personnel must be knowledgeable in the operation of the deployed system.  Personnel will be 


responsible for assisting users in transitioning to the system, including providing direct hands-on support. 


 


The contractor shall accurately document, report, and track issues that occur during deployment.  All issues, 


including resolution or current status, will be documented in a deployment report presented at the end of the 


deployment period. 


 


Objectives: 


A. Deliver complete Deployment Plan of Actions and Milestones to include a Staffing Plan. 


B. Provide satisfactory support to end users during deployment period. 


C. Provide daily status report and final Deployment Report upon deployment completion. 


 


Deliverables: 


A0014 – Business System Deployment POA&M and Staffing Plan 


 


 


3.4.2  Documentation 


 


Overview:  The contractor shall provide and maintain documentation to support life cycle of business 


systems. 


 


Work Description:   The contractor shall maintain system documentation for NAVFAC business systems.  


All documentation shall be maintained in electronic format and entered into source control.  Documentation 


shall be published in the NAVFAC Portal where appropriate for the NAVFAC user community. 


 


The contractor shall maintain documentation of system architecture in compliance with configuration and 


change management policy.  Architecture documentation includes System Architecture Diagram, 


Configuration Synopsis, and Ports & Protocols Synopsis.   


 


The contractor shall maintain manuals for current and emerging application systems, to include user 


manuals, administration manuals, and other documentation. 


 


The contractor shall maintain supporting documents, to include User Guides, Quick References, Data 


Models, Data Dictionaries and other configuration documents.   
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The contractor shall provide Release Documentation for each promotion to the acceptance environment.  


Release Documentation will include a list of all objects included in the release associated with the 


appropriate change management record and any specific load instructions associated with the promotion. 


 


The contractor shall prepare IA documents in compliance with current NETWARCOM, NMCI and 


NAVFAC guidance. 


 


Objectives: 


A. Provide new and updated documents. 


B. Provide Release Documentation in support of each promotion cycle. 


 


Deliverables: 


A0015 – Business System User Manuals & Administration Manuals 


 


3.4.3 Peripheral Support 


 


Overview:  The contractor shall provide support for specialized peripherals, including handheld devices 


and automated utility meters. The current environments are documented in the Business System Overviews 


(Attachment 1). 


 


Work Description:  The contractor shall provide support for implementation and maintenance of handheld 


devices and associated enterprise applications at multiple sites within NAVFAC.  Implementation includes 


configuration, testing, and deployment of devices to the end users. 


 


The contractor shall provide support for configuration of meters and automated meter reading systems in 


conjunction with utilities systems, including on-site support. 


 


The contractor shall evaluate new hardware and software for compatibility with existing systems and make 


recommendations including impact, risk, and timelines for introduction. 


 


The contractor shall provide support in IA accreditation and NMCI certification of new and existing 


devices. 


 


Objectives: 


A. Support implementation and maintenance of specialized solutions. 


B. Provide evaluation of new technologies 


 


3.5  Operations & Maintenance 


 


The contractor shall, upon receipt of a work request, provide direct operations, maintenance, user support 


functions and training as identified below. 


 


3.5.1  Application Administration 


 


Overview:  The contractor shall provide day-to-day application and database administration support. The 


contractor shall have a working knowledge of applications, systems, and underlying mid-tier technologies. 


Specific technologies are documented in the system descriptions.  A full listing of all application systems 


and technologies are listed in the Business System Overviews (Attachment 1). 


 


Work Description:   The contractor shall provide administration for systems hosted at the NITC Hosting 


Facility.  Administration tasks include user management, application configuration, and 


application/database security management. 


 


The contractor shall provide database administration for systems in the development and test environments.  


Database administration tasks include performance optimization, schema management, security 
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management, synchronization management, replication management, promotion support, developer support, 


database system documentation, and EUL management. 


 


The contractor shall ensure that accounts and passwords are managed in accordance with DoD and Navy 


Standards.  Contractor shall document all changes to configurations in compliance with NAVFAC CIO 


policy and guidance. 


 


Objectives: 


A. Ensure application availability through user management, configuration, and security administration. 


B. Mitigate all risk assessments for database security. 


C. Provide database administration for applications and systems in the development and test 


environments. 


 


3.5.2 Direct Support 


 


Overview:  The contractor shall provide technical assistance on the toolsets that support the different 


business systems, maintaining a knowledge base of issues and how issues are resolved, "Frequently Asked 


Questions" (FAQ) for systems, Tier 2 and on-call support.  Issues that cause production downtime, work 


stoppage, or data loss/corruption are categorized as urgent. 


 


Work Description:  The contractor shall maintain a knowledge base using NAVFAC specific tools and 


standards for systems.  This knowledge base must be available via NAVFAC Portal and accessible to both 


government and contractor staff for reference when providing user assistance.  The knowledge base must 


track the frequency of issues being reported, along with each issue‟s resolution. 


 


The contractor shall provide an FAQ document for each system which features high volume issues from the 


knowledge base.  This FAQ will be maintained online on the NAVFAC Portal in the appropriate locations, 


and updated on an as needed basis, at least once per quarter.  High volume will be determined based on 


relative volume compared to other issues for the individual system, but should be no less than the top 5 


issues in the knowledge base. 


 


The contractor shall provide Tier 2 support for systems.  Tier 2 support notices may be received by 


telephone, email request or via an online support tracking system.  Support may be rendered by telephone, 


email or collaboration tools.  Support personnel must be familiar with systems.  The contractor shall log all 


responses and actions taken in the online support tracking system. 


 


Tier 2 support that is related to system outages will be logged in the appropriate system issue log as 


documented in the system description. 


 


The contractor shall provide a central telephone number for 24 hours support of critical systems as 


designated in the NITC Operations call back documentation.  On-call staff will be capable of determining 


root cause, issue source, and recalling appropriate administrative staff if necessary to resolve issues. 


 


Objectives: 


A. Publish Frequently Asked Questions for each application or system. 


B. Maintain knowledge base of known issues for each application. 


C. Acknowledge and respond to requests for assistance. 


D. Log all requests for assistance in appropriate tool. 


E. Successfully resolve user issues. 


 


3.5.3  Change Management 


 


Overview:  The contractor shall provide configuration and change management support. 
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Work Description:  The contractor shall utilize the appropriate government change management system as 


the official system of records for all requests for actions.  The change management system shall be utilized 


for induction and tracking of all requests, including, change requests, trouble reports, data fixes, 


administrative actions, report modifications, and database configuration changes. 


 


The contractor shall implement the government configuration and change management guidance as 


documented for each system.  The contractor shall ensure that database changes are coordinated properly 


with application changes.  Configuration and change management of development and test environments 


may be required for individual systems as documented in the Business System Overviews (Attachment 1). 


 


The contractor shall be responsible for updating the status of all actions assigned to them. 


 


The contractor shall incorporate source code controls for all modifications to systems.  All objects to be 


modified will be retrieved (checked out) from source control and not from operational environments.  


Check in of modified code will occur once development (unit) testing is complete and before any code is 


promoted to the test environment.  Types of code and objects to be stored in source control are identified in 


the Business System Overviews (Attachment 1). 


 


Objectives: 


A. Utilize government provided change management systems for all system modification requests. 


B. Provide status updates in change management system. 


C. Utilize source control for all code and configuration objects. 


 


3.5.4 Optimization 


 


Overview:  The contractor shall provide for system optimization in support of successful system operation. 


 


Work Description:  The contractor shall, upon receipt of a work request, provide support to the NASP for 


optimization and performance tuning of application code, queries, scripts, and databases.  Tasks include 


monitoring performance, analysis of results, recommendation for optimization/tuning, implementation, 


performance validation, and documentation of changes. 


 


Objectives: 


A. Provide recommendations for optimization and performance tuning. 


 


3.5.5 Information Assurance 


 


Overview:  The contractor shall provide support for information assurance tasks undertaken by the 


government in support of business systems and environments. 


 


Work Description:  The contractor shall, upon receipt of a work request, provide documentation and 


perform tasks associated with IA requirements for government systems and environments.  Documentation 


may include system specifications, system diagrams, process flow charts, documentation of IA compliance 


actions, and mitigation plans.  Task may include correcting IA deficiencies, participating in reviews, and 


assisting in security scans. 


 


Objectives: 


A. Provide IA documents as required. 


B. Perform IA related tasks. 


 


 


3.5.6  Performance Evaluation 
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Overview: The contractor shall provide technical services support to prepare for load testing of systems.  


Preparation efforts include gathering information on the estimated number of users, estimated number of 


concurrent users, user location(s), desktop environment(s), whether the sites are operating in a legacy 


network environment or under the NMCI environment, and estimated transactional loads. 


 


Work Description:   


 


The contractor shall define detailed scenarios and test plans.  The contractor shall configure load injectors, 


execute tests, evaluate results and provide load test report.  Scripts shall be maintained in source control. 


 


Objectives: 


A. Provide test plans. 


B. Execute test. 


C. Provide load test report. 


 


Deliverables: 


A0016 – Detailed Test Plans 


A0017 – Load Test Report 


A0018 – Final Scripts 
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3.6 Training 


The contractor will be required to provide training throughout the lifecycle of systems supported by NITC.  


Both end user and administrator training is required for those systems which have administrative 


capabilities which will be used by government personnel.  Specific types of training will be determined 


based on the individual system and customer need within the scope described. 


 


3.6.1 Deployment Training 


 


Overview:  The contractor shall provide training services for all user roles.  Services include preparation of 


training plans and materials, development of schedules, and administration of training. 


 


Work Description:   The contractor shall provide on-site training for newly deployed systems.  Training 


shall commence at the deployed site thirty (30) days or less prior to the go-live date.  Contractor shall 


maintain the training environment, to include system and data refresh as needed, ensuring that updates do 


not interfere with scheduled training. 


 


The contractor shall coordinate the logistics for all training and on-site deployment support. Training 


logistic support includes working with each deployment site to determine the number of users to be trained; 


types and number of core training classes to be provided; and availability and scheduling of training rooms.  


The contractor shall, prior to training commencement, provide an appropriate number of training manuals 


and validate that the training room equipment has access to the Training environment. 


 


The contractor shall provide and/or maintain a standard online registration tool for training.  The tool will 


publish training dates and locations a minimum of 60 days prior to training.  The tool will allow class 


registration, creation of rosters in electronic format, recording of attendance and produce final rosters for 


government review. 


 


The contractor shall provide Manuals and Materials for on-site training of deployed systems.  Materials 


include Quick References, Training Guides, and Evaluation Forms.  All manuals and materials must be 


provided in electronic and printed format.  Electronic materials should be published by posting on the 


NAVFAC Portal in appropriate locations.  A printed copy must be provided to each student. 


 


Training Guides must include Training Schedules, Class Synopsis, Class Locations, Trainer names, 


Milestones, Training Environment, and Availability Requirements.  


 


A Training Summary, including lessons learned and results from student evaluations will be submitted no 


more than 5 business days after training completion. 


 


Objectives: 


A. Provide online registration and final rosters for all training classes. 


B. Provide draft manuals and materials for review. 


C. Provide final manuals and materials. 


D. Collect student surveys at the end of each training session, compile and provide to project manager. 


E. Provide the training summary for review. 


 


Deliverables: 


A0019 – Deployment Training Manuals and Materials (Draft & Final) 


 


3.6.2 Self Paced Training 


 


Overview:  The contractor shall provide training materials and capabilities to allow for self paced user 


training.  Services may include self paced manuals, web-based training modules and Computer Based 


Training (CBT). 


 







 


 Page 25 of 38 


 EBS CDA  PWS - 042111.docx 


Work Description:   The contractor shall prepare and maintain materials for self paced training on those 


portions of the Information System identified by the government as appropriate candidates. 


 


Self paced training will be designed using standard NAVFAC tools and capable of being deployed via 


NAVFAC Portal or the Navy Network. 


 


Objectives: 


Provide quality self paced training for system users. 


 


Deliverables: 


A0020 – Training Courses (CBT, Self Paced, or Web Based) 


 


3.6.3 Sustainment Training 


 


Overview:  The contractor shall provide resources in the form of personnel and materials to train on the 


business systems as described in Attachment 1. 


 


Work Description:  The contractor shall maintain and provide training materials for systems.  Training 


materials include manuals, evaluation forms, examples, and exercises.  Training materials shall be available 


in both electronic and printed formats.  Electronic materials shall be published on the NAVFAC Portal. 


 


Requests for electronic training materials will be made no less than 14 days before materials are required. 


Requests for printed materials will be made no less than 30 days before materials are required. 


Contractor shall provide technical training on systems 


 


The contractor shall provide user training for systems.  Training may be on-site classroom training or 


interactive online training depending on requirements.  Online training may be recorded for future self-


paced training needs. 


 


User training requests will be submitted a minimum of 60 days prior to desired training date.  Location, 


number of students, materials required, and length of course will be negotiated. 


 


Objectives: 


A. Deliver training materials. 


B. Collect student surveys at the end of each training session, compile and provide to project manager. 


 


3.6.4 Technical Training 


 


Overview:  The contractor shall provide resources in the form of personnel and materials to train 


government and contractor personnel on technical topics, system capability and support processes utilized 


in normal operations. 


 


Work Description:   Technical training will consist of administration, database support, and any other 


system specific classes required to accomplish the administration, support, and sustainment of the system.  


Technical training will use standard materials to provide full knowledge transfer to either the government or 


another contractor. Process training will familiarize the student with processes and standards used within 


NITC to support NAVFAC business systems. 


 


Technical training requests will be submitted a minimum of 30 days prior to the desired training date.  


Location, number of students, materials required, and length of course will be negotiated. 


 


Objectives: 


A. Deliver training materials. 


B. Collect student surveys at the end of each training session, compile and provide to project manager. 


 







 


 Page 26 of 38 


 EBS CDA  PWS - 042111.docx 


3.6.5 Peripheral Training 


 


Overview:  The contractor shall provide resources in the form of personnel and materials to train 


government and contractor personnel in the use of specialized peripherals utilized in normal operations. 


 


Work Description:   Peripheral training will consist of hands on instruction in the use and maintenance of 


specialized peripheral equipment, such as handheld computers, tablets, scanners, or alternate input devices.  


Training will include care and maintenance of the device, use of any software loaded on the device, and 


interfacing of the device to the supported business system. 


 


Peripheral training requests will be submitted a minimum of 45 days prior to the desired training date.  


Location, number of students, materials required, and length of course will be negotiated. 


 


Objectives: 


A. Deliver training materials. 


B. Collect student surveys at the end of each training session, compile and provide to project manager 


 


3.7 Project Management 


 


3.7.1  Project Management and Planning 


 


Overview:  Throughout the life of this task order, the contractor shall provide project management support 


to ensure the successful and timely completion of all tasks and deliverables.   


 


Work Description:  The contractor shall create, maintain, and submit a Microsoft Project schedule to the 


government on all projects, using work breakdown structure.  The Schedule will include a report that 


provides a status at an agreed upon task level, noteworthy accomplishments, and challenges that need 


attention.  The Schedule will be maintained on a weekly basis and stored electronically in the government 


provided solution. 


 


The contractor, upon receipt of a work request, will create and maintain an Execution Plan (EP) based on 


the input from the CDA, NASP, Operations, development team, and user community.  As negotiated with 


the government, the EP will be broken out in a manner that facilitates tracking of the various Microsoft 


Project components and shall include near term (current six-month period), medium-term (six to 12 


months), and long-term (one to three years) objective and timelines. The EP shall include functional and 


technical objectives. 


 


Objectives: 


A. Create and maintain a Microsoft Project Schedule and Execution Plan. 


 


3.7.2 Status Reports and Meetings 


 


Overview:  The contractor shall provide, on an ongoing basis, project management information via status 


reports and/or meetings. 


 


Work Description:  The contractor shall generate, maintain, and submit electronically, on a bi-weekly 


basis, charts that provide the government information on current and projected cumulative costs, labor 


hours, expended and projected percentage of work accomplished, and other metrics plotted against time.  


The contractor shall include supporting detail information in spreadsheet format. 


 


The contractor shall attend and participate in monthly Task Review Meetings with the Government 


Application Project Lead to discuss the required Monthly Financial Summary Report and Monthly 


Summary Report. 
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The contractor shall provide a comprehensive status briefing of this task order to NAVFAC CIO, NITC 


management and other parties at minimum of four (4) times per year.  Draft presentations shall be provided 


to the Government ten (10) business days prior to the start of the meeting.  The Government will review and 


provide comments within five (5) business days after receipt of draft presentation.  Final presentations shall 


be due in electronic format, posted to the NAVFAC Portal in the appropriate location one (1) business day 


prior to the start of the meeting. 


 


The contractor shall provide analytical and technical support to the many different Configuration Control 


Boards (CCB) that support each major functional area or system.  The contractor shall be required to attend 


and collect discussion data points as well as action items during these meetings.  The contractor shall 


provide written documentation covering these discussions to the Task Order Manager (TOM) five (5) 


business days after each meeting.  The contractor shall also be required to give presentations at the CCB 


meetings and to lead discussions. 


 


All meetings and reviews shall be held at either the Ordering Officer, the contractor‟s office, or at any other 


location as specified by the Ordering Officer within the geographic locations identified in the task order. 


 


Objectives: 


A. Provide burn rate chart to government. 


B. Attend scheduled Task Review Meetings. 


C. Provide draft and final meeting materials and presentation. 


 


3.7.3  Program Management 


 


Government inspection will occur as the contractor provides deliverables.  In the absence of a formal 


agreement, the Government will complete the review of draft deliverables within five (5) business days of 


receipt, and will complete the review and acceptance (or rejection) of final deliverables within 10 business 


days of receipt. 


 


The contractor shall provide cost and execution reports on a monthly basis.  Cost reports at the task level 


must be provided in spreadsheet format.  Overall task order execution must be provided in „S‟ chart format.  


Any variance from the execution plan must be explained with a corrective action plan as appropriate. 
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3.8 Performance Requirements Summary Matrix 


 


Item Performance Objective Performance Standard and Acceptable 


Quality Level (AQL) 


Methods of 


Performance 


Assessment 


3.1.1 Functional Analysis 


3.1.1.A Create and maintain 


requirements 


documentation. 


Documents submitted for review within 5 


days of requirement approval with less than 


2% rework. 


Government Review. 


3.1.1.B Enter requirements into 


government provided 


requirements management 


system. 


100% of requirements documented in 


management system within 2 days of 


requirement approval with less than 2% 


rework. 


Government Review. 


3.1.1.C Present analysis for review 


with government 


representative. 


Government acceptance of analysis in 


fewer than 3 reviews cycles. 


 


Government 


acceptance. 


3.1.2 Technological Analysis 


3.1.2.A Provide an impact analysis 


of new software and 


hardware technologies 


Completion of analysis within 3 days of 


agreed upon completion date. 


 


Government review. 


3.1.2.B Assist NASP in evaluating 


impact of infrastructure 


changes. 


Complete evaluation 1 day of agreed upon 


completion. 


 


Government review. 


3.2 System Analysis and Design 


3.2.A Complete analysis of 


assigned requests. 


Submission of analysis results within 5 


days for 95% of requests. 


Government Review 


of metrics from 


change management 


system. 


3.2.B Design solutions to 


assigned requests. 


95% of solutions provided within 1 day of 


estimated completion date. After 


government review and acceptance of final 


design documents, there will be no more 


than 2% rework based on final functional 


requirements analysis documents. 


Government Review 


of metrics from 


change management 


system. 


3.2.C Create and maintain the 


Capability Documents and 


Capability Matrix. 


Capability Document and Matrix will be 


completed or updated 1 day after 


production promotion of any business 


application. 


Government Review. 


3.2.D Coordinate changes to 


interfaces. 


Coordinate meeting with data providers 


and users for analysis and implementation 


of changes at least 60 days prior to 


expected implementation date. 


Government Review. 


3.2.E Update BCP/COOP 


documents 


Provide complete documents for review 1 


day of agreed upon completion. 


Government Review. 


3.3.1 Development 


3.3.1.A Execute the Development 


phase of the system 


lifecycle on schedule. 


Achieve milestones as defined in the 


system lifecycle schedule, at planned level 


of effort. 


Government Review. 


3.3.1.B Perform unit and integration 


testing. 


 


Successfully complete testing as defined in 


the system lifecycle schedule, at planned 


level of effort. 


Government Review. 
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3.3.1.C Utilize source control for all 


configuration objects. 


100% of code and configuration objects 


checked into source control within 4 hours 


of testing. 


Government Review. 


3.3.2 Data Migration 


3.3.2.A Complete documentation of 


all data map requirements 


for successful data 


migration. 


Provide complete document for review 1 


day of agreed upon completion. 


Government review. 


3.3.2.B Provide scripts for data 


migration, including 


validation and 


transformation as required. 


Provide scripts within 1 day of agreed upon 


completion date.  After government review 


and acceptance of final data mapping 


documents, there will be no more than 2% 


rework of migration scripts. 


Government review of 


scripts in acceptance 


environment. 


3.3.2.C Provide migration plan for 


transfer of content into 


Portal/OCS. 


Provide plan within 1 day of agreed upon 


completion date.  


Government review. 


3.3.3 Testing 


3.3.3.A Develop test plan and 


loaded into automated 


testing system for each 


system modification 


completed. 


100% of test plans completed and loaded 


within 2 days of completion of 


development. 


Government Review 


3.3.3.B Complete testing of 


programs and modules. 


Complete 100% of test plans within target 


test period. 


Government Review. 


3.3.3.C Accomplish 


program/module review. 


Government acceptance of 


program/module on first walk-through. 


Government Review. 


3.3.4 Patches, Updates and Service Packs 


3.3.4.A Analyze patches, updates 


and service packs. 


Completion of analysis within 3 days of 


agreed upon completion date.  


Government Review. 


3.3.4.B Perform testing to alleviate 


production system impacts. 


Complete 100% of testing within target test 


period. 


Government Review. 


3.3.4.C Apply patches to those 


systems being directly 


maintained by the 


contractor. 


Government acceptance of systems 


ensuring patches had no impact. 


Government Review. 


3.4.1 System Deployment 


3.4.1.A Deliver complete 


Deployment Plan of 


Actions and Milestones to 


include a Staffing Plan. 


Deliver POA&M and staffing plan a 


minimum of 30 days prior to deployment 


period. 


Government Review. 


3.4.1.B Provide satisfactory support 


to end users during 


deployment period. 


Provide assistance to all users with less 


than 10% negative feedback. 


User feedback via 


survey. 


3.4.1.C Provide daily status report 


and final Deployment 


Report upon deployment 


completion. 


Perform daily status briefs on all 


outstanding issues.  Deliver deployment 


report including resolution or status of all 


issues within 2 business days of 


deployment completion. 


Government Review. 


3.4.2 Documentation 


3.4.2.A Provide new and updated 


documents. 


Documents submitted for review within 1 


day of agreed upon date with less than 5% 


rework. 


Government Review 
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3.4.2.B Provide release 


documentation in support of 


each promotion cycle. 


Provide release documentation a minimum 


of 5 days prior to promotion of code to the 


acceptance environment with less than 2% 


rework. 


Government Review 


3.4.3 Peripheral Support 


3.4.3.A Support implementation 


and maintenance of 


specialized solutions. 


At least 95% availability of solution with 


the exception of planned maintenance. 


Government Review 


3.4.3.B Provide evaluation of new 


technologies. 


Evaluation provided within 2 days of 


agreed upon date. 


Government Review 


3.5.1 Application Administration 


3.5.1.A Ensure application 


availability through user 


management, configuration, 


and security administration. 


 


No unplanned outages per calendar month. Government Review. 


3.5.1.B Mitigate all risk 


assessments for database 


security. 


100% compliance with all 'high' risk 


assessments within 5 days of notification.  


Mitigate all 'medium' risk assessments 


within 10 days of notification.  Mitigate all 


'low' risk within 30 days of notification. 


Government Review. 


3.5.1.C Provide database 


administration for 


applications and systems in 


the development and test 


environments. 


Database availability of at least 99% 


excluding maintenance windows. 


Government Review. 


3.5.2 Direct Support 


3.5.2.A Publish Frequently Asked 


Questions for each 


application or system. 


FAQs published at a minimum of once per 


quarter. 


 


 


Government Review. 


3.5.2.B Maintain knowledge base of 


known issues for each 


application. 


New issues entered into knowledge base 


including resolutions or work-arounds 


within 2 days of issue being documented. 


Government Review. 


3.5.2.C Acknowledge and respond 


to requests for assistance. 


Acknowledge receipt of urgent requests 


within 10 minutes of request and standard 


requests within 30 minutes of request. 


Identify resolution to urgent requests 


within 30 minutes and standard requests 


within 2 hours. 


Government Review 


and Operations Watch 


metrics. 


3.5.2.D Log all requests for 


assistance in appropriate 


tool. 


100% of requests logged in the call log and 


100% of outages logged in the system issue 


log. 


 


Government Review. 


3.5.2.E Successfully resolve user 


issues. 


Resolve 95% of urgent issues within 1 hour 


and 95% of other issues with 4 hours. 


Government Review 


of Operations Watch 


metrics. 


3.5.3 Change Management 


3.5.3.A Utilize government 


provided change 


management systems for all 


system modification 


requests. 


100% of requests are entered into the 


government change management system. 


 


 


Government Review. 
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3.5.3.B Provide status updates in 


change management 


system. 


100% of status changes updated in 


government change management system 


within 1 day of status update. 


Government Review. 


3.5.3.C Utilize source control for all 


code and configuration 


objects. 


100% of code and configuration objects 


checked into source control within 4 hours 


of testing. 


Government Review. 


3.5.4 Optimization 


3.5.4.A Provide recommendations 


for optimizations and 


performance tuning. 


Provide recommendations no more than 


one 1 day after agreed upon date. 


Government Review 


3.5.5 Information Assurance 


3.5.5.A Provide IA documents as 


required. 


Provide complete documents for review 1 


day of agreed upon completion. 


Government Review.  


3.5.5.B Perform IA related tasks. Complete 100% of IA tasks within target 


completion date. 


Government Review. 


3.5.6 Performance Evaluation 


3.5.6.A Provide test plans. Provide test plans 10 days prior to 


proposed test date. 


Government Review. 


3.5.6.B Execute test. Execute test on agreed upon date with no 


impact to production network. 


Government Review. 


3.5.6.C Provide load test report. Provide load test report 2 days after 


execution of test. 


Government Review. 


3.6.1 Deployment Training 


3.6.1.A Provide online registration 


and final rosters for all 


training classes. 


Provide final roster 1 day prior to training. Government Review. 


3.6.1.B Provide draft manuals and 


materials for review. 


Provide draft manuals and material 14 days 


prior to propose training date. 


Government Review. 


3.6.1.C Provide final manuals and 


materials. 


100% availability of final training materials 


prior to the deployment training date 


Government Review. 


3.6.1.D Collect student surveys at 


the end of each training 


session, compile and 


provide to project manager. 


100% of student surveys collected with a 


minimum of 90% positive feedback 


Government Review. 


3.6.1.E Provide the training 


summary for review. 


Provide training summary within 2 days 


after training completion. 


Government Review. 


3.6.2 Self Paced Training 


3.6.2.A Provide quality self paced 


training for system users 


100% availability of training materials 


prior to training date. 


Statistical analysis of 


survey responses 


against class rosters. 


3.6.3 Sustainment Training 


3.6.3.A Deliver training materials. 100% availability of  training materials 


prior to the training date 


Government Review. 


3.6.3.B Collect student surveys at 


the end of each training 


session, compile and 


provide to project manager. 


100% of student surveys collected with a 


minimum of 90% positive feedback 


Government Review. 


3.6.4 Technical Training 


3.6.4.A Deliver training materials. 100% availability of training materials 


prior to the training date 


Government Review. 


3.6.4.B Collect student surveys at 


the end of each training 


session, compile and 


provide to project manager. 


100% of student surveys collected with a 


minimum of 90% positive feedback 


Government Review. 
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3.6.5 Peripheral Training 


3.6.5.A Deliver training materials. 100% availability of  training materials 


prior to the training date 


Government Review. 


3.6.5.B Collect student surveys at 


the end of each training 


session, compile and 


provide to project manager. 


100% of student surveys collected with a 


minimum of 90% positive feedback 


Government Review. 


3.7.1 Project Management and Planning 


3.7.1.A Create and maintain a 


Microsoft Project Schedule 


and Execution Plan. 


 


Provide POA&M to Work Requestor 2 


days prior to schedule project review dates. 


Government Review 


3.7.2 Status Reports and Meetings 


3.7.2.A Provide burn rate chart to 


government  


Provide monthly burn rates charts to 


government. 


 


Government receives 


accurate reports on 


time. 


3.7.2.B Attend scheduled Task 


Review Meetings. 


Contractor provides draft presentations to 


the Government 5 calendar days prior to 


the start of the meeting.  Final 


presentations shall be due in electronic 


format, 2 calendar days prior to the start of 


the meeting. 


 


Government review 


and acceptance of 


contractor provided 


draft and final copies 


of meeting materials 


and presentations. 


3.7.2.C Provide draft and final 


meeting materials and 


presentation. 


Facilitate monthly and quarterly Contract 


Status reviews with government 


representatives.  Prepares and perform 


PowerPoint presentation during monthly 


and quarterly Contract Status Reviews. 


 


Government review 


and acceptance of 


contractor provided 


draft and final copies 


of meeting materials 


and presentations. 
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3.9  Deliverables 


 


Item Deliverable Format Date Required 


3.1.1 


A0001  Business System 


Functional Requirements 


Analysis Document 


See Attachment  
Within 5 business days of 


approval of requirement 


3.1.1 A0002  Capability Document See Attachment  
Within 1 business day after 


production promotion 


3.1.1 A0003  Capability Matrix See Attachment  
Within 1 business day after 


production promotion 


3.1.2 
A0004 Technical Analysis 


Document 
  


3.2 


A0005  Software Analysis, 


Design, & Implementation 


Document 


See Attachment  As required 


3.2 


A0006  Database Analysis,  


Design, & Implementation 


Document  


See Attachment  As required 


3.2 


A0007  Application Interfaces 


Analysis and Design 


Document 


See Attachment  As required 


3.2 A0008 BCP/COOP Document   


3.3.2 
A0009  Data Migration Data 


Mapping Document 
See Attachment  As required 


3.3.2 A0010 Data Migration Scripts   


3.3.2 


A0011 Impact Analysis and 


Migration Plan for Web Based 


Content 


  


3.3.3 
A0012  Business System Test 


Plans 
See Attachment  


Within 2 business days of 


completion of development 


3.3.4 
A0013 Impact Analysis and 


Assessment for updates. 
  


3.4.1 


A0014  Business System 


Deployment POA&M and 


Staffing Plan 


See Attachment  
Within 30 days prior to 


deployment period 


3.4.2 


A0015 Business System User 


Manuals & Administration 


Manuals. 


  


3.5.6 A0016 Detailed Test Plans   


3.5.6 A0017 Load Test Report   


3.5.6 A0018 Final Scripts   


3.6.1 


A0019  Deployment Training 


Manuals and Materials (Draft 


& Final) 


See Attachment  
Minimum of 60 days prior to 


training commencement 


3.6.2 


A0020 Training Courses 


(CBT, Self Paced, or Web 


Based) 
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3.10 SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFAC‟s Geographic 


Information Systems (GIS) implementations as detailed below.  Support of GIS will include at a minimum 


the below skills, knowledge and expertise.  Other skills, knowledge, or expertise not specifically mentioned, 


but required to fulfill the tasks as stated will be identified and provided by the contractor. 


 


 


3.10.1 GIS Applications: RSIMS/GeoReadiness, NIRIS, others TBD 


 


The contractor must have knowledge and capability to support systems underlying all GIS at NAVFAC.     


The primary GIS programs are the Regional Shore Installation Management System 


(RSIMS)/GeoReadiness and NIRIS.  Additional systems may be included in the future.  The contractor 


shall provide ongoing support and maintenance of all program modules.  Modules include, but are not 


limited to, the Maintenance & Analysis Environment, RSIMS3 viewer and related tools, GeoReadiness 


Explorer and related tools, GIS data repository, related file data repositories, map builder, integrations with 


other business systems, Space Management, Real Planfile Viewer, Media Manager, and administrative 


toolsets.  Additional modules will be added over the course of the period of performance at the direction of 


Program Management. 


 


Key Skills: 


Ability to support GIS applications using ESRI suite of products, including ArcGIS Server 9.3.1, ArcGIS 


Server 10.x, ArcSDE, ArcGIS Desktop and extensions and third party tools. 


 


Expertise in migrating GIS solutions from ArcIMS to ArcGIS Server 


 


Expertise in designing, managing, and administering a consolidated and load-balanced GIS hosting 


infrastructure and in deploying GIS applications in Citrix XenApp Server 4.5 and web environments. 


 


Expertise in designing, managing, and administering a consolidated GIS ArcSDE infrastructure on Oracle 


10gR2 and 11g platforms including Oracle database, Oracle Portal, Oracle SSO/OID, CITRIX, and 


enterprise storage and backup systems 


 


Expertise in troubleshooting GIS, Citrix, and Oracle integration issues, and tuning the performance of a GIS 


system 


 


Knowledge of UNIX and Windows Operating Systems 
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4.0 QUALITY PLANNING, CONTROL AND ASSURANCE 


 


4.1 The Contractor shall monitor the specific project results to determine that they comply with relevant quality 


standards and identify ways to eliminate causes of unsatisfactory performance through utilization of its 


Quality Control (QC) plan based on Project Management Institute (PMI) best practices. 


 


The Contractor shall address the quality control planning, execution and tracking to be utilized to assure 


compliance with task order performance standards.  The Contractor shall provide its quality control 


program in its technical proposal. 


 


4.2 The quality assurance surveillance plan (QASP) outlines the framework and methods that will be utilized to 


 provide surveillance and review of the Contractor‟s fulfillment of contract acceptance criteria and other 


contract standards, including its quality control plan execution.   


 


The contractor shall develop, implement and maintain a quality assurance program.  The system shall 


included inspection, validation, evaluation, corrective action and procedures necessary to effect quality 


control of all performance and products under the contract.  The system shall allow inspection and 


evaluation by the government. The Government will evaluate the overall project performance on a regular 


basis to provide confidence that the project will satisfy the relevant quality standards.   The system shall be 


applicable to all subcontractors and members of the contractor‟s team, if appropriate. 


 


5.0 GOVERNMENT FURNISHED INFORMATION, SERVICES, AND EQUIPMENT 


 


5.1 The Government will furnish NMCI workstations and network resources, workspace, furnishings, office 


supplies, document reproduction, fax and telephone services, video-conferencing and web-conferencing 


necessary to accomplish assigned work covered by this task order when some or all of the support must be 


performed in Government spaces. 


 


The Government will make available relevant standards, functional statements, technical manuals, computer 


systems guides, reference material, regulations, instructions, and operational procedures necessary to 


accomplish this task order. 


 


The Government will provide Government Common Access Cards (CAC). 


 


The Government will provide hand held equipment to accomplish assigned work covered by this task order. 


 


5.2 The Government will provide the required number of software licenses necessary to accomplish this task 


order when support effort is required to be in government spaces on government-provided NMCI 


workstations.  At the completion of these tasks, all software and customized computer code shall be 


surrendered to the Government. 


 


5.3 The Government will provide remote access to systems at the NAVFAC Information Technology Center at 


Port Hueneme, CA to accomplish assigned work covered in this TASK ORDER when support effort is not 


required to be on-site in government spaces.  The access will be in compliance with current 


NAVNETWARCOM, SPAWAR, NMCI and NAVFAC guidance and directives. The Government will 


provide access to any installation required in accordance with current DOD and Navy guidance and 


directives. 


 


6.0 CONTRACTOR FURNISHED INFORMATION, SERVICES, AND EQUIPMENT 


 


6.1 The Contractor shall provide technical support as needed to meet the requirements of the task order as it 


pertains to facilities, supplies and services.  


 


6.2 Contractor is responsible for obtaining Card Readers and Software to be utilized with the Government 


furnished CAC Cards on non-NMCI workstations. 







 


 Page 36 of 38 


 EBS CDA  PWS - 042111.docx 


 


6.3 Contractor workstations connecting remotely to the NAVFAC Information Technology Center at Port 


Hueneme, CA will be in compliance with current NAVNETWARCOM, SPAWAR, NMCI and NAVFAC 


guidance and directives. 


 


6.4 Contractor shall be responsible for reproduction and shipping charges for training manuals. 


 


6.5 Contractors traveling overseas will be required to provide passports. 


 


7.0 OTHER INFORMATION/PERIOD OF PERFORMANCE/TRAVEL/ POINTS OF CONTACT 


 


7.1 Hours of Work:  Hours of work shall vary based on the task being performed.  Certain tasks may require 


work and travel after normal business hours, on weekends and holidays.  For certain tasks, the contractor 


may be required to provide services 24 x 7.  Actual hours of work will be agreed upon at task order start up. 


 


7.2 Place of Performance. 


The Contractor shall be required to perform work associated with task orders throughout the United States 


and its territories where NAVFAC has a presence.  In addition, the contractor shall be required to perform 


work in any country where NAVFACENGCOM has a presence. 


 


7.3 Period of Performance:  This task order period of performance shall be for one (1) base year and two (2) 


one-year options and is subject to the availability of Government funds.  The option years may be exercised 


when determined by the Government to be in its best interest and in accordance with applicable acquisition 


regulations and policies. 


 


In accordance with FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000), the Government 


may extend the term of task order by written notice to the Contractor five (5) days prior to contract 


expiration provided that the Government gives the Contractor a preliminary written notice of its intent to 


extend at least 30 days before the contract expires. The preliminary notice does not commit the Government 


to an extension. If the Government exercises this option, the extended contract shall be considered to 


include this option clause. The total duration of task order, including the exercise of any options under this 


clause, shall not exceed 3 years. 


 


7.4 Travel:  The contractor shall perform travel as required in the performance of the contract as stated in 


individual task orders.  Travel shall consist of CONUS/OCONUS travel, in support of the contract 


requirements identified in this task order. 


 


Travel arrangements and costs shall be in accordance with the Joint Federal Travel Regulations.  Before 


undertaking any travel in performance of this task order, the Contractor shall have the travel approved, in 


writing, by the TOM or Navy Technical Representative (NTR).  In an urgent situation, telephonic/verbal 


approval by the TOM or NTR is acceptable, with the understanding that the written approval request shall 


be provided within thirty (30) calendar days. 


 


7.4.1 Air:  The contractor shall, to the maximum extent practical, minimize overall travel costs by taking 


advantage of discounted airfare rates available through advance purchase.  Charges associated with itinerary 


changes and cancellations under nonrefundable airline tickets are reimbursable as long as the changes are 


driven by the work requirement. 


 


7.4.2 Non-Reimbursable Travel:  The following travel shall not be reimbursed:  travel performed for personal 


convenience or daily travel to and from the designated work site. 


 


7.5 Training.  The Government will not allow costs, nor reimburse costs associated with the contractor training 


employees in an effort to attain and/or maintain minimum personnel qualification requirements of this task 


order.  Attendance at workshops or symposiums is considered training for purposes of this clause.  


However, attendance at workshops or symposiums required to support the requirement of a business 
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systems but does not constitute as training that contributes toward the personnel qualification requirements 


of this task may be approved on a case-by-case basis by the TOM. 


 


7.6 Monthly Status Reports.  The contractor shall submit a monthly status report consisting of an executive 


summary covering the activities and funds status of the previous month.  These reports shall contain an 


accurate, up-to-date summary account of tasks completed during the month, tasks on-going during the 


month, tasks to be worked during the next month, and shall provide status updates on any ongoing incidents 


that occurred during the month and identify any problems or issues that are still pending.  These reports 


shall contain a statement of progress against the cost schedule developed by the Contractor under project 


management and shall reference the Task ID from the Microsoft Project schedule.  An alternate report may 


be substituted for this format as agreed to at task start up. 


 


The Contractor shall submit monthly reports in electronic format. 


 


7.7 NAVFAC IT Architecture:  is identified in the Business System Overviews (Attachment 1) and Common 


Operating Environment (COE) (Attachment 17). 


 


7.8 Key Positions:  The Contractor agrees to assign personnel to positions designated as key positions and 


these personnel shall be committed to the project for its duration.  No substitution shall be made without 


prior notification to and concurrence of the Ordering Officer.  All proposed substitutes shall have 


qualifications equal to or higher than the qualifications of the person to be replaced.  The Ordering Officer 


shall be notified in writing of any proposed substitution at least forty-five (45) days, or ninety (90) days if a 


security clearance is to be obtained, in advance of the proposed substitution.  The notification shall include: 


 


 an explanation of the circumstances necessitating the substitution; 


 a complete resume of the proposed substitute;  


 and any other information requested by the Ordering Officer to enable the Government to judge 


whether or the Contractor is maintaining the same high quality of personnel. 


 


Contractor personnel holding the position titles and having the qualifications listed in Attachment 18 are 


considered essential to the work being performed under this task order: 


 


7.9 Contractor Identification:   


 


In accordance with DFARS 211.106, “Contractor employees shall identify themselves as contractor 


personnel by introducing themselves or being introduced as contractor personnel and displaying 


distinguishing badges or other visible identification for meetings with Government personnel.  All 


contractor employees shall appropriately identify themselves as contractor employees in telephone 


conversations and in formal and informal written correspondence.” 


 


Contractor shall ensure, to the extent practicable, that external correspondence signed by Contractor 


employees is on company letterhead. Internal correspondence, including e-mail and memoranda, must 


include the name of the company in the signature line or in another clearly identifiable location. In all 


contact with the public and Government officials, contractor personnel shall identify themselves as 


contractor employees working under contract to NAVFAC.  


 


Contractor shall ensure that their onsite personnel, when receiving or placing telephone calls, identify their 


employer, in addition to whatever other appropriate greeting are used. 


 


When participating in meetings with Government and/or other Contractor employees, ensure that their 


personnel properly identify themselves as Contractor employees so that their actions will not be construed 


as acts of Government officials. 


 


All Contractor staff working on-site at any of the client installations during task order performance shall 
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wear at all times a DOD or Contractor furnished Identification. 


 


The Contractor must comply with the implementation of Federal Information Processing Standards (FIPS) 


Publication Number 201, Personal Identify Verification of Federal Employees and Contractors. 


 


7.10 Intellectual Property:  This task order is funded by the United States Government.  All intellectual 


property generated and/or delivered pursuant to this task order shall be subject to appropriate federal 


acquisition regulations which entitle the Government to unlimited license rights in technical data and 


computer software developed exclusively with Government funds, a nonexclusive license to practice any 


patentable invention or discovery made during the performance of this task order, and a nonexclusive and 


irrevocable worldwide license to reproduce all works (including technical and scientific articles) produced 


during this task order. 


 


All products delivered under this statement of work shall conform to current DOD, Department of Navy 


(DON) and NAVFAC standards and guidelines.  The Navy shall maintain full data rights to all products and 


deliverables. 


 


7.11 Transition between Task Orders and Continuity of Service: 


 


If a successor contract is awarded prior to the final expiration date of this task order, the Government may 


issue task orders to the successor Contractor prior to the expiration date of this task order. 


 


The Contractor must recognize that services under this task order are vital to the Government and must be 


continued without interruption and that upon task order expiration, a successor, either the Government or 


another Contractor, may continue such services.  The Contractor agrees to exercise its best efforts and 


cooperation to effect an orderly and efficient transition. 


 


The awardee shall not recruit on Government premises or otherwise act to disrupt Government business. 


Within ten (10) calendar days of a task order award, the Contractor shall inform the appropriate TOM of 


incumbent personnel, who will not be placed on the task order. 


 


The Contractor shall have management and administrative support in place to fulfill work requirements at 


time of commencement of the task order performance.  Addresses, telephone numbers, and functional 


responsibilities shall be provided to Ordering Officer and TOM at time of work initiation. 


 


The Contractor shall provide phase-in, phase-out services, at no additional cost to the Government, as long 


as there is any active task order.  Appropriate task order management personnel shall meet with the 


successor Contractor to coordinate task order transition.  Discussions shall include personnel transition to 


the successor Contractor, and the transition of task order specific items such as Government or Contractor 


furnished supplies, materials, equipment, and services. 


 


The Contractor shall disclose necessary personnel records (names and phone numbers) to allow the 


successor to conduct interviews for possible transition.  If selected employees are agreeable to the change, 


the incumbent Contractor shall grant release at a mutually agreed date and negotiate transfer of the 


employee's earned fringe benefits.  The resumes for incumbents must be approved by the Government prior 


to assignment to a position. 
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1. Introduction 


1.1. Purpose 
This document serves as a overview description of the technology stacks and services 
that comprise the NAVFAC Hosting Infrastructure for reference to the Enterprise 
Systems Support Performance Work Statement 


 


1.2. Scope  
This document encompasses all services and technology for the Enterprise Systems 
Support Performance Work Statement. 


 


1.3. Target audience 
• NAVFAC Information Technology Center Application Service Provider 
• NAVFAC Acquistion 
• Contractor 


 


2. NASP Hosting Services 


2.1.  Big IP Service  
Big IP provides PKI certificate validation, server SSL offloading, application load balancing, 
and HTTP acceleration for the NITC datacenter. Users access the Big IP through pre 
configured URL’s with a HTTPS connection to the device. If a user tries to connect on a 
HTTP  connection, the user is redirected to a HTTPS connection. The user PKI certificate is 
then validated. The PKI certificate validation request is forwarded to an OCSP responder on 
HTTP. Once the certificate is determined to be valid the user is provided a secured 
connection with Big IP. The Big IP device maintains a secured connection with the user and 
creates a HTTP session to server through a web configured port. The Big IP device monitors 
the web traffic and load balances the traffic across multiple servers if available. The Big IP 
device also provides web acceleration across the web connection. 


 


2.2.  Report Generation Service  
Report Generation Services are available to all NAVFAC users and hosted Business Systems. 
The Report Generation Service utilizes the Cognos Business Intelligence (COGNOS) and the 
Business Objects Enterprise Reporting (CRYSTAL) applications. Reports are developed and 
customized utilizing these reporting tools. The reports are tested, and then promoted to the 
eDMZ to be accessed by end users across NAVFAC. Individual report specifications can be 
found in the Business System specific documentation. 


 


2.3.  Performance Monitoring 
NITC monitors performance and availability of servers, databases and devices utilizing HP 
SiteScope, HP Loadrunner, HP Discovery Probe, HP Business Process Monitors (BPM) and 
HP Business Availability Center (BAC). 
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2.4.  Backup and Restoration Services  
 Backup Services are provided for all NITC hosted Business Systems. The backup system 
consists of EMC Networker servers, EMC DL700 CDL Library and a Sun Storage Tech 
SL500 library. All servers are managed through the EMC Networker application, located on 
the Backup Management Servers. The Backup Management Servers schedules backup events 
and sends the events to a networker client installed on the eDMZCOE servers. Backup 
schema and schedules for follow the current NITC policy: 


• Enterprise whole system backups are on a Daily Incremental schedule was well as a 
Weekly-Full. 


• The retention period is 3 weeks. 
• Application specific data that requires offsite storage is copied to tape media weekly 


and sent to an offsite facility. 
 


2.5.  Host Base Security System 
Host Base Security System (HBSS) services are provided to all NITC Unix and Windows 
hosted servers. The specific protection application is mandated by the DoD. Signature 
Updates are retrieved from approved repositories and transferred to the NAS. Updates, also 
stored on the management server, are scheduled to be pushed to all managed Windows 
servers. The availability of updated UNIX and Linux antivirus definitions is checked weekly 
and manually loaded to the NAS Gateway.  


 


2.6.  Domain Administration 
Domain Administration Services are provided to all NITC hosted servers. The administration 
of the domain for Windows servers is provided through Microsoft Active Directory Services 
which includes account security, encryption, group policy management, group membership 
and time. Domain Name Services (DNS) is also provided with uplift services to NMCI.  
 


2.7.  Domain Administration 
User authentication is administered through the Solaris Lightweight Directory Access 
Protocol (LDAP) for UNIX/Linux and Microsoft Active Directory Services for Windows. 
The LDAP directories contain the access rights for containers and objects on the server, as 
well as access permissions and group memberships.  


 


2.8.  Vulnerability Assessment 
A critical aspect to effective Computer Network Defense (CND) is ensuring software 
operating systems and applications are kept up-to-date with the latest vulnerability patches. 
Vulnerability compliance tracking and reporting involves having an accurate account of all 
network assets and their configurations. Then, identifying assets that are impacted by a given 
vulnerability, applying corrective actions (e.g., patch installation/reconfiguration) or 
developing/implementing Mitigation Action Plans where installation of a patch or 
configuration change is not feasible or adversely impact operations. NITC’s Vulnerability 
Assessment Services includes: 


• Maintaining a current, accurate asset inventory 
• Conducting regular vulnerability assessments 
• Facilitating the correlation of detected vulnerabilities 
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• Verification of vulnerability remediation/solution 
• Responsive and accurate compliance reporting 
• Vulnerability identification, evaluation, development of steps to eliminate the 


vulnerability and dissemination of information about the vulnerability and 
associated corrective actions 


• Proper execution of corrective actions both required and ad hoc 
• Notification that corrective actions are completed 
• Verification of compliance with the corrective action 
• Periodic scans of the network to ensure continued compliance 


 
Vulnerability Assessment Services (VA) services are provided to all NITC Unix, Linux and 
Windows hosted servers and appliances. This service currently encompasses vulnerability 
scanning, baselining, and auditing. 


 


2.9.  Shared Storage Services  
Shared Storage Services are provided for all NITC hosted servers that require Network Array 
Storage (NAS) or Storage Array Network (SAN) connections. 


 


2.10. Mail Relay Services 
Mail Relay Services are available for all NITC hosted Business Systems that require mail 
forwarding. Email generated by the Business System is sent to the NITC Mail Server and 
then relayed to a NMCI Mail Server. Requests are only allowed for outbound mail relaying 
and controlled by an ACL.  
 


2.11. Secure File Transfer Services 
Secured File Transfer Services are available for all NITC hosted Business Systems that 
require a secured data transfer via SFTP. The Secured File Transfer server acts as a data 
repository allowing endpoint connections to retrieve and deposit data in a controlled 
environment. As files are uploaded they are scanned for viruses. Connections are prompted 
for a unique logon and strong password. If the login credentials are valid, the connection is 
granted access to the directories and files allowed by ACL permissions.  


 


2.12. Secure Server Access Services  
Secure access to hosted servers is available via the Secured Server Access service. 
Connections can come from NMCI workstations using an installed Secured Server Access 
application or from non-NMCI workstations via a Citrix Presentation Server. 


 


2.13. Secure Application Delivery Services  
Secure Application Delivery Services are applications that are available to support Business 
Systems or the framework itself. Connections can come from NMCI workstations using an 
installed Citrix Web Interface client application or from non-NMCI workstations via a Citrix 
Presentation Server. 
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2.14. CITRIX Infrastructure Management Service 
 The Citrix Infrastructure Management service monitors and maintains the frameworks on-
demand application delivery solution. 


 


2.15. Infrastructure Management Service  
Infrastructure Management Service is used to monitor and maintain the framework and 
hosting servers. A management server for each Operating System (UNIX, Linux, and 
Windows) and VMWare are provided to process OS specific tools to manage their respective 
environment. The Oracle databases have an enterprise OEM management server for the same 
reason. 


 


2.16. Enterprise Licensing Service 
Enterprise Licensing Services are provided to centrally manage license requirements for 
applications that require shared licensing. This licensing model allows NAVFAC to take full 
advantage of the applications usage throughout the enterprise. The process to request a 
license starts when a user launches an application that resides on their workstation that is 
configured for the Enterprise License Server. If a license for the requested application is 
available, the license server “checks a license out”. The license is returned to the server once 
the user exits the application. This service is only available to NMCI seats. 


 


2.17. Source Code Management Service 
Source Code Management Services are available for all NITC hosted applications that require 
Source Code to be centrally managed. Management is accomplished utilizing Microsoft 
Team Foundation Server. 


 


2.18. Enterprise Project Management Service 
Enterprise Project Management Services are available for all NITC hosted applications that 
require centrally manage projects. Microsoft Project Server is used to accomplish this. 


 


2.19. Web and Application Hosting Service 
Web and Application Hosting Service comprise of all Web base applications, including:  
Microsoft IIS, Adobe ColdFusion, Oracle Fusion Middleware, Oracle Application Server, 
Apache, Tomcat, Oracle Apex, Oracle Portal, Oracle Web Center, Oracle Discoverer, 
CITRIX based applications, and Microsoft Sharepoint. 


 


2.20. Enterprise Data Services 
Enterprise Data Services comprise of all database systems that support hosted applications, 
including:  Oracle 10g, Oracle 11g, SYBASE, Microsoft SQL 2005 and Microsoft SQL 2008. 
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3. Technology Stacks 
 


3.1.  GIS 
Naval Facilities Engineering Command (NAVFAC) Information Technology Center (NITC),  
NAVFAC Application Services Provider (NASP), maintains the operations and sustainment of 
GIS applications hosted at the NITC hosting facility.  The GIS environment includes three 
distinct environments which are inter-dependent with each other for their successful operation.  
These environments include the Geospatial databases using ESRI's ARCSDE and Oracle's 
RDBMS products, the WEB-based applications using GeoMicro and ESRI's map rendering tools, 
and the CITRIX-based Maintenance and Analysis for editing GeoSpatial information using 
ESRI's ARCGIS Server Suite of products.  The GIS hosting infrastructure currently hosts major 
business systems configured for high-availability using F5 BigIP load balancing techniques, and 
interfaces with Oracle's Single Sign-on (SSO) features for its user authentication.  This 
technology stack utilizes the following technology: 


• IIS Web application servers 
• Citrix application servers 
• Imagery Data Stores (Raster, Vector,  Files, Transactional) 
• ESRI's suite of products and supporting tools 


 
 


3.2.  ORACLE Fusion Middleware 
Naval Facilities Engineering Command (NAVFAC) Information Technology Center (NITC),  
NAVFAC Application Services Provider (NASP), maintains  the operations and sustainment of 
the Oracle Applications Technology Stack and all business systems it supports.  The Oracle 
Technology Stack environment includes multiple layers which are inter-dependent with each 
other for their successful operation.  Its features include:  middle tier clustering, web caching, 
OID/Single Sign-On, J2EE application integration, Enterprise Portal, Collaboration Services and 
Discoverer.   
 
The Oracle Applications Technology supports major business systems.  The MidTier and 
Infrastructure tier use Oracle's high-availability architecture using F5 BigIP's SSL and port 
redirection features for UTP compliance.  It hosts the Oracle Identity Manager/Single Sign-on 
(OID/SSO), which supports all applications hosted at the NITC hosting facility.  This technology 
stack utilizes the following technology: 


• Oracle Fusion Middleware (OFM) and its components 
• Oracle Web Center 
• Oracle Universal Content Manager 
• Oracle Application Express (OAPEX) 
• Oracle Discoverer 
• Oracle SSO Plugin/OID 


 
 
 


3.3.  MAXIMO 
Naval Facilities Engineering Command (NAVFAC) Information Technology Center (NITC),  
NAVFAC Application Services Provider (NASP), maintains  the operations and sustainment of 
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the IBM MAXIMO core products, its supporting components, and all enterprise business systems 
it supports.  This technology stack utilizes the following technology: 


• IBM Maximo 7.1 
• IBM Websphere 
• IBM Rules Manager 


  
 
 


3.4.  Enterprise Reporting 
Naval Facilities Engineering Command (NAVFAC) Information Technology Center (NITC),  
NAVFAC Application Services Provider (NASP), maintains  the operations and sustainment of 
Enterprise Reporting Software, its supporting components, and all enterprise business systems it 
supports.  This technology stack utilizes the following technology: 


• IBM COGNOS BI 
• IBM COGNOS TM1 
• SAP Buisness Objects/Crystal Enterprise 
• Oracle Discoverer 


 


3.5.  Web Site Hosting 
Naval Facilities Engineering Command (NAVFAC) Information Technology Center (NITC),  
NAVFAC Application Services Provider (NASP), maintains  the operations and sustainment of 
Hosted Web Sites, its supporting components, and all enterprise business systems it supports.  
This technology stack utilizes the following technology: 


• Microsoft IIS 
• Adobe ColdFusion 
• Apache 
• Tomcat 
• Microsoft Sharepoint Enterprise 
• Atlassian JIRA with Grasshopper 
• Outstart Evolution 
• ASP.NET 


 


3.6.  Document Management 
Naval Facilities Engineering Command (NAVFAC) Information Technology Center (NITC),  
NAVFAC Application Services Provider (NASP), maintains  the operations and sustainment of 
Document Management Software, its supporting components, and all enterprise business systems 
it supports.  This technology stack utilizes the following technology: 


• Microsoft Sharepoint Enterprise 
 
 


3.7.  Collaboration Systems 
Naval Facilities Engineering Command (NAVFAC) Information Technology Center (NITC),  
NAVFAC Application Services Provider (NASP), maintains  the operations and sustainment of 
Collaboration Software, its supporting components, and all enterprise business systems it 
supports.  This technology stack utilizes the following technology: 
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• Microsoft Sharepoint Enterprise 
• ORACLE Universal Content Manager 
• Microsoft Team Foundation Server 
• Microsoft Project Server 


 


3.8.  Performance Monitoring 
Naval Facilities Engineering Command (NAVFAC) Information Technology Center (NITC),  
NAVFAC Application Services Provider (NASP), maintains  the operations and sustainment of 
Performance Monitoring and Data Collection Software, its supporting components, and all 
enterprise business systems it supports.  This technology stack utilizes the following technology: 


• HP Business Technology Optimization Suite 
• Business Availability Center 
• Business System Management 
• Sitescope 
• Universal CMDB/Discovery and Dependency Mapping (DDM) 
• LoadRunner 
• Quality Center/Quick Test Professional 
• Service Manager 


 


3.9.  CITRIX 
Naval Facilities Engineering Command (NAVFAC) Information Technology Center (NITC),  
NAVFAC Application Services Provider (NASP), maintains  the operations and sustainment of 
CITRIX based hosted applications, its supporting components, and all enterprise business 
systems it supports.  This technology stack utilizes the following technology: 


• CITRIX 
• CACI PD2 
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3.10 SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs Enterprise Business 


Systems, to include but not limited to, the following Business Systems: 


 


 Automated Budget System (ABS) 


 Business Intelligence 


 Business Information Management System (BIMS) 


 ieFACMAN 


 iNFADS/EPG 


 LMSIS/MDEP 


 NAVFAC Portal 


 


Support of the NAVFAC Enterprise Business Systems will include at a minimum the below skills, 


knowledge and expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to 


fulfill the tasks as stated will be identified and provided by the contractor. 


 


 


3.10.1  Adobe Technology 


 


The contractor must have knowledge and capability to support current and future releases of the Adobe 


Cold Fusion architecture.  The contractor must have knowledge and experience defining architecture 


requirements to support the NAVFAC Enterprise Business Systems, configuring and customizing the 


applications to meet the defined requirements.  The contractor must have knowledge and experience in 


implementing key features of the products as they apply to the current and future implementations of the 


NAVFAC Enterprise Business Systems.  The contractor must have expertise and capability to support 


current and future releases of Adobe Creative Suite to support web design services  for NAVFAC 


Enterprise Business Systems. 


 


The contractor must have experience with performance tuning of applications hosted in the Adobe Cold 


Fusion environment and exhibit the capability to assess and correct software performance issues. 


 


Key Skills: 


Adobe Cold Fusion 


Adobe Creative Suite 


Performance monitoring and tuning 
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1. General/Organization/Scope/Background/Objective 


1.1. Organization to be supported: 
 
Navy Facilities Engineering Command 
1322 Patterson Ave SE 
Washington Navy Yard, DC 20374-5065 
 
Work is to be accomplished for the Naval Facilities Engineering Command 
(NAVFAC) Command Information Officer (CIO), through the Seaport Enhanced 
Multiple Award Contract (SeaPort-e MAC). 
 
The recurring phrase, “The contractor shall,” means that the firm selected for this 
procurement will, in accordance with all applicable Federal, state, and local laws, 
regulations, guidance, and policies, furnish the necessary personnel, services, 
products, materials, equipment, knowledge, and expertise to successfully 
complete the tasks required under this task order. 
 
The Contractor shall be responsible for complying with all applicable Federal 
Acquisition Regulations (FAR), and Defense Federal Acquisition Regulations 
(DFAR). 


 
 


1.2. Scope: 
 


The NAVFAC has a requirement to deploy and sustain an array of Enterprise 
Business Systems that will be utilized throughout various Navy Organizations to 
include all NAVFAC sites, all Navy Regions, the Marine Corps, and select 
private business partners.  This array of Enterprise Business Systems supports the 
broad spectrum of NAVFAC’s business, employs a broad range of technical 
solutions, and could vary from a web-based application to a client server- & web-
based application to a data warehouse that supports NAVFAC corporate 
reporting.  As a result, NAVFAC has a need for functional and technical support 
to include deployment support, operations and maintenance, configuration and 
change management, project management planning and analysis, and technical 
support for all NAVFAC Enterprise Business Systems and their hosting 
environments.  The focus of this task order is the provisioning of the day-to-day  
Independent Verification and Validation of NAVFAC information systems that 
meets all federal and DoD compliances.,  
 
This task order is Firm Fixed Price (FFP) This is a Performance Work Statement 
(PWS).  The scope of this PWS for implementing and employing enterprise 
operational support processes for the NAVFAC business systems, including 
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documentation, configuration management, quality assurance, validation, 
verification, joint review, customer support and problem resolution processes.  
The Contractor is responsible for achieving the desired results based upon their 
approach and internal processes.  The Contractor shall provide all services, 
personnel, personnel supervision, materials, equipment and transportation 
necessary (except as otherwise specified herein) to accomplish the requirements 
of this PWS. 
 
 


1.2.1. Clearances and Licensing: 
 


Contractor personnel working on this task shall be U.S. Citizens. 
 
NAVFAC IT work is accomplished at IT level II in accordance with SECNAV 
M-5510.30.   
In accordance with DOD 8570.1, which establishes IA workforce categories, 
contractor provided resources shall be certified at the appropriate IA levels based 
on work to be performed.  Questions in regards to appropriate IA certification will 
be resolved via local IAM or NITC IAM.  
The contractor shall establish and maintain an access list of those employees 
working on this Task Order.  A copy of the access list shall be furnished to the 
Command Information Assurance Manager (CIAM).  All personnel 
reassignments and changes shall be documented within 3 business days via a 
revised access list provided to the NAVFAC CIAM. NAVFAC will provide the 
contractor access to all areas as necessary to support this effort.  
The Contractor shall ensure that personnel accessing information systems have 
the proper and current information assurance certification to perform information 
assurance functions in accordance with DoD 8570.01-M, Information Assurance 
Workforce Improvement Program, and SECNAV M-5239.2 Department of the 
Navy Information Assurance (IA) Workforce Management Manual.  The 
Contractor shall meet the applicable information assurance certification 
requirements, including: 
(1)  DoD-approved information assurance workforce certifications appropriate for 
each  category and level as listed in the current version of DoD 8570.01-M; and 
(2)  Appropriate operating system certification for information assurance 
technical  positions as required by DoD 8570.01-M. 
(b)  Upon request by the Government, the Contractor shall provide documentation 
supporting the information assurance certification status of personnel performing 
information assurance functions. 
(c)  Contractor personnel who do not have proper and current certifications shall 
be denied access to DoD information systems for the purpose of performing 
information assurance functions. 
Specific tasks may require specialized certifications as identified in the 
performance work statement. 
The contractor shall pay for all training, study time, exam and certification.  
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Appropriate background check levels should be at the National Agency Check 
with Local Agency Check and Credit Check (NACLC) or higher level for all 
resources provided in support of this contract.   


Work performed as part of executing this requirement will be at the SENSITIVE 
BUT UNCLASSIFIED. All contractor personnel shall have a successfully 
adjudicated Access National Agency Check with Inquiries (ANACI) or National 
Agency Check with Local  


Specific IAT levels along with appropriate skill levels will be detailed within 
individual Task Orders under this contract as required. 


1.2.2. Privacy Act: 
 
Work on this project requires that Contractor personnel have access to Privacy 
Information to legally support Business Systems hosted at NITC.  Personnel shall 
adhere to the Privacy Act, Title 5 of the U.S. Code (USC), Section 552a and 
applicable agency rules and regulations. 
 
Contractor will be held liable for all data breaches where he/she is determined to 
be culpable (e.g., contract proprietary information, social security numbers (SSN) 
and other sensitive personnel information, etc). Contractor will be held liable and 
will be required to take steps such as notifying affected parties or providing credit 
monitoring. 
 
Contractor personnel shall sign a Non-Disclosure Form (Attachment 03). 
 


1.2.3. Access Requirements: 
 


Contractor employees shall fill out a Department of Homeland Security 
Employment Eligibility Verification, Form I-9 (Attachment 04). 
 
Contractor personnel shall coordinate with the Government sponsor to complete 
and submit an application for a DOD Common Access Card (CAC) through the 
Contractor Verification System (CVS), see Attachment 05 for the application 
procedures.  The issuance of a Common Access Card (CAC) to a contractor 
requires, at a minimum, a completed National Agency Check (NAC), or what’s 
considered a trustworthiness check, as well as an initiated National Agency Check 
with Written Inquiries (NACI).  Companies who employ government contractor 
personnel will have to complete and submit the NACI on behalf of the individual 
prior to their arrival on-site.  Contractor shall complete and submit a NACI on 
behalf of their employees prior to arrival on-site.  This policy is in accordance 
with the DoD Physical Security Program, DOD 5200.8-R and the Contractor 
Verification System (CVS) Trusted Agent program. 
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Once the CAC request has been approved, Contractor personnel will proceed to 
the designated CAC issuance location identified by the Government sponsor with 
the appropriate documentation to support their identification and/or citizenship.  
The CAC issuance location will then issue the CAC.   
 
Contractor employees traveling overseas must be eligible to obtain a passport. 
 
Contractor employees shall successfully complete an online Information 
Assurance (IA) training class (approximately 1.5 hours in duration) each year. 
Additionally other DoN CBT trainings may be required, such government 
required training can be taken during normal working hours at no additional cost 
to the contractor. 
 
Contractor employees shall fill out a System Authorization Access Request Form 
(SAAR) to obtain access to any Government system (remote or otherwise), see 
Attachment 06 
 
Within 7 working days of termination, the contractor shall adhere to NAVFAC 
checkout procedures for the termination and/or collection of all Public Key 
Infrastructure (PKI), CAC, NAVFAC Badges, Parking Passes, and Parking 
Decals.  This pertains to NAVFAC support contractors both on site and off site. 


 
 


2 Acronyms 
o ASDP – Abbreviated Systems Decision Paper 
o BMS -  Business Management System 
o BOY – Beginning of (Fiscal) Year 
o C&A – Certification and Accreditation 
o CA – Certification Agent 
o CAC – Common Access Card 
o CARS – Cyber Asset Reduction and Security 
o CCB – Configuration Control Board 
o CCM – Configuration & Change Management 
o CCMP – Configuration & Change Management Plans 
o CDA -  Central Design Agency 
o CI - Configuration Item 
o CIAM – Command Information Assurance manager 
o CIO – Command Information Officer 
o CM -  Configuration Management 
o CMMI - Capability Maturity Model Integration 
o CMP – Configuration Management Board 
o COB – Close Of Business 
o COTS – Commercial-off-the-shelf 
o CPI - Continuous Process Improvement 
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o DADMS – Department of the Navy Applications and Database 
Management System 


o DoD – Department of Defense 
o DODD – Department of Defense Directive 
o DODI – Department of Defense Instruction 
o DON – Department Of Navy 
o EOY – End Of (Fiscal) Year 
o EP – Execution Plan  
o ESRI - Environmental Systems Research Institute (a leading geographic 


information systems vendor) 
o EUL -  End User Layer 
o FAM – Functional Area Manager 
o FAR – Federal Acquisition Regulation 
o FAQ – Frequently Asked Questions 
o FEC – Facilities Engineering Command 
o FTE - Full-Time Equivalent 
o FY – Fiscal Year 
o GF – General Fund 
o IA – Information Assurance 
o IAM – Information Assurance Manager 
o IPT – Integrated Product Team 
o IT – Information Technology 
o ITIL - Information Technology Infrastructure Library 
o IV&V – Independent Verification and Validation 
o NACLA – National Agency Check with Local Agency  
o NASP -  NAVFAC Application Service Provider  
o NAVFAC – Naval Facilities Engineering Command 
o NBVC – Navy Base Venture County 
o NFELC – Naval Facilities Expeditionary Logistics Center 
o NITC – NAVFAC Information Technology Center 
o NWCF – Navy Working Capital Fund 
o OCONUS – Outside Continental United States 
o POA&M – Plan of Actions and Milestones 
o POC – Point Of Contact 
o PWS – Performance Work Statement 
o QA/CM – Quality Assurance/Configuration Management 
o QASP – Quality Assurance Surveillance Plan 
o QC – Quality Control 
o QI Session - Quality Improvement Sessions (Process Validation/Audit) 
o RFA – Request for Action 
o ROI – Return on Investment 
o SA – System Administrator 
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3. Background: 
 
The Naval Facilities Engineering Command (NAVFAC) is an Echelon II Systems 
Command under the Chief of Naval Operations (CNO), with additional 
authorities and responsibilities from the Secretary of the Navy (SECNAV).   
NAVFAC is a global military command with a Headquarters element and 
Component Commands that work together as one organizational team.  NAVFAC 
also provides technical support for Navy expeditionary engineer readiness and 
doctrine, and program management support for multiple 
NAVFAC/CEC/SEABEE programs, including the Ocean Facilities Program and 
the Sealift Support Program. 
 
The Naval Facilities Engineering Command (NAVFAC), Command Information 
Officer (CIO) has a requirement to provide optimized IT services to a global 
footprint of internal and external customers.  Services will primarily be at 
NAVFAC's Information Technology Center (NITC), some may be provided at 
various NAVFAC activities, as appropriate.   
 
The contractor shall serve as a member of the NAVFAC Enterprise Information 
Technology (IT) team.  Positions are located within the NFELC, NAVFAC 
Information Technology Center (NITC), Port Hueneme, CA or the NITC 
Detachment San Diego, CA.  The duties of the position are varied and require a 
broad understanding of current Information Technologies, IT development and 
operations management practices, and DOD/DON/NAVFAC IT policies.  The 
contractor shall support and manage specialized IT operations and projects, as 
assigned in support of NAVFAC corporate mission requirements. 


 


Work Description: 
 
The contractor shall serve as a member of the Independent Verification and 
Validation (IV&V) Team within NITC’s Enterprise Operations Division. The 
IV&V Team provides document management, change management, configuration 
management, portfolio management and quality assurance services in support of 
Business Systems’ availability, functional, information assurance, optimization 
and performance requirements throughout the life cycle.   
 
The contractor shall provide configuration management and quality assurance; 
auditing, planning, reporting, testing, validation and verification services for 
NITC’s CDA, Information Assurance (IA), NAVFAC Application Service 
Provider (NASP) and Enterprise Operations (Ops) Divisions.  
 
Objectives


A. Develop, implement and sustain standard operating procedures.  
:  


B. Develop, implement and sustain desktop guides. 
C. Develop and maintain hardware and software baselines. 
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D. Develop and present metric reports 


 
3.1  Data and Document Management 


Overview


The branch is responsible for supporting and managing policy and 
procedure development, standards research and service management of 
TRIM & NAVFAC Enterprise Library. 


: 


 
Work Description:   
 
The contractor shall manage and support development, implementation and 
sustainment of data and document management standard operating procedures. 
 
The contractor shall translate customer requirements into data and document 
management administrative, functional and technical specifications. 
 
The contractor shall plan and execute difficult and complex assignments and 
develop new methods, approaches and procedures.  
 
The contractor shall convert existing business process documents into BMS 
format and publish into BMS. 
 
The contractor shall advise on the merits of proposed data and document 
management systems.  
The contractor shall evaluate and recommend new or enhanced data and 
document management services.  
 
The contractor shall design, customize, maintain and support websites and web 
pages.  
 
The contractor shall develop, revise and maintain configuration management, 
change management, portfolio and quality assurance desktop guides. 


 


 Deliverables
A. Document Management process flows 


:   


B. Document Management procedures 
C. Document Management policys 
D. Document Management desktop guide 
E. Document Management metric reports 
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3.2  Change Management 
 


Overview


The branch is responsible for managing, supporting, and providing 
oversight to verify changes are approved, documented, tracked and 
reported. 


: 


 
Work Description
 


: 


The contractor shall develop and maintain change management standard operating 
procedures for software and hardware installations, functional changes, upgrades, 
sustainment and disposals. 
 
The contractor shall coordinate and manage change management and operations 
control board meetings. 
 
The contractor shall coordinate and manage weekday and weekends change 
management activities. 
 
The contractor shall manage development, implementation and sustainment of 
and automated change management system. 
 
The contractor shall develop and maintain procedures for submitting planned 
promotion and maintenance events for Information Assurance review prior to 
accepting event confirmation notices. 
 
The contractor shall develop and maintain procedure for submitting planned 
promotion and maintenance events for Performance Monitoring Team review 
Manage annual End of Year and Beginning of Year change management events. 
 
The contractor shall manage submission and publishing calendar year planned 
promotion and maintenance events. 
 
The contractor shall develop and present change management Metric reports and 
data calls 


 
Deliverables
A. Change Management process flows 


:   


B. Change Management procedures 
C. Change Management policys 
D. Change Management desktop guide 
E. Change Management metric reports 
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3.3  Configuration Management 
 


Overview


The branch is responsible for  managing, supporting and providing 
oversight for  NITC configuration management efforts. 


:  


 
Work Description
 


:   


The contractor shall develop and maintain CfM plans and guides in support of 
hardware and software installations, functional changes, upgrades, sustainment 
and disposals. 
 
The contractor shall manage development, implementation and sustainment of a 
Configuration Management Database. 
 
The contractor shall coordinate and manage weekday and weekends configuration 
management activities. 
 
The contractor shall develop policies and procedures for Business Systems 
software, hardware and device configuration baselines.  
 
The contractor shall develop and maintain visio diagrams business systems 
software, hardware and device configurations. 


 
The contractor shall develop CfM closeout process flow, procedure and policy for 
CDA events. 
 
The contractor shall develop CfM closeout process flow, procedure and policy for 
NASP events. 


 
The contractor shall develop and present CfM Metric reports and data calls. 


 
Deliverables
A. Configuration Management process flows 


:   


B. Configuration Management procedures 
C. Configuration Management policys 
D. Configuration Management desktop guide 
E. Configuration Management metric reports 
F. Configuration Management diagrams for each systems 
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3.4  Portfolio Management 
 


Overview


The branch is responsible for management , support and oversite of : 


:  


  Software and hardware baselines   


 DADMS software and hardware updates  


 NITEP software and license updates  


 NAVFAC HQ PfM reporting 


 
Work Description
 


:   


The contractor shall develop and maintain portfolio management standard 
operating procedures for software and hardware new acquisition, upgrade, 
sustainment, decommission and disposal. 
 
The contractor shall develop and maintain process flow, procedure and policy for 
management of software media, downloaded software, source code and 
configuration files. 
 
The contractor shall develop and maintain process flow, procedure and policy for 
management of servers, storage and network devices. 
 
The contractor shall establish and manage software media, downloaded software, 
source code and configuration files baselines. 
 
The contractor shall establish and manage servers, storage and network devices 
baselines. 
 
The contractor shall monitor and report on hardware maintenance contract 
expirations and end of life cycle dates. 
 
The contractor shall monitor and report on software licenses, technical support 
contract expirations and end of life cycle dates. 
 
The contractor shall develop and present portfolio management Metric reports and 
data calls. 


 
 


Deliverables
A. Portfolio Management process flows 


: 


B. Portfolio Management procedures 







    


     Page 13 of 24 
   


C. Portfolio Management policys 
D. Portfolio Management desktop guide 
E. Portfolio Management metric reports 
F. Software Media baselines 
G. Software License baselines 
H. Server baselines 
I. Network Device baselines 


 
 
3.5  Quality Assurance 


 


Overview


The branch is responsible for  providing verification,  validation, audits and 
reporting services.   


:  


 
Work Description
 


:   


The contractor shall manage and support development, implementation and 
sustainment of quality assurance standard operating procedures. 
 
The contractor shall manage and support development, implementation and 
sustainment of manual and automated IT systems availability, functional and 
performance plans and test scripts. 
 
The contractor shall prepare IT systems availability, functional, optimization, 
performance and personnel work performance metric reports. 
 
The contractor shall Consult with customers to develop and refine quality 
assurance requirements. 
 
The contractor shall evaluate the feasibility of proposed new IT quality assurance 
projects. 
 
The contractor shall evaluate and recommend adoption of new approaches to IT 
quality assurance services. 
 
The contractor shall plan and execute complex ad-hoc quality assurance 
assignments and develop new methods, approaches and procedures. 


 
 


Deliverables
A. Quality Assurance process flows 


:   


B. Quality Assurance procedures 
C. Quality Assurance policys 
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D. Quality Assurance desktop guide 
E. Quality Assurance metric reports 


 
 
3.6  Information Technology Infastructure Library 
 


Overview:  NITC has developed a roadmap for adopting the Information Technology 
Infrastructure Library (ITIL) framework.  NITC requires an ITIL support and services 
to help guide the organization in adopting several ITIL processes and functions. 


 
 


Work Description
 


: 


The contractor shall serve as the ITIL subject matter expert (SME) to the 
organization. 
 
The contractor shall provide expert guidance to the various process owners in 
developing and maintaining each specific process area. 
 
The contractor shall coordinate between process owners to ensure interdependencies 
align with the ITIL framework. 
 
The contractor shall facilitate process development meetings, provide informal ITIL 
awareness sessions, give feedback and assistance in the development of ITIL 
processes. 
 
The contractor shall provide guidance on metric tracking and reporting. 
 
The contractor shall generate and present progress reports. 
 
The contractor shall ITIL conduct awareness training sessions to improve knowledge 
of the ITIL framework, give general advice on adopting the framework, provide 
references for additional research and give general feedback on existing efforts. 


 
 
 


Deliverables
A. ITIL based Configuration Management project plans and requirements 


document 


:   


B. ITIL based Change Management projectplans and requirements documents 
C. ITIL based Release Management project plans and requirements document 
D. ITIL based metric reports for configuration management, change management 


and release management 
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3. 7 Performance Requirements Summary Matrix 
 


Item Performance Objective Performance Standard and Acceptable 
Quality Level (AQL) 


Methods of 
Performance 
Assessment 


3.1 Data & Document Management 
3.1. A Develop, implement and 


maintain process flows. 
Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.1.B Develop, implement and 
maintain procedures. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.1.C Develop, implement and 
maintain policy. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.1.D Develop, implement and 
maintain desktop guide. 


Draft Versions submitted for review 1 
month after request. Final Versions for 
review 1 month after draft is approved. 


Government Review. 


3.1.E Develop and present metric 
reports. 


Draft Versions submitted for review 1 
week after request. Final Versions for 
review 1 week draft is approved. 


Government Review. 


3.2 Change Management 
3.2. A Develop, implement and 


maintain process flows. 
Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.2.B Develop, implement and 
maintain procedures. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.2.C Develop, implement and 
maintain policy. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.2.D Develop, implement and 
maintain desktop guide. 


Draft Versions submitted for review 1 
month after request. Final Versions for 
review 1 month after draft is approved. 


Government Review. 


3.2.E Develop and present metric 
reports. 


Draft Versions submitted for review 1 
week after request. Final Versions for 
review 1 week draft is approved. 


Government Review. 


3.3 Configuration Management 
3.3.A Develop, implement and 


maintain process flows. 
Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.3.B Develop, implement and 
maintain procedures. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.3.C Develop, implement and 
maintain policy. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.3.D Develop, implement and 
maintain desktop guide. 


Draft Versions submitted for review 1 
month after request. Final Versions for 
review 1 month after draft is approved. 


Government Review. 


3.3.E Develop and present metric 
reports. 


Draft Versions submitted for review 1 
week after request. Final Versions for 
review 1 week draft is approved. 


Government Review. 
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3.3.F Develop and maintain 
configuration diagrams for 
each Business System. 


Draft Versions submitted for review 1 
week after request. Final Versions for 
review 1 week draft is approved. The 35-
40 final version of diagrams should be 
complete in 70-80 weeks. 


Government Review. 


3.4 Portfolio Management 
3.4.A Develop, implement and 


maintain process flows. 
Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.4.B Develop, implement and 
maintain procedures. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.4.C Develop, implement and 
maintain policy. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.4.D Develop, implement and 
maintain desktop guide. 


Draft Versions submitted for review 1 
month after request. Final Versions for 
review 1 month after draft is approved. 


Government Review. 


3.4.E Develop and present metric 
reports. 


Draft Versions submitted for review 1 
week after request. Final Versions for 
review 1 week draft is approved. 


Government Review. 


3.4.F Develop and maintain 
software media baselines. 


Baseline should be completed 3-4 weeks 
after request. Baselines should be updated 
and submitted for QA review bi-weekly. 


Government Review. 


3.4.G Develop and maintain 
software license baselines. 


Baseline should be completed 3-4 weeks 
after request. Baselines should be updated 
and submitted for QA review bi-weekly. 


Government Review. 


3.4.H Develop and maintain 
server baselines. 


Baseline should be completed 3-4 weeks 
after request. Baselines should be updated 
and submitted for QA review bi-weekly. 


Government Review. 


3.4.I Develop and maintain 
network device baselines. 


Baseline should be completed 3-4 weeks 
after request. Baselines should be updated 
and submitted for QA review bi-weekly. 


Government Review. 


3.5 Quality Assurance  
3.5.A Develop, implement and 


maintain process flows. 
Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.5.B Develop, implement and 
maintain procedures. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.5.C Develop, implement and 
maintain policy. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.5.D Develop, implement and 
maintain desktop guide. 


Draft Versions submitted for review 1 
month after request. Final Versions for 
review 1 month after draft is approved. 


Government Review. 


3.5.E Develop and present metric 
reports. 


Draft Versions submitted for review 1 
week after request. Final Versions for 
review 1 week draft is approved. 


Government Review. 


3.6 Information Technology Infastructure Library 
3.6.A Develop and present 


configuration management 
project plans and 
requirements documents. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 
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3.6.B Develop and present change 
management project plans 
and requirements 
documents. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.6.C Develop and present release 
management project plans 
and requirements 
documents. 


Draft Versions submitted for review 2 
weeks after request. Final Versions for 
review 2 weeks after draft is approved. 


Government Review. 


3.6.E Develop and present ITIL 
based metric reports. 


Draft Versions submitted for review 1 
week after request. Final Versions for 
review 1 week draft is approved. 


Government Review. 


 


4. Project Management and Planning  
 
Overview:  Throughout the life of this task order, the contractor shall provide 
project management support to ensure the successful and timely completion of all 
tasks and deliverables.   
 
Work Description:  Upon receipt of an approved project milestone and skillset 
requirements, the contractor shall assign personnel resources matching the skillset 
requirements, create, maintain, and submit a Work Breakdown Schedule (WBS) 
to the government using Excel format.  The WBS shall include technical detail 
tasks, timelines, product dependencies, and skilled personnel resources associated 
to each project milestones developed by the Government.  The contractor shall 
present for discussion the WBS during the Project Collaboration Meeting with the 
Government.  The Government shall approve, reject or request modifications to 
the WBS.  Once accepted, the WBS will be consolidated into the master Project 
Plan by the Government.  All WBS versions (original and adjustments) shall be 
stored with the Master Project Plan as artifacts.   
 
The Contractor shall regularly maintain the WBS, and develop a consolidated 
weekly report that provides a status of all tasks (sustainment, operations and new 
projects), accomplishment, workload projections, level of efforts showing number 
of hours required to complete task, and challenges that can cause delays in the 
execution of required task. The consolidated report shall be submitted bi-weekly.  
 
The Contractor is required to provide on-site personnel supervision and conflict 
resolution necessary to ensure timely completion of task order requirements.  
 
Objectives: 


A. Develop and maintain a Work Breakdown Schedule that meets the 
requirements of the approved project milestones. 
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4.1 Status Reports and Meetings  
 


Overview:  The Contractor shall provide, on an ongoing basis, project 
management information via status reports and/or meetings. 
 
Work Description:  The contractor shall generate, maintain, and submit 
electronically, on a bi-weekly basis, charts that provide the government 
information on current and projected cumulative costs, labor hours, expended and 
projected percentage of work accomplished, and other metrics plotted against 
time.  The contractor shall include supporting detail information in spreadsheet 
format. 
 
The contractor shall facilitate monthly and quarterly Contract Review meetings 
with the Government and Contract Representative/TOM to discuss the required 
Financial Summary Report and Contract Status Summary Report.  Draft 
presentations shall be provided to the Government twelve (12) calendar days prior 
to the start of the meeting.  The Government will review and provide comments to 
the TOM within five (5) calendar days after receipt of draft presentation.  Final 
presentations shall be due in electronic format, no later than 0800 (2) calendar 
days prior to the start of the meeting. 
 
All meetings and reviews shall be held at either the Ordering Officer, the 
Contractor’s office, or at any other location as specified by the Ordering Officer 
within the geographic locations identified in the task order. 
 
Objectives: 


A. Provide accurate financial, staffing, and burn rate status reports to 
government. 


B. Facilitate monthly and quarterly Contract Review Meetings. 
C.   Provide weekly summary reports of major accomplishments for the week 
C. Provide draft and final presentation materials prior to scheduled meetings. 


 


4.1.1 Program (Contract) Oversight  
 


Government inspection will occur as the Contractor provides deliverables.  In the 
absence of a formal agreement, the Government will complete the review of draft 
deliverables within five (5) business days of receipt, and will complete the review 
and acceptance (or rejection) of final deliverables within 10 business days of 
receipt. 
 


Overview:  The Contractor shall provide, on an ongoing basis, project 
management information via status reports and/or meetings. 
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Work Description:  The contractor shall generate, maintain, and submit 
electronically, on a bi-weekly basis, charts that provide the government 
information on current and projected cumulative costs, labor hours, expended and 
projected percentage of work accomplished, and other metrics plotted against 
time.  The contractor shall include supporting detail information in spreadsheet 
format. 
 
The contractor shall facilitate monthly and quarterly Contract Review meetings 
with the Government and Contract Representative/TOM to discuss the required 
Financial Summary Report and Contract Status Summary Report.  Draft 
presentations shall be provided to the Government twelve (12) calendar days prior 
to the start of the meeting.  The Government will review and provide comments to 
the TOM within five (5) calendar days after receipt of draft presentation.  Final 
presentations shall be due in electronic format, no later than 0800 (2) calendar 
days prior to the start of the meeting. 
 
All meetings and reviews shall be held at either the Ordering Officer, the 
Contractor’s office, or at any other location as specified by the Ordering Officer 
within the geographic locations identified in the task order. 
 
Objectives: 


A. Provide accurate financial, staffing, and burn rate status reports to 
government. 


B. Facilitate monthly and quarterly Contract Review Meetings. 
C.   Provide weekly summary reports of major accomplishments for the week 
C. Provide draft and final presentation materials prior to scheduled meetings. 


 


4.1.2 Program (Contract) Oversight  
 


Government inspection will occur as the Contractor provides deliverables.  In the 
absence of a formal agreement, the Government will complete the review of draft 
deliverables within five (5) business days of receipt, and will complete the review 
and acceptance (or rejection) of final deliverables within 10 business days of 
receipt. 


 
 


5    Government Furnished Information, Services, And Equipment  
 


The Government will furnish NMCI workstations and network resources, workspace, 
furnishings, office supplies, document reproduction, fax and telephone services, 
video-conferencing and web-conferencing necessary to accomplish assigned work 
covered by this task order when some or all of the support must be performed in 
Government spaces. 
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The Government will make available relevant standards, functional statements, 
technical manuals, computer systems guides, reference material, regulations, 
instructions, and operational procedures necessary to accomplish this task order. 
 
The Government will provide Government Common Access Cards (CAC). 
 
The Government will provide hand held equipment to accomplish assigned work 
covered by this task order. 
 
The Government will provide the required number of software licenses necessary to 
accomplish this task order when support effort is required to be in government spaces 
on government-provided NMCI workstations.  At the completion of these tasks, all 
software and customized computer code shall be surrendered to the Government. 
 
The Government will provide remote access to systems at the NAVFAC Information 
Technology Center at Port Hueneme, CA to accomplish assigned work covered in 
this TASK ORDER when support effort is not required to be on-site in government 
spaces.  The access will be in compliance with current NETWARCOM, SPAWAR, 
NMCI and NAVFAC guidance and directives. The Government will provide access 
to any installation required in accordance with current DOD and Navy guidance and 
directives. 
 


6    Contractor Furnished Information, Services, And Equipment  
 
The Contractor shall provide technical support as needed to meet the requirements of 
the task order as it pertains to facilities, supplies and services.  


 
Contractor is responsible for obtaining Card Readers and Software to be utilized with 
the Government furnished CAC Cards on non-NMCI workstations. 
 
Contractor workstations connecting remotely to the NAVFAC Information 
Technology Center at Port Hueneme, CA will be in compliance with current 
NETWARCOM, SPAWAR, NMCI and NAVFAC guidance and directives. 
 
Contractor shall be responsible for reproduction and shipping charges for training 
manuals. 
 
Contractors traveling overseas shall be required to provide passports. 
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7 Other Information/Period Of Performance/Travel/ Points Of Contact  


7.1 Hours of Work:  
Hours of work shall vary based on the task being performed.  Certain tasks may 
require work and travel after normal business hours, on weekends and holidays.  
For certain tasks, the contractor may be required to provide services 24 x 7.  
Actual hours of work will be agreed upon at task order start up 


7.2 Place of Performance:  
 
 NAVFAC Information Technology Center (NITC) 
 1000 23rd Avenue, Building 2 
 Port Hueneme, CA  93043 
 OR 


This task order work may require work to be performed at any NAVFAC 
CONUS/OCONUS location, see Attachment 06.   


 


7.3 Period of Performance:  
 


This task order period of performance shall be for one (1) base year and two (2) 
one-year options and is subject to the availability of Government funds.  The 
option years may be exercised when determined by the Government to be in its 
best interest and in accordance with applicable acquisition regulations and 
policies. 


 
In accordance with FAR 52.217-9 Option to Extend the Term of the Contract 
(Mar 2000), the Government may extend the term of task order by written notice 
to the Contractor five (5) days prior to contract expiration provided that the 
Government gives the Contractor a preliminary written notice of its intent to 
extend at least 30 days before the contract expires. The preliminary notice does 
not commit the Government to an extension. If the Government exercises this 
option, the extended contract shall be considered to include this option clause. 
The total duration of task order, including the exercise of any options under this 
clause, shall not exceed 5 years. 


7.4 Travel:    
 


The contractor shall perform travel as required in the performance of the contract 
as stated in individual task orders.  Travel shall consist of CONUS/OCONUS 
travel, in support of the contract requirements identified in this task order. 
 
Travel arrangements and costs shall be in accordance with the Joint Federal 
Travel Regulations.  Before undertaking any travel in performance of this task 
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order, the Contractor shall have the travel approved, in writing.  Written approval 
request shall be provided within ten (10) calendar days.  Any travel expenses that 
are invoiced to the government shall be accompanied with backup or supporting 
documents. 


7.4.1 Air:    
The contractor shall, to the maximum extent practical, minimize overall travel 
costs by taking advantage of discounted airfare rates available through advance 
purchase.  Charges associated with itinerary changes and cancellations under 
nonrefundable airline tickets are reimbursable as long as the changes are driven 
by the work requirement. 


7.4.2 Non-Reimbursable Travel:    
The following travel shall not be reimbursed:  travel performed for personal 
convenience or daily travel to and from the designated work site. 


 


7.5 Training:    
The Government will not allow costs, nor reimburse costs associated with the 
contractor training employees in an effort to attain and/or maintain minimum 
personnel qualification requirement nor any specialized certification requirements 
of this task order.  Attendance at workshops or symposiums and IA certification 
tests  are considered training for purposes of this clause.     


7.6 Monthly Status Reports:    
The contractor shall submit a monthly status report consisting of an executive 
summary covering the major activities, burn rates, and financial status of the 
previous month.  These reports shall contain an accurate, up-to-date summary 
account of major accomplishments completed during the month, actual and 
projected burn rates (hours and funds), and financial status of the contract.  Report 
will be provided in a PowerPoint presentation.  An alternate report may be 
substituted for this format as agreed to at task start up. 
 
The Contractor shall submit monthly reports in electronic format 5 business days 
after the previous month.   


7.7 Contractor Identification:    
In accordance with DFARS 211.106, “Contractor employees shall identify 
themselves as contractor personnel by introducing themselves or being introduced 
as contractor personnel and displaying distinguishing badges or other visible 
identification for meetings with Government personnel.  All contractor employees 
shall appropriately identify themselves as contractor employees in telephone 
conversations and in formal and informal written correspondence.” 
 
Contractor shall ensure, to the extent practicable, that external correspondence 
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signed by Contractor employees is on company letterhead. Internal 
correspondence, including e-mail and memoranda, must include the name of the 
company in the signature line or in another clearly identifiable location. In all 
contact with the public and Government officials, contractor personnel shall 
identify themselves as contractor employees working under contract to NAVFAC.  


 
Contractor shall ensure that their onsite personnel, when receiving or placing 
telephone calls, identify their employer, in addition to whatever other appropriate 
greeting are used. 
 
When participating in meetings with Government and/or other Contractor 
employees, ensure that their personnel properly identify themselves as Contractor 
employees so that their actions will not be construed as acts of Government 
officials. 
 
All Contractor staff working on-site at any of the client installations during task 
order performance shall wear at all times a DOD or Contractor furnished 
Identification. 
 
The Contractor must comply with the implementation of Federal Information 
Processing Standards (FIPS) Publication Number 201, Personal Identify 
Verification of Federal Employees and Contractors. 


 


7.8 Intellectual Property:    
 


This task order is funded by the United States Government.  All intellectual 
property generated and/or delivered pursuant to this task order shall be subject to 
appropriate federal acquisition regulations which entitle the Government to 
unlimited license rights in technical data and computer software developed 
exclusively with Government funds, a nonexclusive license to practice any 
patentable invention or discovery made during the performance of this task order, 
and a nonexclusive and irrevocable worldwide license to reproduce all works 
(including technical and scientific articles) produced during this task order. 
 
All products delivered under this statement of work shall conform to current 
DOD, Department of Navy (DON) and NAVFAC standards and guidelines.  The 
Navy shall maintain full data rights to all products and deliverables. 
 


7.9 Transition between Task Order and Continuity of Service:    
 


If a successor contract is awarded prior to the final expiration date of this task 
order, the Government may issue task orders to the successor Contractor prior to 
the expiration date of this task order. 
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The Contractor must recognize that services under this task order are vital to the 
Government and must be continued without interruption and that upon task order 
expiration, a successor, either the Government or another Contractor, may 
continue such services.  The Contractor agrees to exercise its best efforts and 
cooperation to effect an orderly and efficient transition. 


  
The awardee shall not recruit on Government premises or otherwise act to disrupt 
Government business. Within ten (10) calendar days of a task order award, the 
Contractor shall inform the appropriate TOM of incumbent personnel, who will 
not be placed on the task order. 


 
The Contractor shall have management and administrative support in place to 
fulfill work requirements at time of commencement of the task order 
performance.  Addresses, telephone numbers, and functional responsibilities shall 
be provided to Ordering Officer and TOM at time of work initiation. 


 
The Contractor shall provide phase-in, phase-out services, at no additional cost to 
the Government, as long as there is any active task order.  Appropriate task order 
management personnel shall meet with the successor Contractor to coordinate 
task order transition.  Discussions shall include personnel transition to the 
successor Contractor, and the transition of task order specific items such as 
Government or Contractor furnished supplies, materials, equipment, and services. 


 
The Contractor shall disclose necessary personnel records (names and phone 
numbers) to allow the successor to conduct interviews for possible transition.  If 
selected employees are agreeable to the change, the incumbent Contractor shall 
grant release at a mutually agreed date and negotiate transfer of the employee's 
earned fringe benefits.  The resumes for incumbents must be approved by the 
Government prior to assignment to a position. 
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3.10 SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs Enterprise Data 


Warehouse and Business Intelligence efforts.  The contractor is expected to have sufficient knowledge and 


expertise to maintain existing DW and BI solutions while engineering robust EDW/BI solutions for 


NAVFAC and its customers.  Specific existing systems include: 


 


 Data Warehouse / Operational Data Stores 


o BIMS 


o IDS 


o INFADS 


o MAXIMO 


o FIS/Reports 


 Business Intelligence / Reporting 


o Automated Budget System (ABS) 


o Business Information Management System (BIMS) 


o ieFACMAN 


o iNFADS/EPG 


o LMSIS/MDEP 


o NAVFAC Portal 


o FIS/Reports 


 


Support of the NAVFAC Enterprise Business Systems will include at a minimum the below skills, 


knowledge and expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to 


fulfill the tasks as stated will be identified and provided by the contractor. 


 


 


3.10.1  Data Warehousing 


 


The contractor must have knowledge, experience, and capability to design, implement, and integrate data 


warehouse solutions.  The contractor must understand key data warehousing concepts and be capable of 


making sound recommendations on data structures and hierarchies to solve real world data aggregation 


issues.  The contractor must be familiar with standard performance measures and strategies for data 


warehouse optimization.  The contractor must be able to assess data warehousing solutions for suitability to 


the NAVFAC environment and compatibility with existing infrastructure.  


 


Key Skills: 


Knowledge of Oracle data warehouse tools 


Knowledge of ETL methods and tools 


Knowledge of data warehouse schemas types and best practices 


Knowledge of data warehouse technologies and vendors 


Knowledge of performance monitoring and tuning 


 


3.10.2  Source Systems 


 


The contractor must have knowledge, experience, and capability to convert data from source systems to data 


warehouse formats.  The contractor must have the experience to convert requisite mainframe tables to 


formats appropriate for data warehouse processing.  The contractor must have experience in cross database 


scripting and ETL processes. 
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Key Skills: 


Knowledge of Oracle Database Structure 


Knowledge of CA DATACOM Database Structure 


Knowledge of MS SQL Server Database Structure 


Knowledge of SYBASE Database Structure 


 


 


3.10.3  Business Intelligence Tools 


 


The contractor must have knowledge, experience, and capability to support BI tools including IBM Cognos, 


Oracle Discoverer, Oracle OBIEE, and similar software suites.  The contractor must be capable of designing 


and implementing cubes based on customer requests.  The contractor must be able to evaluate existing cubes 


for issues and assist end users in query building and execution.  The contractor must be able to create and 


maintain appropriate metadata for multiple data sources based on business system knowledge provided by 


the CDA and expert users. 


 


Key Skills: 


Knowledge of IBM COGNOS 


Knowledge of Oracle BI 


Understanding of Cubes 


Understanding of Metadata Modeling 
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1.0 General Information 
This Performance Work Statement (PWS) supports the Navy Facilities (NAVFAC) Engineering 
Command (NAVFACENGCOM) Information Assurance requirements for NAVFAC’s Information 
Technology service provider and hosting facility, NAVFAC Information Technology Center (NITC).   
 
The Contractor shall be responsible for complying with all applicable Federal Acquisition 
Regulations (FAR), and Defense Federal Acquisition Regulations (DFAR). 
 
The recurring phrase, “The contractor shall,” means that the firm selected for this procurement 
will, in accordance with all applicable Federal, state, and local laws, regulations, guidance, and 
policies, furnish the necessary personnel, services, products, materials, equipment, knowledge, 
and expertise to successfully complete the tasks required under this task order. 


1.1 Organization to be Supported 
Work is to be accomplished for the Naval Facilities Engineering Command (NAVFAC) Command 
Information Officer (CIO), through the Seaport Enhanced Multiple Award Contract (SeaPort-e 
MAC). 
 


Navy Facilities Engineering Command 
1322 Patterson Ave SE 
Washington Navy Yard, DC 20374-5065 
 


1.2 Scope 
NAVFAC has a requirement to deploy and sustain an array of Enterprise Business Systems (EBS) 
that will be utilized throughout various Navy Organizations, particularly, all NAVFAC sites, Navy 
Regions, the U.S. Marine Corps, and select private business partners. These Enterprise Business 
Systems support the spectrum of NAVFAC’s business needs and employ a broad range of 
technical solutions varying from web-based applications, client-server applications, and a 
comprehensive data warehouse solution that supports NAVFAC corporate reporting 
requirements. As a result, NAVFAC has a need for functional and technical support to include: 
 


• Information Assurance (IA) support, specifically, 
o Certification & Accreditation (C&A)  
o IA Compliance and Auditing  
o Continuity and Contingency Planning  
o IA Technical Writing  


• Project Management planning and analysis, 
 
The focus of this task order is the provisioning of the day-to-day IA operational support that 
meets all federal, DoD, DON, and NAVFAC compliance requirements. 
 
This document is a Performance Work Statement (PWS), defining the task order requirements 
and is a Fixed Fee contract. The scope of this PWS covers the implementation and employment 
of Enterprise Information Assurance support services for NAVFAC business systems.  
 







 


 


The Contractor is responsible for achieving the desired results based upon their approach and 
internal processes. The Contractor shall provide all services, personnel, personnel supervision, 
materials, equipment, and transportation necessary (except as otherwise specified herein) to 
accomplish the requirements of this PWS. 


1.2.1 Personnel Requirements 
NAVFAC Information Technology (IT) work is accomplished at IT Level II in accordance with 
SECNAV Manual 5510.30.  
 
The Contractor shall establish and maintain an access list of employees working on this Task 
Order, and is required to provide updated copies to the Command IAM within three (3) business 
days. Changes requiring an updated list include personnel reassignments or transfers, retiring, 
or other occurrences that affect an employee’s access requirements. NAVFAC will provide the 
Contractor access to all areas as necessary to support this effort.  


1.2.1.1 Security Clearance Requirements 
Contractor personnel working on this task shall be U.S. Citizens.   
 
Work performed as part of executing this task order is at the SENSITIVE BUT UNCLASSIFIED 
classification level. Due to the nature of the work required, Contractor employees shall possess 
or be eligible to possess and maintain, at minimum, a SECRET level security clearance. 
 
All contractor personnel shall have a successfully adjudicated Access National Agency Check 
with Inquiries (ANACI) or National Agency Check with Local Agency Check and Credit Check 
(NACLC) along with appropriate skill levels will be detailed within individual Work Request under 
this contract as required. 


1.2.1.2 Certification and Licensing Requirements 
In accordance with DOD Instruction 8570.1, Information Assurance Workforce, which 
establishes IA Workforce (IAWF) categories and requirements, the Contractor-provided 
resources are required to obtain and maintain IAWF certification at the appropriate level and 
category based on work to be performed. Questions in regards to appropriate IAWF certification 
will be resolved via local Command Information Assurance Manager (Command IAM or CIAM) or 
through the NITC Command IAM. 
 
The Contractor shall ensure that personnel accessing information systems have the proper and 
current information assurance certification to perform information assurance functions in 
accordance with DOD 8570.01-M, Information Assurance Workforce Improvement Program, and 
SECNAV M-5239.2 Department of the Navy Information Assurance (IA) Workforce Management 
Manual.  
 
The Contractor shall meet the applicable Information Assurance certification requirements, 
including: 
 


A. DoD-approved information assurance workforce certifications appropriate for each 
category and level as listed in the current version of DoD 8570.01-M; and 


B. Appropriate operating system certification for information assurance technical 
positions as required by DoD 8570.01-M. 







 


 


C. Upon request by the Government, the Contractor shall provide documentation 
supporting the Information Assurance certification status of personnel performing 
information assurance functions. 


D. Contractor personnel who do not have proper and current IAWF certifications shall 
be denied access to perform IA functions on all DoD Information Systems. 


 
Specific tasks may require specialized certifications as identified in the performance work 
statement. 


1.2.2 Privacy Information 


Work on this project at times requires that Contractor personnel be granted access to Privacy 
Information, including Personally Identifying Information (PII), to legally and fully support 
NAVFAC Business Information Systems. Personnel shall adhere to the Privacy Act, Title 5 of the 
U.S. Code (USC), Section 552a and applicable agency rules and regulations. 
 
The Contractor will be held liable for any and all data breaches where the Contractor, or 
Contractor resource/employee, is determined to be culpable (e.g., contract proprietary 
information, social security numbers (SSN), and other Privacy Sensitive information). Contractor 
will be responsible for complying with requirements as detailed in (Appendix A), and will be 
required to take steps such as notifying affected parties or providing credit monitoring. 
 
Contractor personnel shall sign a Non-Disclosure Form (Appendix A). 


1.2.3 Access Requirements 
Contractor employees shall fill out a Department of Homeland Security Employment Eligibility 
Verification, Form I-9 (Appendix A). 
 
Contractor personnel shall coordinate with the Government sponsor to complete and submit an 
application for a DOD Common Access Card (CAC) through the Contractor Verification System 
(CVS), see Attachment 06 for the application procedures. The issuance of a Common Access 
Card (CAC) to a contractor requires at minimum:  
 


• Completed National Agency Check (NAC)- ( considered a trustworthiness check) 
• National Agency Check with Written Inquiries (NACI) 


 
Companies who employ government contractor personnel will have to complete and submit the 
NACI on behalf of the individual prior to their arrival on-site. The Contractor shall complete and 
submit a NACI on behalf of their employees prior to arrival on-site. This policy is in accordance 
with the DoD Physical Security Program, DOD 5200.8-R and the Contractor Verification System 
(CVS) Trusted Agent program. 
 
Once the CAC request has been approved, Contractor personnel will proceed to the designated 
CAC issuance location identified by the Government sponsor with the appropriate 
documentation to support their identification and/or citizenship. The CAC issuance location will 
then issue the CAC.   
 
Contractor employees traveling overseas must be eligible to obtain a passport. 
 







 


 


Contractor employees shall successfully complete an online Information Assurance (IA) training 
class (approximately 1.5 hours in duration) each year. This and other government  mandatory 
trainings will occur at government expense.  
 
Contractor employees are required to complete a System Authorization Access Request- Navy 
(SAAR-N) Form (Appendix A) to obtain access to any Government Information System (remote 
or otherwise).  
 
Within 7 working days of termination, the contractor shall adhere to NAVFAC checkout 
procedures for the termination and/or collection of all Public Key Infrastructure (PKI), CAC, 
NAVFAC Badges, Parking Passes, and Parking Decals. This pertains to NAVFAC support 
contractors both on site and off site. 


1.2.4 Physical Security 
The Contractor shall be responsible for safeguarding all government property provided for 
Contractor use. At the close of each work period, government facilities, equipment, and 
materials shall be secured in accordance with Federal, DoD, DON, and local policy requirements. 
 
The Contractor shall establish and implement methods of making sure all keys/key cards issued 
to the Contractor by the Government are not lost or misplaced and are not used by 
unauthorized persons. 


1.3 Background 
The Naval Facilities Engineering Command (NAVFAC) is an Echelon II Systems Command under 
the Chief of Naval Operations (CNO), with additional authorities and responsibilities from the 
Secretary of the Navy (SECNAV). NAVFAC is a global military command with a Headquarters 
element and Component Commands that work together as one organizational team. NAVFAC 
also provides technical support for Navy expeditionary engineer readiness and doctrine, and 
program management support for multiple NAVFAC/CEC/SEABEE programs, including the Ocean 
Facilities Program and the Sealift Support Program. 
 
The Naval Facilities Engineering Command (NAVFAC), Command Information Officer (CIO) has a 
requirement to provide optimized IT services to a global footprint of internal and external 
customers, associates, and employees. The NAVFAC Information Technology Center (NITC) 
serves as NAVFAC’s primary Information Technology Service Provider, offering a wide variety of 
technical solutions and support to the NAVFAC organization. The NITC organization is divided 
into the following areas of responsibility: 
 


• Central Design Agency (CDA)


• 


 – provides software solutions development and 
engineering. 
NAVFAC Application Services Provider (NASP)


• 


 – provides hosting, maintenance, 
system engineering, and support of all Enterprise Business Systems. 
Enterprise Operations and Information Assurance (EOIA)


 


 – provides Enterprise 
operational support, Information Assurance support, and Independent Verification 
and Validation (IV&V) support. 


Most services will be at the primary NITC facility in Port Hueneme, CA, however some services 
may be provided at various NAVFAC activities, as appropriate. 







 


 


1.4 Objective 
The objective of this task order consists of implementing and employing enterprise operational 
support processes for the NAVFAC business systems, including documentation, Configuration 
Management, Quality Assurance, Information Assurance, Independent Verification and 
Validation, collaborative review, customer support, and problem resolution processes. 
 
The Contractor shall provide Information Assurance (IA) analytical, technical and documentation 
support to NAVFAC for Certification and Accreditation (C&A), IA Compliance and Auditing, and 
Continuity, Contingency, and Disaster Recovery planning efforts. The Task Order objective is to 
ensure timely, comprehensive, and accurate implementation of applicable IA standards, policies, 
and requirements as defined in DoD and DON instructions and directives.  
 
Contractor support under this Task Order shall be accomplished at the Information Assurance 
Manager (IAM) Level I in accordance with DOD 8570.01M and SECNAV M-5239.2. Accordingly, 
all Contractor personnel shall hold and maintain certifications commensurate with IA Work 
Force IAM Level I requirements.  
 
The contractor shall coordinate with Government functional managers to support Information 
Assurance requirements as directed, including support of the Navy’s Certification and 
Accreditation (C&A) requirements through the DIACAP process. The contractor will interface 
with NAVFAC Information System owners and their designated application and technical liaisons 
to facilitate C&A package completion.  
 
The contractor shall participate in the completion of C&A documents for hosted applications 
and hosting environments. The Contractor shall review, maintain, and disseminate information 
relating to NITC/NAVFAC C&A procedures and business processes. The Contractor shall 
participate in improving C&A business processes used by the IA Branch.  
 
Perform required Test and Evaluation (T&E) assessments in accordance with standards and 
policies. Perform Risk Analysis and provide recommendations on mitigations in support of C&A 
requirements. Documents are to be in formats as directed by IA policy and guidance. Prepare 
and provide Plans of Action and Milestones (POA&Ms) in support of risk mitigation efforts.  
 
The contractor shall work closely with all branches and divisions within NITC to facilitate 
Configuration & Change Management (CCM), Continuous Process Improvement (CPI), and shall 
participate in information sharing and collaboration efforts established to coordinate and 
document changes that affect Information Assurance within the organization. 


 


2.0 Definitions, Acronyms, and References 


This section includes all applicable terms, phrases, definitions, and acronyms, in addition to 
specifications for reference documents/publications in relation to the PWS requirements.  


2.1 Definitions 


Select terms and definitions applicable to this PWS are listed below. A comprehensive 
definitions list can be found in (Appendix D).  







 


 


Continuous Process Improvement (CPI) 


With Business process optimization and streamlining defined as a strategic goal, NAVFAC 
employs various processes and procedures for standardization based on CMMI, the ITIL 
framework, and Industry best practices. Government-initiated audits are conducted periodically 
to ensure these processes and procedures are followed and maintained. All employees, 
including Contractor resources, shall continuously update required documentation within their 
area of responsibilities (e.g. Operating Procedures, Manuals). 


Contracting Officer’s Representative (COR)  


A COR is a Government employee that serves as a liaison to the Contractor and provides 
surveillance functions.   


Defective Service 


A service output that does not meet the standard of performance associated with it in the 
Performance Work Statement. 


Quality Assurance Surveillance Plan (QASP)  


A QASP document details the surveillance methodology and process employed by NAVFAC to 
monitor Contractor employee performance. 


Quality Control QC) 


Actions taken by the Contractor to control the quality (performance) of services, ensuring 
requirements of the PWS are met. 


Quality Assurance (QA) 


Actions taken by the government to ensure Contractor services meet the requirements of the 
PWS. 


 


2.2 Acronyms 
Common acronyms as used in this PWS, its attachments, and associated references are listed in 
their entirety in (Appendix C). Due to the extensive size of the acronym list, only a portion is 
listed below. 
 


Acronym Description 
BCP   Business Continuity Plan 
C&A   Certification and Accreditation 
CA   Certifying Agent 
CIAM   Command Information Assurance Manager 
COOP   Continuity of Operations Plan 
DIACAP DoD Information Assurance Certification and Accreditation Process 
DRP  Disaster Recovery Plan 
FISMA Federal Information Security Management Act 
IAM    Information Assurance Manager 
IAVM Information Assurance Vulnerability Management (includes IAVAs, IAVBs, and IAVTs) 
IAWF Information Assurance Work Force 
ITIL Information Technology Infrastructure Library 
IV&V    Independent Verification and Validation 







 


 


ODAA    Operational Designated Approval Authority 
POA&M    Plan of Actions and Milestones 
SCADA Supervisory Control and Data Acquisition 
SRR  System Readiness Review 
STIG  Security Technical Implementation Guide(s) 
T&E  Test & Evaluation (applicable to C&A requirements) 


 


2.3 References 
Select publications applicable to this PWS and the task order requirements are listed below. A 
comprehensive reference list can be found in Appendix B. The publications below are useful in 
defining requirement details critical to effective delivery of support services. 
 


Type Number                 Title   Issuance Date 


DoD Instruction DODI 8500.1 Information Assurance (IA) 24 Oct 2002 


DoD Instruction DODI 8500.2 IA Implementation 06 Feb 2003 


DoD Instruction DODI 8510.01 
DoD Information Assurance 
Certification and Accreditation Process 
(DIACAP) 


28 Nov 2007 


U.S  Navy Manual Version 1.0 DON DIACAP Handbook 15 Jul 2008 


U.S. Navy 
Instruction 


SECNAVINST 
5239.3A 


DON CIO 20 Dec 2004 


U.S. Department of 
Commerce 


NIST 800-30 
Risk Management Guide for 
Information Technology Systems 


Jul 2002 


 
Electronic copies of all applicable documents and publications will be provided by the Work 
Requestor upon request. 


 
  







 


 


3.0 Support Task Order Description and Deliverables 


Naval Facilities Engineering Command (NAVFAC), NAVFAC Information Technology Center 
(NITC), requires Information Assurance support for Certification and Accreditation (C&A), IA 
Compliance and Auditing, and Continuity, Contingency, and Disaster Recovery Planning.   


In accordance with Information Assurance Work Force (IAWF) requirements as detailed in DOD 
8570.01M and SECNAV M-5239.2, Contractor resources supporting this task order are required 
to hold and maintain IA certification for Information Assurance Manager (IAM) Level I.  


3.1 Information Assurance (IA) Certification and Accreditation (C&A) Support 


3.1.1 Overview 


The contractor shall provide Information Assurance Certification and Accreditation (C&A) 
support in accordance with all applicable DoD and DON guidance. The contractor shall perform 
security risk assessments that are focused on the measurement of compliance. Ensure the 
availability, integrity, identification, authentication, confidentiality, and non-repudiation of 
friendly information and Information Systems while denying adversaries access to the same 
information and Information Systems. 
 
The contractor shall coordinate with Government IA functional managers, to support 
Information Assurance requirements as directed by CNO, NAVNETWARCOM, and NAVFAC. This 
includes support to the Navy’s IA DITSCAP/DIACAP certification and accreditation (C&A) 
requirements as defined in policies and guidance. The contractor will interface with NAVFAC 
application owners and IA management to facilitate the updating of application C&A packages 
and perform required DIACAP Test and Evaluation (T&E) efforts in accordance with application 
guidance and policy. 
 
The contractor shall participate in the completion of C&A documents for hosted applications 
and hosting environments. The Contractor shall review, maintain, and disseminate information 
relating to NITC/NAVFAC C&A procedures and business processes. The Contractor shall 
participate in improving C&A business processes used by the IA team. Tasks will include 
performing Risk Analysis related to IA/C&A compliance, providing recommendations on 
mitigations in support of C&A requirements, and preparing Plans of Action and Milestones 
(POA&Ms) in support of risk mitigation efforts.  
 
All documents are to be in formats as directed by IA policy and guidance. 


3.1.2 Work Description 
The contractor shall provide Information Assurance analytical, technical and documentation 
support to NAVFAC for supporting C&A efforts. Ensuring the command implements IA 
standards, policies, and objectives as defined in SECNAVINST 8500.1, 8500.2 and other DoD and 
DON related policies. 
 
The contractor shall coordinate with Government IA functional managers, to support 
Information Assurance requirements as directed by CNO, NAVNETWARCOM, and NAVFAC. This 
includes support to the Navy’s IA DITSCAP/DIACAP certification and accreditation (C&A) 
requirements as defined in policies and guidance.  
 







 


 


The contractor shall participate in the completion of C&A documents for hosted applications 
and hosting environments. The Contractor shall review, maintain, and disseminate information 
relating to NITC/NAVFAC C&A procedures and business processes. The Contractor shall 
participate in improving C&A business processes used by the IA team. 
 
The contractor will interface with NAVFAC application owners and IA management to facilitate 
the updating of application C&A packages. 
 
Perform compliance testing for DIACAP IA Controls as applicable to Information System MAC 
and Confidentiality Level (CL) requirements; namely, conducting Test and Evaluation (T&E) 
events, working with Information System owners and their representatives, documenting the 
results, providing recommendations as the Subject Matter Expert (SME), and compiling all 
required information and artifacts into a comprehensive DIACAP package . 
 
Provide Information Assurance (IA) risk analysis and risk mitigation support to include 
categorization of initial risk and residual risk as well as impact if risk is exploited. Risk mitigation 
support shall include development of courses of action recommendations, associated timelines, 
and implementation support for the NASP and CDA divisions as required. 
 
The contractor shall work closely with Configuration & Change Management (CCM), Business 
Continuity, and IA teams to coordinate and document changes that affect C&A documentation 
packages. 


3.1.3 Objectives 
A. Implement and coordinate IA C&A business processes. 
B. Prepare and coordinate the efforts associated with completing C&A documents in 


support of applications and hosting environments. 
C. Ensure C&A documents are updated as changes are implemented. 


3.2 Information Assurance (IA) Compliance and Audit Support 


3.2.1 Overview 


The contractor shall provide Information Assurance analytical, technical and documentation 
support to Naval Facilities Engineering Command for supporting Information Assurance (IA) 
Compliance and Audit support requirements. Ensuring that the command complies with IA 
standards, policies, and objectives as defined in SECNAVINST 8500.1, 8500.2 and other DoD and 
DON related policies. 
 
NAVFAC IT work under this Task Order shall be accomplished at the Information Assurance 
Manager (IAM) Level I in accordance with DOD 8570.01M and SECNAV M-5239.2  All contractor 
personnel shall hold IAM Level I certification. New hires shall be certified within six (6) months, 
existing contractor personnel shall have up to one year to complete the required IAM 
certification. The contractor shall pay for all training, study time, exam, and certification. As of 
January 1, 2011 all contractor personnel must have proper IA workforce certifications as per 
DOD 8570.01M. 
 
Vendors shall encourage employees to pursue IT certifications relative to the work performed. 







 


 


3.2.2 Work Description 
The contractor shall participate in the completion of IA Compliance documents for hosted 
applications and hosting environments; particularly, Plan of Action and Milestones (POA&M) 
documents.  
 
Assist the site in eliminating/reducing/mitigating system and network vulnerabilities to an 
acceptable severity category level as defined by DoD 8510.01 and NIST 800-30. This effort will 
prepare NAVFAC business systems for the DIACAP Test and Evaluation (T&E) necessary to 
receive and maintain Authority to Operate (ATO).   
 
The Contractor shall identify and provide remediation guidance for technical and non-technical 
weaknesses found on NAVFAC Information Systems.    
 
Perform Risk Analysis and provide recommendations on Information System vulnerability 
mitigations in support of C&A requirements. Documents are to be in formats as directed by IA 
policy and guidance. Prepare and provide Plans of Action and Milestones (POA&Ms) in support 
of risk mitigation efforts. 
 
The Contractor shall use IA automated assessment tools such as eEYE RETINA, Defense 
Information Systems Agency (DISA) Gold Disk, Security Readiness Review (SRR) evaluation 
scripts, and DISA Security Checklists to verify comprehensive and complete implementation of 
security requirements. Additionally, the Contractor will evaluate the security posture of NAVFAC 
Information Systems by performing risk assessments through testing of applicable IA Controls 
for assigned Mission Assurance Category (MAC) and Confidentiality Level (CL). 
 
The Contractor shall repeat the above-mentioned security risk assessments and procedures 
periodically to ensure all technical and non-technical vulnerabilities are identified and addressed 
in a timely manner. The objective is to eliminate or reduce/mitigate vulnerabilities, maintain IA 
compliance, and to ensure the continued Confidentiality, Integrity, and Assurance of all NAVFAC 
Information Systems. 
 
Review and assess NAVFAC enclave security policies, such as comparing Group Policy Objects 
(GPOs) settings against Defense Information Systems Agency (DISA) Gold Disk and Security 
Technical Implementation Guide (STIG) setting standards. 
 
The Contractor shall audit IA implementation compliance through periodic testing and 
verification of scanning, patching, and other security updates and configuration settings for all 
NAVFAC Information Systems. 


3.2.3 Objectives 
A. Implement and coordinate IA compliance business processes. 
B. Prepare and coordinate the efforts associated with IA compliance determinations 


for all business systems. 
C. Ensure IA compliance is maintained and documented. 
D. Manage server scan results and vulnerabilities. 
E. Perform periodic IA compliance auditing, ensuring results are documented and 


reported within two (2) business days. 







 


 


 


3.3 Continuity and Recovery Planning Support 


3.3.1 Overview 


The contractor shall provide Business Continuity Plans (BCP), Contingency Plans (CP), and 
Continuity of Operations (COOP) project management in support of Information Assurance (IA) 
requirements for disaster recovery support in accordance with section 3.4 of the NAVFAC 
Enterprise Operations Support Task Order. They will provide analytical, technical, and 
documentation support to Naval Facilities Engineering Command for supporting Department of 
Defense required disaster recovery capabilities. 


3.3.2 Work Description 


Contractor shall support Contingency, Continuity, and Disaster Recovery Planning requirements, 
ensuring that recovery efforts for the command meet IA standards, policies, and objectives as 
defined in SECNAVINST 8500.1, 8500.2 and other DOD and DON related policies. 
 
Maintain an acceptable level of recovery capability compliance under the direction of the 
Information Assurance Manager (IAM) or government management. 
 
Research current applicable BCP, COOP, CP, and DR processes and policies, and either improve 
upon or develop new processes in the area of BCP/COOP compliance, tracking, and 
maintenance. 
 
Provide the necessary technical resources to support application and environmental recovery 
validation and testing requirements. 
 
Evaluate and report BCP/COOP compliance findings to client representatives and management. 
Assist to adjudicate negative findings and develop mitigation plans for either compliance or 
ODAA acceptance of non-compliance. 


3.3.3 Objectives 
A. Develop and maintain Business Recovery processes documentation. 
B. Work with NASP for full implementation of an Alternate Site. 
C. Develop and maintain CM processes related to Recovery execution. 
D. Perform annual Contingency tests and report results. 
E. Provide business Recovery solution recommendations. 


3.4 Information Assurance (IA) Technical Writing Support 


3.4.1 Overview 


The Contractor will provide technical writing support to the Information Assurance (IA) Branch, 
and be responsible for authoring, updating, and maintaining all Information Assurance and 
Certification and Accreditation (C&A) technical documents. The Contractor shall provide 
expertise in the application of Navy correspondence and documentation standards, practices, 
methods, and procedures in producing and maintaining Information Assurance documentation, 
records, and publications. 
 







 


 


The technical writing support provided will be IA-centric, supporting C&A efforts for NAVFAC 
Information Systems. The Contractor shall prepare documentation required to develop 
comprehensive DIACAP packages and associated artifacts. As required, test objectives, 
procedures, and methods shall be defendable both orally and in writing.  
 
The Contractor will ensure that all Certification and Accreditation documentation is complete 
and drafted in accordance with DoD 8510.01 and the DON DIACAP Handbook. 
 


3.4.2 Work Description 


The Contractor shall provide an experienced technical writer with detailed knowledge of the 
DOD Information Assurance Certification and Accreditation Process (DIACAP) and other 
governing instructions/requirements for the Navy DIACAP process.  
 
The Contractor shall participate in and document C&A events such as planning sessions, DIACAP 
package review teams, Test and Evaluation working groups, and other IA or C&A meetings, as 
required. 
 
The Contractor shall perform the following tasks:  
 


A. assist in the collection of test results and data generated during the DIACAP Test and 
Evaluation (T&E) process,  


B. create and maintain detailed IA compliance status reports,  
C. prepare and maintain IA technical documents, such as Standard Operating Procedures 


(SOP),  
D. verify the logical presentation and technical accuracy of written IA documents, 
E. improve upon existing IA document clarity, accuracy, and appropriateness,  
F. provide detailed IA technical reports and information papers; 
G. develop and maintain reports to track metrics for day-to-day IA operations, 
H. create and maintain IA project plans and timelines, 
I. maintain C&A documentation for all NAVFAC Information Systems.  


 


3.4.3 Objectives 


A. Provide technical writing support for NAVFAC IA and C&A documentation. 
B. Develop weekly IA status reports to track IA and C&A metrics. 


3.5 Resource and Project Management 


3.5.1 Project Management Planning 


3.5.1.3 Overview 


Throughout the life of this task order, the contractor shall provide project management support 
to ensure the successful and timely completion of all tasks and deliverables. 







 


 


3.5.1.4 Work Description 


The contractor shall create, maintain, and submit a Microsoft Project schedule to the 
government on all projects, using work breakdown structure. The Schedule will include a report 
that provides a status at an agreed upon task level, noteworthy accomplishments, and 
challenges that need attention. The Schedule will be maintained on a weekly basis and stored 
electronically in the government provided solution. 
 
The contractor, upon receipt of a work request, will create and maintain an Execution Plan (EP) 
based on the input from the CDA, NASP, Operations, development team, and user community. 
As negotiated with the government, the EP will be broken out in a manner that facilitates 
tracking of the various Microsoft Project components and shall include near term (current six-
month period), medium-term (six to 12 months), and long-term (one to three years) objective 
and timelines. The EP shall include functional and technical objectives. 


3.5.1.5 Objectives 
A. Create and maintain a Microsoft Project Schedule and Execution Plan. 


3.5.2 Status Reports and Meetings 


3.5.2.6 Overview 


The contractor shall provide, on an ongoing basis, project management information via status 
reports and/or meetings. 


3.5.2.7 Work Description 


The contractor shall generate, maintain, and submit electronically, on a bi-weekly basis, charts 
that provide the government information on current and projected cumulative costs, labor 
hours, expended and projected percentage of work accomplished, and other metrics plotted 
against time. The contractor shall include supporting detail information in spreadsheet format. 
 
The contractor shall attend and participate in monthly Task Review Meetings with the 
Government Application Project Lead to discuss the required Monthly Financial Summary 
Report and Monthly Summary Report. 
 
The contractor shall provide a comprehensive status briefing of this task order to NAVFAC CIO, 
NITC management and other parties at minimum of four (4) times per year. Draft presentations 
shall be provided to the Government ten (10) business days prior to the start of the meeting. 
The Government will review and provide comments within five (5) business days after receipt of 
draft presentation. Final presentations shall be due in electronic format, posted to the NAVFAC 
Portal in the appropriate location one (1) business day prior to the start of the meeting. 
 


3.5.2.8 Objectives 
C. Provide burn rate chart to government. 
D. Attend scheduled Task Review Meetings. 
E. Provide draft and final meeting materials and presentation. 







 


 


3.5.3 Program and Contract Oversight 


Government inspection will occur as the contractor provides deliverables. In the absence of a 
formal agreement, the Government will complete the review of draft deliverables within five (5) 
business days of receipt, and will complete the review and acceptance (or rejection) of final 
deliverables within 10 business days of receipt. 
 
The contractor shall provide cost and execution reports on a monthly basis. Cost reports at the 
task level must be provided in spreadsheet format.   







 


 


3.6 Performance Requirements Summary Matrix 
 
 


Item Performance Objective Performance Standard and Acceptable Quality 
Level (AQL) 


Methods of Performance 
Assessment 


3.1  Information Assurance (IA) Certification and Accreditation (C&A) Support 
3.1.A Implement and coordinate IA 


C&A business processes. 
Attendance required at related meetings and 
collaboration with CDA/NASP to ensure 
timeliness. Efforts reported weekly. 


Government Review 


3.1.B Prepare and coordinate the 
efforts associated with 
completing C&A documents in 
support of applications and 
hosting environments. 


DIACAP requirements are completed within 
two days of requirement approval with less 
than 10% rework. 


Government Review 


3.1.C Ensure C&A documents are 
updated as changes are 
implemented. 


Packages updates are coordinated with system 
owners/liaisons and completed within 30 days 
of any change. 


Government Review 


3.2  Information Assurance (IA) Compliance and Audit Support 
3.2.A Implement and coordinate IA 


compliance business 
processes. 


Compliance Status reports submitted for 
review within one day of agreed upon 
completion with less than 10% rework. 


Government review 


3.2.B Prepare and coordinate the 
efforts associated with IA 
compliance determinations for 
all business systems. 


Attendance required at related meetings and 
collaboration with the NASP to ensure 
compliance. Efforts reported weekly. 


Government review 


3.2.C Ensure IA compliance is 
maintained and documented. 


Manages master compliance documents and 
DIACAP POA&M and individual Information 
System POA&Ms. 


Government review 


3.2.D Manage server scan results 
and vulnerabilities. 


Ensures 100% of required scans, SRRs, and 
checklists are completed on a timely basis and 
stores electronically. 


Government review 


3.2.E Perform periodic IA 
compliance auditing, ensuring 
results are documented and 
reported within two business 
days. 


Compliance Status and audit result reports 
submitted for review within two business days 
of agreed upon completion. Efforts reported 
quarterly. 


Government review 


3.3  Continuity and Recovery Planning Support 
3.3.A Develop and maintain 


Business Recovery processes 
documentation. 


Master Continuity, Contingency, and Recovery 
processes, including Alternate-Site recovery 
documents, are accurate and complete. 
Submitted for review within two days of 
agreed upon completion with less than 10% 
rework. 


Government Review 


3.3.B Manage project management 
efforts for full implementation 
of an Alternate Site facility in 
coordinate with the NASP 
technical project manager. 


Attendance required at related meetings and 
collaboration to ensure compliance. 
Coordinates efforts and ensures project stays 
on track through frequent correspondence 
with all involved parties. Efforts reported 
weekly. 


Government Review  


3.3.C Develop and maintain 
processes related to Recovery 
execution. 


Ensure all NITC hosted applications are 
maintain compliance with reporting dates and 
contain accurate and up-to-date recovery 
procedures. 


Government Review  


3.3.D Perform annual Contingency 
and Incident Reponses tests 
and report results. 


Lead annual contingency testing and provide 
documentation compliant with DIACAP process 
requirements. 


Government Review  







 


 


3.3.E Provide business Recovery 
solution recommendations. 


Studies, recommendations 
and reports are accurate, 
complete, and provided as 
requested 100% of the time for government 
review. 


Government Review  


3.4  Information Assurance (IA) Technical Writing Support 
3.4.A Provide technical writing 


support for NAVFAC IA and 
C&A documentation. 


Contractor provides technical documents to 
the Government five calendar days prior to 
final document due dates as assigned for 
review and approval, with less than 10% 
rework. Once approved, final documents will 
be provided in electronic format. 


Government Review 


3.4.B Develop weekly IA status 
reports to track IA and C&A 
metrics. 


Provide metric-based reports including project 
statuses and timelines weekly. 


Government Review  


3.5.1 Project Management Planning 
3.5.1.A Develop MS Project POA&M. 


 
Provide POA&M to Work Requestor 2 days 
prior to schedule project review dates. 


Government Review 


3.5.2 Status Reports and Meetings 
3.5.2.A Provide financial, staffing, and 


burn rate status reports to 
government  


Provide bi-weekly and monthly financial, 
staffing and burn rates status report to 
government. 


Government receives accurate 
reports on time. 


3.5.2.B Government receives accurate 
reports on time. 


Contractor provides draft presentations to the 
Government five calendar days prior to the 
start of the meeting. Final presentations shall 
be due in electronic format, two calendar days 
prior to the start of the meeting. 


Government review and acceptance 
of contractor provided meeting 
materials and presentations. 


3.5.2.C Facilitate monthly and 
quarterly Contract Review 
Meetings. 


Facilitate monthly and quarterly Contract 
Status reviews with government 
representatives. Prepares and perform 
PowerPoint presentation during monthly and 
quarterly Contract Status Reviews. 


Government review and acceptance 
of contractor provided meeting 
materials and presentations. 


3.5.3 Program (Contract) Oversight 
3.5.3.A Provide test plans. 


 
Provide test plans 10 days prior to proposed 
test date. 


Government Review 


3.5.3.B Execute test. Execute test on agreed upon date with no 
impact to production network. 


Government Review 


3.5.3.C Provide load test report. 
 


Provide load test report 2 days after execution 
of test. 


Government Review 


 
 
 
  







 


 


4.0 Quality Planning, Control, and Assurance 


4.1 Quality Control (QC)  


The Contractor shall monitor specific task results to determine that they comply with relevant 
quality standards, meet customer deliverables, and identify ways to eliminate causes of 
unsatisfactory performance through utilization of its Quality Control (QC) processes. 


The Contractor shall address the quality control planning, execution and tracking to be utilized 
to assure compliance with required performance standards. The Contractor shall provide its 
quality control program in its technical proposal. 


4.2 Quality Assurance Surveillance Plan (QASP) 


The Quality Assurance Surveillance Plan (QASP) outlines the framework and methods that will 
be utilized to provide surveillance and review of the Contractor’s fulfillment of contract 
acceptance criteria and other contract standards, including its quality control plan execution.   


The contractor shall develop, implement, and maintain a quality assurance program. The system 
shall included inspection, validation, evaluation, corrective action, and procedures necessary to 
effect quality control of all performance and products under the contract. The system shall allow 
inspection and evaluation by the government. The Government will evaluate the overall project 
performance on a regular basis to provide confidence that the project will satisfy the relevant 
quality standards. The system shall be applicable to all subcontractors and members of the 
contractor’s team, if appropriate. 


 


  







 


 


5.0 Government Furnished Information, Services, and Equipment 


Information: 
The Government will make available relevant standards, functional statements, technical 
manuals, computer systems guides, reference material, regulations, instructions, and 
operational procedures necessary to accomplish this task order. 
 
Equipment and Facilities:   
The Government will furnish the necessary facility requirements to maintain an office 
environment, including a workspace, furnishings, fax and telephone services, document 
reproduction capabilities, and other items necessary to maintain an office environment.   
 
The Government will provide the required number of software licenses necessary to accomplish 
this task order when support effort is required to be in government spaces on government-
provided NMCI workstations. At the completion of these tasks, all software and customized 
computer code shall be surrendered to the Government. 
 
The Government will provide remote access to NAVFAC Information Systems to accomplish 
assigned work covered in this task order when support effort is not required to be on-site in 
government spaces.  
 
The Government will provide hand held equipment, as required, to accomplish assigned work 
covered by this task order. 
 
Utilities: 
All utilities in NAVFAC facilities will be available for the Contractor’s use in performance of duties 
as outlined in this PWS. The Contractor shall instruct employees in utilities conservation 
practices. The contractor shall be responsible for operating under conditions that preclude the 
waste of utilities. 
 
Access:   
The Government shall provide necessary computer resources required to perform assigned 
tasks, including NMCI workstations, access to terminals, printers, software, data, network 
resources, etc. 
 
The Government will provide Government Common Access Cards (CAC). 
  







 


 


6.0 Contractor Furnished Information, Services, and Equipment 


The Contractor shall provide technical support as needed to meet the requirements of the task 
order as it pertains to facilities, supplies, and services.  
 
Contractor is responsible for obtaining Card Readers and Software to be utilized with the 
Government furnished CAC Cards on non-NMCI workstations. 
 
Compliance with current and future DoD, DON, CYBERCOM, NNWC, NMCI, NAVFAC, and local 
guidance and directives is required for all Contractor workstations connecting remotely to 
NAVFAC networks or Information Systems. 
 
Contractor shall be responsible for reproduction and shipping charges for training manuals. 
 
Contractors traveling overseas shall be required to provide passports. 
  







 


 


7.0 Other Information 


7.1 Hours of Work 
Hours of work shall vary based on the task being performed, but will generally conform to the 
NAVFAC business core-hours of 0600-1800. Certain tasks may require work and travel after 
normal business hours, including evenings, weekends, and holidays.  
 
Actual hours of work will be agreed upon task order start up. 


7.2 Period of Performance 
This task order period of performance shall be for one (1) base year and two (2) one-year 
options and is subject to the availability of Government funds. The option years may be 
exercised when determined by the Government to be in its best interest and in accordance with 
applicable acquisition regulations and policies. 
 
In accordance with FAR 52.217-9, “Option to Extend the Term of the Contract (Mar 2000)”, the 
Government may extend the term of the task order by written notice to the Contractor five (5) 
days prior to contract expiration provided that the Government gives the Contractor a 
preliminary written notice of its intent to extend at least 30 days before the contract expires. 
The preliminary notice does not commit the Government to an extension. If the Government 
exercises this option, the extended contract shall be considered to include this option clause. 
The total duration of task order, including the exercise of any options under this clause, shall not 
exceed five (5) years. 


7.3 Travel 
The contractor shall perform travel as required in the performance of the contract as stated in 
individual task orders. Travel shall consist of CONUS/OCONUS travel, in support of the contract 
requirements identified in this task order. 
 
Travel arrangements and costs shall be in accordance with the Joint Federal Travel Regulations. 
Before undertaking any travel in performance of this task order, the Contractor shall have the 
travel approved, in writing, by the TOM or Navy Technical Representative (NTR). In an urgent 
situation, telephonic/verbal approval by the TOM or NTR is acceptable, with the understanding 
that the written approval request shall be provided within ten (10) calendar days. Any travel 
expenses that are invoiced to the government shall be accompanied with backup or supporting 
documents 


7.3.1 Air Travel 


To the maximum extent practical, the Contractor shall minimize overall travel costs by taking 
advantage of discounted airfare rates available through advance purchase. Charges associated 
with itinerary changes and cancellations under nonrefundable airline tickets are reimbursable as 
long as the changes are driven by the work requirement. 


7.3.2 Non-Reimbursable Travel 


The following travel shall not be reimbursed:   


Travel performed for personal convenience or daily travel to and from the designated work site. 







 


 


7.4 Training 
The Government will not allow costs, nor reimburse costs, associated with the Contractor 
training employees in an effort to attain and/or maintain the minimum personnel qualification 
requirement(s), nor any specialized certification requirements of this task order.  
 
The following are considered training for the purposes of this clause: 
 


A. Workshop, Conference, or Symposium attendance, 
B. IA Workforce certification training, exams, and maintenance events; 


a. Any event intended to procure Continuous Learning (CL) points for certification 
maintenance. 


 
Contractor attendance at workshops, conferences, or symposiums, and all IA Workforce 
certification training and exams are considered training for purposes of this clause. 


7.5 Monthly Status Reports 
The contractor shall submit a monthly status report consisting of an Executive Summary 
detailing the major accomplishments, activities, burn rates, and financial status of the previous 
month.  
These reports shall contain an accurate and timely summary account of major accomplishments, 
activities, actual and projected burn rates (hours and funds), and the financial status of the 
contract.  
 
Reports will be provided to the Work Requestor in Adobe PDF format. Alternate report 
formatting may be considered at the discretion of the Work Requestor. 
 
The Contractor shall submit monthly reports via E-Mail to the Work Requestor no later than five 
(5) business days from the first day of the following month. 


7.6 Contractor Identification 
All Contractor staff shall ensure, to the greatest extent possible, that When participating in 
meetings with Government and/or other Contractor employees, ensure that their personnel 
properly identify themselves as Contractor employees so that their actions will not be construed 
as acts of Government officials. 
 
In accordance with DFARS 211.106, “Contractor employees shall identify themselves as 
contractor personnel by introducing themselves or being introduced as contractor personnel 
and displaying distinguishing badges or other visible identification for meetings with 
Government personnel. All contractor employees shall appropriately identify themselves as 
contractor employees in telephone conversations and in formal and informal written 
correspondence.” 
 
Contractor shall ensure, to the extent practicable, that external correspondence signed by 
Contractor employees is on company letterhead. Internal correspondence, including e-mail and 
memoranda, must include the name of the company in the signature line or in another clearly 
identifiable location. In all contact with the public and Government officials, contractor 
personnel shall identify themselves as contractor employees working under contract to NAVFAC.  







 


 


 
Contractor shall ensure that their onsite personnel, when receiving or placing telephone calls, 
identify their employer, in addition to whatever other appropriate greeting are used. 
 
All Contractor staff working on-site at any of the client installations during task order 
performance shall wear at all times a DOD or Contractor furnished Identification. 
 
The Contractor must comply with the implementation of Federal Information Processing 
Standards (FIPS) Publication Number 201, Personal Identify Verification of Federal Employees, 
and Contractors. 


7.7 Intellectual Property 
This task order is funded by the United States Government.   
 
All intellectual property generated and/or delivered pursuant to this task order shall be subject 
to appropriate federal acquisition regulations, which entitle the Government to the following: 
 


• Unlimited license rights in technical data and computer software developed 
exclusively with Government funds, 


• A nonexclusive license to practice any patentable invention or discovery made 
during the performance of this task order, and, 


• A nonexclusive and irrevocable worldwide license to reproduce all works, 
including technical and scientific articles, produced during this task order. 


 
All products delivered under this statement of work shall conform to current Department of 
Defense (DoD), Department of Navy (DON), and Naval Facilities Engineering Command 
(NAVFAC) standards and guidelines. The Navy shall maintain full data rights to all products and 
deliverables. 


7.8 Transition between Task Order and Continuity of Service 
If a successor contract is awarded prior to the final expiration date of this task order, the 
Government may issue task orders to the successor Contractor prior to the expiration date of 
this task order. 
 
The Contractor must recognize that services under this task order are vital to the Government 
and must be continued without interruption and that upon task order expiration, a successor, 
either the Government or another Contractor, may continue such services. The Contractor 
agrees to exercise its best efforts and cooperation to effect an orderly and efficient transition. 
 
The Contractor shall not recruit on Government property or otherwise act to disrupt 
Government business. Within ten (10) calendar days of a task order award, the Contractor shall 
inform the appropriate TOM of incumbent personnel, who will not be placed on the task order. 
 
The Contractor shall have management and administrative support in place to fulfill work 
requirements at time of commencement of the task order performance. Addresses, telephone 
numbers, and functional responsibilities shall be provided to Ordering Officer and TOM at time 
of work initiation. 
 







 


 


The Contractor shall provide phase-in, phase-out services, at no additional cost to the 
Government, as long as there is any active task order. Appropriate task order management 
personnel shall meet with the successor Contractor to coordinate task order transition. 
Discussions shall include personnel transition to the successor Contractor, and the transition of 
task order specific items such as Government or Contractor furnished supplies, materials, 
equipment, and services. 
 
The Contractor shall disclose necessary personnel records (names and phone numbers) to allow 
the successor to conduct interviews for possible transition. If selected employees are agreeable 
to the change, the incumbent Contractor shall grant release at a mutually agreed date and 
negotiate transfer of the employee's earned fringe benefits. The resumes for incumbents must 
be approved by the Government prior to assignment to a position. 


 







 


 


Appendix A  Forms and Artifacts 
 


Include attachment documents for the following: 


 


• Department of Homeland Security Employment Eligibility Verification Form, I-9 
• DoD Common Access Card (CAC) information 
• Contractor Verification System (CVS) 
• System Authorization Access Request Form – Navy (SAAR-N) 
• Information Assurance Work Force Certification Requirements Charts 
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Appendix C  Acronym List 
 
Government and Acquisition Acronyms 


Acronym Description 
ACNO-IT Assistant Chief of Naval Operations for Information Technology 
ACTR Assistant Contract Technical Representative (NMCI terminology) 
ANACI  Access National Agency Check with Inquires 
AQL Acceptable Quality Level 
ASDP  Abbreviated Systems Decision Paper 
B2B Business to Business 
BCA   Business Case Analysis 
BOY   Beginning of (Fiscal) Year 
CAC   Common Access Card 
CCB   Configuration Control Board 
CCR   Central Contractor Registration 
CEC Civil Engineering Corps 
CLIN   Contract Line Item Number 
CNO   Chief of Navy Operations 
COB   Close Of Business 
CONUS   Continental United States 
COR   Contracting Officer’s Representative 
COS Continuity of Service 
CPI  Continuous Process Improvement 
CTR Contract Technical Representative (NMCI terminology) 
CVS  Contractor Verification System 
CYE  Calendar Year End 
DFAR  Defense Federal Acquisition Regulation 
DISA  Defense Information Systems Agency 
DoD Department of Defense 
DODD  Department of Defense Directive 
DODI  Department of Defense Instruction 
DON  Department Of Navy 
DSS   Decision Support System 
DWAS   Defense Working capital fund Accounting System 
E2E End to End 
EOY    End Of (Fiscal) Year 
EP    Execution Plan 
FAM    Functional Area Manager 
FAR    Federal Acquisition Regulation 
FAQ    Frequently Asked Questions 
FEC    Facilities Engineering Command 
FMO  Financial Management Office 
FTE  Full-Time Equivalent 
FY    Fiscal Year 
GF   General Fund 
Acronym Description 







 


 


GOTS Government-off-the-shelf 
HVAC    Heating, Ventilation and Air Conditioning 
IPT    Integrated Product Team 
JPAS    Joint Personal Adjudication System 
NACLA    National Agency Check with Local Agency 
NAVFAC    Naval Facilities Engineering Command 
NBVC    Navy Base Venture County 
NGEN Next Generation NMCI  Network (see NMCI) 
NAVNETWARCOM    Naval Network Warfare Command 
NFELC    Naval Facilities Expeditionary Logistics Center 
NITC    NAVFAC Information Technology Center 
NMCI   Navy Marine-Corps Intranet 
NTR    Navy Technical Representative 
NWCF    Navy Working Capital Fund 
OCONUS    Outside Continental United States 
ONE-NET    OCONUS Navy Enterprise Network 
OO    Ordering Officer 
OST    Operational Support Team 
PBSOW    Performance Based Statement of Work 
PEO-EIS    Program Executive Office for Enterprise Information Systems 
POC    Point Of Contact 
PW Public Works 
PWS Performance Work Statement 
QA/CM Quality Assurance/Configuration Management 
QASP Quality Assurance Surveillance Plan 
QC Quality Control 
QI Quality Improvement (as applicable to QI Sessions) 
RFA  Request for Action 
ROI Return on Investment 
SECNAV Secretary of the Navy 
SDP System Decision Paper 
SLIN Sub Line Item Number 
SSBI Single-Scope Background Investigation 
TOM Task Order Manager 
TRM Total Resource Management 
TSO Time Sharing Option 
USC US Code (US Public Law) 


 
 
Information Technology and Information Assurance Acronyms 
 


Acronym Description 
AHF Application Hosting Facility 
ATL  Automated Tape Library 
BCP   Business Continuity Plan 
Acronym Description 







 


 


BMS   Business Management System 
BPM   Business Process Monitor (performance monitoring software) 
C&A   Certification and Accreditation 
CA   Certification Agent 
CCM Configuration & Change Management 
CCMP Configuration & Change Management Plan(s) 
CDA   Central Design Agency 
CIAM   Command Information Assurance Manager 
CIO   Command Information Officer 
CM    Configuration Management 
CMMI   Capability Maturity Model Integration 
CMP   Configuration Management Board 
COE  Common Operating Environment 
COOP   Continuity of Operations Plan 
COTS Commercial-off-the-shelf 
DAA Designated Approval Authority 
DADMS  DON Applications and Database Management System 
DBMS Database Management  System 
DECC  Defense Enterprise Computing Center 
DIACAP DoD Information Assurance Certification and Accreditation Process 
DRP  Disaster Recovery Plan 
FISMA Federal Information Security Management Act 
IA   Information Assurance 
IAM    Information Assurance Manager 
IAVA   Information Assurance Vulnerability Alert 
IAVB   Information Assurance Vulnerability Bulletin 
IAVM Information Assurance Vulnerability Management 
IAWF Information Assurance Work Force 
INFOCON Information Operations Condition 
IT    Information Technology 
ITIL Information Technology Infrastructure Library 
IV&V    Independent Verification and Validation 
NAS    Network Attached Storage 
NASP  NAVFAC Application Service Provider 
ODAA    Operational Designated Approval Authority 
OS    Operating System 
PKE    Public Key Enabling 
PKI    Public Key Infrastructure 
POA&M    Plan of Actions and Milestones 
QTP  Quick Test Professional 
SAAR  System Authorization Access Request 
SAN Storage Area Network 
SCADA Supervisory Control and Data Acquisition 
SRR  System Readiness Review 
Acronym Description 
SSL Secure Sockets Layer 







 


 


STIG Security Technical Implementation Guide(s) 
T&E Test & Evaluation (applicable to C&A requirements) 
TPS Test Plan/Script 
TR Technology Refresh 
TS Technology Stack 
UPS Uninterrupted Power Supply 


  







 


 


Appendix D  Definitions List 
 


<INSERT ARTIFACT DOCUMENT> 


Continuous Process Improvement (CPI) 


With Business process optimization and streamlining defined as a strategic goal, NAVFAC 
employs various processes and procedures for standardization based on CMMI, the ITIL 
framework, and Industry best practices. Government-initiated audits are conducted periodically 
to ensure these processes and procedures are followed and maintained. All employees, 
including Contractor resources, shall continuously update required documentation within their 
area of responsibilities (e.g. Operating Procedures, Manuals). 


Contracting Officer’s Representative (COR)  


A COR is a Government employee that serves as a liaison to the Contractor and provides 
surveillance functions.   


Defective Service 


A service output that does not meet the standard of performance associated with it in the 
Performance Work Statement. 


Quality Assurance Surveillance Plan (QASP)  


A QASP document details the surveillance methodology and process employed by NAVFAC to 
monitor Contractor employee performance. 


Quality Control QC) 


Actions taken by the Contractor to control the quality (performance) of services, ensuring 
requirements of the PWS are met. 


Quality Assurance (QA) 


Actions taken by the government to ensure Contractor services meet the requirements of the 
PWS. 
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3.10 FIS SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs FIS application as 


detailed below.  Support of FIS will include at a minimum the below skills, knowledge and expertise.  Other 


skills, knowledge or expertise not specifically mentioned, but required to fulfill the tasks as stated will be 


identified and provided by the contractor. 


 


3.10.1 Facilities Information System 2.0 


 


The contractor must have knowledge and capability to support FIS v.2.0 and future releases.  The contractor 


must have knowledge and experience implementing FIS capabilities. The contractor must have knowledge 


and experience in implementing FIS solutions, including  FIS 2.0 integrations with other DoD and non-DoD 


applications, including, but not limited to STARS-FL, One Pay, ieFACMAN, iNFADS, and DCIPS. 


 


Key Skills: 


Knowledge of FIS 


Knowledge of IDEAL programming language 


Knowledge of COBOL programming language 


Knowledge of IBM Job Control Language (JCL) 


Knowledge of CA DATACOM database structure  


Knowledge of Structured Query language (SQL or CA Dataquery) 


Knowledge of Performance monitoring 
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3.10 GIS SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFAC’s Geographic 


Information Systems (GIS) implementations as detailed below.  Support of GIS will include at a minimum 


the below skills, knowledge and expertise.  Other skills, knowledge, or expertise not specifically mentioned, 


but required to fulfill the tasks as stated will be identified and provided by the contractor. 


 


3.10.1 GIS Applications: RSIMS/GeoReadiness, NIRIS, others TBD 


 


The contractor must have knowledge and capability to support systems underlying all GIS at NAVFAC.     


The primary GIS programs are the Regional Shore Installation Management System 


(RSIMS)/GeoReadiness and NIRIS.  Additional systems may be included in the future.  The contractor 


shall provide ongoing support and maintenance of all program modules.  Modules include, but are not 


limited to, the Maintenance & Analysis Environment, RSIMS3 viewer and related tools, GeoReadiness 


Explorer and related tools, GIS data repository, related file data repositories, map builder, integrations with 


other business systems, Space Management, Real Planfile Viewer, Media Manager, and administrative 


toolsets.  Additional modules will be added over the course of the period of performance at the direction of 


Program Management. 


 


Key Skills: 


Ability to support GIS applications using ESRI suite of products, including ArcGIS Server 9.3.1, ArcGIS 


Server 10.x, ArcSDE, ArcGIS Desktop and extensions and third party tools. 


 


Expertise in migrating GIS solutions from ArcIMS to ArcGIS Server 


 


Expertise in designing, managing, and administering a consolidated and load-balanced GIS hosting 


infrastructure and in deploying GIS applications in Citrix XenApp Server 4.5 and web environments. 


 


Expertise in designing, managing, and administering a consolidated GIS ArcSDE infrastructure on Oracle 


10gR2 and 11g platforms including Oracle database, Oracle Portal, Oracle SSO/OID, CITRIX, and 


enterprise storage and backup systems 


 


Expertise in troubleshooting GIS, Citrix, and Oracle integration issues, and tuning the performance of a GIS 


system 


 


Knowledge of UNIX and Windows Operating Systems 
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1.0 GENERAL/ORGANIZATION/SCOPE/ BACKGROUND/OBJECTIVE 
 
1.1 Organization to be supported: 


 
Navy Facilities Engineering Command 
1322 Patterson Ave SE 
Washington Navy Yard, DC 20374-5065 
 
The recurring phrase, “The contractor shall,” means that the firm selected for this procurement will, in 
accordance with all applicable Federal, state, and local laws, regulations, guidance, and policies, furnish the 
necessary personnel, services, products, materials, equipment, knowledge, and expertise to successfully
 complete the tasks required under this task order. 
 


1.2 Scope: 
 


 This is a Performance Work Statement (PWS).  The scope of this PWS for implementing and employing 
enterprise operational support processes for the NAVFAC business systems, including documentation, 
configuration management, quality assurance, information assurance, validation, verification, joint review, 
customer support and problem resolution processes.  The Contractor is responsible for achieving the 
desired results based upon their approach and internal processes.  The Contractor shall provide all services, 
personnel, personnel supervision, materials, equipment and transportation necessary (except as otherwise 
specified herein) to accomplish the requirements of this PWS. 
  
 


1.2.1 Clearances and Licensing: 
 


Contractor personnel working on this task shall be U.S. Citizens. 
 
NAVFAC IT work is accomplished at IT level II in accordance with SECNAV M-5510.30.  Appropriate 
background check levels should be at the NACLC or higher level for all resources provided in support of 
this contract.   
 
Work performed as part of executing this requirement will be at the SENSITIVE BUT UNCLASSIFIED 
level. The contractor shall pursue and obtain final appropriate clearances (as defined by SECNAV M- 
5510.30 at https://doni.daps.dla.mil/SECNAV%20Manuals1/5510.30.pdf - see sections 6-8 paragraph j.) 
for all personnel as required by individual task.  All contractor personnel shall have a successfully 
adjudicated Access National Agency Check with Inquiries (ANACI) or National Agency Check with Local 
Agency (NACLA) as required by Information Technology (IT) level II “Limited Privileged Access.  This 
shall also apply to all sub-contractor personnel. 
 
In accordance with DOD 8570.1, which establishes IA workforce categories, contractor provided resources 
shall be certified at the appropriate IA levels based on work to be performed. 
 
The contractor shall establish and maintain an access list of those employees working on this Task Order.  
A copy of the access list shall be furnished to the Command Information Assurance Manager (CIAM).  All 
personnel reassignments and changes shall be documented within 3 business days via a revised access list 
provided to the NAVFAC CIAM.  NAVFAC will provide the contractor access to all areas as necessary to 
support this effort. 
 
Specific tasks may require security clearance or specialized certifications as identified in the performance 
work statement. 
  


1.2.2 Privacy Act: 
 


Work on this project requires that Contractor personnel have access to Privacy Information as identified in 
the Business System Overview/Common Operating Environment (Attachment 01).  Personnel shall adhere 
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to the Privacy Act, Title 5 of the U.S. Code (USC), Section 552a and applicable agency rules and 
regulations. 
 
Contractor will be held liable for all data breaches where he/she is determined to be culpable (e.g., contract 
proprietary information, social security numbers (SSN) and other sensitive personnel information, etc). 
Contractor will be held liable and be required for taking steps such as notifying affected parties or 
providing credit monitoring. 
 
Contractor personnel shall sign a Non-Disclosure Form (Attachment 02). 


 
1.2.3 Access Requirements: 
 


Contractor employees shall fill out a Department of Homeland Security Employment Eligibility 
Verification, Form I-9 (Attachment 03). 
 
Contractor personnel shall coordinate with the Government sponsor to complete and submit an application 
for a DOD Common Access Card (CAC) through the Contractor Verification System (CVS), see 
Attachment 04 for the application procedures.  The issuance of a Common Access Card (CAC) to a 
contractor requires, at a minimum, a completed National Agency Check (NAC), or what’s considered a 
trustworthiness check, as well as an initiated National Agency Check with Written Inquiries (NACI).  
Companies who employ government contractor personnel will have to complete and submit the NACI on 
behalf of the individual prior to their arrival on-site.  Contractor shall complete and submit a NACI on 
behalf of their employees prior to arrival on-site.  This policy is in accordance with the DoD Physical 
Security Program, DOD 5200.8-R and the Contractor Verification System (CVS) Trusted Agent program. 
 
Once the CAC request has been approved, Contractor personnel will proceed to the designated CAC 
issuance location identified by the Government sponsor with the appropriate documentation to support their 
identification and/or citizenship.  The CAC issuance location will then issue the CAC.   
 
Contractor employees traveling overseas must be eligible to obtain a passport. 
 
Contractor employees shall successfully complete an online Information Assurance (IA) training class 
(approximately 1.5 hours in duration) each year. 
 
Contractor employees shall fill out a System Authorization Access Request Form (SAAR) to obtain access 
to any Government system (remote or otherwise), see Attachment 05 
 
Within 7 working days, the contractor shall adhere to NAVFAC checkout procedures for the termination 
and/or collection of all Public Key Infrastructure (PKI), CAC, NAVFAC Badges, Parking Passes, and 
Parking Decals.  This pertains to NAVFAC support contractors both on site and off site. 
 


1.3 Background: 
 
The NAVFAC is an Echelon II Systems Command under the Chief of Naval Operations (CNO), with 
additional authorities and responsibilities from the Secretary of the Navy (SECNAV).   NAVFAC is a 
global military command with a Headquarters element and Component Commands that work together as 
one organizational team.  NAVFAC also provides technical support for Navy expeditionary engineer 
readiness and doctrine, and program management support for multiple NAVFAC/CEC/SEABEE programs, 
including the Ocean Facilities Program and the Sealift Support Program. 
 
The NAVFAC, Command Information Officer (CIO) has a requirement to provide optimized IT services to 
a global footprint of internal and external customers.  Today, NAVFAC Enterprise IT service requirements 
are provided by multiple contracts from different contractors.  This has led to inefficiencies such as 
overlaps, redundancies, communications gaps and disjointed “hand offs”.  NAVFAC therefore requires an 
improved, streamlined contractual framework within which to align, organize and integrate NAVFAC's 
portfolio of information technology products and services.  Based on internal analyses and industry 
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feedback, NAVFAC believes that this improved framework will be an effective means of achieving 
improved service delivery relative to performance, availability and functional optimization.   
 
Services will be provided at various NAVFAC activities, as appropriate, but primarily at NAVFAC's 
Information Technology Center (NITC).  This acquisition is one (1) of three (3) major acquisitions that will 
encompass all contractor-provided IT services for NAVFAC.  The three core enterprise areas (Enterprise 
Application Hosting Support, Enterprise Business Systems Support, and Enterprise Operations Support) 
provides checks and balances as appropriate, and protects the contractor from internal conflicts of interest.   


 
1.4 Objectives: 


 
The objective of this task order consists of implementing and employing enterprise operational support 
processes for the NAVFAC business systems, including documentation, configuration management, quality 
assurance, information assurance, validation, verification, joint review, customer support and problem 
resolution processes. 
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2.0 DEFINITIONS 
 


• ACNO-IT  - Assistant Chief of Naval Operations for Information Technology 
• ACTR – Assistant Contract Technical Representative (COSC Term) 
• AHF – Application Hosting Facility 
• ANACI – Access National Agency Check with Inquires 
• AQL –Acceptable Quality Level 
• ASDP – Abbreviated Systems Decision Paper 
• ASP – Active Server Page? 
• ATL – Automated Tape Library 
• B2B – Business to Business  
• BCA – Business Case Analysis 
• BCP – Business Continuity Plan 
• BMS -  Business Management System 
• BOY – Beginning of (Fiscal) Year 
• BPM – Business Process Monitor (key piece of Mercury Topaz performance monitoring) 
• C&A – Certification and Accreditation 
• CA – Certification Agent 
• CAC – Common Access Card 
• CARS – Cyber Asset Reduction and Security 
• CCB – Configuration Control Board 
• CCR – Central Contractor Registration 
• CCM – Configuration & Change Management 
• CCMP – Configuration & Change Management Plans 
• CDA -  Central Design Agency 
• CEC – Civil Engineering Corps 
• CIAM – Command Information Assurance manager 
• CIO – Command Information Officer 
• CLIN – Contract Line Item Number 
• CM -  Configuration Management 
• CMP – Configuration Management Board 
• CNO – Chief of Navy Operations 
• COB – Close Of Business 
• COE – Common Operating Environment 
• CONUS -  Continental United States 
• COOP – Continuity of Operations Plan 
• COR – Contracting Officer’s Representative 
• COSC – Continuity of Service Contract  
• COTS – Commercial-off-the-shelf 
• CPU –  Central Processing Unit 
• CTR – Contract Technical Representative (COSC term) 
• CUBIC – Computerized Utility Billing Integration System   
• CVS – Contractor Verification System 
• CYE – Calendar Year End 
• DAA – Designated Approval Authority 
• DADMS – Department of the Navy Applications and Database Management System 
• DBMS – Data Base Management  System 
• DCPDS – Defense Civilian Personal Data System 
• DECC – Defense Enterprise Computing Center 
• DEERS – Defense Enrollment Eligibility Reporting System 
• DFAR – Defense Federal Acquisition Regulation 
• DIACAP – DoD Information Assurance Certification and Accreditation Process 
• DISA – Defense Information Systems Agency 
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• DITSCAP – DoD Information Technology Security Certification and Accreditation Process 
• DoD – Department of Defense 
• DODD – Department of Defense Directive 
• DODI – Department of Defense Instruction 
• DON – Department Of Navy 
• DSS – Decision Support System 
• DWAS – Defense Working capital fund Accounting System 
• EI – Enterprise Integration 
• EOY – End Of (Fiscal) Year 
• EP – Execution Plan  
• ESRI - Environmental Systems Research Institute (a leading geographic information systems vendor) 
• EUL -  End User Layer 
• FAM – Functional Area Manager 
• FAR – Federal Acquisition Regulation 
• FAQ – Frequently Asked Questions 
• FEC – Facilities Engineering Command 
• FMO -  Financial Management Office 
• FY – Fiscal Year 
• GF – General Fund 
• GIS – Geographic Information Systems 
• GPO – Group Policy Objects 
• GPS – Global Positioning System 
• HVAP – Heating, Ventilation and Air Conditioning 
• HTMLDB – Hyper Text Markup Language Data Base (an Oracle Portal Development Environment) 
• IA – Information Assurance 
• IAM – Information Assurance Manager 
• IAVA – Information Assurance Vulnerability Alert 
• IAVB – Information Assurance Vulnerability Bulletin 
• IAW – In Accordance With 
• IPT – Integrated Product Team 
• IT – Information Technology 
• IV&V – Independent Verification and Validation 
• JPAS – Joint Personal Adjudication System 
• JSP -  Java Server Pages 
• LDAP – Lightweight Directory Access Protocol 
• LNS – Legacy Network Shutdown 
• LUN – Logical Unit 
• MQC - Mercury Quality Center 
• NACLA – National Agency Check with Local Agency  
• NAS – Network Attached Storage 
• NASP -  NAVFAC Application Service Provider  
• NAVFAC – Naval Facilities Engineering Command 
• NBVC – Navy Base Venture County 
• NET – Navy Enterprise Transportation 
• NAVNETWARCOM – Navy Network Warfare Command  
• NFELC – Naval Facilities Expeditionary Logistics Center 
• NITC – NAVFAC Information Technology Center 
• NITEP—NAVFAC Information Technology Enterprise Portfolio 
• NMCI – Navy Marine Corps Intranet 
• NREMS—Navy Regional Enterprise Messaging System 
• NTR – Navy Technical Representative 
• NWCF – Navy Working Capital Fund 
• OCONUS – Outside Continental United States 
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• OCS –  Oracle Collaboration Suite  
• ODAA – Operations Designated Approval Authority 
• OEM – Oracle Enterprise Manager 
• OLTP -  On Line Transactional Processing 
• ONE-NET – OCONUS Navy Enterprise Network 
• OO – Ordering Officer 
• OS – Operating System 
• OST – Operational Support Team 
• PEO-EIS – Program Executive Office for Enterprise Information Systems 
• PKE – Public Key Enabling 
• PKI – Public Key Infrastructure 
• POA&M – Plan of Actions and Milestones 
• POC – Point Of Contact 
• PW – Public Works 
• PWS – Performance Work Statement 
• QA/CM – Quality Assurance/Configuration Management 
• QASP – Quality Assurance Surveillance Plan 
• QC – Quality Control 
• QTP – Quick Test Professional 
• RDMBS – Relational Data Base Management System 
• RFA – Request for Action 
• ROI – Return on Investment 
• SA – System Administrator 
• SAAR – System Authorization Access Request 
• SAN – Storage Area Network 
• SCADA – Supervisory Control and Data Acquisition 
• SECNAV – Secretary of the Navy 
• SDE – Spatial Data Engine 
• SDP – System Decision Paper 
• SLIN – Sub Line Item Number 
• SPAWAR – Navy Space  Warfare Command 
• SPM – Single Platform MAXIMO® 
• SRR -  System Readiness Review 
• SSBI – Single Source Background Investigation 
• ST&E – Security Test & Evaluation 
• STIG – Security Technical Implementation Guide 
• TF – Task Force 
• Tier 1 support – Response and routing of user initiated telephone help calls, emails and online 


submissions from the CIO Support Tracking System on the NAVFAC Portal. 
• Tier 2 support – Advanced response to help calls referred from Tier 1. 
• TOM – Task Order Manager 
• TPS – Test Plan/Script 
• TRM – Total Resource Management 
• TSO – Time Sharing Option 
• UPS – Uninterrupted Power Supply 
• USC – US Code 
• VSS- Visual Source Safe 
• VUGen – Virtual User Generator (Mercury product for creating monitoring plans and scripts) 
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3.0 OPERATIONS SUPPORT  
 


This task order consists of implementing, managing or executing various support processes for the 
NAVFAC enterprise business systems.   Services required are as follows: 


• Implement and operate operations/help desks; 
• Provide information assurance support services; 
• Develop and validate continuity of operations plans; 
• Implement and provide oversight of configuration and change management support processes; 
• Implement and manage a program for the independent verification and validation (IV&V) of 


quality assurance; 
• Provide support services for the Navy’s Cyber Asset Reduction and Security (CARS) initiative. 


 
3.1 Local Operations/Help Desk Support 
 


Overview:  All geographical NAVFAC locations require some level of operations support and/or help desk 
support.  The specific types of support shall be detailed in specific work requests against this task order. 
This work requires certification at IA Level II and will be accomplished during normal business hours and 
on-site for the requiring activity. 
 
Work Description:  Provide systems operation support services to include technical and administrative 
support for standard/common/migrations or systems. 
• Develop, maintain and revise existing operations schedules for daily and other regularly scheduled data 


transfers and update jobs. 
• Monitor job schedules and their execution status. 
• Provide technical and operations support for the unclassified Navy Regional Enterprise Messaging 


system. 
• Provide assistance with the scheduling and set-up of Video Teleconferences (VTC) and Training 


rooms.  Some requests may require coordination with the enterprise.  Provide conference lines for 
attendees connecting via telephone. 


• Manage, track and operate a loan pool of equipment for use by traveling employees or other offsite 
use. 


 
Provide an COSC Science and Technology (S&T) configuration manager.  The S&T CM is responsible for 
providing configuration support to the end-user for these workstations. 
• Coordinate software installation with end users, or install software for end users as required.  
• Assist end users with administrative requirements of associated S&T community of interest (COI), 


including assistance with forms, software configuration, licensing and inventory control. 
 
Provide general end-user and legacy application Help Desk support, including requests received via phone, 
email, walk-up, or submission by an automated trouble tracking tool. The help desk shall capture 
documentation of problems and solutions using NAVFAC software. 
• Track the resolution of user problems, keeping the user informed of progress.  Follow-up with the user 


after problem resolution to ensure the solution was satisfactory and complete prior to closing the 
trouble call. 


• Provide technical and operations support for desktop applications such as the Microsoft Office 
products. 


• Assist with the installation of government owned peripherals devices on COSC workstations. 
• Provide end-user liaison support for accessing network (NMCI) services. 
• Manage distribution lists that are maintained on NMCI. 
• Assist users in tasks that allow for a more efficient operation of their desktop system. 
• Provide end-user support, including configuration assistance, for various software applications used by 


the activity. 
• Manage Kiosk machines.  Coordinate software installation with end users, or install software for end 


users as required. Assist end users with administrative requirements of any required forms, software 
configuration, software licenses and inventory control. 
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• Maintain the Field Help Desk Documentation.  This documentation shall include technical manuals, 
trouble tracking tool, help desk knowledge base and standard Field Operations/Help Desk procedures.  
The Contractor shall submit changes for review and acceptance by the government. 


 
Objectives: 


A. Provide operations support. 
B. S&T seat configuration management. 
C. Calls are answered promptly by operations/help desk personnel. 
D. Time to resolve user problems or answer question is as short as possible. 
E. Operations/help desk personnel are courteous and efficient. 
F. Maintain operations/help desk documentation. 


 
3.2 NMCI COSC Support 
 


Overview: The Navy Marine Corps Intranet (NMCI) Continuity of Service Contract (COSC) Program, via 
contract to Hewlett Packard (HP), provides IT network and desktop PC seat services to the Department of 
the Navy.  The Department of the Navy provides the strategic direction for the program.  HP provides 
services delivery.  Operational direction, via electronic orders, help desk requests, and other change 
requests, is provided both by the Navy and by HP.  NAVFAC requires contractor operational support 
services for the Navy Marine Corp Intranet (NMCI) Continuity of Service Contract (COSC) program. 
 
NAVFAC requires contractor support services for the COSC Customer Technical Representative (CTR), 
located at headquarters, or for a COSC Activity Customer Technical Representative (ACTR), located at 
field activities.  This support includes coordinating the acquisition and implementation of local seat 
management activities. 
 
This work does not require IA certification and is performed during normal business hours and on-site for 
the requiring activity. 
 
Work Description:  Support and monitor COSC Move-Adds-Changes (MAC) at either an enterprise 
(CTR) or a local activity (ACTR) level and provide projections for current and out year requirements.  
These MACs include applications configuration changes, hardware changes, account changes, 
ramifications of personnel moves and transfers, and other operational change ordering and tracking. 
 
Use the NMCI COSC ordering and asset management tools to acquire COSC services and manage the 
inventory of COSC provided assets.  Review and submit move, add, change (MAC) requests. 
 
Coordinate the scheduling of COSC system delivery and refresh. 
 
Identify and resolve issues related to transition and sustainment activities with the COSC contractor, the 
Navy Program Management Office, and NAVFAC activity components. 
 
Objectives: 


A. Support and monitor MACs. 
B. Provide MAC projections for current and out year requirements. 
C. Setup and maintain new service request management groups. 


 
 


 
 
3.3 Cyber Asset Reduction and Security (CARS) Support 


 
Overview:  The Navy is undertaking major efforts to reduce the IT footprint and costs within the Navy.  
One of these efforts is the Cyber Asset Reduction and Security (CARS) project.  CARS will improve Navy 
enterprise-wide IT security, interoperability and return on investment (ROI), provide ashore information 
technology (IT) (secret and below) asset visibility (cost, configuration and accountability) in preparation 
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for post-NMCI COSC environment in fiscal year 2014, and integrate reduction efforts in progress.  
Contractor resources shall be required to support the various stages of this initiative. 
 
Work Description:  The contractor shall apply the NMCI COSC Legacy Systems Transition Guide, 
Legacy Network Shutdown (LNS) Solutions Matrix, and updated guidance from the CARS Task Force 
(TF), NMCI COSC LNS IPT, NAVNETWARCOM, and other sources to determine feasible solution 
alternatives, estimate resource requirements, and recommend solutions for legacy network components.  
These solutions may include use of various COSC contract CLINs. 
 
The contractor shall work with NAVFAC, Navy, and HP personnel to implement the solutions, including 
development of COSC unpriced CLIN documents.  Implementation may involve adapting to and resolving 
various configuration management issues. 
 
The contractor shall work with NAVFAC IT staff including application managers to organize production 
and submission of C&A documents and testing as required to meet current NAVNETWARCOM and PEO-
EIS requirements for systems transition to NMCI COSC and ONE-NET. 
 
The contractor shall support NAVFAC activities’ legacy network decommissioning, which includes 
determining that a legacy network component can be shutdown without negative mission impact, and 
confirmation of the shutdown so that government resources are no longer applied to the legacy network. 
 
The contractor shall document and communicate templates and processes developed in the course of the 
CARS Support effort so that NAVFAC can repeat the processes as necessary during (and if necessary, 
after) the completion of the legacy network reduction, ITFMR, and IAM tool deployment work. 
 
Objectives: 


A. Solutions identified for all essential legacy network functionality. 
B. Monitor progress of solution implementations. 
C. Track C&A actions for CARS System Transition Cases. 
D. Track execution of legacy LAN functionality migrations until completed. 
E. Prepare briefing materials, issue papers and other written documents. 


 
 
3.5 Status Reports and Meetings 
 


Overview:  The Contractor shall provide, on an ongoing basis, project management information via status 
reports and/or meetings. 
 
Work Description:  The contractor shall generate, maintain, and submit electronically, on a bi-weekly 
basis, charts that provide the government information on current and projected cumulative costs, labor 
hours, expended and projected percentage of work accomplished, and other metrics plotted against time.  
The contractor shall include supporting detail information in spreadsheet format. 
 
The contractor shall attend and participate in monthly Task Review Meetings with the Government 
Application Project Lead to discuss the required Monthly Financial Summary Report and Monthly 
Summary Report. 


 
The contractor shall provide a comprehensive status briefing of this task order to NAVFAC CIO, NITC 
management and other parties at minimum of four (4) times per year.  Draft presentations shall be provided 
to the Government ten (10) business days prior to the start of the meeting.  The Government will review 
and provide comments within five (5) business days after receipt of draft presentation.  Final presentations 
shall be due in electronic format, posted to the NAVFAC Portal in the appropriate location one (1) business 
day prior to the start of the meeting. 
 
The contractor shall provide analytical and technical support to the many different Configuration Control 
Boards (CCB) that support each major functional area or system.  The Contractor shall be required to attend 
and collect discussion data points as well as action items during these meetings.  The Contractor shall 
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provide written documentation covering these discussions to the Task Order Manager (TOM) five (5) 
business days after each meeting.  The Contractor shall also be required to give presentations at the CCB 
meetings and to lead discussions. 
 
All meetings and reviews shall be held at either the Ordering Officer, the Contractor’s office, or at any 
other location as specified by the Ordering Officer within the geographic locations identified in the task 
order. 


 
Objectives: 


A. Provide burn rate chart to government. 
B. Attend scheduled Task Review Meetings. 
C. Provide draft and final meeting materials and presentation. 


 
3.6  Project Oversight 
 


Government inspection will occur as the Contractor provides deliverables.  In the absence of a formal 
agreement, the Government will complete the review of draft deliverables within five (5) business days of 
receipt, and will complete the review and acceptance (or rejection) of final deliverables within 10 business 
days of receipt. 
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3.7 Performance Requirements Summary Matrix 
 


Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


Methods of 
Performance 
Assessment 


3.1 – Local Operations and Help Desk Support 
3.1.2.A Provide operations 


support. 
Operational tasks are 
completed on time. 


Government review. 


3.1.2.B S&T seat 
configuration 
management. 


Systems are reliable, 
compatible and interoperable.  
98% of tasks are completed 
within 3 business days. 


Government review. 


3.1.2.C Calls are answered 
promptly by 
operations/help 
desk personnel. 


Calls are answered within 30 
seconds or a voice mail can 
be left.  Calls shall be 
returned within 1 hour of 
receipt. 


Government review of 
operations along with 
feedback from users. 


3.1.2.D Time to resolve 
user problems or 
answer question is 
as short as possible. 


95% of calls received are 
resolved within 1 business 
day. 


Government review of 
call activity logs. 


3.1.2.E Operations/help 
desk personnel are 
courteous and 
efficient. 


No more than 2 complaints 
are received per month 
regarding courtesy and/or 
lost/late messages.  All e-
mails and voice mails are 
responded. 


Government review of 
trouble tickets along with 
feedback from users. 


3.1.2.F Maintain 
operations/help 
desk 
documentation. 


Documentation is current and 
accurate. 


Government review. 


3.2 – NMCI COSC Support 
3.2.A Support and 


monitor MACs at 
an enterprise level. 


All requests received will be 
acknowledged within 4 
working hours.  
Status/updates will be logged 
within 3 business days of 
receipt. 
No more than 2 valid 
complaints about the service 
per month.  No more than 
10% logged late. 


Customer feedback. 
 
Government review of 
status/updates. 


3.2.B Provide MAC 
projections for 
current and out year 
requirements. 


Monthly report submitted no 
later than 6 business days 
after the end of a month. 
No more than 15% reports 
received late. 


Government review. 


3.2.C Setup and maintain 
new service request 
management 
groups. 


All requests acknowledged 
within 4 working hours.  
Updates will be posted within 
1 business day of notification 
of completion. 
No more than 2 complaints in 
a month.  No more than 10% 
of updates posted late. 


Government review. 


3.3 – Cyber Asset Reduction and Security (CARS) Support 
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Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


Methods of 
Performance 
Assessment 


3.3.A Migration solutions 
identified. 


Conduct scheduled bi-weekly 
meeting with each NAVFAC 
COSC/ONE-NET 
transitioning activity to refine 
and track CARS Case 
execution plan solutions, or 
identify new, alternate, or 
backup solutions for 
functionality migration. 
Bi-weekly meetings 
documented within 5 
business days.  Issue papers 
with recommended migration 
solution developed within 10 
business days 


Periodic (weekly/bi-
weekly) CARS 
teleconferences with 
NAVFAC CARS POC, 
and review of monthly 
CARS issues/execution 
status reports for 
NAVFAC enterprise and 
individual NAVFAC 
activities. 


3.3 B Monitor solution 
implementation 
progress. 


Maintain awareness of 
implementation progress and 
any issues affecting 
implementation.  Review 
LNS execution during 
scheduled bi-weekly meeting 
with each NAVFAC 
COSC/ONE-NET 
transitioning activity.  Inform 
CARS POC of new 
implementation issues, and 
recommend resolution. 
Activity Progress report to 
NAVFAC CARS POC 
updated bi-weekly. 
Meetings documented within 
5 business days.  Inform LNS 
Project Manager of new 
implementation issues within 
two business days of 
knowledge of the issue, and 
provide recommended 
resolution within 5 business 
days 


Periodic (weekly/bi-
weekly) LNS 
teleconferences with 
NAVFAC CARS POC, 
and review of monthly 
contract issues/status 
reports for NAVFAC 
enterprise and individual 
NAVFAC activities. 


3.3C C&A actions 
tracked. 


Document existing CARS 
System Transition Case C&A 
assignments and status within 
30 days of CARS support 
initiation. Update tracking 
data as new Cases are 
submitted, or assignments or 
status changes. 
After initial setup, tracking 
data for System Transition 
Requests is current within 7 
business days of tracked 
events. 


Government monitoring 
of CARS Case C&A 
status data on 
NAVNETWARCOM IA 
Tool 
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Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


Methods of 
Performance 
Assessment 


3.3.D Track legacy LAN 
migrations. 


Remaining legacy network 
dependencies for each 
NAVFAC COSC/ONE-NET 
transitioning activity are 
accurately reflected in 
execution tracking.  Zero 
remaining essential legacy 
network dependencies are 
confirmed with the 
NAVFAC activity CIO, LNS 
execution POC, and relevant 
NAVFAC Business/Support 
Line 
Leader/Manager/Coordinator. 
Legacy LAN, server, and 
device shutdown status is 
reflected in DADMS within 5 
business days of confirmed 
shutdown. 


Government monitoring 
of NAVFAC legacy 
LAN, server, and device 
status information in 
DON Applications and 
Database Management 
System (DADMS). 


3.3.E Prepare briefing 
materials, issue 
papers and other 
documents. 


Briefings, issue papers, 
templates, and process 
documentation will be clearly 
written and convey the latest 
information for COSC/ONE-
NET migration and Legacy 
Network Shutdown. 
No more than 3 validated 
customer complaints per 
month that information was 
unclear or not the latest. 


Feedback from NAVFAC 
activity COSC Transition 
Managers and NAVFAC 
activity LNS Execution 
POCs, complaints to 
CARS POC. 


3.5 – Status Reports and Meetings 
3.5A Provide burn rate 


chart to 
government. 


Provide chart to CR by COB 
(Pacific) every other Friday. 


Government Review 


3.5B Attend scheduled 
Task Review 
meetings. 


Attend monthly task review 
meeting with CR and 
quarterly Status Overview 
with CIO representatives. 


Government Review 


3.5C Provide draft and 
final meeting 
materials and 
presentations. 


Draft presentations delivered 
to the government a 
minimum of 12 days prior to 
meeting, final presentations 
delivered to government a 
minimum of 2 days prior to 
meeting. 


Government Review 
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4.0 QUALITY PLANNING, CONTROL AND ASSURANCE 
 
4.1 The Contractor shall monitor the specific project results to determine that they comply with relevant quality 


standards and identify ways to eliminate causes of unsatisfactory performance through utilization of its 
Quality Control (QC) processes. 


 
The Contractor shall address the quality control planning, execution and tracking to be utilized to assure 
compliance with task order performance standards.  The Contractor shall provide its quality control 
program in its technical proposal. 


 
4.2 The quality assurance surveillance plan (QASP) outlines the framework and methods that will be utilized to 


 provide surveillance and review of the Contractor’s fulfillment of contract acceptance criteria and other 
contract standards, including its quality control plan execution.   


 
The contractor shall develop, implement and maintain a quality assurance program.  The system shall 
included inspection, validation, evaluation, corrective action and procedures necessary to effect quality 
control of all performance and products under the contract.  The system shall allow inspection and 
evaluation by the government. The Government will evaluate the overall project performance on a regular 
basis to provide confidence that the project will satisfy the relevant quality standards.   The system shall be 
applicable to all subcontractors and members of the contractor’s team, if appropriate. 


 
5.0 GOVERNMENT FURNISHED INFORMATION, SERVICES, AND EQUIPMENT 
 
5.1 The Government will furnish COSCworkstations and network resources, workspace, furnishings, office 


supplies, document reproduction, fax and telephone services, video-conferencing and web-conferencing 
necessary to accomplish assigned work covered by this task order when some or all of the support must be 
performed in Government spaces. 


 
The Government will make available relevant standards, functional statements, technical manuals, 
computer systems guides, reference material, regulations, instructions, and operational procedures 
necessary to accomplish this task order. 
 
The Government will provide Government Common Access Cards (CAC). 
 
The Government will provide hand held equipment to accomplish assigned work covered by this task 
order. 


 
5.2 The Government will provide the required number of software licenses necessary to accomplish this task 


order when support effort is required to be in government spaces on government-provided COSC 
workstations.  At the completion of these tasks, all software and customized computer code shall be 
surrendered to the Government. 


 
5.3 The Government will provide remote access to systems at the NAVFAC Information Technology Center at 


Port Hueneme, CA to accomplish assigned work covered in this TASK ORDER when support effort is not 
required to be on-site in government spaces.  The access will be in compliance with current 
NAVNETWARCOM, SPAWAR, COSC and NAVFAC guidance and directives. The Government will 
provide access to any installation required in accordance with current DOD and Navy guidance and 
directives. 


 
6.0 CONTRACTOR FURNISHED INFORMATION, SERVICES, AND EQUIPMENT 
 
6.1 The Contractor shall provide technical support as needed to meet the requirements of the task order as it 


pertains to facilities, supplies and services.  
 
6.2 Contractor is responsible for obtaining Card Readers and Software to be utilized with the Government 


furnished CAC Cards on non-COSC workstations. 
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6.3 Contractor workstations connecting remotely to the NAVFAC Information Technology Center at Port 
Hueneme, CA will be in compliance with current NAVNETWARCOM, SPAWAR, COSC and NAVFAC 
guidance and directives. 


 
6.4 Contractor shall be responsible for reproduction and shipping charges for training manuals. 
 
6.5 Contractors traveling overseas will be required to provide passports. 
 
7.0 OTHER INFORMATION/PERIOD OF PERFORMANCE/TRAVEL/ POINTS OF CONTACT 
 
7.1 Hours of Work:  Hours of work shall vary based on the task being performed.  Certain tasks may require 


work and travel after normal business hours, on weekends and holidays.  For certain tasks, the contractor 
may be required to provide services 24 x 7.  Actual hours of work will be agreed upon at task order start up. 


 
7.2 Place of Performance:  This task order work may require work to be performed at any NAVFAC 


CONUS/OCONUS location, see Attachment 07.   
 
7.3 Period of Performance:  This task order period of performance shall be for one (1) base year and four (4) 


one-year options and is subject to the availability of Government funds.  The option years may be exercised 
when determined by the Government to be in its best interest and in accordance with applicable acquisition 
regulations and policies. 


 
In accordance with FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000), the Government 
may extend the term of task order by written notice to the Contractor five (5) days prior to contract 
expiration provided that the Government gives the Contractor a preliminary written notice of its intent to 
extend at least 30 days before the contract expires. The preliminary notice does not commit the 
Government to an extension. If the Government exercises this option, the extended contract shall be 
considered to include this option clause. The total duration of task order, including the exercise of any 
options under this clause, shall not exceed 5 years. 


 
7.4 Travel:  The contractor shall perform travel as required in the performance of the contract as stated in 


individual task orders.  Travel shall consist of CONUS/OCONUS travel, in support of the contract 
requirements identified in this task order. 
 
Travel arrangements and costs shall be in accordance with the Joint Federal Travel Regulations.  Before 
undertaking any travel in performance of this task order, the Contractor shall have the travel approved, in 
writing, by the TOM or Navy Technical Representative (NTR).  In an urgent situation, telephonic/verbal 
approval by the TOM or NTR is acceptable, with the understanding that the written approval request shall 
be provided within ten (10) calendar days. 
 


7.4.1 Air:  The contractor shall, to the maximum extent practical, minimize overall travel costs by taking 
advantage of discounted airfare rates available through advance purchase.  Charges associated with 
itinerary changes and cancellations under nonrefundable airline tickets are reimbursable as long as the 
changes are driven by the work requirement. 


7.4.2 Non-Reimbursable Travel:  The following travel shall not be reimbursed:  travel performed for personal 
convenience or daily travel to and from the designated work site. 


 
7.5 Training.  The Government will not allow costs, nor reimburse costs associated with the contractor training 


employees in an effort to attain and/or maintain minimum personnel qualification requirements of this task 
order.  Attendance at workshops or symposiums is considered training for purposes of this clause.  Training 
may be approved on a case-by-case basis by the TOM. 


 
7.6 Monthly Status Reports.  The contractor shall submit a monthly status report consisting of an executive 


summary covering the activities and funds status of the previous month.  These reports shall contain an 
accurate, up-to-date summary account of tasks completed during the month, tasks on-going during the 
month, tasks to be worked during the next month, and shall provide status updates on any ongoing incidents 
that occurred during the month and identify any problems or issues that are still pending.  These reports 
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shall contain a statement of progress against the cost schedule developed by the Contractor under project 
management and shall reference the Task ID from the Microsoft Project schedule.  An alternate report may 
be substituted for this format as agreed to at task start up. 


 
The Contractor shall submit monthly reports in electronic format. 


 
7.7 NAVFAC IT Architecture:  is identified in the Business Systems Overview/Common Operating 


Environment (Attachment 01). 
 
7.8 Contractor Identification:  Contractor shall ensure, to the extent practicable, that external correspondence 


signed by Contractor employees is on company letterhead. Internal correspondence, including e-mail and 
memoranda, must include the name of the company in the signature line or in another clearly identifiable 
location. In all contact with the public and Government officials, contractor personnel shall identify 
themselves as contractor employees working under contract to NAVFAC.  


 
Contractor shall ensure that their onsite personnel, when receiving or placing telephone calls, identify their 
employer, in addition to whatever other appropriate greeting are used. 


 
When participating in meetings with Government and/or other Contractor employees, ensure that their 
personnel properly identify themselves as Contractor employees so that their actions will not be construed 
as acts of Government officials. 


 
All Contractor staff working on-site at any of the client installations during task order performance shall 
wear at all times a DOD or Contractor furnished Identification. 


 
The Contractor must comply with the implementation of Federal Information Processing Standards (FIPS) 
Publication Number 201, Personal Identify Verification of Federal Employees and Contractors. 


 
7.9 Intellectual Property:  This task order is funded by the United States Government.  All intellectual 


property generated and/or delivered pursuant to this task order shall be subject to appropriate federal 
acquisition regulations which entitle the Government to unlimited license rights in technical data and 
computer software developed exclusively with Government funds, a nonexclusive license to practice any 
patentable invention or discovery made during the performance of this task order, and a nonexclusive and 
irrevocable worldwide license to reproduce all works (including technical and scientific articles) produced 
during this task order. 


 
All products delivered under this statement of work shall conform to current DOD, Department of Navy 
(DON) and NAVFAC standards and guidelines.  The Navy shall maintain full data rights to all products 
and deliverables. 


 
7.10 Transition between Task Orders and Continuity of Service: 
 


If a successor contract is awarded prior to the final expiration date of this task order, the Government may 
issue task orders to the successor Contractor prior to the expiration date of this task order. 


 
The Contractor must recognize that services under this task order are vital to the Government and must be 
continued without interruption and that upon task order expiration, a successor, either the Government or 
another Contractor, may continue such services.  The Contractor agrees to exercise its best efforts and 
cooperation to effect an orderly and efficient transition. 


 
The awardee shall not recruit on Government premises or otherwise act to disrupt Government business. 
Within ten (10) calendar days of a task order award, the Contractor shall inform the appropriate TOM of 
incumbent personnel, who will not be placed on the task order. 


 
The Contractor shall have management and administrative support in place to fulfill work requirements at 
time of commencement of the task order performance.  Addresses, telephone numbers, and functional 
responsibilities shall be provided to Ordering Officer and TOM at time of work initiation. 
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The Contractor shall provide phase-in, phase-out services, at no additional cost to the Government, as long 
as there is any active task order.  Appropriate task order management personnel shall meet with the 
successor Contractor to coordinate task order transition.  Discussions shall include personnel transition to 
the successor Contractor, and the transition of task order specific items such as Government or Contractor 
furnished supplies, materials, equipment, and services. 


 
The Contractor shall disclose necessary personnel records (names and phone numbers) to allow the 
successor to conduct interviews for possible transition.  If selected employees are agreeable to the change, 
the incumbent Contractor shall grant release at a mutually agreed date and negotiate transfer of the 
employee's earned fringe benefits.  The resumes for incumbents must be approved by the Government prior 
to assignment to a position. 


 







 
NAVFAC Operations Contract 


Page: 19 


 


8.0  SECTION J – LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 


 
REFERENCE DOCUMENTS 
 


The Contractor shall adhere to the following documents to the extent they are applicable to the work 
required by this task order. 


 
DODI 8500.2 Information Assurance (IA) Implementation 
DODD 8570.01 Information Assurance (IA) Training, Certification, and Workforce Management 
DODD 8500.01E Information Assurance (IA) 
DODI 5200.40 DoD Information Technology Security Certification Accreditation Process (DITSCAP) 


 
Department of Defense Issuances -  http://west.dtic.mil/whs/directives/index.html 
Department of Navy Issuances -  http://doni.daps.dla.mil/default.aspx 
OMB Circulars - http://www.whitehouse.gov/omb/circulars/index.html 
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3.10 SKILLS, KNOWLEDGE AND EXPERTISE 


 


Introduction/Summary 


 


The contractor shall perform the tasks described in Section 3 in support of NAVFACs Enterprise Business 


Systems, to include but not limited to, the following Business Systems: 


 


 Automated Budget System (ABS) 


 Business Intelligence 


 Business Information Management System (BIMS) 


 ieFACMAN 


 iNFADS/EPG 


 LMSIS/MDEP 


 NAVFAC Portal 


 


Support of the NAVFAC Enterprise Business Systems will include at a minimum the below skills, 


knowledge and expertise.  Other skills, knowledge or expertise not specifically mentioned, but required to 


fulfill the tasks as stated will be identified and provided by the contractor. 


 


3.10.1  IBM Technology 


 


The contractor must have knowledge, experience, and capability to support IBM WebSphere MQ Series.  


The contractor must have the experience configuring and customizing MQ Series for the transfer of data 


from IBM Mainframe Datacom database to an Oracle database.  The contractor must have the experience 


and exhibit the capability to assess and correct software performance issues. 


 


Key Skills: 


JAVA 


PL/SQL 


JAVASCRIPT 


IBM WEBSPHERE MQ SERIES 
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1.0 General Information 


This Performance Work Statement (PWS) supports the Navy Facilities (NAVFAC) Engineering 
Command (NAVFACENGCOM) Information Assurance requirements for NAVFAC’s Information 
Technology service provider and hosting facility, NAVFAC Information Technology Center (NITC).   
 
The Contractor shall be responsible for complying with all applicable Federal Acquisition 
Regulations (FAR), and Defense Federal Acquisition Regulations (DFAR). 
 
The recurring phrase, “The contractor shall,” means that the firm selected for this procurement 
will, in accordance with all applicable Federal, state, and local laws, regulations, guidance, and 
policies, furnish the necessary personnel, services, products, materials, equipment, knowledge, 
and expertise to successfully complete the tasks required under this task order. 


1.1 Organization to be Supported 
Work is to be accomplished for the Naval Facilities Engineering Command (NAVFAC) Command 
Information Officer (CIO), through the Seaport Enhanced Multiple Award Contract (SeaPort-e 
MAC). 
 


Navy Facilities Engineering Command 
1322 Patterson Ave SE 
Washington Navy Yard, DC 20374-5065 
 


1.2 Scope 
NAVFAC has a requirement to deploy and sustain an array of Enterprise Business Systems (EBS) 
that will be utilized throughout various Navy Organizations, particularly, all NAVFAC sites, Navy 
Regions, the U.S. Marine Corps, and select private business partners. These Enterprise Business 
Systems support the spectrum of NAVFAC’s business needs and employ a broad range of 
technical solutions varying from web-based applications, client-server applications, and a 
comprehensive data warehouse solution that supports NAVFAC corporate reporting 
requirements.  
The focus of this task order is the provisioning of the day-to-day operational Service Desk 
support that will sustain the NAVFAC Information Technology Center (NITC), operational needs. 
The Contractor will implement and maintain a 24 x 7 x 365 on-site operations support desk at 
NITC, Port Hueneme, CA.  The functions of the support desk including but not limited to the 
following services in support of NAVFAC applications and systems: 
 


• Incident Management.  Operate a Customer Support Desk, by accepting calls from users, 
logging calls, analyze user problems, make an initial attempt to resolve problems, 
escalate problems to technical staff, and follow up with customers: 


• Process Monitoring.   
o Monitoring NAVFAC business systems, servers and services availability and 


performance; 
o Monitoring NITC facility environmental controls (security, fire, power, HAVAC, 


halo and water detection) and initiate actions to resolve control alarms/alerts; 
• Event/Incident Notification.  Communicate operational status to users and 


management,  
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o providing metrics to NAVFAC management regarding operational status and 
support issues;  


o Communicate and coordinate with NAVFAC CIO Help Desks across NAVFAC 
organizations and provide standard operating procedures and policies 
applicable and utilized by the NAVFAC Help Desk community. 


• Inventory and Asset Management.  Provide support for tracking NITC property and 
assets.  To include receiving, removal and periodic inventorying of property and assets. 


• Facility Management.  Monitor and reporting issues as they related to NITC facility 
environmental controls (security, surveillance, fire, power, HVAC, halon and water 
detection) and initiate actions to resolve control alarms/alerts.   


• Physical Security Management.  Provide support, maintaining building entry system.  
Provide support in flowing and granting appropriate access to facility and assets.  
Defending against unauthorized access to facility and its assets, systems, networks, and 
data. 


• General office and reception duties.  Reception and General Office Duties (call, email, 
visitors).  Provide courteous and efficient responses to all users and visitors.  Providing 
information and directions on a case-by-case-basis. 


 
This document is a Performance Work Statement (PWS), defining the task order requirements 
and is a Fixed Fee contract.  
The Contractor is responsible for achieving the desired results based upon their approach and 
internal processes. The Contractor shall provide all services, personnel, personnel supervision, 
materials, equipment, and transportation necessary (except as otherwise specified herein) to 
accomplish the requirements of this PWS. 


1.2.1 Personnel Requirements 
NAVFAC Information Technology (IT) work is accomplished at IT Level II in accordance with 
SECNAV Manual 5510.30.  
 
The Contractor shall establish and maintain an access list of employees working on this Task 
Order, and is required to provide updated copies to the Command IAM within three (3) business 
days. Changes requiring an updated list include personnel reassignments or transfers, retiring, 
or other occurrences that affect an employee’s access requirements. NAVFAC will provide the 
Contractor access to all areas as necessary to support this effort.  


1.2.1.1 Security Clearance Requirements 


Contractor personnel working on this task shall be U.S. Citizens. 


 


NAVFAC IT work is accomplished at IT level II in accordance with SECNAV M-5510.30.   
In accordance with DOD 8570.1, which establishes IA workforce categories, contractor 
provided resources shall be certified at the appropriate IA levels based on work to be 
performed.  Questions in regards to appropriate IA certification will be resolved via local 
IAM or NITC IAM.  
The contractor shall establish and maintain an access list of those employees working on 
this Task Order.  A copy of the access list shall be furnished to the Command 
Information Assurance Manager (CIAM).  All personnel reassignments and changes shall 
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be documented within 3 business days via a revised access list provided to the NAVFAC 
CIAM. NAVFAC will provide the contractor access to all areas as necessary to support 
this effort.  


The Contractor shall ensure that personnel accessing information systems have the 
proper and current information assurance certification to perform information 
assurance functions in accordance with DoD 8570.01-M, Information Assurance 
Workforce Improvement Program, and SECNAV M-5239.2 Department of the Navy 
Information Assurance (IA) Workforce Management Manual.  The Contractor shall meet 
the applicable information assurance certification requirements, including: 


(1)  DoD-approved information assurance workforce certifications appropriate for each 
 category and level as listed in the current version of DoD 8570.01-M; and 


(2)  Appropriate operating system certification for information assurance technical 
 positions as required by DoD 8570.01-M. 


(b)  Upon request by the Government, the Contractor shall provide documentation 
supporting the information assurance certification status of personnel performing 
information assurance functions. 


(c)  Contractor personnel who do not have proper and current certifications shall be 
denied access to DoD information systems for the purpose of performing information 
assurance functions. 


Specific tasks may require specialized certifications as identified in the performance 
work statement. 


The contractor shall pay for all training, study time, exam and certification.  


Appropriate background check levels should be at the National Agency Check with 
Local Agency Check and Credit Check (NACLC) or higher level for all resources provided 
in support of this contract.   


Work performed as part of executing this requirement will be at the SENSITIVE BUT 
UNCLASSIFIED. All contractor personnel shall have a successfully adjudicated Access 
National Agency Check with Inquiries (ANACI) or National Agency Check with Local  


Specific IAT levels along with appropriate skill levels will be detailed within individual 
Work Request under this contract as required. 


1.2.1.2 Certification and Licensing Requirements 
In accordance with DOD Instruction 8570.1, Information Assurance Workforce, which 
establishes IA Workforce (IAWF) categories and requirements, the Contractor-provided 
resources are required to obtain and maintain IAWF certification at the appropriate level and 
category based on work to be performed. Questions in regards to appropriate IAWF certification 
will be resolved via local Command Information Assurance Manager (Command IAM or CIAM) or 
through the NITC Command IAM. 
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The Contractor shall ensure that personnel accessing information systems have the proper and 
current information assurance certification to perform information assurance functions in 
accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program, and 
SECNAV M-5239.2 Department of the Navy Information Assurance (IA) Workforce Management 
Manual.  
 
The Contractor shall meet the applicable Information Assurance certification requirements, 
including: 
 


A. DoD-approved information assurance workforce certifications appropriate for each 
category and level as listed in the current version of DoD 8570.01-M; and 


B. Appropriate operating system certification for service desk technical positions as 
required by DoD 8570.01-M. 


C. Upon request by the Government, the Contractor shall provide documentation 
supporting the service desk certification status of personnel performing information 
assurance functions. 


D. Contractor personnel who do not have proper and current IAWF certifications shall 
be denied access to perform service desk functions on all DoD Information Systems. 


 
Specific tasks may require specialized certifications as identified in the performance work 
statement. 


1.2.2 Privacy Information 


Work on this project at times requires that Contractor personnel be granted access to Privacy 
Information, including Personally Identifying Information (PII), to legally and fully support 
NAVFAC Business Information Systems. Personnel shall adhere to the Privacy Act, Title 5 of the 
U.S. Code (USC), Section 552a and applicable agency rules and regulations. 
 
The Contractor will be held liable for any and all data breaches where the Contractor, or 
Contractor resource/employee, is determined to be culpable (e.g., contract proprietary 
information, social security numbers (SSN), and other Privacy Sensitive information). Contractor 
will be responsible for complying with requirements as detailed in (Attachment 1) and will be 
required to take steps such as notifying affected parties or providing credit monitoring. 
 
Contractor personnel shall sign a Non-Disclosure Form (Attachment 2). 


1.2.3 Access Requirements 
Contractor employees shall fill out a Department of Homeland Security Employment Eligibility 
Verification, Form I-9 (Attachment 3). 
 
Contractor personnel shall coordinate with the Government sponsor to complete and submit an 
application for a DOD Common Access Card (CAC) through the Contractor Verification System 
(CVS), see Attachment 06 for the application procedures. The issuance of a Common Access 
Card (CAC) to a contractor requires at minimum:  
 


• Completed National Agency Check (NAC)- ( considered a trustworthiness check) 
• National Agency Check with Written Inquiries (NACI) 
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Companies who employ government contractor personnel will have to complete and submit the 
NACI on behalf of the individual prior to their arrival on-site. The Contractor shall complete and 
submit a NACI on behalf of their employees prior to arrival on-site. This policy is in accordance 
with the DoD Physical Security Program, DOD 5200.8-R and the Contractor Verification System 
(CVS) Trusted Agent program. 
 
Once the CAC request has been approved, Contractor personnel will proceed to the designated 
CAC issuance location identified by the Government sponsor with the appropriate 
documentation to support their identification and/or citizenship. The CAC issuance location will 
then issue the CAC.   
 
Contractor employees traveling overseas must be eligible to obtain a passport. 
 
Contractor employees shall successfully complete an online Information Assurance (IA) training 
class (approximately 1.5 hours in duration) each year. 
 
Contractor employees are required to complete a System Authorization Access Request- Navy 
(SAAR-N) Form (Attachment 4) to obtain access to any Government Information System (remote 
or otherwise).  
 
Within 7 working days of termination, the contractor shall adhere to NAVFAC checkout 
procedures for the termination and/or collection of all Public Key Infrastructure (PKI), CAC, 
NAVFAC Badges, Parking Passes, and Parking Decals. This pertains to NAVFAC support 
contractors both on site and off site. 


1.2.4 Physical Security 
The Contractor shall be responsible for safeguarding all government property provided for 
Contractor use. At the close of each work period, government facilities, equipment, and 
materials shall be secured in accordance with Federal, DOD, DON, and local policy requirements. 
 
The Contractor shall establish and implement methods of making sure all keys/key cards issued 
to the Contractor by the Government are not lost or misplaced and are not used by 
unauthorized persons. 


1.3 Background 
The Naval Facilities Engineering Command (NAVFAC) is an Echelon II Systems Command under 
the Chief of Naval Operations (CNO), with additional authorities and responsibilities from the 
Secretary of the Navy (SECNAV). NAVFAC is a global military command with a Headquarters 
element and Component Commands that work together as one organizational team. NAVFAC 
also provides technical support for Navy expeditionary engineer readiness and doctrine, and 
program management support for multiple NAVFAC/CEC/SEABEE programs, including the Ocean 
Facilities Program and the Sealift Support Program. 
 
The Naval Facilities Engineering Command (NAVFAC), Command Information Officer (CIO) has a 
requirement to provide optimized IT services to a global footprint of internal and external 
customers, associates, and employees. The NAVFAC Information Technology Center (NITC) 
serves as NAVFAC’s primary Information Technology Service Provider, offering a wide variety of 
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technical solutions and support to the NAVFAC organization. The NITC organization is divided 
into the following areas of responsibility: 
 


• Central Design Agency (CDA)


• 


 – provides software solutions development and 
engineering. 
NAVFAC Application Services Provider (NASP)


• 


 – provides hosting, maintenance, 
system engineering, and support of all Enterprise Business Systems. 
Enterprise Operations and Information Assurance (EOIA)


 


 – provides Enterprise 
operational support, Information Assurance support, and Independent Verification 
and Validation (IV&V) support. 


Most services will be at the primary NITC facility in Port Hueneme, CA, however some services 
may be provided at various NAVFAC activities, as appropriate. 
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2.0 Definitions, Acronyms, and References 


This section includes all applicable terms, phrases, definitions, and acronyms, in addition to 
specifications for reference documents/publications in relation to the PWS requirements.  


2.1 Definitions 


Contracting Officer’s Representative (COR)  


A COR is a Government employee that serves as a liaison to the Contractor and provides 
surveillance functions.   


Defective Service 


A service output that does not meet the standard of performance associated with it in the 
Performance Work Statement. 


Quality Assurance Surveillance Plan (QASP)  


A QASP document details the surveillance methodology and process employed by NAVFAC to 
monitor Contractor employee performance. 


Quality Control QC) 


Actions taken by the Contractor to control the quality (performance) of services, ensuring 
requirements of the PWS are met. 


Quality Assurance (QA) 


Actions taken by the government to ensure Contractor services meet the requirements of the 
PWS. 


 


2.2 Acronyms 


o ACNO-IT  - Assistant Chief of Naval Operations for Information 
Technology 


o ACTR – Assistant Contract Technical Representative (NMCI Term) 
o AHF – Application Hosting Facility 
o ANACI – Access National Agency Check with Inquires 
o AQL –Acceptable Quality Level 
o ASDP – Abbreviated Systems Decision Paper 
o ASP – Active Server Page? 
o ATL – Automated Tape Library 
o B2B – Business to Business  
o BCA – Business Case Analysis 
o BCP – Business Continuity Plan 
o BMS -  Business Management System 
o BOY – Beginning of (Fiscal) Year 
o BPM – Business Process Monitor (key piece of performance monitoring 


software) 
o C&A – Certification and Accreditation 
o CA – Certification Agent 
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o CAC – Common Access Card 
o CARS – Cyber Asset Reduction and Security 
o CCB – Configuration Control Board 
o CCR – Central Contractor Registration 
o CCM – Configuration & Change Management 
o CCMP – Configuration & Change Management Plans 
o CDA -  Central Design Agency 
o CEC – Civil Engineering Corps 
o CI - Configuration Item 
o CIAM – Command Information Assurance manager 
o CIO – Command Information Officer 
o CLIN – Contract Line Item Number 
o CM -  Configuration Management 
o CMMI - Capability Maturity Model Integration 
o CMP – Configuration Management Board 
o CNO – Chief of Navy Operations 
o COB – Close Of Business 
o COE – Common Operating Environment 
o CONUS -  Continental United States 
o COOP – Continuity of Operations Plan 
o COR – Contracting Officer’s Representative 
o CoS - Continuity of Service 
o COTS – Commercial-off-the-shelf 
o CPI - Continuous Process Improvement 
o CPU –  Central Processing Unit 
o CTR – Contract Technical Representative (NMCI term) 
o CVS – Contractor Verification System 
o CYE – Calendar Year End 
o DAA – Designated Approval Authority 
o DADMS – Department of the Navy Applications and Database 


Management System 
o DBMS – Data Base Management  System 
o DCPDS – Defense Civilian Personal Data System 
o DECC – Defense Enterprise Computing Center 
o DEERS – Defense Enrollment Eligibility Reporting System 
o DFAR – Defense Federal Acquisition Regulation 
o DIACAP – DoD Information Assurance Certification and Accreditation 


Process 
o DISA – Defense Information Systems Agency 
o DITSCAP – DoD Information Technology Security Certification and 


Accreditation Process 
o DMS – Defense Messaging System 
o DoD – Department of Defense 
o DODD – Department of Defense Directive 
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o DODI – Department of Defense Instruction 
o DON – Department Of Navy 
o DR - Disaster Recovery 
o DSS – Decision Support System 
o DWAS – Defense Working capital fund Accounting System 
o EI – Enterprise Integration 
o E2E - End to End 
o EOY – End Of (Fiscal) Year 
o EP – Execution Plan  
o ESRI - Environmental Systems Research Institute (a leading geographic 


information systems vendor) 
o EUL -  End User Layer 
o FAM – Functional Area Manager 
o FAR – Federal Acquisition Regulation 
o FAQ – Frequently Asked Questions 
o FEC – Facilities Engineering Command 
o FISMA - Federal Information Security Management Act 
o FMO -  Financial Management Office 
o FTE - Full-Time Equivalent 
o FY – Fiscal Year 
o GF – General Fund 
o GIS – Geographic Information Systems 
o GPO – Group Policy Objects 
o GPS – Global Positioning System 
o HVAC – Heating, Ventilation and Air Conditioning 
o HTMLDB – Hyper Text Markup Language Data Base (an Oracle Portal 


Development Environment) 
o IA – Information Assurance 
o IAM – Information Assurance Manager 
o IAVA – Information Assurance Vulnerability Alert 
o IAVB – Information Assurance Vulnerability Bulletin 
o IAW – In Accordance With 
o IAWF - Information Assurance Work Force 
o IMMEDIATE - No more than 30 minutes 
o INFOCON - Information Operations Condition 
o IPT – Integrated Product Team 
o IT – Information Technology 
o ITIL - Information Technology Infrastructure Library 
o IV&V – Independent Verification and Validation 
o J2EE – Java Version 2 Enterprise Edition 
o JPAS – Joint Personal Adjudication System 
o JSP -  Java Server Pages 
o LDAP – Lightweight Directory Access Protocol 
o LNS – Legacy Network Shutdown 
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o LUN – Logical Unit 
o HPQC - HP Quality Center (Formerly Mercury Quality Center) 
o NACLA – National Agency Check with Local Agency  
o NAS – Network Attached Storage 
o NASP -  NAVFAC Application Service Provider  
o NAVFAC – Naval Facilities Engineering Command 
o NBVC – Navy Base Venture County 
o NET – Navy Enterprise Transportation 
o NGEN - Next Generation (Navy-owned network) 
o NAVNETWARCOM – Navy Network Warfare Command  
o NFELC – Naval Facilities Expeditionary Logistics Center 
o NITC – NAVFAC Information Technology Center 
o NMCI – Navy Marine Corps Intranet 
o NTR – Navy Technical Representative 
o NWCF – Navy Working Capital Fund 
o OAPEX - Oracle Application Express 
o OAS - Oracle Application Server 
o OCONUS – Outside Continental United States 
o OCS –  Oracle Collaboration Suite  
o ODAA – Operations Designated Approval Authority 
o OEM – Oracle Enterprise Manager 
o OFM - Oracle Fusion MiddleWare 
o OID – Oracle Internet Directory 
o OLTP -  On Line Transactional Processing 
o ONE-NET – OCONUS Navy Enterprise Network 
o OO – Ordering Officer 
o OS – Operating System 
o OST – Operational Support Team 
o PBSOW – Performance Based Work Statement 
o PEO-EIS – Program Executive Office for Enterprise Information Systems 
o PKE – Public Key Enabling 
o PKI – Public Key Infrastructure 
o POA&M – Plan of Actions and Milestones 
o POC – Point Of Contact 
o PW – Public Works 
o PWS – Performance Work Statement 
o QA/CM – Quality Assurance/Configuration Management 
o QASP – Quality Assurance Surveillance Plan 
o QC – Quality Control 
o QI Session - Quality Improvement Sessions (Process Validation/Audit) 
o QTP – Quick Test Professional 
o RDMBS – Relational Data Base Management System 
o RFA – Request for Action 
o ROI – Return on Investment 
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o SA – System Administrator 
o SAAR – System Authorization Access Request 
o SAN – Storage Area Network 
o SCADA – Supervisory Control and Data Acquisition 
o SECNAV – Secretary of the Navy 
o SDE – Spatial Data Engine 
o SDP – System Decision Paper 
o SLIN – Sub Line Item Number 
o SPAWAR – Navy Space  Warfare Command 
o SPM – Single Platform MAXIMO® 
o SRR -  System Readiness Review 
o SSBI – Single Source Background Investigation 
o SSL – Secure Sockets Layer 
o ST&E – Security Test & Evaluation 
o STIG – Security Technical Implementation Guide 
o TF – Task Force 
o Tier 1 support – Response and routing of user initiated telephone help 


calls, emails and online submissions from the CIO Support Tracking 
System on the NAVFAC Portal. 


o Tier 2 support – Advanced response to help calls referred from Tier 1. 
o TOM – Task Order Manager 
o TPS – Test Plan/Script 
o TR - Technology Refresh 
o TRM – Total Resource Management 
o TS - Technology Stack 
o TSO – Time Sharing Option 
o UPS – Uninterrupted Power Supply 
o USC – US Code 
o VSS- Visual Source Safe 
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3.0 Support Task Order Description and Deliverables 


Enterprise Service Desk Support Task Order Description and Deliverables 


 Introduction/Summary


• Incident Management.  Operate a Customer Support Desk, by accepting calls 
from users, logging calls, analyze user problems, make an initial attempt to 
resolve problems, escalate problems to technical staff, and follow up with 
customers: 


:  The contractor shall work with NAVFAC to understand and 
support business and organization requirements and translate those into processes and 
procedures that assist the contractor in managing the Service Desk and Customer 
Support function for the enterprise.  The contractor shall proactively review, maintain, 
disseminate and improve NITC Service Desk procedures.  Working with government 
oversight the following areas are to be supported: 


• Process Monitoring.   
o Monitoring NAVFAC business systems, servers and services availability 


and performance; 
o Monitoring NITC facility environmental controls (security, fire, power, 


HAVAC, halo and water detection) and initiate actions to resolve control 
alarms/alerts; 


• Event/Incident Notification.  Communicate operational status to users and 
management,  


o providing metrics to NAVFAC management regarding operational status 
and support issues;  


o Communicate and coordinate with NAVFAC CIO Help Desks across 
NAVFAC organizations and provide standard operating procedures and 
policies applicable and utilized by the NAVFAC Help Desk community. 


• Inventory and Asset Management.  Provide support for tracking NITC property 
and assets.  To include receiving, removal and periodic inventorying of property 
and assets. 


• Facility Management.  Monitor and reporting issues as they related to NITC 
facility environmental controls (security, surveillance, fire, power, HVAC, halon 
and water detection) and initiate actions to resolve control alarms/alerts.   


• Physical Security Management.  Provide support, maintaining building entry 
system.  Provide support in flowing and granting appropriate access to facility 
and assets.  Defending against unauthorized access to facility and its assets, 
systems, networks, and data. 


• General office and reception duties.  Reception and General Office Duties (call, 
email, visitors).  Provide courteous and efficient responses to all users and 
visitors.  Providing information and directions on a case-by-case-basis. 


• Local Operations and IT Services.  Provide local Technical Support to desktops, 
periephalsis, inventory of assets and service management. 
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3.1 Incident Management Support 


Operate an Enterprise Support and Service Desk, by accepting calls from users, logging 
calls, analyze user problems and requests, make an initial attempt to resolve problems, 
and escalate problems to technical staff when necessary.   Follow-up with customers.  


 


A. Provide courteous and efficient responses to all customers 


Objectives: 


B. Receive, analyze, resolve, escalate and coordinate the resolution of issues. 
C. Document user and facility issues in the tracking system. 
D. Provide metrics relating to the quantity, category, status and resolution of 


issues. 


 


Deliverables


A. Customer service complaints to total tickets handled cannot exceed 3%, based 
on feedback.  


: 


B. Issues defined as incidents will be reviewed for timely responses, and adherence 
to documented ticket management practices.   Outstanding incidents that have 
not been resolved within a reasonable amount of time will be prime candidates 
for review (to include aging 30, 60 and 90 day tickets). 


C. Government review of outstanding incidents, and a random sample of service 
desk trouble tickets  show that at least 95% contain complete detailed 
information about customer contact information, end-user symptoms, end-user 
account information, troubleshooting method, justification for escalation to an 
SME (if applicable) and a follow up to confirm that the issue was resolved (if 
applicable) 


D. Information accurately reflects the status of issues and is provided in accordance 
with agreed upon formats and timeframes.  
 


3.2 Process Monitoring Support 


Process  Monitoring.  Monitor NAVFAC business systems, servers and services 
availability and performance.  Monitor NITC hosted applications, DISA mainframe 
applications, NITC facility and designated equipment and detection systems. 


 


Objectives


A. Insure issues are acknowledged, logged and acted on in a timely manner, as 
defined by the procedures set forth for each monitoring system.   


: 


B. Procedures will be reviewed for accuracy on a regular and reoccurring basis. 
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        Deliverables


A. In conjunction with a designated government representative, Operations Watch 
will review, update, and maintain procedures on a quarterly basis.  


: 


B.  As proof of acceptable quality.  Both Operations Watch and the government 
representative will formally acknowledge or sign for the successful completion of 
a procedure review or update. 


 


3.3 Event/Incident Notifications Support 


Event/Incident Notifications.    Contractor communicates operational status of NAVFAC 
applications to users and NAVFAC interests. 


 


A. Document user, application and facility issues and share information as required 
with NAVFAC interests. 


Objectives: 


B. Communicate operational status to users and management; provide metrics to 
NAVFAC management regarding operational status and support issues.  


C.  Communicate and coordinate with NAVFAC CIO Help Desks across NAVFAC 
organizations and provide standard operating procedures and policies applicable 
and utilized by the NAVFAC Help Desk community. 
 


Deliverables: 


A. In conjunction with a designated government representative, Operations Watch 
will review, update, and maintain procedures on a quarterly basis.  


   


B. Information will accurately reflect the status of issues and be provided in accordance 
with agreed upon formats and timeframes. 


 


3.4 Inventory and Asset Control Support 


Inventory and Asset Control.  Provide support for tracking NAVFAC property and assets, 
to include receiving and removal of property.  Provide support, distributing and tracking 
software during non-core-business hours.    


 


Objective


A.  Provide video conferencing support arrangements via Support Tracking System 
(STS) process and direct audio conferencing support.  


: 


B. Secure and accurately log all assets into DPAS. 
C. Destruction and removal of equipment shall be done following standard processes and 


procedures and DOD guidance. Maintain and update processes and procedures 
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D. Staff to this task which will include training, certification and process 
documentation development support. 


 


Deliverable


 


: 


A. Video conferencing support will be requested and tracked through the STS 
reporting. 


B. All data center hardware will be accounted for in the DPAS system.  Accurate 
account and reporting of all inventories in data center should be produced on a 
regular basis, (minimum of yearly basis) or as needed. 


C. Official record keeping and official guidelines and policies should be executed in 
destruction and removal process. 


D. All processes and procedures should be reviewed periodically and maintained in 
central location. 


E. All staff assigned to this area must have appropriate training and access to DPAS. 


 


 


3.5 Facility Management & Physical Security Support 


Facility Management.  Monitor and reporting issues as they related to NITC facility 
environmental controls (security, surveillance, fire, power, HVAC, halon and water 
detection) and initiate actions to resolve control alarms/alerts.   


 


Provide support, maintaining building entry system, security alarms, surveillance 
equipment and monitoring.  Provide support in developing and granting appropriate 
access to facility and assets.   


Objectives: 


 


Contractor defends against unauthorized access to facility and its assets, systems, 
networks, and data.  Eliminate or minimize issues relating to the facility and its 
equipment. 


Deliverable: 


 


 Physical Security.   


 


Objective: Provide building entry system support in following and granting appropriate 
personnel access to the NITC facility and assets.  Provide support of the building entry 
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system (including hardware and software) by communicating and logging all access 
system issues for resolution by NAVFAC Facility Manager.   


.   


Assist in defending against unauthorized access to the facility and its assets, systems, 
networks, and data 


Deliverable: 


 


3.6 Reception and General Office Duties 


Greet visitors and assign visitor badges, as needed.  Provide directions and guidance to 
various locations in the facility and provide information about the facility and personnel 
to authorized guests. 


      


A.  Insure visitors are easily identifiable  


Objectives: 


B. Answering telephones and directing call and visitors to appropriate locations and 
personnel. 


  


     


 Efficient and courteous customer relations. Knowledge of MS Office products. 


Deliverables: 


 


3.7 Local Operations & IT Service Support 


Provide Technical Support, serve as IT technical specialist to local desktop users. 
Support local infrastructure and local service management. 


Overview: All geographical NAVFAC locations require some level of operations support and/or 
help desk support. The specific types of support shall be detailed in specific work requests 
against this task order. 


 


Work Description Provide systems operation support services to include technical and 
administrative support for standard/common/migrations or systems. Services and IA 
Certification requirements are provided in table 3.1.2-1 (below). IA Certification requirements 
are based on the following criteria derived from Appendix F of SECNAV-5239.2, May 2009. 


IAT Level 1 is required if service requires: 


• System administration level logon to Government systems. 
• User account management that adds or modifies user permissions for a Government 


application, workstation, server or network. 
• Software installation on Government workstation, server or network. 
• Hardware / peripherals installation on Government systems. 
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• User account permissions to access or modify a database for a Government owned 
application. 


• Maintenance, repair or related upkeep of Government owned computer or IT-related 
hardware. 


• System upgrades or modification to Government computer systems. 
• Performance of network scans (Retina) on Government computer systems. 
• Surveillance or monitoring on Government systems. 
• Move, install or uninstall of Government computer systems. 
• Create, initiate or enact system, database, or application backup or restoration activities 


on Government owned application, workstation, server or network. 
• Develop, modify or have access to source code of Government owned applications or 


software products. 
• Integral member of design process or the development of IA Systems. 


 


 


Table 3.7 -1 Local Support Services and IAT Level Requirements 


Service and Supporting Tasks IA Certification 
Requirements 


Operation Job Scheduling and Maintenance (Tier 1)  


Develop, maintain and revise existing operations schedules for daily and other 
regularly scheduled data transfers and update jobs. End user access only.  


No certification 
required 


Monitor job schedules and their execution status. End user access only. No cert 
required 


Operation Job Scheduling and Maintenance (Tier 2)  


Modify jobs for data transfer and updates.  Privileged administration access 
required. 


IAT1 


VTC and Equipment Pool Support (Tier 1)  


Provide technical and operations support for the unclassified Defense 
Messaging System (DMS). End user access only. 


No cert 
required 


Provide assistance with the scheduling and set-up of Video Teleconferences 
(VTC) and Training rooms. Some requests may require coordination with the 
enterprise. Provide conference lines for attendees connecting via telephone.  


No cert 
required 


Manage, track and operate a loan pool of equipment for use by traveling 
employees or other offsite use.  


No cert 
required 


Help Desk / Service Desk Support (Tier 1)  
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Assist end users with administrative requirements of associated S&T 
community of interest (COI), including assistance with forms, software 
configuration, licensing and inventory control.  


No cert 
required 


Provide general end-user and legacy application Help Desk support, including 
requests received via phone, email, walk-up, or submission by an automated 
trouble tracking tool. The help desk shall capture documentation of problems 
and solutions using NAVFAC software. End user access only. 


No cert 
required 


Track the resolution of user problems, keeping the user informed of progress. 
Follow-up with the user after problem resolution to ensure the solution was 
satisfactory and complete prior to closing the trouble call.  


No cert 
required 


Provide end-user liaison support for accessing network (NMCI) services. No cert 
required 


Manage distribution lists that are maintained on NMCI.  


Maintain the Field Help Desk Documentation. This documentation shall 
include technical manuals, trouble tracking tool, help desk knowledge base 
and standard Field Operations/Help Desk procedures. The Contractor shall 
submit changes for review and acceptance by the government. 


No cert 
required 


Provide technical and operations support for desktop applications such as the 
Microsoft Office products. Privileged administration access not required. 


No cert 
required 


Assist users in tasks that allow for a more efficient operation of their desktop 
system. Privileged administration access not required. 


No cert 
required 


Help Desk / Service Desk Support (Tier 2)  


Provide technical and operations support for desktop applications such as the 
Microsoft Office products and assist users in tasks that allow for more efficient 
operation of their desktop systems. Privileged administration access required. 


IAT1 


Assist with the installation of government owned peripherals devices on NMCI 
workstations. Privileged administration access required. 


IAT1 


Provide end-user support, including configuration assistance, for various 
software applications used by the activity. Privileged administration access 
required to modify workstation configuration. 


IAT1 


Manage Kiosk machines. Coordinate software installation with end users, or 
install software for end users as required. Assist end users with administrative 
requirements of any required forms, software configuration, software licenses 
and inventory control. Privileged administration access required for software 
installation.  


IAT1 
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Maintain / modify application databases using privileged administration 
access rights. 


IAT1 


Provide Office product application support, including access / excel databases, 
where privileged access rights are used to modify the configuration, macros or 
data files of Government owned applications or systems. 


IAT1 


Application support providing backup and restoration of system, database, or 
application on Government owned application, workstation, server or 
network 


IAT1 


Application Testing of Government owned applications and systems. End user 
access only. 


 


Application Testing of Government owned applications and systems. 
Privileged access required to modify application databases or develop and 
execute test scripts. 


IAT1 


S&T Seat Support (Tier 2)  


Provide an NMCI Science and Technology (S&T) configuration manager. The 
S&T CM is responsible for providing configuration support to the end-user for 
these workstations. Privileged administration access required to modify 
workstations configuration. 


IAT1 


Coordinate software installation with end users, or install software for end 
users as required. Privileged administration access required to modify 
workstation configuration or install software.  


IAT1 


 


Objectives: 


A. Provide operations support. 


B. S&T seat configuration management. 


C. Calls are answered promptly by operations/help desk personnel. 


D. Time to resolve user problems or answer question is as short as possible. 


E. Operations/help desk personnel are courteous and efficient. 


F. Maintain operations/help desk documentation. 


 


 NMCI Support 


Overview: The Navy Marine Corps Intranet (NMCI) Program, via contract provides IT network 
and desktop PC seat services to the Department of the Navy. The Department of the Navy 
provides the strategic direction for the program. Operational direction, via electronic orders, 
help desk requests, and other change requests, is provided both by the Navy and by EDS. 
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NAVFAC requires contractor operational support services for the Navy Marine Corp Intranet 
(NMCI) program. 


 


NACFAC requires contractor support services for the NMCI Customer Technical Representative 
(CTR), located at headquarters, or for a NMCI Activity Customer Technical Representative 
(ACTR), located at field activities. This support includes coordinating the acquisition and 
implementation of local seat management activities. 


 


This work requires certification at IAT Level I, unless local command IAM reviews tasks being 
performed and decides otherwise. Work will be accomplished during normal business hours and 
on-site for the requiring activity. NAVFAC IT work under this Task Order shall be accomplished at 
the Information Assurance Manager (IAT) Level I in accordance with DOD 8570.01M and 
SECNAV M- 5239.2 All contractor personnel shall hold IAT Level I certification. The contractor 
shall pay for all training, study time, exam and certification.  


Activities are free to tailor certification requirements via EOS Work Request process to suit their 
environment, as long as minimum requirements are met (DOD 8570.01M sections C3.1.2 and 
C3.2.4.8.3). 


 


Work Description:  


Services provided and IAWF requirements are provided in the following table. IAWF 
requirements are based on the criteria derived from Appendix F of SECNAV-5239.2. 


 


Service and Supporting Tasks IA 
Certification 
Required 


Help Desk / Service Desk Support (Tier 1)  


Support and monitor NMCI Move-Adds-Changes (MAC) at either an enterprise 
(CTR) or a local activity (ACTR) level and provide projections for current and out 
year requirements. These MACs include applications configuration changes, 
hardware changes, account changes, ramifications of personnel moves and 
transfers, and other operational change ordering and tracking. 


No cert 
required 


Use the NMCI ordering and asset management tools to acquire NMCI services 
and manage the inventory of NMCI provided assets. 


No cert 
required 


Review and submit move, add, change (MAC) requests.  No cert 
required 


Coordinate the scheduling of NMCI system delivery and refresh.   
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Identify and resolve issues related to transition and sustainment activities with 
the NMCI contractor, the Navy NMCI Program Management Office, and NAVFAC 
activity components. 


No cert 
required 


Help Desk / Service Desk Support (Tier 2)  


Provide administration of user accounts for NMCI the NMCI ordering and asset 
management tools (currently SReForm tool). This task requires privileged 
access. 


IAT1 


 


Objectives: 


A. Support and monitor MACs. 


B. Provide MAC projections for current and out year requirements. 


C. Setup and maintain new service request management groups. 


 


3.8 Tech Writing 


NAVFAC will periodically require a documentation or technical documentation to 
document systems or processes or supplement training materials with 
illustrations or documentation. Specific types of documentation will be 
determined based on the individual system and customer need within the scope 
described. 


3.8.1 Technical Writing 


 


Overview:  The contractor shall create documentation, and illustrations that 
will be used in manuals and in electronic format suitable for being resized or 
reproduced.   


Work Description: 


Documentation will be designed using standard NAVFAC tools and capable of 
being printed or deployed via NAVFAC Portal or the Navy Network. 


  The contractor shall prepare and maintain materials in 
support of and as identified by the government. 


 


Working in conjunction with government SME provide quality documentation in 
a variety of technical areas . 


Objectives: 


A. Using thorough knowledge of documentation and illustration tools create 
technical documents  meeting governments requirement to explain complex 
technical requirements or capture existing processes.. 
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B. Using excellent communication skills explain complex concepts in a written 
fashion that will be appropriate for targeted audience as defined by the 
government. 


 


3.9 Resource and Project Management 


3.9.1 Project Management Planning 


Throughout the life of this task order, the contractor shall provide project management support 
to ensure the successful and timely completion of all tasks and deliverables. 


Work Description 


The contractor shall create, maintain, and submit a Microsoft Project schedule to the 
government on all projects, using work breakdown structure. The Schedule will include a report 
that provides a status at an agreed upon task level, noteworthy accomplishments, and 
challenges that need attention. The Schedule will be maintained on a weekly basis and stored 
electronically in the government provided solution. 
 
The contractor, upon receipt of a work request, will create and maintain an Execution Plan (EP) 
based on the input from the CDA, NASP, Operations, development team, and user community. 
As negotiated with the government, the EP will be broken out in a manner that facilitates 
tracking of the various Microsoft Project components and shall include near term (current six-
month period), medium-term (six to 12 months), and long-term (one to three years) objective 
and timelines. The EP shall include functional and technical objectives. 


Objectives 
A. Create and maintain a Microsoft Project Schedule and Execution Plan. 


3.9.2 Status Reports and Meetings 


Overview 


The contractor shall provide, on an ongoing basis, project management information via status 
reports and/or meetings. 


Work Description 


The contractor shall generate, maintain, and submit electronically, on a bi-weekly basis, charts 
that provide the government information on current and projected cumulative costs, labor 
hours, expended and projected percentage of work accomplished, and other metrics plotted 
against time. The contractor shall include supporting detail information in spreadsheet format. 
 
The contractor shall attend and participate in monthly Task Review Meetings with the 
Government Application Project Lead to discuss the required Monthly Financial Summary 
Report and Monthly Summary Report. 
 
The contractor shall provide a comprehensive status briefing of this task order to NAVFAC CIO, 
NITC management and other parties at minimum of four (4) times per year. Draft presentations 
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shall be provided to the Government ten (10) business days prior to the start of the meeting. 
The Government will review and provide comments within five (5) business days after receipt of 
draft presentation. Final presentations shall be due in electronic format, posted to the NAVFAC 
Portal in the appropriate location one (1) business day prior to the start of the meeting. 
 
The contractor shall provide analytical and technical support to various Configuration Control 
Boards (CCBs), which support each major functional area or Information System. The contractor 
shall be required to attend and collect discussion data points as well as action items during 
these meetings. The contractor shall provide written documentation covering these discussions 
to the Task Order Manager (TOM) five (5) business days after each meeting. The contractor shall 
also be required to give presentations at the CCB meetings and to lead discussions. 
 
All meetings and reviews shall be held either at the Ordering Officer, the contractor’s office, or 
at any other location as specified by the Ordering Officer within the geographic locations 
identified in the task order. 


Objectives 
A. Provide burn rate chart to government. 
B. Attend scheduled Task Review Meetings. 
C. Provide draft and final meeting materials and presentation. 


3.9.3 Program and Contract Oversight 


Government inspection will occur as the contractor provides deliverables. In the absence of a 
formal agreement, the Government will complete the review of draft deliverables within five (5) 
business days of receipt, and will complete the review and acceptance (or rejection) of final 
deliverables within 10 business days of receipt. 
 
The contractor shall provide cost and execution reports on a monthly basis. Cost reports at the 
task level must be provided in spreadsheet format.  
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3.9.4 Performance Requirements Summary Matrix 


Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


 Methods of 
Performance 
Assessment 


 3.1.1 – NITC Operations Watch Incident Reporting 


3.1.1.A  Provide quality 
support to 
customers in a 
timely manner 


The ratio of Operations 
Watch customer service 
complaints to the total 
tickets handled cannot 
exceed 3%. 


 Government review 
of tickets along with 
feedback from users. 


3.1.1.B Receive, analyze, 
resolve, escalate 
and coordinate the 
resolution of user 
issues. 


Issues defined as incidents 
will be reviewed by a 
government representative 
for timely responses, and 
adherence to documented 
ticket management 
practices.  Outstanding 
incidents that have not been 
resolved within a reasonable 
amount of time will be the 
prime candidates for review. 


 Government review 
of tickets, feedback 
from NITC 
application managers 
and NAVFAC users. 


3.1.1.C Document user and 
facility issues in the 
tracking system. 


No less than 95% of all 
incident reports reviewed 
should contain complete 
detailed information about 
customer contact 
information, end-user 
symptoms, end-user 
account information (if 
applicable), and application 
info (if applicable). 


 Government review 
of trouble tickets. 


3.1.1.D  Provide metrics 
relating to the 
quantity, category, 
status and 
resolution of issues. 


Information accurately 
reflects the status of issues 
and is provided in 
accordance with agreed 
upon formats and 
timeframes.  


 Government review. 


 3.1.2 – Process Monitoring 
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Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


 Methods of 
Performance 
Assessment 


3.1.2.A  Monitor NITC 
hosted applications, 
DISA mainframe 
applications and the 
NITC facility. 


Issues are acknowledged 
and acted on in a timely 
manner, as defined by the 
procedures set forth for 
each monitoring system. 


 Government review 
of trouble tickets and 
management 
feedback. 


3.1.2.B  Maintain NITC 
Operations Watch 
procedures. 


In conjunction with a 
designated government 
representative, Operations 
Watch will review, update, 
and maintain external 
(clarify procedure covered) 
procedures on a quarterly 
basis. As proof of acceptable 
quality, both the Operations 
Watch lead and the 
government representative 
will formally acknowledge or 
sign for the successful 
completion of a procedure 
review or update. 


 Random review of 
team procedures and 
feedback from NITC 
application managers 
and NAVFAC users. 


 3.1.3 – Event/Incident Notifications 


3.1.3.A Document user, 
application and 
facility issues and 
share information as 
required with 
NAVFAC interests 


In conjunction with a 
designated government 
representative, Operations 
Watch will review, update 
and maintain procedures on 
a consistent and regular 
basis. 


 Government review 
by IV&V event 
coordinator for 
possible anomalies. 


3.1.3.B Communicate 
operational status to 
users and 
management, 
provide metric to 
NAVFAC 
management 
regarding 
operational status 
and support issues 


Information will accurately 
reflect the status of issues 
and be provided in 
accordance with agreed 
upon formats and 
timeframes 


 Government review 
of IV&V event 
feedback and 
possible anomalies. 
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Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


 Methods of 
Performance 
Assessment 


3.1.3.C Communicate and 
coordinate with 
NAVFAC CIO Help 
Desks across 
NAVFAC 
organizations and 
provide standard 
operating 
procedures and 
policies applicable 
and utilized by the 
NAVFAC Help Desk 
community 
 


In conjunction with a 
designated government 
representative, review, 
update and maintain 
procedures on a quarterly 
basis. 


 Government review. 


 3.1.4 Inventory and Asset Management 


3.1.4.A Provide video 
conferencing 
support 
arrangements via 
ticketing system 
process and direct 
audio conferencing 
support. 


Video conferencing support 
and requests will be tacked 
using the support ticketing 
system (STS). 


 Government Review 


3.1.4.B All data center 
hardware and assets 
are accounted for in 
the DPAS. 


All assets in DPAS should be 
accounted for in periodic 
physical inventory and 
reporting.  


 Government Review 


3.1.4.C Destruction and 
removal of 
equipment shall be 
done following 
standard processes 
and procedures and 
DOD guidance. 


All assets removed and 
destroyed should be 
updated in DPAS and 
records should be managed 
based on DOD guidelines.  
Periodic reports should be 
produced.   


 Government Review 
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Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


 Methods of 
Performance 
Assessment 


3.1.4.D Maintain and 
update processes 
and procedures for 
managing inventory. 


All processes and 
procedures should be 
reviewed periodically and 
maintained in a central 
location. 


 Government Review 


3.1.4.E Staff must have 
access to DPAS 
system 


Training and Account 
required. 


 Government Review 


 3.1.5 Facility Management.  
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Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


 Methods of 
Performance 
Assessment 


3.1.5 Facility 
Management.  
Provide support, 
maintaining 
building entry 
system, security 
alarms, 
surveillance 
equipment and 
monitoring.  
Provide support in 
developing and 
granting 
appropriate access 
to facility and 
assets.  


 


 


 


 


 


 


 


 


  


 


Defending against 
unauthorized access to 
facility and its assets, 
systems, networks, and 
data.  Eliminate or 
minimize issues relating to 
the facility and its 
equipment. 


 


 


 Government Review 


 3.1.6 Physical Security 
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Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


 Methods of 
Performance 
Assessment 


3.1.6 Provide building 
entry system 
support in 
following and 
granting 
appropriate 
personnel access 
to the NITC facility 
and assets.  
Provide support of 
the building entry 
system (including 
hardware and 
software) by 
communicating 
and logging all 
access system 
issues for 
resolution by 
NAVFAC Facility 
Manager.   


 


Assist in defending against 
unauthorized access to 
the facility and its assets, 
systems, networks, and 
data.   


Perform walk-through and 
checks for such things as 
jarred doors and open 
windows after normal 
business hours. 


 


 Government Review 


 3.1.7 Reception and General Office Duties 


3.1.7 Greet visitors and 
assign visitor 
badges, as needed.  
Provide directions 
and guidance to 
various locations 
in the facility and 
provide 
information about 
the facility and 
personnel to 
authorized guests. 


Visitors should be identified 
and logged (Data Center) 


Calls and visitors should be 
directed to requested 
locations and personnel. 


 Government Review 
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Item 
Performance 


Objective 


Performance Standard and 
Acceptable Quality Level 


(AQL) 


 Methods of 
Performance 
Assessment 


 3.1.8 Local Operations & IT Service Support 


 Provide Technical 
Support; serve as 
IT technical 
specialist to local 
desktop users. 
Support local 
infrastructure and 
local service 
management. 


Provide a variety of IT 
support to local CIO’s. 
Installing peripherals such as 
printers, monitors, 
consumables such as printer 
cartridges. Supporting 
NMCI/COSC inventory 
management, assisting users 
with computer related 
questions and problems. 
Assisting with account issues 
to various IT systems. 
Moving IT equipment as 
required. 


 Government 
Review 


 3.1.9 Technical Writing 


 Provide 
documentation and 
illustration. 
Capturing customer 
requirements and 
producing 
documentation that 
is appropriate for 
target audience for 
understanding of IT 
concepts. 


Documentation that meets 
government specifications 
for suitability of explaining IT 
concepts. 


 Government 
Review 
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3.2 – Project Management and Planning 


3.2.1 Provide updates 
to 


the government 
on project 
schedules and 
statuses. 


Bi-Weekly labor reports and 
monthly status and 
performance reviews. 


 Attend monthly 
task review 


meeting with CR 
and 


quarterly Status 
Overview 


with CIO 
representatives. 


 


     


 


 


 


4.0 Quality Planning, Control, and Assurance 


4.1 Quality Control (QC)  


The Contractor shall monitor specific task results to determine that they comply with relevant 
quality standards, meet customer deliverables, and identify ways to eliminate causes of 
unsatisfactory performance through utilization of its Quality Control (QC) processes. 


The Contractor shall address the quality control planning, execution and tracking to be utilized 
to assure compliance with required performance standards. The Contractor shall provide its 
quality control program in its technical proposal. 


4.2 Quality Assurance Surveillance Plan (QASP) 


The Quality Assurance Surveillance Plan (QASP) outlines the framework and methods that will 
be utilized to provide surveillance and review of the Contractor’s fulfillment of contract 
acceptance criteria and other contract standards, including its quality control plan execution.   


The contractor shall develop, implement, and maintain a quality assurance program. The system 
shall included inspection, validation, evaluation, corrective action, and procedures necessary to 
effect quality control of all performance and products under the contract. The system shall allow 
inspection and evaluation by the government. The Government will evaluate the overall project 
performance on a regular basis to provide confidence that the project will satisfy the relevant 
quality standards. The system shall be applicable to all subcontractors and members of the 
contractor’s team, if appropriate. 
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5.0 Government Furnished Information, Services, and Equipment 


Information: 
The Government will make available relevant standards, functional statements, technical 
manuals, computer systems guides, reference material, regulations, instructions, and 
operational procedures necessary to accomplish this task order. 
 
Equipment and Facilities:   
The Government will furnish the necessary facility requirements to maintain an office 
environment, including a workspace, furnishings, fax and telephone services, document 
reproduction capabilities, and other items necessary to maintain an office environment.   
 
The Government will provide the required number of software licenses necessary to accomplish 
this task order when support effort is required to be in government spaces on government-
provided NMCI workstations. At the completion of these tasks, all software and customized 
computer code shall be surrendered to the Government. 
 
The Government will provide remote access to NAVFAC Information Systems to accomplish 
assigned work covered in this task order when support effort is not required to be on-site in 
government spaces.  
 
The Government will provide hand held equipment, as required, to accomplish assigned work 
covered by this task order. 
 
Utilities: 
All utilities in NAVFAC facilities will be available for the Contractor’s use in performance of duties 
as outlined in this PWS. The Contractor shall instruct employees in utilities conservation 
practices. The contractor shall be responsible for operating under conditions that preclude the 
waste of utilities. 
 
Access:   
The Government shall provide necessary computer resources required to perform assigned 
tasks, including NMCI workstations, access to terminals, printers, software, data, network 
resources, etc. 
 
The Government will provide Government Common Access Cards (CAC). 
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6.0 Contractor Furnished Information, Services, and Equipment 


The Contractor shall provide technical support as needed to meet the requirements of the task 
order as it pertains to facilities, supplies, and services.  
 
Contractor is responsible for obtaining Card Readers and Software to be utilized with the 
Government furnished CAC Cards on non-NMCI workstations. 
 
Compliance with current and future DoD, DON, CYBERCOM, NNWC, NMCI, NAVFAC, and local 
guidance and directives is required for all Contractor workstations connecting remotely to 
NAVFAC networks or Information Systems. 
 
Contractor shall be responsible for reproduction and shipping charges for training manuals. 
 
Contractors traveling overseas shall be required to provide passports. 
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7.0 Other Information 


7.1 Hours of Work 


Hours of work shall vary based on the task being performed, but will generally conform to the 
NAVFAC business core-hours of 0600-1800. Certain tasks may require work and travel after 
normal business hours, including evenings, weekends, and holidays. Some tasks may require the 
contractor to provide 24-hour (24/7) support services, with shift work.  
 
Actual hours of work will be agreed upon task order start up. 


7.2 Period of Performance 
This task order period of performance shall be for one (1) base year and two (2) one-year 
options and is subject to the availability of Government funds. The option years may be 
exercised when determined by the Government to be in its best interest and in accordance with 
applicable acquisition regulations and policies. 
 
In accordance with FAR 52.217-9, “Option to Extend the Term of the Contract (Mar 2000)”, the 
Government may extend the term of the task order by written notice to the Contractor five (5) 
days prior to contract expiration provided that the Government gives the Contractor a 
preliminary written notice of its intent to extend at least 30 days before the contract expires. 
The preliminary notice does not commit the Government to an extension. If the Government 
exercises this option, the extended contract shall be considered to include this option clause. 
The total duration of task order, including the exercise of any options under this clause, shall not 
exceed five (5) years. 


7.3 Travel 


The contractor shall perform travel as required in the performance of the contract as stated in 
individual task orders. Travel shall consist of CONUS/OCONUS travel, in support of the contract 
requirements identified in this task order. 
 
Travel arrangements and costs shall be in accordance with the Joint Federal Travel Regulations. 
Before undertaking any travel in performance of this task order, the Contractor shall have the 
travel approved, in writing, by the TOM or Navy Technical Representative (NTR). In an urgent 
situation, telephonic/verbal approval by the TOM or NTR is acceptable, with the understanding 
that the written approval request shall be provided within ten (10) calendar days. Any travel 
expenses that are invoiced to the government shall be accompanied with backup or supporting 
documents 


7.3.1 Air Travel 


To the maximum extent practical, the Contractor shall minimize overall travel costs by taking 
advantage of discounted airfare rates available through advance purchase. Charges associated 
with itinerary changes and cancellations under nonrefundable airline tickets are reimbursable as 
long as the changes are driven by the work requirement. 


7.3.2 Non-Reimbursable Travel 


The following travel shall not be reimbursed:   
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Travel performed for personal convenience or daily travel to and from the designated work site. 


7.4 Training 


The Government will not allow costs, nor reimburse costs, associated with the Contractor 
training employees in an effort to attain and/or maintain the minimum personnel qualification 
requirement(s), nor any specialized certification requirements of this task order.  
 
The following are considered training for the purposes of this clause: 
 


A. Workshop, Conference, or Symposium attendance, 
B. IA Workforce certification training, exams, and maintenance events; 


a. Any event intended to procure Continuous Learning (CL) points for certification 
maintenance. 


 
Contractor attendance at workshops, conferences, or symposiums, and all IA Workforce 
certification training and exams are considered training for purposes of this clause. 


7.5 Monthly Status Reports 
The contractor shall submit a monthly status report consisting of an Executive Summary 
detailing the major accomplishments, activities, burn rates, and financial status of the previous 
month.  
These reports shall contain an accurate and timely summary account of major accomplishments, 
activities, actual and projected burn rates (hours and funds), and the financial status of the 
contract.  
 
Reports will be provided to the Work Requestor in Adobe PDF format. Alternate report 
formatting may be considered at the discretion of the Work Requestor. 
 
The Contractor shall submit monthly reports via E-Mail to the Work Requestor no later than five 
(5) business days from the first day of the following month. 


7.6 Contractor Identification 
All Contractor staff shall ensure, to the greatest extent possible, that When participating in 
meetings with Government and/or other Contractor employees, ensure that their personnel 
properly identify themselves as Contractor employees so that their actions will not be construed 
as acts of Government officials. 
 
In accordance with DFARS 211.106, “Contractor employees shall identify themselves as 
contractor personnel by introducing themselves or being introduced as contractor personnel 
and displaying distinguishing badges or other visible identification for meetings with 
Government personnel. All contractor employees shall appropriately identify themselves as 
contractor employees in telephone conversations and in formal and informal written 
correspondence.” 
 
Contractor shall ensure, to the extent practicable, that external correspondence signed by 
Contractor employees is on company letterhead. Internal correspondence, including e-mail and 
memoranda, must include the name of the company in the signature line or in another clearly 
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identifiable location. In all contact with the public and Government officials, contractor 
personnel shall identify themselves as contractor employees working under contract to NAVFAC.  
 
Contractor shall ensure that their onsite personnel, when receiving or placing telephone calls, 
identify their employer, in addition to whatever other appropriate greeting are used. 
 
All Contractor staff working on-site at any of the client installations during task order 
performance shall wear at all times a DOD or Contractor furnished Identification. 
 
The Contractor must comply with the implementation of Federal Information Processing 
Standards (FIPS) Publication Number 201, Personal Identify Verification of Federal Employees, 
and Contractors. 


7.7 Intellectual Property 
This task order is funded by the United States Government.   
 
All intellectual property generated and/or delivered pursuant to this task order shall be subject 
to appropriate federal acquisition regulations, which entitle the Government to the following: 
 


• Unlimited license rights in technical data and computer software developed 
exclusively with Government funds, 


• A nonexclusive license to practice any patentable invention or discovery made 
during the performance of this task order, and, 


• A nonexclusive and irrevocable worldwide license to reproduce all works, 
including technical and scientific articles, produced during this task order. 


 
All products delivered under this statement of work shall conform to current Department of 
Defense (DoD), Department of Navy (DON), and Naval Facilities Engineering Command 
(NAVFAC) standards and guidelines. The Navy shall maintain full data rights to all products and 
deliverables. 


7.8 Transition between Task Order and Continuity of Service 
If a successor contract is awarded prior to the final expiration date of this task order, the 
Government may issue task orders to the successor Contractor prior to the expiration date of 
this task order. 
 
The Contractor must recognize that services under this task order are vital to the Government 
and must be continued without interruption and that upon task order expiration, a successor, 
either the Government or another Contractor, may continue such services. The Contractor 
agrees to exercise its best efforts and cooperation to effect an orderly and efficient transition. 
 
The Contractor shall not recruit on Government property or otherwise act to disrupt 
Government business. Within ten (10) calendar days of a task order award, the Contractor shall 
inform the appropriate TOM of incumbent personnel, who will not be placed on the task order. 
 
The Contractor shall have management and administrative support in place to fulfill work 
requirements at time of commencement of the task order performance. Addresses, telephone 
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numbers, and functional responsibilities shall be provided to Ordering Officer and TOM at time 
of work initiation. 
 
The Contractor shall provide phase-in, phase-out services, at no additional cost to the 
Government, as long as there is any active task order. Appropriate task order management 
personnel shall meet with the successor Contractor to coordinate task order transition. 
Discussions shall include personnel transition to the successor Contractor, and the transition of 
task order specific items such as Government or Contractor furnished supplies, materials, 
equipment, and services. 
 
The Contractor shall disclose necessary personnel records (names and phone numbers) to allow 
the successor to conduct interviews for possible transition. If selected employees are agreeable 
to the change, the incumbent Contractor shall grant release at a mutually agreed date and 
negotiate transfer of the employee's earned fringe benefits. The resumes for incumbents must 
be approved by the Government prior to assignment to a position. 
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Attachments  Forms and Artifacts 


 


Include attachment documents for the following: 


 


• Department of Homeland Security Employment Eligibility Verification Form, I-9 
• DoD Common Access Card (CAC) information 
• Contractor Verification System (CVS) 
• System Authorization Access Request Form – Navy (SAAR-N) 
• Information Assurance Work Force Certification Requirements Charts 
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Appendix C  Acronym List 


 
Government and Acquisition Acronyms 
 


Acronym Description 
ACNO-IT Assistant Chief of Naval Operations for Information Technology 
ACTR Assistant Contract Technical Representative (NMCI terminology) 
ANACI  Access National Agency Check with Inquires 
AQL Acceptable Quality Level 
ASDP  Abbreviated Systems Decision Paper 
B2B Business to Business 
BCA   Business Case Analysis 
BOY   Beginning of (Fiscal) Year 
CAC   Common Access Card 
CCB   Configuration Control Board 
CCR   Central Contractor Registration 
CEC Civil Engineering Corps 
CLIN   Contract Line Item Number 
CNO   Chief of Navy Operations 
COB   Close Of Business 
CONUS   Continental United States 
COR   Contracting Officer’s Representative 
CoS Continuity of Service 
CPI  Continuous Process Improvement 
CTR Contract Technical Representative (NMCI terminology) 
CVS  Contractor Verification System 
CYE  Calendar Year End 
DFAR  Defense Federal Acquisition Regulation 
DISA  Defense Information Systems Agency 
DoD Department of Defense 
DODD  Department of Defense Directive 
DODI  Department of Defense Instruction 
DON  Department Of Navy 
DSS   Decision Support System 
DWAS   Defense Working capital fund Accounting System 
E2E End to End 
EOY    End Of (Fiscal) Year 
EP    Execution Plan 
FAM    Functional Area Manager 
FAR    Federal Acquisition Regulation 
FAQ    Frequently Asked Questions 
FEC    Facilities Engineering Command 
FMO  Financial Management Office 
FTE  Full-Time Equivalent 
FY    Fiscal Year 
GF   General Fund 
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Acronym Description 
GOTS Government-off-the-shelf 
HVAC    Heating, Ventilation and Air Conditioning 
IPT    Integrated Product Team 
JPAS    Joint Personal Adjudication System 
NACLA    National Agency Check with Local Agency 
NAVFAC    Naval Facilities Engineering Command 
NBVC    Navy Base Venture County 
NGEN Next Generation NMCI  Network (see NMCI) 
NAVNETWARCOM    Naval Network Warfare Command 
NFELC    Naval Facilities Expeditionary Logistics Center 
NITC    NAVFAC Information Technology Center 
NMCI   Navy Marine-Corps Intranet 
NTR    Navy Technical Representative 
NWCF    Navy Working Capital Fund 
OCONUS    Outside Continental United States 
ONE-NET    OCONUS Navy Enterprise Network 
OO    Ordering Officer 
OST    Operational Support Team 
PBSOW    Performance Based Statement of Work 
PEO-EIS    Program Executive Office for Enterprise Information Systems 
POC    Point Of Contact 
PW Public Works 
PWS Performance Work Statement 
QA/CM Quality Assurance/Configuration Management 
QASP Quality Assurance Surveillance Plan 
QC Quality Control 
QI Quality Improvement (as applicable to QI Sessions) 
RFA  Request for Action 
ROI Return on Investment 
SECNAV Secretary of the Navy 
SDP System Decision Paper 
SLIN Sub Line Item Number 
SSBI Single-Scope Background Investigation 
TOM Task Order Manager 
TRM Total Resource Management 
TSO Time Sharing Option 
USC US Code (US Public Law) 


 
 
Information Technology and Information Assurance Acronyms 
 


Acronym Description 
AHF Application Hosting Facility 
ATL  Automated Tape Library 
BCP   Business Continuity Plan 
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Acronym Description 
BMS   Business Management System 
BPM   Business Process Monitor (performance monitoring software) 
C&A   Certification and Accreditation 
CA   Certification Agent 
CCM Configuration & Change Management 
CCMP Configuration & Change Management Plan(s) 
CDA   Central Design Agency 
CIAM   Command Information Assurance Manager 
CIO   Command Information Officer 
CM    Configuration Management 
CMMI   Capability Maturity Model Integration 
CMP   Configuration Management Board 
COE  Common Operating Environment 
COOP   Continuity of Operations Plan 
COTS Commercial-off-the-shelf 
DAA Designated Approval Authority 
DADMS  DON Applications and Database Management System 
DBMS Database Management  System 
DECC  Defense Enterprise Computing Center 
DIACAP DoD Information Assurance Certification and Accreditation Process 
DRP  Disaster Recovery Plan 
FISMA Federal Information Security Management Act 
IA   Information Assurance 
IAM    Information Assurance Manager 
IAVA   Information Assurance Vulnerability Alert 
IAVB   Information Assurance Vulnerability Bulletin 
IAVM Information Assurance Vulnerability Management 
IAWF Information Assurance Work Force 
INFOCON Information Operations Condition 
IT    Information Technology 
ITIL Information Technology Infrastructure Library 
IV&V    Independent Verification and Validation 
NAS    Network Attached Storage 
NASP  NAVFAC Application Service Provider 
ODAA    Operational Designated Approval Authority 
OS    Operating System 
PKE    Public Key Enabling 
PKI    Public Key Infrastructure 
POA&M    Plan of Actions and Milestones 
QTP  Quick Test Professional 
SAAR  System Authorization Access Request 
SAN Storage Area Network 
SCADA Supervisory Control and Data Acquisition 
SRR  System Readiness Review 
SSL Secure Sockets Layer 
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Acronym Description 
STIG Security Technical Implementation Guide(s) 
T&E Test & Evaluation (applicable to C&A requirements) 
TPS Test Plan/Script 
TR Technology Refresh 
TS Technology Stack 
UPS Uninterrupted Power Supply 
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Appendix D  Definitions List 


 


List of common terms used in acquisition and contracting 


Common terms in relation to PWS content 


 


Continuous Process Improvement (CPI) 


With Business process optimization and streamlining defined as a strategic goal, NAVFAC 
employs various processes and procedures for standardization based on CMMI, the ITIL 
framework, and Industry best practices. Government-initiated audits are conducted periodically 
to ensure these processes and procedures are followed and maintained. All employees, 
including Contractor resources, shall continuously update required documentation within their 
area of responsibilities (e.g. Operating Procedures, Manuals). 


Contracting Officer’s Representative (COR)  


A COR is a Government employee that serves as a liaison to the Contractor and provides 
surveillance functions.   


Defective Service 


A service output that does not meet the standard of performance associated with it in the 
Performance Work Statement. 


Quality Assurance Surveillance Plan (QASP)  


A QASP document details the surveillance methodology and process employed by NAVFAC to 
monitor Contractor employee performance. 


Quality Control QC) 


Actions taken by the Contractor to control the quality (performance) of services, ensuring 
requirements of the PWS are met. 


Quality Assurance (QA) 


Actions taken by the government to ensure Contractor services meet the requirements of the 
PWS. 
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Appendix E  Placeholder 


 


Information goes here 
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Appendix F  Placeholder 


 


Information goes here 
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Appendix G  Placeholder 
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