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Self Defense Test Ship Engineering and Operational Support Services 

PWS Revision 0                                                           05 SEP 2012

Section C – Performance Work Statement
	
1.00	BACKGROUND

1.01 	This procurement shall provide Self Defense Test Ship engineering, maritime, and operational support services to the Land and Sea Test Department of the Naval Surface Warfare Center, Port Hueneme Division (NSWC PHD), Port Hueneme, California.  NSWC PHD is a field activity of Naval Sea Systems Command (NAVSEA).  

1.02	 Port Hueneme Division, Naval Surface Warfare Center (PHD NSWC) Land and Sea test Department has converted the ex-USS PAUL F. FOSTER into a dedicated Combat Systems Test and Evaluation (T & E) platform called the Self Defense Test Ship (SDTS).  The vessel entered operational service in early calendar year 2006.

1.03	The Land and Sea Test Department carries out engineering, technical, operational support,  and leadership functions to conduct its test and evaluation mission.  The customer organizations served by the Department includes Program Executive Office, Integrated Warfare Systems, the ships of the US Navy, US Navy shore activities, and industry partners.

1.04 SDTS is used to support a variety of Ship Self Defense Systems, including Evolved SEA SPARROW Surface Missile System (ESSM), AN-SLQ-32A(V)3  Electronic Countermeasures Set, Vulcan-PHALANX Close-in Weapon System (CIWS), Rolling Airframe Missile System (RAM), and Ship Self Defense System MK 2.  Other weapons/sensors may be installed on either a permanent or temporary basis for a variety of projects, including unmanned remote control testing.

1.05 The ship is capable of conducting operations at sea for 20 days with a full personnel complement embarked.  Should the number of User and crew personnel exceed the ship's berthing capacity, User personnel may travel to and from the ship daily via commercial helicopter during daylight hours.   The primary operating area is the Pacific Missile Test Range, which is operated by the Naval Air Warfare Center, Weapons Division, Point Mugu, California.  Typical ship transit time to the non-firing areas is two hours each way, five hours each way to firing areas.  The secondary operating area extends from San Diego north to San Francisco and out to a range of 200 nautical miles.  




1.06 Manned testing on SDTS at sea will include both non-firing and firing scenarios utilizing air and/or surface targets.  Aircraft, boats, or radio controlled aerial targets will be maneuvered to meet user requirements provided that the targets' closest points of approach (CPA) pose no threat to ship or crew as determined by the Range Safety Officer.  The contractor crew performs all duties associated with operating and maintaining a vessel underway, making way.  

1.07 In order to conduct unmanned operations, the ship must first transit to the range fully manned under its own power.  Once on station, the Ship Systems Remote Control System (SSRCS), Combat Systems Remote Control System (CSRCS), and weapons/sensors to be tested will be groomed and operationally checked.  The ship may be required to tow a decoy barge during unmanned operations to reduce the probability of a target strike.  A tugboat will deliver the barge to the ship, rendezvousing in the vicinity of San Nicolas Island, where the tow will be transferred.  After all systems' remote-controlled operability is verified, a programmed evacuation via crew boat and shift to full remote control of the ship will begin, with the Master and Combat Systems Test Conductor being the last personnel evacuated by helicopter and ship remote control taken by   PHD NSWC's Surface Weapons Engineering Facility (SWEF).   After the test is complete, the crew and test team will be returned to the ship and take local control of all systems.  Should a target strike the ship as a result of the exercise, the crew damage control team will embark via the crew boat and perform firefighting, dewatering, and rig the ship for tow to Port Hueneme after government personnel disable weapon systems.   

1.08 PHD NSWC’s Land and Sea Test Department also operates a Boghammar Patrol Boat as a high speed test- and- evaluation tracking target on the Pacific Missile Test Center Inner Range Facility and other Southern California Operating Areas.  The aluminum hull Boghammar is 13 meters long and is capable of speeds over 40 knots, powered by twin Cummins turbo-diesel engines.  The Boghammar is also equipped with a Furuno radar, Global Positioning System, UHF, VHF, and HF radio-telephones, Garmin Navigational Plotting system, and a fathometer.  The Boghammar has operated an average of twenty days annually since 1996. 

  

2.00	SCOPE

2.01	This procurement shall provide engineering, maritime, and operational support services to the Land and Sea Test Department at-sea test and evaluation mission.  services necessary to support the mission include:  

    2.01a	Maintenance
    2.01b	Support of operations
    2.01c	Ocean tug boat services
    2.01d	Harbor tug boat Services
    2.01e	Food service
    2.01f	Installation, repair, and fabrication services

2.02	Services shall be required aboard the Self Defense Test Ship, homeported in Port Hueneme, CA ,  in port and at sea.  The ship and sites listed below are representative of the major locations at which the work of this procurement may be carried out.  This is not an exclusive list.

2.02a	Self Defense Test Ship EDD 964
2.02b	NSWC Port Hueneme, CA
2.02c	Naval Station, San Diego, CA
2.02d. Naval Station Pearl Harbor, HI
2.02e	Naval Weapons Station, Seal Beach, CA
2.02.f  Naval Air Warfare Center, Weapons Division, Pt Mugu, CA Sea Test Range

2.03  The normal workday inport will be 0700 - 1630 Monday through Friday  When at-sea testing is conducted, the ship will normally leave the port of Port Hueneme on Mondays and transit to the Pacific Missile Test Range, returning to port by sunset on Friday. Live- fire testing is normally conducted from sunrise to sunset at sea, with the ship going to anchorage before sunset if possible.   A normal workday at sea will run from 0600-1800.  The ship will either anchor for the night at Santa Cruz Island or San Nicolas Island, or remain underway at night to conduct testing, depending on User requirements.  Underway and anchor watches will be manned by contractor personnel as determined by the vessel's master for safety, security, and compliance with USCG regulations.   While historically the ship has been underway an average of 29 days annually, the variability of User requirements precludes establishing firmer levels of usage.   The contractor will normally be notified of underway requirements five (5) days prior to departure, with confirmation of the requirement on the Thursday of the week prior to ship getting underway. 
 


3.00 PWS STRUCTURE

3.10 The Performance Work Statement (PWS) is structured to follow a standardized, modular format with selected text contained in designated paragraph blocks.   Paragraph numbering is in ascending order but may be non-sequential and may skip blocks of numbers.  This does not in and of itself denote missing text.  Paragraphs (1.00) through (9.99) and Paragraphs (90.00) through (99.99) contain consistent groupings of general requirements (such as security clearances, location of work, general deliverables) as well as informational and explanatory text, whereas Paragraphs (10.00) through as far as (89.99) contain specific technical tasking.  Not all blocks of paragraph numbers will be used, and gaps in numbering sequences are not, by themselves, indicative of omissions or missing text.  

3.20  The Performance Work Statement (PWS) in this procurement is subdivided into separate subtask paragraphs.  These are grouped to collect similar work and information under overall paragraph block headings as follows.  Paragraph numbering is explained in paragraph (3.30) below.

	Paragraph   1.00 – Background 
	Paragraph   2.00 – Scope 
	Paragraph   3.00 – PWS Structure 
	Paragraph   4.00 – Quality Assurance Structure
	Paragraph 10.00 – Operation and Maintenance 
	Paragraph 15.00 – Operational Support  
	Paragraph 20.00 – Installation, Repair, and Fabrication Services 
	Paragraph 90.00 – General Requirements
	Paragraph 91.00 – Special Considerations
	Paragraph 92.00 – Guidance 
	Paragraph 93.00 – Not Used
	Paragraph 94.00 – General Deliverables
	Paragraph 95.00 – Contractor Identification 
	Paragraph 96.00 – (Not Used)
	Paragraph 97.00 – Transition Period
	Paragraph 98.00 – Shipping 
	Paragraph 99.00 – Security
	Paragraph 100.00 – Definitions

3.30 Paragraphs may exist at levels of indenture below the header paragraph sections shown above.  The basic paragraph numbering format is (NN.NN), where “N” is an Arabic numeral.  Major efforts and sub- tasks within the overall requirement are delineated by the two digits to the left of the decimal, with subsidiary efforts and smaller constituent sub-tasks delineated by the digits to the right of the decimal.  If further sub-task description is specified beyond these digits, lower-case letters are used, followed by Arabic numerals in parentheses.  

3.31 For example, a major component effort may be designated paragraph (20.00), with additional information or sub-tasks in paragraphs (20.10), (20.20), (20.30), and so on.  Further detail may be provided for paragraph (20.20) in paragraphs (20.21), (20.22), (20.23), etc.  Additional specification, for example for paragraph (20.22), would be provided in paragraphs (20.22a), (20.22b), (20.22c) and on.  Below this level of indenture, parenthetical numerals are used as in paragraphs [20.22b(1)], [20.22b(2)] and [20.22b(3)].  

3.32 Within the narrative text of the PWS, paragraph numbers cited for reference appear in parentheses and brackets:  () or [].  

3.40 Funding may be applied against paragraphs at any level of indenture as appropriate and as defined by procurement modification.

4.00 QUALITY ASSURANCE STRUCTURE

4.10 Background.  Federal Acquisition Regulations (FAR) Part 16.505(a)(3) states that “Performance-based acquisition methods must be used to the maximum extent practicable, if the contract or order is for services,” with FAR Part 37.601(b) adding that  “Performance-based contracts for services shall include (1) A performance work statement; [and] (2) Measurable performance standards (i.e., in terms of quality, timeliness, quantity, etc.) and the method of assessing contractor performance against the standards . . . .”  Further, FAR Part 37.602(a) and (b) go on to state that agencies shall, to the maximum extent practicable, “Describe the work in terms of the required results rather than either ‘how’ the work is to be accomplished or the number of hours to be provided . . . [and] . . . [e]nable assessment of work performance against measurable performance standards.”  FAR 37.603(a) adds that “Performance standards establish the performance level required by the Government to meet the contract requirements.  The standards shall be measurable and structured to permit an assessment of the contractor’s performance.”  And FAR Subpart 46.401 calls out that “Government contract quality assurance shall be performed at such times (including at any stage of manufacture or performance of services) and places (including subcontractors’ plants) as may be necessary to determine that the supplies or services conform to contract requirements.  Quality assurance surveillance plans should . . . specify (1) All work requiring surveillance; and (2) The method of surveillance.”

4.20 The Government hereby reserves the right to perform quality assurance upon the delivery of each product, data deliverable, and deliverable service, wherever delivered to the Government and specified end users, in accordance with the appropriate QASP contained in Section E of this procurement.  

4.30 This requirement is organized into modular paragraphs for purposes of quality assurance and surveillance as well as for ease of organization of work and Government oversight.  A Quality Assurance Surveillance Plan (QASP) is provided in Section E of this procurement which applies to all products and services to be delivered under this requirement.

4.40 Due to the scope of this requirement, the QASP is written in a broad, general manner to apply to all the deliverables and services called out in paragraphs (10.00) through (89.99) in order to maintain the QASP as a coherent, understandable table of reasonable size.  The contractor shall understand the provisions of the QASP to be applicable to the appropriate paragraphs of this requirement as indicated by the five general performance indicators (PIs) for this requirement shown in Section E: Services, Deliverable products, Data deliverables, Packing and Shipment of Equipment and Materials, and Costs.  For instance, all data deliverables provided under all paragraphs of this requirement that call for data deliverables are subject to the Data Deliverable performance standards, acceptable quality levels and surveillance methods called out in the QASP, regardless of the fact the QASP itself may not specifically reference any such paragraph(s

10.00	Operation and Maintenance

10.10 Scope.  Provide engineering, and technical services to operate and maintain Self Defense Test Ship hull, mechanical, and electrical equipment.  

 10.20 Maintenance Support Services. 

10.21	Conduct start-up, securing, layup, planned, and corrective maintenance, including special machining requirements on U. S. Navy (USN) equipment in accordance with USN technical documentation, the Engineering Operation Sequencing System (EOSS) and the Planned Maintenance System (PMS).   ( OPNAVINST 4790.1)

10.22 Conduct start-up, securing, planned, and corrective maintenance, including special machining requirements, on Commercial off the Shelf (COTS) equipments in accordance with equipment manufacturers' technical documentation and EOSS documentation.

10.23 When performing corrective maintenance, inspect the affected equipment for deficiencies, providing recommendations for design, training, or maintenance changes to avoid reoccurrences.

10.24 Develop 18 month cycle, quarterly, and weekly maintenance schedules for COTS and USN equipment using USN PMS format.  ( OPNAVINST 4790.1)

10.25 Maintain equipment operating logs that monitor and document equipment performance, taking action in accordance with Engineering Operational Casualty Control (EOCC) procedures to ensure equipment is not damaged when manufacturers' or USN operating parameters are not met.  Original equipment operating logs will be kept on the ship for two years.  

10.26 Perform corrosion control and preservation on interior and exterior hull and piping, including structures supporting weapon systems support equipment in accordance with Naval Ship's Technical Manual Chapters (NSTM) 505 and 631.

10.27 Fabricate to OEM specifications repair components for use in corrective maintenance of USN and COTS equipment when repair components are not available.  

10.28 The following is a list of shipboard equipment to be maintained:

LM 2500 Gas Turbines (4)	Allison 501-K17 Gas Turbine Generator Sets (4)
Main Reduction Gears (2)		Uptakes and Baffles
Controllable Reversable Pitch Propellor System (2)
Propulsion Clutches and Couplings		Propulsion Shafts and Bearings
Sea Chests		SSGTG Support Systems
Vent Fog Precipitator (2)	High, Medium and Low Pressure Air Systems
HP and LP Air Dehydrators                                Steering System				
Electric Fire Pumps (6)				Shore Power Switchboard
Fire Fighting Stations 
Carbon Dioxide Fire Extinguishers		PKP Fire Extinguishers
Halon Fire Suppression System		
AFFF Fire Extinguishing System			Drainage and Ballast System
Portable In-lin Eductors		Hand Chain Hoists
1MC Internal Communications Set		Alarm Systems
Fuel Oil Fill & Transfer System			Fuel Oil Service System
Main Propulsion Lube Oil System		Automatic Propulsion Control System
Combustion Air System		Boat Handling and Stowing System
Power Distribution Switchboards		Anchor Handling and Stowing System
Mooring and Towing System				
Ground Tackle 					Ventilation Equipment
Underwater Log					P-250 Portable Saltwater Pumps (4)
Watertight Doors and Hatches	Mechanically Operated Doors and Hatches
Inflatable Life Rafts (6)				Inflatable Life Preservers (100)
Life Raft Hydrostatic Release Devices		Stadimeter
Binocular, Ship Mounted		Marine Sextant
Barometer, Aneroid	Supplementary Emergency Egress Device (100)
Kapoc Life Preservers (100)		Potable Water System
Reverse Osmosis Plant		Air Conditioning System
Potable Water Drinking Fountains			Hull Fittings		
Paper Shredder					Deck-Edge Safety Nets
Oil Pollution Control System	Sewage and Waste Water Control System
Calcium Hypochlorite Locker		Boston Whaler Work Boat
Rails, Stanchions and Lifelines			Firemain System
Auxilary Seawater System		Fuel and Fuel Compensating System
Welding Machines (7)				Main Drainage System
Mooring Lines					Deck Fittings
Magnetic Compass					Ladders
AVON Rigid Hull Inflatable Boat			Rhine Air Fan
Towing Windlass					Portable Davits (3)
Batteries (52)		Heating System
Lighting System		Helo Deck Lighting
Valves and Valve Operators		Degaussing System
Switch Gear and Panels		Electrical Navigation Aids
Visual and Audible Communication System	 Power Conversion Equipment
Casualty Power Cables                                      Shorting Probe		
Microwave Oven					Meat Slicing Machine
Electric Range and Griddle				Deep Fat Fryer
Electric Baking and Cooking Equipment            Sanitizing Sink			
Paper Pulper		Convection Oven
Dishwashing Machine		Garbage Disposal
Food Mixing Machine                                         Electric Coffee Maker	
Automatic Ice Machine		Reach-in Refrigerators
Display/Salad Counter		400Hz Electrical Power System
IC Switchboard					Sound Powered Phone System
Wind Indicating System				Electrical Distribution Panels
Navigational Lighting				Tank Level Indicating System
Manual Bus Ties (4)					Electric Submersible Pumps (10)
Autobus Transfer Switches		Electrical/Electronic Test Bench
Machine Shop Equipment:
Pedestal Grinder Type I Size 10”			Bridgeport Milling Machine
OTC Tool and Equipment Division 	25 Ton Hydraulic Shop Press
Cincinnati Lathe & Tool Co. Lathe Model LRT	Band Saw
Famco Machine Co. Drilling Machine Model 80	

10.30	Support of Operations  

10.31 Embark in the vessel during at-sea periods.  

10.32 Maintain logs, navigate, moor, anchor the ship, and rig the ship for towing.  The ship’s bridge logs shall be kept onboard for a period of two years, then delivered to the government. 

10.33 Perform housekeeping duties while the ship is inport or underway. Clean staterooms, berthing compartments, head and shower facilities, lounges, offices, and passageways. Dust bulkhead and overhead angle irons in passageways, berthing compartments, offices, the pilot house, chartroom, and staterooms.  Clean heads, showers, mirrors and sinks in berthing areas, crew work shops, offices, and staterooms daily at sea, weekly inport.  Trash will be removed from the ship to dumpsters on the pier at the end of each workday inport and upon return to port.  Sheets, pillow cases, and towels will be laundered weekly during at sea or at anchor operations.  


The contractor shall not be responsible for housekeeping in Combat Systems compartments and offices, except for cleanup incidental to installation/alteration/repair work performed by the contractor.

10.34 Perform shipboard firefighting and damage control duties.    All damage control/firefighting personnel shall have satisfactorily completed a U. S. Navy or U. S. Coast Guard certified shipboard/helicopter deck firefighting and damage control course no less than three years prior to contract award.   
	 
10.35   Conduct man overboard and abandon ship drills the first day of each voyage 
with each User complement that has not been previously embarked.  

10.36   Maintain a 2-person, 24 hour sounding and security watch inport and at sea.   

10.37   The contractor shall secure the customary full form Protection and Indemnity (P& I) marine insurance coverage, excepting periods when all personnel are absent from the ship for remote controlled operations

15.00	Operational Support 

15.10 Scope    Provide food and support boat services to support the Self Defense Test Ship test and evaluation mission.

15.20 Provide ocean tugs services to deliver and retrieve target barges and tow the ship, if necessary. 

15.21 Provide harbor tugs to assist the ship entering or leaving port. 

15.22 Provide crew boat services to evacuate and re-man the ship prior to and after remote control operations.    	

15.23.  The contractor will provide management and administration of all food and beverage service functions; preparation of all meals; staffing service lines with adequate qualified personnel during meals; housekeeping services consisting of the general care and cleaning of the galley and dining area, food preparation and storage areas, equipment, pots, pans and utensils; bussing all tables in the dining area; replenishment of table condiments and napkins; operation of scullery equipment; disposal of all galley garbage and trash in accordance with federal, state, and local regulations.

15.23a. Meals will be nutritionally balanced and attractively prepared in the galley aboard the ship.    All services shall be in accordance with the U.S. Department of Health and Human Services Public Health Service Food and Drug Administration 2005 Food Code (or most recent edition in effect on the date of contract award).  The government will provide utilities, and cleaning equipment and supplies.  The contractor shall ensure continuous food service during at-sea operations.  The actual quantity of services to be furnished during the annual performance period shall be determined by the number of days at sea.  Food service meal hours may fluctuate on different days, the number and type of meal served, including box lunches and special events; unusual cleaning requirements, and changes in tableware or facilities utilized.  The Contracting Officer’s Representative (COR) may change the meal hours by giving the contractor notice twenty-four (24) hours in advance of such a change.

15.23b. The following types of food shall be furnished:

	15.23b (1) Meats – All beef cuts shall be USDA Choice or better.  Steaks shall be sirloin, rib-eye, T-bones, and porterhouse, and shall weigh 10 to 12 ounces each.  Ground beef shall have no more than 20% fat content.  Pork shall be federally inspected choice cuts.  Poultry shall be U.S. Grade A fryers, hens, or turkeys.  When chicken is served, skinless chicken will be offered in amounts great enough to satisfy demand.

	15.23b (2) Eggs shall be U.S. Grade A large.  Whole milk (pasteurized and homogenized), 2% low fat and/or fat free milk served with all meals.  Unlimited 6-ounce juices will be available at all times.  Fresh coffee and tea also shall be available at all times in the dining area.  Community Roast coffee shall not be served. Canned sodas, both regular and diet, and bottled water shall be stocked and reserved for use with box lunches.  

	15.23b (4) Produce shall be Number 1, Top Grade.  Fresh or frozen vegetables shall be used whenever possible.  Canned vegetables may be used only when fresh and frozen stocks have been depleted.  At least five varieties of fresh fruit shall be supplied weekly.   Desserts shall consist of assorted fresh baked goods and frozen desserts shall be ice cream and low fat ice cream or ice milk and sherbet (excludes specialty ice cream bars).  Soups shall be homemade.  A variety of name-brand boxed cereals will be provided.  Name brand potato chips, corn chips, and tortilla chips will be provided. 

	15.23b (5)  Nutritional alternatives shall include:  white, wheat, and rye bread; corn and flour tortillas; salt and sugar substitutes; Lite salad dressings and mayonnaise; margarine; liquid vegetable oil.   

	15.23b (6)  Condiments (catsup, mustard, jelly, jam, peanut butter, salad dressing, steak sauce, etc.) shall be well known name brands.  

15.23c   Wholesome, palatable meals shall be served daily on a 24-hour basis.  Nutritional, low-fat alternatives will be offered at each meal.  The following list of meals shall be arranged so as to give a variety of nutritionally balanced and attractively prepared meals. Meal menus will be posted on white board in the dining area not later than 1 hour prior to the scheduled meal.  

	15.23c(1) Breakfast – Eggs, hotcakes, two breakfast meats, potatoes or grits, hot and/or cold cereals, biscuits, toast, jam/jelly, butter or margarine, coffee, tea, milk, fruit, fruit juice.  

	15.23c(2) Lunch -  Two entrees, one of which will be solid meat (beef, pork, poultry, or seafood), rice or potatoes, two vegetables, salad, soup, dessert, fresh fruit, hot rolls, bread (white and whole wheat), tortillas, and beverages.  A seafood meal is to be served once a week and is to include gumbo, shrimp, or fish.  An alternative to seafood will be available with the seafood meal.

	15.23C (3) Dinner - Same as lunch except that steaks shall be served twice weekly and tri-tip once weekly.

  	15.23.c (4) Boxed Meals – May be required for some meal periods during the day.  They will consist of two deli-type sandwiches, one bag of chips, one piece of fruit, and two canned soft drinks or juices.

 	15.23c (5) Midnight Meal - (as needed) Same as dinner with sandwiches of the same lunch/dinner.  Use of leftovers is acceptable for this meal.  

15.23.d    Special event food service meals may be required for the following recognized holiday observations at no extra cost:  Dr. M.L. King Birthday, Presidents’ Day, St. Patrick’s Day, Easter, Cinco de Mayo, Armed Forces Day, Memorial Day, Flag Day, Independence Day, Labor Day, U.S. Navy Birthday, Veteran’s Day, Thanksgiving Day.  The government will give at least five days prior to a special holiday meal requirement.  

15.24	Travel Requirements.  Other than local travel between the ship and the contractor’s facility, there are currently no known travel requirements. Travel will be authorized on a by task-order basis. 


20.00	Installation, Repair, and Fabrication Services 

20.10	Scope.    Provide engineering and technical services to support Self Defense Test Ship repair, installation and fabrication requirements

20.20 Provide emergency repairs at sea or inport.  These repairs differ from corrective maintenance in that they are the result of catastrophic damage or failures to equipment or structures caused by unusual conditions such as weapon detonation, fire, flooding, or severe weather.  Response time to have a team on-site will be two hours for emergency at-sea repairs.  The government will furnish transportation to the ship via commercial helicopter.  Inport response time requirements will vary with mission requirements.

20.30 Provide on-site production/fabrication and special machining support, to include, equipment removal and installation, replacement part fabrication, and support of drydocking at a shipyard facility, if necessary.

20.40 The contractor shall develop/review/update ship alteration documentation including installation plans, arrangements, and drawings in support of modification requirements.  The contractor will also be required to conduct marine engineering analysis, weight and moment studies, hazard analysis, and engineering estimates of tasks, cost and time required for integration of new systems and User requirements.    The contractor will provide marine architect services to support User requirements, ship conversion, and maintain ship stability. 

20.50 The contractor will install, checkout, test, and de-install User equipment for ship operations.

25.00 Personnel Requirements

25.10 The contractor will determine optimum crew complent to operate and maintain the ship..

25.11 The contractor will provide a manager with at least fifteen year's experience in ship conversion, repair, and at-sea experience, including Navy combat systems installation, checkout, and operations.

25.11 The ship's master shall possess a U. S. Merchant Mariner Master's license of uninspected motor vessels of over 1600 gross tons.    

25.12 Mates shall possess a U. S. Merchant Mariner's Third Mates licenses of uninspected motor vessels of over 1600 gross tons or; a U.S. Merchant Mariner's Master of vessels of less than 500 tons or; be qualified have a minimum of four years' documented experience as Officer of the Deck of commissioned United States Warships.    

25.13 Chief Engineer shall possess a license as Chief Engineer, unlimited oceans, of any horsepower with a USCG gas turbine endorsement and five years' documented experience in that position or be qualified as Engineering Officer of the Watch on commissioned U.S. Warships with a minimum of five years' experience in that watchstation and five years' documented supervisory experience in the operation, maintenance, and repair of gas turbine engines. This candidate's supervisory experience must have occurred within the last five years.  

25.12  Senior gas turbine mechanics shall possess a minimum of five years documented experience in operation, maintenance, and repair of US Navy gas turbine engines, ancillary systems, and controlled-variable pitch propellers and:  have completed the factory General Electric LM2500 gas turbine familiarization and maintenance courses or equivalent U.S. Navy “A” and “C” schools.  

25.13 Gas turbine electricians shall possess a minimum of five years documented experience in operation, maintenance, and repair of US Navy gas turbine control systems and have completed the U.S. Navy Gas Turbine Electrician “C” schools.  

25.14  Gas turbine mechanics shall possess a minimum of two years documented experience in operation, maintenance, and repair of US Navy gas turbine engines, ancillary systems, and controlled-variable pitch propellers and have completed the factory General Electric LM2500 gas turbine familiarization and maintenance courses other equivalent commercial schools, or equivalent U.S. Navy  gas turbine “A” and “C” schools.  






90.00  GENERAL REQUIREMENTS

90.10  Scope.  The (90.00) series paragraphs provide general requirements and amplifying information in support of the specific tasking contained in paragraphs (10.00) through (89.99).  

[bookmark: OLE_LINK3][bookmark: OLE_LINK4]90.11 Contents.  The (90.00) series paragraphs are organized as shown below.

	Paragraph (91.00) – Special Considerations.  
	► Paragraph (91.10) – Safety and Environmental Protection.  
	► Paragraph (91.20) – Contractor Facility.  
	► Paragraph (91.30) – Hours of Operation and Location of Work.  
	► Paragraph (91.40) – Emergency Operations.  
	► Paragraph (91.50) – Points of Contact, Maps and Facility Drawings.  
	► Paragraph (91.60) – Emergent Travel.  
	► Paragraph (91.70) – Prioritization.  
	► Paragraph (91.80) – Provision of Support in Foreign Jurisdictions.  
	► Paragraph (91.90) – Government Furnished Property and Government Furnished 
                                            Information.  
	Paragraph (92.00) – Guidance.  
      Paragraph (93.00) – Not Used 
	Paragraph (94.00) – General Deliverables.  
	Paragraph (95.00) – Contractor Identification.
	Paragraph (96.00) – (Not Used).  
	Paragraph (97.00) – Start-Up/Transition Period 
	Paragraph (98.00) – Shipping   
	Paragraph (99.00) – Security.

90.12 In any case not covered by the provisions of the (90.00) series block of paragraphs or the specific tasking elsewhere in this requirement, the contractor shall immediately consult the Contracting Officer’s Representative for the resolution of technical matters regarding the tasking and the Contracting Officer for administrative and general matters.

91.00	SPECIAL CONSIDERATIONS

91.10	Safety and Environmental Protection

91.11 Safety

	91.11a  Contractor personnel shall comply with all applicable DoD, DoN, OSHA,  NAVSEA, NFELC, NBVC, local  installation and NSWC PHD safety instructions, policies, procedures and guidance while on Government property at NSWC PHD, remote sites or travel destinations.  The contractor shall request clarification of safety procedures and guidance from a Government safety observer or manager, a responsible Government employee or the COR in any case where ambiguity or confusion may arise.  
	91.11b Contractor personnel shall immediately report all unsafe working conditions to a responsible Government employee.
	91.11c The contractor shall immediately notify the COR of any serious contractor personnel injuries or deaths sustained in the performance of this requirement.  Minor injuries not requiring immediate medical attention shall be reported to the COR by the following business day.  Notification shall be made by any practical, reliable means available to the contractor.  If the COR is not available, the contractor shall notify the Contracting Officer instead and inform the COR as soon as is possible.  The contractor shall cooperate with all official investigations of injuries and deaths.  However, nothing in this paragraph shall be so interpreted as to deprive any person of due process or other civil rights.

91.12. Environmental Protection and Compliance

91.12.1 The contractor shall comply with all applicable federal state, Navy and local laws; Department of Defense Directive 5000.01, Department of Defense Instruction 5000.02, OPNAVINST 5090.1 Series, Environmental and Natural Resources Program Manual Nov 2007, OPNAVISNT 5100.23G, Navy Safety and Occupational Health Program Manual, PHDNSWCINST 5090.5, Environmental Management System Manual; PHDNSWCINST 5090.1A Hazardous Material Distribution Process, PHDNSWCINST 5090.2B Hazard Communication Plan, PHDNSWCINST 5090.3B Pollution Prevention Plan and PHDNSWCINST 5090.5 Environmental Management System Manual

91.12.2 Contractor shall have and maintain a written Environmental Management Plan (EMP) that shall be implemented during contract performance at PHD NSWC. The EMP shall be submitted to contracting officer representative (COR)/PHD NSWC ENVIRONMENTAL OFFICER for a document review and acceptance. The EMP shall address controls and operational actions that will be employed to ensure no adverse environmental impact occurs. The contractor shall have an acceptable documented EMP, in accordance with this contract, in place no later than 15 days prior to availability start date. The EMP shall be subject to periodic conformity audits by the PHD NSWC ENVIRONMENTAL OFFICER as requested throughout the contract. 
91.12.4 Contractor shall submit updated or changed plans to the PHD NSWC environmental Officer as they occur. 
91.12.4 Contractor EMP shall include but not limited to the requirements of the following:

91.12.5 Compliance with Environmental Management Systems
[bookmark: wp1189172]
19.12.6The Contractor’s work under this contract shall conform to all operational controls identified in PHD NSWC Environmental Management Systems and provide monitoring and measurement information necessary for the Government to address environmental performance relative to the goals of the Environmental Management Systems. For more details to conform with the commands environmental objectives are located in section: J.

91.12.7 Spill Prevention Control and Countermeasures Plan (SPCC)
91.12.8 Contractor shall provide spill response procedure including spill reporting information requirements, employee reporting protocol, location and use of spill kit, clean-up and decontamination requirements, and disposal procedure. 
91.12.9 Contractor shall provide name(s) of Spill Contingency Team members and telephone number(s) for a 24-hour emergency coordinator with alternate.
91.12.10 contractor shall notify Command Duty Officer (after normal working hours), the SUPERVISOR, COR and ENVIRONMENTAL OFFICER (during normal working hours) immediately upon discovery of any improper discharge.
91.12.11 Contractor shall describe the method and work practices to be employed to prevent discharges of any volume to Navigable waters.
91.12.12 Contractor shall describe the contractor's spill clean-up capability (i.e., equipment such as, absorbent pads/booms, etc).
91.12.13 Contractors pumping operations (liquid transfer to barge/tank or vice versa or in combination).
91.12.14 Contractor shall describe the continuous communications between pump tender and barge/tank tender to allow immediate shutdown if a problem occurs during pumping/transfer operations.
91.12.15 contractor shall provide specific method for gauging compartment volume in barge/tank; maximum volume to be 85 percent of capacity in receiving barge/tank.
91.12.16 Contractor shall describe provisions to tag pump lines to indicate where line is originating from (i.e., ship/craft tank/void pump number).

91.12.17 Hazardous Material:
Contractor shall provide documentation of training for personnel using hazardous materials as required
91.12.18 Contractor shall indicate that hazardous material containers, including those used by subcontractors, shall be marked with a unique identifier (e.g. company name or logo). 
91.12.19 Contractor shall indicate that all containers of hazardous material regulated under Part 1910.1200 shall be closed at all times when material is not being used. 
91.12.20 Contractor shall indicate that “Daily Use” containers such as paper paint pots and similar containers are managed in accordance with Part 1910.1200 (HAZCOM Standard). “Daily Use” containers shall not be used for staging and/or storage of hazardous material. 
91.12.21 Contractor shall Indicate that all containers of hazardous material shall be sealed using a tight fitting lid to prevent vapors escaping during staging or storage. 
91.12.22 Contractor shall remove hazardous material from equipment prior to
turning-in the equipment to the Government.

91.12.23 Emergency Planning and Community Right to-Know Act (EPCRA) Section 302: 
91.12.24 contractor shall submit one legible copy of Material Safety Data Sheet (MSDS) for each product containing Hazardous Substance which is brought aboard the PHD NSWC to the COR
91.12.25 Contractor shall provide report quantity of each chemical product containing listed EHS which is brought aboard PHD NSWC. 

91.12.26 EPCRA Section 304: 
91.12.27 Contractor shall provide verbal notification of the release of a reportable quantity of a listed or HS released at the Government facility to the SUPERVISOR/COR ENVIRONMENTAL Officer, immediately after initial applicable notifications have been made in accordance with local regulations.  This verbal notification shall be followed by a written notification to the PHD NSWC COR, SUPERVISOR and ENVIRONMENTAL OFFICER within 24 hours. 

91.12.28 EPCRA Section 311: 
9.12.29 Contractor shall provide MSDS and quantity (by weight) of each listed Hazardous substance and Extremely Hazardous Substance stored at PHD NSWC. 

91.12.30 Hazardous Waste:
91.12.31 Contractor shall comply with Hazardous waste; state Hazardous Waste Management Regulations. Hazardous waste becomes subject to regulation at the point of generation. A hazardous waste label must be affixed to the waste immediately following waste determination. Accumulation start date shown on HW label will be the date the HW was generated NOT the date the waste was sampled or analysis was completed. 

91.12.32 Contractor shall comply with General Requirements for Hazardous Waste (HW) Management: 
91.12.33 Contractor shall accept/retain liability, including all associated fines and penalties for improper management or disposal of HW. 
91.12.34 Contractor shall conduct daily inspections of their HW storage sites and provide SUPERVISOR/COR a copy of the daily inspection report. 
91.12.35 Contractor shall immediately correct any identified deficiencies. 
91.12.36 Contractor shall remove all HM upon completion of contract. 
PHD NSWC SUPERVISOR will dispose of any HM abandoned by a contractor and charge the contractor with all associated costs. Abandoned HW shall be characterized as an unknown, properly disposed of, and the Contractor billed for all associated costs. 
91.12.37 Contractor shall obtain an EPA Generator Identification Number (ID) where state law allows.
91.12.38 Contractor shall properly segregate, package and label all waste generated by industrial processes to control listed toxic or hazardous substances.
91.12.39 contractor shall properly characterize, identify or analyze all generated waste prior to disposal.
91.12.40 If sampling of generated waste is required the contractor shall sample the waste using qualified sampling personnel and deliver to a National Environmental Laboratory Accreditation Program (NELAP). If sampling of generated waste is not required, contractor will verify the type and amount of the waste and dispose in accordance with federal, state and local requirements. Contractor will utilize Chain of Custody form as shown in Appendix A. 
91.12.41 Contractor shall manage all hazardous/non-hazardous waste in accordance with all local, federal state and PHD NSWC requirements. 
91.12.42 Contractor shall provide certification for all transporters, and Treatment, Storage and Disposal Facilities utilized verifying compliance with Federal, State and Local requirements. 

91.12.43 Management of Operations on Waterfront and Piers: 
91.12.44 Contractor shall not store HW, HM, fuel tanks and oil products on the pier.
91.12.45 Contractors utilizing portable equipment, i.e. tanks, tankers, trucks that contain hazardous materials, oil, or oily waste and must be within 15 feet of pier drains shall install drain covers during operation of the equipment. Drain covers shall be installed in accordance with manufacturer's instructions. Drain cover shall be chemical resistant, flexible PVC equal to JOMAC or HIPPO Brand. The cost of the reusable drain covers and clean-up following each use will be borne by the contractors and will not be reimbursed by the Government. Rubber drain covers will be used in addition to and are not considered a substitute for drip pans stenciled "Used Oil". 

91.12.46 Quality Air Permit:
91.12.47 Contractor shall comply with NBVC permit condition which includes spray painting and coating lines, paint related materials, organic solvent degreasing operations and combustion processes, internal combustion engine, and boilers reporting requirement. Requirements involve emission inventories preparation for regulated sources and emission control equipment acquisition for newly defined volatile organic component s and new additions and modifications (i.e., realignments and major repairs) to NSWC PHD requirements. California Air Resources Board (CARB) Verified Diesel Emission Control Strategies that meet the requirements of the CARB Mobile Cargo Handling Equipment regulation. And Large Spark Engine: Gasoline, Compressed Natural Gas, Liquefied Petroleum Gas.

91.12.48 Container Management: 
3.9.1 Contractor shall ensure all containers shall be in good condition (minor surface rust or dents are allowed), sealed, non-leaking, and compatible with the material being stored. HW containers shall be closed at all times except when adding or sampling. 
91.12.49 Contractor shall seal containers properly to prevent spillage or leaks during transportation. All lids shall be closed and tightened. 
91.12.50 contractor shall ensure drums with rings shall have rings properly positioned with the bolt down and tightened: CAUTION: USE NON-SPARKING TOOLS ON CONTAINERS OF FLAMMABLE MATERIALS. 
91.12.50 contractor shall immediately transfer material from any container that does not properly seal. 
91.12.51 Contractor shall ensure containers have no evidence of spills on the outside of the container; no dry or wet paint on the exterior sides. 
91.12.52 HW labeling: 
1. Contractor shall complete all labels with indelible ink 
2. Label each container of HW with a yellow HW label 
3. Label must include EPA I.D. Number 
4. Name and address of generator 
5. The proper shipping name of the waste 
6. EPA Waste Numbers 
7. Accumulation start date when required 
8. Accumulation start date shown on label will be the date that HW was generated and NOT date that sample was taken or analysis was completed 
9. Manifest Number when transported off station 
91.12.53 Contractor shall ensure that Labels of non-HW containers are completely filled out on non-HW label; each state regulations will vary regarding the classification of HW vs. non HW. 

91.12.54 PHD NSWC COR and ENVIRONMENTAL OFFICER will:
91.12.55 survey the contractor work processes which has the potential to
generate hazardous waste; use PHD NSWC environmental tools and instructions for documented surveillance
91.12.56 retain the right to inspect all hazardous waste/material
management activities performed by the contractor.
91.12.57 retain the right to take any/all wastes/materials from the
contractor, if deemed necessary to protect the Government's interests. 
91.12.58 retain the right to stop contractor work/operations in the
event of serious safety and environmental problems/violations.
91.12.59 provide oversight (as necessary) to all spill clean-up
operations.
91.12.60 review all documentation of contractor efforts to comply with federal, state, Navy and local environmental laws and regulations. This review includes, but is not limited to compliance with any minimization efforts chosen by the contractor. 

91.12.61. The contractor will develop and maintain a hazardous material spill contingency plan that designates a primary and alternate environmental officer; provides immediate actions to be taken, points of contact for notification and containment/cleanup assistance; provides for spill containment, damage control, cleanup, disposal of contaminated material, and criteria for re-entering contaminated areas; and, post cleanup reporting criteria, for spills both interior and exterior to the ship. 

91.12.62. The contractor shall provide the Contracting Officer proof of financial responsibility for hazardous material spill cleanup in the form of an insurance policy or Statement of Financial Responsibility, which shall cover liabilities up to an amount of $10,000,000.00.   


91.20	Contractor Facility

91.21	The successful execution of this effort requires frequent interface with the personnel of at Land and Sea Test and Evaluation Department.  Therefore, the contractor shall have established within 30 calendar days of procurement award, and maintain for the duration of the procurement, an office within a 15-mile radius of NSWC PHD, 4363 Missile Way, Port Hueneme, California 93043-4307.


91.30	Hours of Operation and Location of Work

91.31 The standard hours of operation for the Port Hueneme site and for other sites at which this requirement normally will be performed are shown in paragraphs (91.31a) and (91.31b) below.

91.31a The standard hours of operation for NSWC PHD Port Hueneme site personnel are 0730-1700 Pacific Time, Monday-Friday.  The standard hours of operation for remote site and travel destination work places are determined locally and may vary.

91.31b The standard inport hours of operation for the Self Defense Test Ship are  0700-1630.  Local Time, Monday-Friday. The ship maintains a 24-hour security/fire/telephone   watch

91.31c  At sea, the Self Defense Test Ship operates around-the-clock.


91.32	Contractors Working at Government Facilities

	91.32a  Contractors shall not be present in Government buildings unless Government personnel are physically present at all times to carry out security-related functions.  Government-Owned Contractor-Operated (GOCO) facilities outside of NSWC PHD are exempt from this requirement if appropriate local Government authority permits.
	91.32b  Provision will be made by the Government to allow necessary building, site, and facility access for contractor personnel on weekends and Federal holidays when necessary to this requirement.  Contractor personnel who must work weekends and Federal holidays but who do not require access to Government buildings, sites and facilities shall work at the contractor facility or such other non-Government facility as may be determined by the contractor as appropriate for the conduct of the work under this requirement.   
	91.32c Contractors requiring routine or repeated access to Naval Base Ventura County (NBVC) under this procurement may participate in the RAPIDGate program at their discretion as an alternative to securing daily base passes.  Note that Common Access Cards (CACs) will not be issued to contractor personnel merely to allow convenient access to NBVC as an alternative to securing daily base passes or participating in the RAPIDGate program.  The provisions of paragraph (99.23) below apply with respect to issuing CACs.

91.33 Hours of operation may be altered at no notice as necessitated by Force Protection posture or as a result of severe weather, disaster, fire, facility condition, security incident or other similar emergency or event.  

91.34 Extraordinary Leave Days and Excused Leave for Government Personnel

	91.34a  If an extraordinary day off, wherein Federal employees are excused from work with pay on what would be a normal work day without charge to leave, is granted to Federal employees by the direction of the President or an agency head, such as has occurred periodically on what would have been normal work days adjacent to major Federal holidays or on the occasion of Presidential funerals or national days of mourning, the contractor shall continue to provide contracted services in accordance with the requirement until and unless necessary access to Government buildings, ships, sites and other facilities is precluded due to absence of Government personnel.  
	91.34b If the contractor personnel are unable to conduct their work at an assigned Government work place due to an extraordinary day off or excused leave for Government employees, the contractor or any subcontractors may, at their discretion, continue work at another appropriate facility if possible or else grant paid or unpaid leave to its affected employees in accordance their company policies or any collective bargaining agreement (CBA) that may apply.  Whether contract payments will be made for time not worked will depend upon the terms and conditions of this contract, including the pricing mechanisms contained within the contract.
	91.34c If the use of alternative facilities will raise the costs of performing the requirement beyond the prices contracted with the Government under this requirement, the contractor shall first notify the contracting officer and request authorization to proceed.  The contractor is not authorized to purchase or rent alternative facilities to accommodate extraordinary leave without such advance authorization from the contracting officer. 
	91.34d  If administrative leave is granted to Government personnel at or near the end of normal work days adjacent to Federal holidays, weekends, other special days, or as part of special events or observances, the provisions of paragraphs (91.34a) through (91.34c) above shall apply to contractors.  Administrative leave is normally granted to Government personnel in the form of 59 minutes of excused absence from the work place per instance.  
	91.34e Estimated Extraordinary Leave and Excused Leave.  For information purposes only, the granting of one extraordinary leave day per year is typical, normally adjacent to the Christmas Holiday, and instances of granting 59 minutes of administrative leave to Government personnel typically occurs two to three times per year.  

91.35	Location of Work.  The Government shall provide the contractor workspace for performance of the task on the Self Defense Test Ship, homeported at Wharf 6, Naval Base Ventura County, Port Hueneme, CA.  The remainder of the work shall be performed at the contractor facility and at the travel destinations identified in paragraphs (10.00) through (89.99) above.

91.40	Emergency Operations

91.41  In the event normal access to any part of the NSWC PHD command or any Government-owned remote site or travel destination is closed as a result of fire, flood, severe weather, power failure, loss of other utilities, force protection posture, terrorist activity, military action, natural or man-made disaster, civil unrest, or other emergency resulting in Government personnel being dismissed or dispersed to other facilities, affected contractor personnel shall be relocated or otherwise directed away from the emergency or disrupted area by the contractor.  The contractor shall communicate with the COR as soon as is safely possible to determine whether and when Government facilities may be once again available for use by appropriate contractor personnel.  If the COR cannot be reached, the contractor shall contact the Contracting Officer.  If Government facilities cannot be made available for contractor use by the start of the following business day, contractor personnel shall be relocated as directed by the contractor who shall confer with the Contracting Officer at the earliest possible opportunity to make alternative facility arrangements for the continuation of contracted work.

91.42 When contractor personnel cannot access Government facilities for reasons described in paragraph (91.41) above, contractor personnel shall continue performing the requirement of this PWS at the contractor facility or one or more alternative locations unless such performance is impossible due to safety, security, technical and cost considerations.   

	91.42a If the use of alternative facilities will raise the costs of performing the requirement beyond the prices already contracted with the Government, the contractor shall first notify the contracting officer and request authorization to proceed.  The contractor is not authorized to purchase or rent alternative facilities for emergency operations without such advance authorization from the contracting officer. 
	91.42b  If the use of alternative facilities is not possible for safety, security, technical and cost reasons, the contractor or subcontractors may at their discretion grant paid or unpaid leave to its affected employees in accordance with their company policies and any collective bargaining agreement (CBA) that may apply.  Whether contract payments will be made for time not worked will depend upon the terms and conditions of this contract, including the pricing mechanisms contained within the contract.  

91.43 Emergency Muster Reports.  In the event of large-scale or widespread emergencies, or emergencies confined to highly populated areas, either in the United States or overseas, the Government may, at its discretion, request an Emergency Muster Report for contractor personnel.  

	91.43a  In the event a muster report is requested, the contractor will, within one working day of receiving the request, report to the COR or other point of contact designated by the COR the names, geographical locations, and physical status of the contractor personnel assigned to this procurement.  Physical condition shall be described as “Mustered – unharmed,” “Mustered – injured,” “Missing,” “Deceased,” or “Unknown” as applicable to the situation.  Follow-on update reports may be requested as the emergency develops.  
	91.43b Privacy Act Statement:  The information gathered shall be used by the Government exclusively for the purposes shown in paragraphs [91.43b(1)] through [91.43b(3)] below.  Provision of this information by the contractor and by contractor personnel is voluntary and declining a muster shall, by itself, not be considered relevant to the performance of this requirement.
		91.43b (1)  Cooperation with emergency personnel in rescue and recovery efforts.
		91.43b (2)  Determining whether personnel with security clearances and access to classified information are missing, particularly if missing overseas.
		91.43b (3)  Managing impacts to Government mission areas relative to the tasking in the requirement. 

91.44 Communications Security (COMSEC) Material and Classified Information

    91.44a If an emergency situation creates the possibility of compromise of COMSEC material and equipment, the contractor shall follow the NSWC PHD Emergency Action Plan (EAP) and the NSWC PHD Instruction.
    91.44b If an emergency situation creates the possibility of compromise of classified information and classified equipment other than COMSEC material, the contractor shall follow their Emergency Action Plan (EAP).  See paragraph (99.80) below.

91.50	Points of Contact, Maps and Facility Drawings.  

91.51 Points of Contact.  See Section G.

91.52  Maps and Facility Drawings.  For reasons of security and force protection, maps and facility drawings may be provided by the Government only to contractors making written requests for such information.  Requests shall be addressed to the COR after receipt of order.  The Government retains the right to deny any and all such requests.

91.60	Emergent Travel.  Emergent travel shall be coordinated with the COR prior to travel.  The contractor shall inform the COR via electronic mail of the purpose of travel, Government POC, number of persons traveling, destination, estimated duration and cost in terms of both hours and dollars.  

91.70	Prioritization

91.71	Weekly meetings may be held between the COR and the contractor to prioritize the technical requirements of paragraphs (10.00) through (89.99) above.

91.80	Provision of Support in Foreign Jurisdictions

91.81	FMS Case Citation.  In providing Foreign Military Sales (FMS) support under any of the paragraphs of this PWS from (10.00) through (89.99) inclusive, the contractor shall ensure all FMS services and products delivered be in support of specific FMS cases to be identified in consultation with the technical code and the COR.   

91.82	Status of Forces Considerations.  When providing support under this PWS within foreign national jurisdictions, whether for FMS or USN tasking, the contractor shall comply with the requirements of paragraphs (91.82a) through (91.82d) below.  

	91.82a Definitions.  Paragraphs [91.82a(1)] through [91.82a(3)] provide definitions of terms for use only in meeting this requirement and shall have no bearing on the interpretation of these terms outside of this requirement.
		91.82a (1)  For the purposes of paragraphs (91.82b) through (91.82d) below, the phrase “immediate United States jurisdiction” shall be understood to refer to the territory of the United States and its possessions; the ships, submarines, vessels and aircraft of the United States Government; the embassies, consulates and other diplomatic missions of the United States; and any other territory, edifice or conveyance over which the United States exercises national sovereignty.
		91.82a(2)  For the purposes of paragraphs (91.82b) through (91.82d) below, the phrase “foreign national jurisdiction” shall be understood to refer to the territory of a foreign sovereign nation and its possessions; the ships, submarines, vessels and aircraft of such nation; the embassies, consulates and other diplomatic missions of such nation; and any other territory, edifice or conveyance over which such nation exercises national sovereignty, with the exception of foreign Government ships in United States territorial seas and internal waters and foreign government aircraft in United States air space.      
		91.82a(3)  The term “Status of Forces Agreement” (SOFA) shall, for the purposes of this PWS, include not only actual Status of Forces Agreements (SOFAs) but also Visiting Forces Agreements (VFAs), Memoranda of Understanding (MoUs) and any other similar agreement, however titled, that governs, defines or clarifies the circumstances and terms under which United States armed forces, civil servants, and their supporting contractors are allowed to operate within foreign territory or national jurisdiction and which normally addresses issues pertaining to the presence and activities of United States forces and nationals, including matters pertaining to civil and criminal jurisdiction.    
	91.82b  The contractor shall ensure that all support provided at any location outside immediate United States jurisdiction, whether ashore in a foreign country or territory, afloat in a foreign vessel, airborne in a foreign aircraft, or otherwise under foreign national jurisdiction, shall comport with the contents of the Status of Forces Agreement (SOFA) applicable to that country or countries.  The contractor shall brief its personnel providing such support on the pertinent contents of the applicable SOFA(s) prior to their departure for the foreign jurisdiction(s).  
	91.82c Where support under this PWS is provided in a foreign national jurisdiction wherein no SOFA is in force, the contractor shall brief its personnel on that fact prior to their departure for that foreign jurisdiction.  The contractor shall report the lack of a SOFA to the COR prior to the departure of such personnel for the foreign jurisdiction(s).  Contractor personnel shall attend applicable SOFA indoctrination training at host facilities if available.
	91.82d  The contractor shall submit to the COR a written report explaining the circumstances and disposition, if known, of any incident within a foreign national jurisdiction wherein its personnel are arrested, detained or otherwise taken into custody by US or foreign government personnel, whether during or outside working hours.  The report shall be made not later than 2 business days after the contractor becomes aware of the incident and may be made by e-mail or in hard copy format.  The contractor shall ensure the COR has received the report and is aware of its subject.  If the COR is not available, the contractor shall make such report to the Contracting Officer with copy to the COR.  The contractor shall provide updated reports to the COR as the incident develops, unless this requirement is waived by the COR.  Reports shall include the following information about the incident, if available to the contractor at the time of the report:
		91.82d (1) Name(s) of contractor personnel involved.
		91.82d (2) Name(s) of US Government personnel involved, if any.
		91.82d (3) Whether foreign nationals were involved and their names and nationalities, if known.
		91.82d (4) Whether US or foreign law enforcement personnel were involved.
		91.82d (5)  Whether US citizens or foreign nationals were injured or killed.
		91.82d (6)  Whether US diplomatic missions or personnel were notified of the incident, and by whom.
		91.82d (7) Whether any local US military command was notified of the incident and by whom.
		91.82d (8) Whether the contractor personnel remain in the foreign jurisdiction or have traveled elsewhere.
		91.82d (9) Brief description of incident to include date(s), time(s) and locations(s), as applicable.   
		91.82d (10) What action, if any, the contractor has taken to dispose of the incident.
	91.82e  These reports are for information only and nothing in the (91.82) series paragraphs shall be so interpreted as to deprive any personnel of due process or other civil rights.  Where provision of this information, or any part of it, to the Government may be felt by the contractor or the contractor personnel to limit or infringe such rights, the contractor shall first contact the COR for clarification.  If the COR is not available, the contractor shall instead contact the Contracting Officer.
    91.82f  Unless specifically required by the terms of a particular SOFA, or unless required by other US law, instruction or policy, the Government will not provide legal representation abroad to contractor personnel taken into custody, detained or prosecuted by a host nation law enforcement agency.

91.90 Government Furnished Property and Government Furnished Information

91.91 Scope.  Contractor personnel working in Government buildings and occupying Government spaces will be granted use of Government Furnished Property (GFP) to the extent necessary to perform the requirements of this procurement as defined in paragraphs (91.92) through (91.95) below.  Access to Government Furnished Information (GFI) is governed by the provisions of paragraph (99.00) below and of the Department of Defense Contract Security Classification Specification, DD Form 254, attached to this requirement.  

91.92	Office Space and Furnishing.  Contractor personnel occupying Government spaces will be allowed rent-free office space comparable to that provided nearby Government personnel performing broadly similar functions.  The contractor will have necessary use of office furnishings with desks or cubicles, chairs, and file cabinets.  Navy-Marine Corps Intranet (NMCI) computers and landline telephones will be made available for official use only by contractor personnel at the Government site.  Contractor personnel shall be responsible for complying with security regulations regarding telephone, e-mail and Internet use.  The contractor shall have access to all Government Furnished Equipment (GFE) necessary to perform the requirement.

91.93 Consumable Materials.  Except as may be specified elsewhere in this requirement, use of Government consumable materials by the contractor is authorized on a case-by-case basis within the restrictions shown in Paragraphs (91.93a) through [91.93b(2)] below.
	91.93a Government Consumables shall not be used for the production of newsletters; presentations or reports exceeding 300 printed pages (total, including all copies); or optical media exceeding 20 copies in total.  The COR may waive this restriction at the Government’s discretion in the case of classified products; where mission-critical timeliness, security or business sensitivity considerations requires the use of Government consumables; or where the Government possesses a unique consumable the contractor cannot procure in a cost-effective or timely fashion.
	91.93b Within the restrictions of Paragraph (91.93a) above, the contractor may use nominal amounts of Government consumable materials as shown in Paragraphs [91.93b (1)] through [91.93b(2)] below.
		91.93b (1)  Use of nominal amounts of printer and photocopier paper for printing and copying of important naval message traffic, electronic mail messages, financial spreadsheets, and similar low-volume documents.  
		91.93b(2)  Use of pens, paper, tape, and similar desktop consumables in teaming environments, such as conferences, meetings, process improvement events or program reviews, where the use of contractor-supplied consumables would impose delay or be otherwise impractical.  In such circumstances, use of consumable materials must be comparable to that used by Government teammates.

91.94	No GFP shall become the property of the contractor.  All GFP, except authorized consumable materials, shall be returned to the custody of the Government at the expiration of this procurement.

91.95  Damage to and Loss of GFE

    91.95a Damage to GFE.  Damage to Government furnished equipment (GFE) resulting from intentional or negligent misuse by contractor personnel is the responsibility of the contractor for repair or replacement at the discretion of the Government.  Liability for damaged GFE will be limited to the replacement costs, including shipping and handling.  Damage to GFE during use by contractor personnel that results from normal usage, pre-existing condition or anomalies is the responsibility of the Government.
    91.95b Loss of GFE.  Loss of GFE where theft is neither known nor suspected is the responsibility of the contractor for replacement at the discretion of the Government.  Liability for damaged GFE will be limited to the replacement costs, including shipping and handling. 
    91.95c Theft of GFE.  
        91.95c(1)  Loss of GFE through known and suspected theft shall be reported to local law enforcement at the time the loss is discovered and a copy of the subsequent report shall be provided to the COR not more than two business days after the report is available to the contractor.  
        91.95c(2)  Where loss of the GFE through known and suspected theft has resulted from the negligence of the contractor, such as being due to improper storage, transportation and security procedures, the loss is the responsibility of the contractor for replacement at the discretion of the Government.
        91.95c (3) Where loss of the GFE through known and suspected theft has not resulted from the negligence of the contractor, the loss is the responsibility of the Government.

91.96 All GFI shall be returned to the custody of the Government at the expiration of this procurement unless otherwise directed by the Department of Defense Contract Security Classification Specification, DD Form 254, attached to this procurement.  No unauthorized copies of GFI shall be made by the contractor.

92.00 GUIDANCE  [NOTES:  (1) All reference documents must be identified as either mandatory or for guidance.  (2) Unless the entirety of the document is to be referenced, only the applicable section(s) must be called out, especially for large documents.  (3) The solicitation must tell the bidders how to get the document or how it will be provided to them.  (4) Paragraphs (92.10a) through (92.10n) inclusive are required for tasking that involves shipboard installations, repairs and modifications, per pending NAVSEA direction, and these paragraphs may be removed only for contracts and task orders that do not involve such work.  Paragraphs (90.10o) through (90.10t) are bogus documents included as sample illustrations.]

92.10 Mandatory Guidance.  Following guidance is mandatory for work carried out under this procurement.  Guidance in this paragraph is in addition to, not in lieu of, other mandatory guidance in this requirement.  If revisions to these guidance documents are published during the period of performance of this requirement, including option periods, if exercised, the revised versions shall become mandatory guidance in lieu of the versions here cited:  

	92.10a   Naval Ships' Technical Manual (NSTM),
	 S9086-AB-ROM-0100 (or most current revision) Chapters:
		    096		 		Weight and Stability
		    505				Piping Systems
		    555				Shipboard Firefighting
		    631				Preservation of Ships in Service
		    634				Shipboard Deck Coverings
		    581				Anchoring
		    582  			Mooring
     92.10b OPNAVINST 4790 (or most current revision) Ship's Maintenance Management Manual
     92.10c OPNAVINST 5090.1B (or most current revision)
     92.10d U.S. Coast Guard CG169 (or most current revision) Navigation Rules of the Road	



93.00 NOT USED

94.00 GENERAL DELIVERABLES

94.10 Paperless Environment.  Work completed under this procurement will require delivery in various forms, such as technical reports; engineering design drawings; information gathering, sorting and transfer techniques; and implementation processes.  Unless specified otherwise in paragraphs (10.00) through (89.99) above, or in the Contract Data Requirements List (CDRL) Form 1423, the contractor shall exploit and implement new technologies in moving toward a “paperless” environment, in compliance with all acquisition reform changes.  Deliverables may be required in printed form (“hard copy”), optical media, digital media, or via wire and wireless means of communications.  

94.20 Data Ownership and Intellectual Property Protection.  All data produced as deliverables and developed as by-products under this procurement are Government property.  The Government reserves the right to reproduce and distribute such data as it deems necessary. The contractor is responsible for ensuring compliance with all intellectual property, copyright and trademark laws and for the appropriate marking of copyrighted and trademarked data incorporated into data and deliverables produced under this procurement, including obtaining permission for use and reproduction by the Government, as appropriate.

94.30  General Procurement Deliverables.  In addition to deliverables specified in paragraphs (10.00) through (89.99) (if included in the PWS) above, the contractor shall provide the following deliverables.  Unless otherwise specified herein, deliverables shall be provided by electronic mail message using the Microsoft Office™ suite of applications; any Privacy Act-protected information that would otherwise be included in such deliverables shall be transmitted by a secure means appropriate to the protection of that information.  The COR may specify in advance of any report what format shall be followed and will provide that format or a sample to the contractor.  If no format is specified by the COR, the contractor shall choose an appropriate business format for the deliverable.

	.
	94.30a Monthly Status Reports.  Report shall include technical accomplishments, expenditures (labor hours, travel, and material) numbers of personnel and labor categories by task order.   Due to the COR by the 10th of each month.
     94.30b  Annual Summary Report. Report shall include technical summaries and expenditures (labor hours, travel, and material) by task order. Due to the COR within 45 days of the completion of the first fiscal year following contract award and each fiscal year of performance thereafter, or within 45 days of termination of operations under the contract for any other reason.


.  



95.00 CONTRACTOR IDENTIFICATION

95.10  Contractor personnel are required to identify themselves as such at the beginning of official communications with Government personnel, whether in person, by telephone, teleconference or electronic mail, or by any other means, unless the contractor is already personally known to all participants in an official communication to be a contractor, such as in the case of continuing official contact.  In all cases where doubt may exist, the contractor personnel shall identify themselves as contractors and by the company name of their employer.  

95.20 All e-mail messages from contractors shall, without exception, clearly identify the sender as a contractor and include the company name of their employer.

96.00 (NOT USED)

97.00 TRANSITION PERIOD

97.10 The Government anticipates work on this order to commence at the end of the Transition Period specified in paragraph (97.20) below.  The contractor shall start work on all applicable tasking in this requirement no later than the expiration of that Period.  

97.20 Work on this requirement shall commence approximately 30 calendar days after the award of this order (“A+30”), plus or minus 5 calendar days.  If the date of the award of this order falls on the calendar such that A+30 falls on a weekend, Federal holiday, or extraordinary leave day, the Government may, at its discretion, move the date of start of work back or ahead by as much as 5 calendar days in order to start work on a logical work day.  This date will be agreed upon with the contracting officer within 3 working days of award.  

98.00	SHIPPING

98.10  Unless otherwise specified in this requirement, all materials (including physical data deliverables) shipped under this procurement shall be packaged, labeled and transported in manners consistent with accepted industry standards and business practices to prevent damage and deter loss.  

98.11 Classified materials shall be handled in accordance with applicable security guides.  In no case shall classified data and material be allowed to enter a foreign postal system.  

98.20 All shipping charges billable to the Government shall be billed at the actual cost incurred and not at any estimated cost. 

99.00	SECURITY

99.01  Contents.  The (99.00) series paragraphs are organized as shown below.

	► Paragraph (99.01) – Contents  
	► Paragraph (99.10) – Security Requirements Specification
	► Paragraph (99.15) – Security Clearances
	► Paragraph (99.20) – General Security Procedures  
	► Paragraph (99.30) – Information Protection  
	► Paragraph (99.40) – Operations Security (OPSEC)
	► Paragraph (99.50) – “For Official Use Only (FOUO)” Information  
	► Paragraph (99.60) – Not Used	
	► Paragraph (99.70) – Not Used 
	► Paragraph (99.80) – Emergency Action Plans (EAPs)
	► Paragraph (99.90) – Training Requirements

99.10 Security Requirements 

99.10a This procurement does not require access to communications security (COMSEC) equipment.  

99.10b This procurement does not require access to intelligence information 

99.10c This procurement does not require access to Sensitive Compartmented Information (SCI).  

99.10d This procurement does not require access to North Atlantic Treaty Organization (NATO) information.  

99.10e This procurement does not require access to the Secure Internet Protocol Router Network (SIPRNET). 

99.10f This procurement does require access to Operations Security (OPSEC) Sensitive information.  .

99.10g This procurement does not require access to Foreign Government Information (FGI.

99.15 Security Clearances.  

99.15a Contractor personnel do not require a security clearance to work on this requirement.  

99.20 	General Security Procedures

99.21  Contractor personnel shall comply with all DoD, DoN, NAVSEA, Naval Base Ventura County (NBVC), Naval Facilities Expeditionary Logistics Center (NFELC), NSWC, local Navy installation and NSWC PHD security instructions, policies, procedures and guidance as they apply to the contractor both on and off Government property at NSWC PHD, remote sites or travel destinations, to include following established check-in and check-out procedures of all contractor personnel occupying Government facilities or otherwise requiring physical access to Naval Base Ventura County, NFELC and NSWC PHD.  The provisions of paragraph (99.25) below apply to check-out procedures.

99.22 (Not Used) 

99.23 Common Access Cards (CACs) 

    99.23a CAC issuance is at the discretion of the Government.  The Government reserves the right to change the criteria for CAC issuance at any time without notification to the contractor.  The contractor is responsible for ensuring the return of all CACs issued their employees to Naval Base Ventura County Security upon contractor employee separation, the expiration of this procurement and the termination of this procurement as required in paragraph (99.24) below.  Reports of the status of contractor personnel occupying NSWC PHD facilities and of the return of CACs shall be made in accordance with paragraphs [94.30c(1)] and [94.30c(2)] respectively, above.
    99.23b CACs will normally be issued only to individual contractor personnel who are assigned to this requirement and who meet at least one of the three following criteria:
        99.23b(1)  The individual requires access to multiple DoD facilities or access to multiple non-DoD Federal facilities on behalf of the Department on a recurring basis for a period of 6 months or more.  Note that CACs will not be issued to contractor personnel merely to allow convenient access to NBVC as an alternative to securing daily base passes or participating in the RAPIDGate program.  See paragraph (91.32) above.
        99.23b (2) The individual requires both physical access to a DoD facility and access, via logon, to a DoD network.  Access to a DoD network must require the use of a computer with a Government-controlled configuration located in a DoD facility or use of a DoD approved remote access procedure.
        99.23b (3) The individual requires remote access to DoD networks that use only the CAC logon for user authentication.
    99.23c The contractor is responsible for ensuring its personnel meet all Government requirements for CAC issuance, including possession of an appropriate final security clearance.  

99.24 Government Facilities.  The provisions of paragraph (91.32) above apply to contractor personnel working at Government facilities.  

99.25 Rescission of Access to Government Facilities

    99.25a Access to Government facilities is at the discretion of the Government.  The Government reserves the right to rescind access by contractor personnel to Government facilities at any and all times and without presenting reason.  
    99.25b In each instance when contractor employees depart Naval Base Ventura County at the end of their employment with the company or firm, at the end of the PoP of this procurement, upon their transfer to another procurement, and upon being denied access to Government facilities for whatever reason, the contractor shall ensure the prompt return to the Government of all of the following materials in the possession of that employee: 
        99.25b (1) Government-owned keys to desks, offices, etc.
        99.25b (2)  Common Access Cards (CACs), except for CACs issued to retired military personnel and retired civil servants on that basis
        99.25b (3)  Base Passes, except for passes issued to retired military personnel and retired civil servants on that basis
        99.25b (4)  Base stickers for the employee’s vehicles, except for stickers issued to retired military personnel and retired civil servants on that basis
        99.25b (5) GFE and GFI, with special attention to IT equipment, CI, and CPI
        99.25b (6) Courier pass, if issued to the departing employee
    99.25c In executing the provisions of paragraph (99.24b) above, the contractor may collect the materials listed in that paragraph and return them to the custody of an appropriate Government employee or direct the contractor employee to surrender these items at the Naval Base Ventura County Security Office, whichever is appropriate to the circumstances.  In all cases the contractor shall follow current Naval Base Ventura County and NSWC PHD Security instructions appropriate to the circumstances.       

99.26 Emergency Operations.  The provisions of paragraph (91.40) above apply to emergency operations under conditions of heightened security and Anti-Terrorism Force Protection posture.

99.27 Isolated Personnel Reporting.  Contractor personnel traveling to the Area of Responsibility (AOR) of the United States Pacific Command (PACOM) and other Unified Combatant Commands (UCCs), excepting US territory, shall complete an Isolated Personnel Report (ISOPREP) or other similar document specified by the UCC when required as a precondition to entering the AOR on official business under this requirement.    

99.30 Information Protection

99.31 Contractor personnel granted access to the NMCI network will be required to complete Navy Information Assurance (IA) or comparable training, at the Government’s discretion, and complete and sign appropriate IA forms required to be granted continued access to Government information technology networks.

99.32  Contractor personnel occupying NSWC PHD facilities, and contractor personnel who routinely visit NSWC PHD facilities, may, at the Government’s discretion, be required as a condition of access to said facilities to sign a Certificate of Non-Disclosure (CND), also referred to as a Non-Disclosure Agreement (NDA), to protect classified and unclassified Government financial and other business sensitive information they may become aware of through proximity to Government personnel, information and spaces.  Contractor personnel may, at the Government’s discretion, be required to sign a CND (or NDA) to protect financial and other proprietary information pertaining to other contractors if the completion of the tasking in this PWS necessitates access to such information.  If required, the COR shall issue CNDs/NDAs to the contractor, who will return signed CNDs/NDAs to the COR within three business days.  The provisions of Section H of this procurement pertaining to Non-Disclosure Statements,  CNDs and NDAs apply.

99.40 Operations Security 


99.41 Background.  Operations Security (OPSEC) is a process for protecting unclassified sensitive information from exploitation by an adversary.  Sensitive unclassified information – which is also referred to as Critical Information (CI) or Critical Program Information (CPI) – is defined as information that is not classified but which needs to be protected from unauthorized disclosure.  Examples are information labeled “For Official Use Only (FOUO),” proprietary information, contractor sensitive information, limited distribution information, and Personally Identifiable Information (PII). 

99.42 The contractor and all subcontractors shall provide OPSEC protection for sensitive unclassified information as identified in the Critical Information (CI) List [see paragraph (99.45)], and the attached Critical Program Information (CPI) List if applicable.  Additional countermeasures may be employed as necessary.  The contractor and all subcontractors shall employ the countermeasures listed in paragraph (99.47) below in order to protect that information.  If an OPSEC Plan is provided, the contractor and all subcontractors shall comply with that plan.  These OPSEC requirements will be in effect throughout the life of the procurement from award through the conclusion of services at the end of the Period of Performance (PoP) or other procurement termination.  If required, the contractor and all subcontractors shall prepare their own OPSEC Plan in accordance with the DD Form 1423-1, Contract Data Requirements List (CDRL).

99.43 All prime contractors and subcontractors shall comply with PHDNSWCINST 3432.1A Operations Security.  (PHDNSWCINST 3432.1A is available on the NSWC PHD Portal.  Contractors without Portal access may request a copy of this document from the Contracting Officer.)  All prime contractor and subcontractor personnel assigned to this requirement shall complete the mandatory annual OPSEC training provided by the Government no later than 30 September of each year.  Prime contractors and their subcontractors will report to PHD NSWC by 15 October each year the number of their employees assigned to this procurement who were trained, the number remaining to be trained, and the completion percentage.  Failure to comply with the requirement for mandatory annual OPSEC training may result in termination of the procurement and may be reported as non-compliant with NAVSEA OPSEC requirements.  The prime contractor and all subcontractors shall comply with the Navy’s Information Assurance and Personnel Security Requirements for Accessing Government Information Technology (IT) Systems.

99.44 Contractor personnel shall follow Operations Security (OPSEC) concepts and principles in the conduct of this requirement to protect Critical Information [see paragraph (99.45) below], personnel, facilities, equipment and operations from compromise.  The contractor shall consult with the COR within 5 working days of receipt of order to determine all special circumstances affecting OPSEC under this requirement.  In any case where there is uncertainty or ambiguity regarding OPSEC measures, the contractor shall consult the COR as soon as possible.  If the COR is unavailable, the contractor shall consult the contracting officer instead. The prime contractor and all subcontractors shall provide OPSEC protection for sensitive unclassified information and comply with all OPSEC guidance in accordance with the references in paragraphs (99.44a) through (99.44d) below:

    99.44a PHDNSWCINST 3432.1A Operations Security
    99.44b PHD NSWC DD 254 OPSEC Supplement
    99.44c Program OPSEC Plan (if applicable)
    99.44d All OPSEC requirements as identified in the this Performance Work Statement (PWS).

99.45 Critical Information.  Critical information is specific facts about the intentions, capabilities, operations, or activities of NSWC PHD and its supporting contractors needed by adversaries or competitors to plan and act, so as to guarantee failure or unacceptable consequences for mission accomplishment.  The items in paragraphs (99.45a) through (99.45r) below are deemed to be general Critical Information (CI) for the purposes of this requirement.

    99.45a Force Protection countermeasures
    99.45b Information Technology (IT) network vulnerabilities and defenses
    99.45c Employee personal information, including Social Security Number (SSN), home address, home telephone number, family information, financial data, and similar sensitive information which might contribute to identity theft and the breach of DoD security systems. 
    99.45d Engineering processes
    99.45e Budgetary and financial information
    99.45f Overseas travel
    99.45g Content of DoD and contractor portals
    99.45h Passwords and combinations
    99.45i Counterintelligence measures
    99.45j Combat systems capabilities
    99.45k Combat systems vulnerabilities and limitations
    99.45l Test and evaluation (T&E) schedules
    99.45m Self Defense Test Ship (SDTS) configuration, schedules and movements
    99.45n Ships’ schedules and movements, including port visits
    99.45o Ships’ readiness and material condition, including casualty report (CASREP) status; Combat Systems Ship Qualification Trial (CSSQT) events, scenarios and schedules; and other information that could be used to determine a ship’s combat readiness and deduce movements.
    99.45p New combat systems technologies and demonstrations
    99.45q Technical documentation
    99.45r DoD, Navy, NAVSEA, NSWC and NSWC PHD website pages and contents, except public-facing contents
    99.45s Location, deployment, movements, capabilities, vulnerabilities and readiness condition of US, allied and friendly forces worldwide

99.46 Minimum Protection Requirements for Critical Information.  Critical information is exempt from public release under Exemption 2 [high (b) (2)] of the Freedom of Information Act (FOIA).  It is designated “For Official Use Only (FOUO)” and is considered controlled unclassified information.  The following Information Security requirements apply:

    99.46a  Controlled Unclassified Information (CUI):  Controlled unclassified information (CUI) is official information that requires the application of controls and protective measures for a variety of reasons and has not been approved for public release, to include technical information, proprietary data, information requiring protection under the Privacy Act of 1974, and Government-developed privileged information involving the award of contracts.  CUI is a categorical designation that refers to unclassified information that does not meet the standards for National Security Classification under Executive Order 12958, as amended, but is (a) pertinent to the national interest of the United States or to the important interests of entities outside the Federal Government, and (b) under law or policy requires protection from unauthorized disclosure, special handling safeguards, or prescribed limits on exchange or dissemination. 
    99.46b  Minimum Requirements for Access to Controlled Unclassified Information (CUI):  Prior to access, contractor personnel requiring access to DoN controlled unclassified information (CUI) or "user level access to DoN or DoD networks and information systems, system security and network defense systems, or to system resources providing visual access and/or ability to input, delete or otherwise manipulate sensitive information without controls to identify and deny sensitive information" who do not have clearance eligibility are required to submit a Questionnaire for Public Trust Positions (Standard Form 85P) through the cognizant Facility Security Officer or contractor entity representative for a suitability determination by DoN Central Adjudication Facility.  
    99.46c  Minimum Protection Requirements for Controlled Unclassified Information (CUI):  Contract deliverables taking the form of unclassified limited-distribution documents [e.g., “For Official Use Only (FOUO),” Distribution Statement Controlled] are not authorized for public release and therefore shall not be posted on a publicly accessible web server or electronically transmitted via electronic mail unless appropriately encrypted.

99.47 Countermeasures.  Countermeasures to Critical Information exploitation are required to negate the susceptibility of critical information to exploitation by an adversary or competitor.  The contractor shall protect all CI listed in paragraph (99.45) above in a manner appropriate to the nature of the information, including use of the countermeasures listed in paragraphs (99.47a) through (99.47k) below, as applicable to each specific item of CI:

    99.47a Encryption of electronically-stored CI.
    99.47b Encryption of e-mail containing CI.
    99.47c Storage of hard copy CI, optical media and external hard drives in locked containers when not in use.
    99.47d Transmission of CI to the minimum set of recipients with a need to know.
    99.47e Proper marking of CI with warnings to include at a minimum “FOR OFFICIAL USE ONLY”; as appropriate to the nature of the CI it shall also be marked with “UNCLASSIFIED BUT SENSITIVE,” “PRIVACY ACT INFORMATION,” “PERSONALLY IDENTIFYING INFORMATION,” “PROTECT FROM UNAUTHORIZED DISCLOSURE” or other similar statements cautioning protection of the CI.
    99.47f Restricting disclosure of CI at meetings and conferences (including teleconferences) to the minimum necessary to the performance of this requirement. 
    99.47g Immediate and appropriate destruction in a manner precluding reconstruction of all CI no longer needed under this requirement.
    99.47h Restricting verbal discussion of CI to venues and circumstances that prevent the monitoring and interception of the discussion by unauthorized personnel.   
    99.47i Maintaining current, successful completion of Navy-mandated Information Assurance (IA) and OPSEC training by all personnel handling CI. 
    99.47j Refraining from the use of unencrypted cellular telephones to transmit CI.
    99.47k Refraining from the use of foreign postal systems to ship CI.
    99.47l Promptly retrieving documents containing CI printed on printers accessible by persons without a need to know the CI.
    99.47m Use of cover pages or other appropriate means to prevent the viewing of CI by unauthorized persons. 
    99.47n Limiting the inclusion of CI in contract and budget documents, presentations, press releases and other publications to that which is essential to the performance of this requirement.
    99.47o Use of protected databases and strong passwords and the protection of user identifications. (UserIDs).
    99.47p During test and evaluation events (as applicable to this requirement) practice OPSEC methodologies with respect to staging units, personnel and materials out of the observation of unauthorized persons; desensitization; and the speed of execution of the event.

99.48 Specific Critical Program Information.  Paragraph (99.45) contains the generic categories of Critical Information to be protected under this requirement.  For reasons of Operations Security, Critical Program Information (CPI) will not be identified to offerors prior to award.  CPI will be identified to the successful 	offeror only after receipt of order.  

99.49 Compromise.  The contractor shall notify the COR within one business day of all known and suspected compromises of CI.  If the COR cannot be reached, the contractor shall notify the contracting officer instead.  Notification can be made by any means consistent with the protection of the subject CI.  

99.50 “For Official Use Only (FOUO)” Information

    99.50a The “For Official Use Only (FOUO)” marking is assigned to information at the time of its creation.  It is not authorized as a substitute for a security classification marking but is used on official Government information that my be withheld from the public under exemptions 2 through 9 of the Freedom of Information Act (FOIA).
    99.50b  Use of FOUO markings does not mean that the information can’t be released to the public, only that it must be reviewed by the Government prior to its release to determine whether a significant and legitimate government purpose is served by withholding the information or portions of it.  Review of FOUO information provided by, and created under contract to, NSWC PHD must be reviewed by NSWC PHD.
    99.50c All UNCLASSIFIED documents created under this procurement that contain FOUO information will be marked “FOR OFFICIAL USE ONLY” on the bottom of the cover page and interior pages.
    99.50d Classified documents containing FOUO do not require any markings on the cover of the document.  However, the interior pages containing only FOUO information shall be marked at the top and bottom center with “FOR OFFICIAL USE ONLY.”  Only unclassified portions containing FOUO shall be marked with “(FOUO)” immediately before each unclassified FOUO portion.
    99.50e All FOUO information released to the contractor by NSWC PHD will be marked with the following statement prior to transfer: 

    THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY   
    DISCLOSURE UNDER THE FOIA. EXEMPTIONS(S) ______ APPLY. 

Removal of the FOUO marking may be accomplished only by the originator or other competent authority.  The contractor SHALL NOT REMOVE ANY FOUO MARKING WITHOUT WRITTEN AUTHORIZATION FROM NSWC PHD OR THE AUTHOR.  The Government will notify the contractor when the FOUO status is terminated.
    99.50f  The contractor is authorized to disseminate FOUO information to its employees and team mates having a need to know the information in order to accomplish the requirements of this procurement.
    99.50g During working hours, reasonable steps shall be taken to minimize the risk of access to FOUO information by unauthorized personnel.  FOUO information shall be placed in an out-of-sight location if the work area is accessible to persons who do not have a need to know the information in order to perform the requirements of this procurement.  During nonworking hours, the FOUO information shall be stored in a locked desk, file cabinet, bookcase, rooms, or other lockable container or space affording reasonable protection from unauthorized disclosure.
    99.50h FOUO information may be transmitted via US postal service first-class mail, parcel post and fourth-class mail for bulk shipments only.  The contractor shall not permit FOUO information to enter foreign postal systems and parcel delivery systems.
    99.50i  When no longer needed, FOUO information shall either be returned to appropriate Government custody or destroyed in a manner precluding reconstruction of the information and then and placing it in the regular refuse or recycle container or in an uncontrolled burn container.
    99.50j Electronic transmission of FOUO information (via voice, data, or facsimile transmission) shall be by approved secure communications systems.  If circumstances preclude the use of such a system, the contractor shall consult the COR; if the COR is not available and time requirements do not permit delay, the contractor shall consult the contracting officer. 
    99.50k Unauthorized disclosure of FOUO information does not constitute a security violation but the contractor shall inform the COR within one business day of all known and suspected compromises of FOUO information.  If the COR cannot be reached, the contractor shall notify the contracting officer instead.  Notification can be made by any means consistent with the protection of the subject FOUO information.     The unauthorized disclosure of a FOUO information protected by the Privacy Act may result in criminal sanctions.    

99.60 NOT USED 

99.70 NOT USED

99.80 NOT USED
.

99.90 Training Requirements

99.91 The contractor shall comply with all of the security requirements outlined and referenced in the Department of Defense Contract Security Classification Specification, DD Form 254 and its attachments.

99.92 	The contractor shall require all prime contractor and subcontractor personnel performing this requirement to successfully complete the following training at the frequency listed in paragraph (99.92a) below and maintain currency of training for the duration of the Period of Performance:

    99.92a Basic Training Specified of All Requirements  

	TRAINING		FREQUENCY

	OPSEC 		Once per fiscal year
	Information Awareness		Once per calendar year

    99.92b Not Used 

    99.92c The training requirements specified in paragraph (99.92a)  above shall apply once to each contractor employee per course per period (“FREQUENCY”) regardless of the number of NSWC PHD procurements to which the individual contractor employee is assigned.  Completion of each training requirement for one NSWC PHD procurement shall meet the training requirements for all NSWC PHD procurements within the period specified (“FREQUENCY”).     

99.93	The contractor shall maintain a list of personnel who have completed the training specified in paragraph (99.92) above.  This list shall be submitted with a letter certifying that the list is current, complete, and accurate as of the date of submission.  The list and certification shall be submitted to the COR with a copy to the Contracting Officer, within 5 days after receipt of order and quarterly thereafter.  When there are any changes to contractor’s personnel and when it is specifically requested by the COR or Contracting Officer, the list and certification shall be provided within 5 days from the date of the request.  Contractor personnel working on two or more NSWC PHD procurements need complete this training only once per stated period and it shall be applicable to all current NSWC PHD procurements.  See paragraph (99.92c) above.  However, completion of such training shall be certified individually for each NSWC PHD procurement with this training requirement. 

100.00 DEFINITIONS

100.10 The following acronyms appear in this requirement or may be encountered in this solicitation or in the performance of this requirement.  This is not an exhaustive list.  Acronyms that may not be defined in the body of the requirement are defined here.  Not all acronyms and abbreviations shown in paragraph (100.20) may be used in this PWS.

100.20 Acronyms and Abbreviations  

ADP		Automatic Data Processing
CDRL		Contract Data Requirements List 
CEC		Cooperative Engagement Capability
CI		Critical Information
CLIN		Contract Line Item Number
CIWS		Close-in Weapon System 
CND		Certificate of Non-Disclosure
CNO		Chief of Naval Operations
COB		Close of Business
COCOM	[Unified] Combatant Command (see UCC)
COMSEC	Communications Security
CONUS	Continental United States
COR		Contracting Officer’s Representative
COTS		Commercial Off-The-Shelf
DoD		Department of Defense
DoN		Department of the Navy
DT		Developmental Test
EOSS		Engineering Operational Sequencing System 
ESSM		Evolved Sea Sparrow Missile
FMS		Foreign Military Sales
FOUO		For Official Use Only
FY		Fiscal Year
HAZMAT	Hazardous Material
IA		Information Assurance
IAW		In Accordance With
ILS		Integrated Logistics Support
ISEA		In-Service Engineering Agent
ISOPREP	Isolated Personnel Report
MRC		Maintenance Requirement Card
MSDS 	Material Safety Data Sheet
NAVSEA	Naval Sea Systems Command
NBVC		Naval Base Ventura County
NDA		Non-Disclosure Agreement (usually referred to as a CND – which see)
NFELC	Naval Facilities Expeditionary Logistics Center (formerly known as the
 		Naval Construction Battalion Center, Port Hueneme)
NIPRNET	Non-classified Internet Protocol Router Network, renamed
		Unclassified but sensitive Internet Protocol Router Network
NLT		Not Less Than; Not Later Than
NMCI		Navy-Marine Corps Intranet
NMT		No More Than
NSTM 	Naval Ships Technical Manual
NSWC	Naval Surface Warfare Center 
NSWC PHD	Naval Surface Warfare Center Port Hueneme Division
OCONUS	Outside CONUS
OEM		Original Equipment Manufacturer
OPSEC	Operations Security
OSHA		Occupational health and Safety Administration
OT		Operational Test
PDF		Portable Document Format
PEO IWS	Program Executive Office for Integrated Warfare Systems
PEO Ships	Program Executive Office for Ships
PHD NSWC	Port Hueneme Division Naval Surface Warfare Center
PMRF		Pacific Missile Range Facility
PMS 		Planned Maintenance System
P & I		Protection and Indemnity
POC		Point of Contact
POP		Period of Performance
PWS		Performance Work Statement
RAM		Rolling Airframe Missile
SDTS 		Self Defense Test Ship
SHIPALT	Ship Alteration
SIPRNET	Secret Internet Protocol Router Network
SOP		Standard Operating Procedure
SOW		Statement of Work
T&E		Test and Evaluation
TEMP		Technical Evaluation Master Plan; Test and Evaluation Master Plan
UCC		Unified Combatant Command
VLS		Vertical Launching System
VOC 		Volatile Organic Component 


4 of 39


Source Selection Information – See FAR 2.101 and 3.104
