SECTION C – DESCRIPTION/SPECIFICATION

STATEMENT OF WORK

INTRODUCTION
The Naval Surface Warfare Center Carderock Division Detachment Norfolk (NSWCCDDN) Combatant Craft Division (CCD), herafter refered to as CCD, is a full spectrum research, development, test and evaluation, engineering, logistics, and technical support center for all types of combatant craft, boats, watercraft, and unmanned craft and associated systems for the Department of Defense (DoD), other government entities, and the maritime community. CCD is chartered to support component organizations and outside agencies in these areas. Clients include the U.S. Navy, U.S. Special Operations Command, U.S. Army, U.S. Marine Corps, other DoD elements, U.S. Coast Guard and other non-DoD U.S. Government agencies, and the commercial maritime community.  

Capability engineer cost effective system solutions leveraging the current “state of the art” from across DoD, industry, and academia is a fundamental base capability being sought.  From there, exploiting advanced technologies to improve operational effectiveness of boats and craft is the natural extension and desired outcome.  Current naval maritime operations could benefit greatly from transition of a wide range of advanced technologies to the operational community.  These advancements appear in many forms and their immediate value is often unclear until developed, tested, and demonstrated.  This document is written to capture the known thrust areas where sound system engineering expertise is required to transition capability.  Areas where system advancements seem to be most likely and relevant are outlined.  Intent is to bring together the widest consortium of engineers and technologists from across industry and academia capable of leveraging a wide range of expertise to improve current operations and solve emergent and future war fighting needs.  The desire is to not just improve current operations but also work collaboratively to identify and demonstrate “game changing” technologies to influence operational paradigms and the force structure of the future.

SCOPE
CCD’s customers rely on advanced and emerging technologies to provide operational advantages and superior warfighting capabilities. Thus, CCD is pursuing an initiative to develop a higher level of proficiency in advanced and emerging technologies for boats and craft to better serve its customer base. This task order defines the sophisticated engineering and technical expertise support needed to strengthen CCD’s in-house capabilities and develop the most efficient, connected and mission capable manned and unmanned craft.

The contractor shall provide engineering and technical management support to CCD on all programs and projects related to the design and integration of advanced systems on small boats and craft. In the context of this task order, “advanced” systems refers to those systems that are:
· without precedent for use on operational assets
· original designs emerging from the development and application of Research & Development (R&D) or Science and Technology (S&T) efforts
· adapted from existing militarized aviation, ship or ground vehicle platforms for use on boats and craft
· maritime derivatives of existing commercial technologies
· proven for use on any platform but require a change in mission set from that which they were originally designed

The contractor shall provide engineering, technical, and logistical support services required to develop, integrate, and maintain technological improvements, ensuring combatant craft personnel achieve their assigned missions. This will include the implementation and execution of advanced technology development as well as technical leadership in future systems availability, employment, concepts, and strategies. 

The systems developed through this task order will operate in a marine environment.  It follows that the contractor should have a foundation of knowledge within the discipline of Marine Engineering. More specifically, the contractor shall recognize, understand and provision for effects from the unique marine operational environment faced by the small boats and craft acquired and supported by CCD. The contractor shall understand marine engineering well enough to minimize /eliminate negative effects from the marine environment on the systems developed through this contract.  In addition, the contractor shall have a thorough understanding of unique shock environment associated with unmanned vehicles and combatant craft operations and proficiency in the related analytical methods for assessment of designs and component selection criteria.

Interoperability across services and allied nations will be an important aspect of system developments.  DoD information exchange and assurance policy will drive approaches.  Similarly, surface asset collaboration across domains from air, ground, and undersea will necessitate expertise across all these domains.  Cross domain platform expertise may contribute to future concept development activity.  Development of collaborative groups of vehicles as systems of systems is a likely future warfighting approach.  As such, ability to assemble disparate systems, develop cross-domain multi-vehicle solutions, and understand critical interfaces and collaborative behaviors will require specialized expertise from a wide range of engineering communities.  Engineering expertise for the development of system of system solutions for the purpose of Maritime Domain Awareness and Dominance is the desired end state of the collaborative group assembled to execute the outlined tasks.


REQUIREMENTS

GENERAL
The contractor, under the direction of CCD and when ordered by written work assignments, hereinafter called "technical instructions", shall furnish the material, services, and facilities (except those furnished by the government under the expressed provisions of the contract) necessary for the accomplishment of this work. Inherent in providing these goods and services, the contractor shall provide the supervision and management necessary for the efficient and effective administration and control of work performed under the contract. The contractor shall ensure adequate resources are dedicated to satisfy the requirements of work assignments as tasked by individual technical instructions issued under the task order. Work as defined herein is applicable to all craft under the cognizance of the small craft technical warrant, which includes but is not limited to, boats, craft, service craft, Patrol Coastal (PC) Class ships, high-speed vessels, unmanned craft, life rafts, and their associated systems, hereinafter referred to collectively as watercraft, or other typical watercraft and associated systems as defined.

It is intended that the task order provide the flexibility for standard, urgent, complex or other support situations in fulfillment of the customer's needs.  Material is defined as, but is not limited to, design, installation and logistical support documentation, prototype installation items, and production kits that may be required to modernize, alter, or support watercraft.  Service is defined as, but is not limited to, providing manpower and equipment to accomplish research, development, design, logistics support, alteration development, modernization, kitting, inspections, testing, storage, and maintenance of watercraft.  The performance of these services may be required at contractor facilities, government facilities, fleet operational sites, forward-deployed sites, or repair/construction industrial facilities.  The contractor may be required to work on various projects at several sites simultaneously.  Each work site location may require personnel from the various labor categories.  The contractor shall be capable of supporting efforts nationwide and worldwide.  This may include travel for extended periods of time away from the home activity.  Conduct of work might be accomplished on watercraft in an operational readiness status, in the continental US or overseas. Therefore, timely scheduling and completion of work are critical.  Similarly there could be an inactive period when watercraft material and services or other defined efforts are not required.  The contractor shall provide a quick response capability (QRC) meeting unplanned/unscheduled needs in the support of urgent or emergent requirements.  Inherent in this responsiveness is the responsibility in providing the required personnel skills necessary to effect satisfactory completion of ordered work.

The  contractor shall provide the materials, services and facilities (except those furnished by the government under the expressed provisions of the contract) necessary to accomplish a task when issued a technical instruction, which will be issued under resultant task order by the Contracting Officer, hereinafter called the Ordering Officer, or her/his Designated Representative, hereinafter called the Contracting Officer Representative (COR). Work performed under this task order will be under the cognizance of the COR. The contractor is responsible for meeting all of the customer's needs as defined in the technical instruction.  Work performed under this task order will include system engineering and prototype fabrication for a range of technical competencies and associated support functions outlined below. 

· Systems Integration 
· Communications and Computing Systems Integration
· Automated Marine Systems Integration
· Sensor Integration
· Software Development
· Human Systems Integration
· Design and Integration of Developmental Systems
· Fleet Alteration Development
· Component and Craft System Test and Evaluation 
· Training Material Development and Course Delivery
· Integrated Logistics Support
· Configuration Management
· Program Management Tasks

In all areas of development fully integrated an interoperable solutions offering optimal total ownership costs is the most desirable outcome.

SYSTEMS INTEGRATION

Electronic Systems 
The contractor shall provide support to CCD in designing, testing, evaluating, optimizing and ultimately integrating interoperable platform electronic systems.

Advanced electronic systems provide capabilities to small boats and craft beyond the standard, commercial off the shelf (COTS) navigation, communication and command and control systems. Examples include, but are not limited to, the following:
· autonomous control systems
· robotics control systems
· Beyond Line of Sight communications systems
· modular electronics packages 
· specialized sensors 
· navigation systems


Mechanical Systems 
The contractor shall provide support to CCD in designing, testing, evaluating, optimizing and ultimately integrating advanced mechanical systems on boats and craft.

Advanced mechanical systems provide capabilities to small boats and craft beyond the standard propulsion, steering and machinery and fluid systems functions. Examples include, but are not limited to, the following:
· robotics
· launch and recovery systems
· Noise and vibration modeling
· autonomous refueling systems
· weapons deployment systems
· electro-mechanical systems
· hybrid electric propulsion
· novel propulsion technologies
· electric propulsion
· clean Fuel “Green” technologies
· diagnostic and prognostic methodologies for mechanical systems

Power Systems
The contractor shall provide support to CCD in designing, testing, evaluating, optimizing and ultimately integrating advanced power systems on small boats and craft.

Advanced power systems provide new or unique capabilities to small boats and craft beyond proven small boat and craft power technologies. Examples of required expertise include, but are not limited to, the following:
· battery and energy storage technology
· power generation
· power management
· hybrid systems

Auxiliary Machinery Systems
The contractor shall provide support to CCD in designing, testing, evaluating, optimizing and ultimately integrating advanced auxiliary machinery systems on boats and craft.

Advanced auxiliary machinery systems provide new or unique capabilities to small boats and craft beyond proven small boat and craft technologies. Examples include, but are not limited to, the following:
· sensors and software intelligence for diagnostics/prognostics of machinery
· a robotic arm to assist in craft handling or mission equipment assembly and related technologies to perform automated functions for the purposes of removing humans from a dangerous area, reducing human intervention in maintenance activity, or contributing to minimal manning objectives
· next generation and emergent technologies across the auxiliary system domain

Mechatronic Systems
The contractor shall provide support to CCD in designing, testing, evaluating, optimizing and ultimately integrating complex cross discipline systems often refered to as “mechatronics” including the following elements: Control Systems, Digital Control Systems, Control Electronics, Electronics Systems, Electro-mechanics, Mechanical Systems, Mechanical CAD, and Computers.


COMMUNICATIONS & COMPUTING SYSTEMS INTEGRATION

The contractor shall provide engineering and technical management support to CCD in designing, testing, evaluating, optimizing and ultimately integrating advanced communications and computing systems within the guidelines set forth by the applicable government agencies. This integration shall occur both physically on boats and virtually within existing networks.

Tactical Communications & Platform Integration
The contractor shall have current and relevant levels and breadth of technical experience and expertise with regards to tactical communications and platform systems. Tactical communications systems provide maritime domain broadcast voice and data connectivity between associated forces while tactical platform systems provide computing connectivity and control amongst those forces and within individual platforms. 

The contractor shall use this expertise to augment the ability of CCD supported craft to conduct Network-Centric Warfare (NCW), an approach to the conduct of warfare that derives its power from the effective linking or networking of the war-fighting enterprise, characterized by the ability of geographically dispersed forces to create a high level of shared maritime domain awareness that can be exploited via self-synchronization and other network-centric operations to achieve commanders' intent. 

Support from the contractor shall include, but is not limited to, technical expertise and support in the following areas:
· satellite communications systems
· line-of-sight communications systems
· radio communication systems
· internal communications systems
· IP based boat systems
· secure wireless network systems
· tactical and consolidated cryptology equipment
· Information Warfare (IW)
· Signal Intelligence (SIGINT)
· computer and display systems
· engineering maintenance and control systems 
· command, control and navigation
· force level architecture
· onboard computing
· electromagnetic certification
· blue force tracking
· sensor data relays
· electronic surveillance measures (ESM)
· Electronic Warfare (EW)
· human factors
· biometrics
· situation and maritime domain awareness
· real-time maritime domain monitoring and reporting
· automatic identification systems (AIS)
· self-healing meshed networks
· network management
· unmanned systems

The contractor shall have knowledge of and the ability to work with systems that operate throughout the radio frequency (RF) spectrum. 

The contractor shall possess expertise in the field of data fusion and ensure that the electronics systems designed and installed under this task order combine multiple data sources to produce information of tactical value to the end user. 

The Contractor shall provide support for the system level design of communication systems that consist of internal elements unique to the platform and external elements that involve communications with other platforms or assest.
The contractor shall support CCD with the development of communications and computing systems with the modular electronic flexibility to switch components around from platform to platform for different missions. The nature of these missions could require unique equipment and security requirements. This will require the ability to weigh cost and electronic design decisions associated with independent and networked control systems with the customer’s need and the mission of the boat. 

Maritime Domain Awareness
The Department of Defense's (DoD) vision is to connect everyone in the field, from the Commander setting strategic goals to the warfighter carrying out tactical actions and those in between setting operational mandates. Achieving this integrated strategic/operational/tactical battle space relies on the supporting infrastructure of the DoD’s Global Information Grid (GIG).

The GIG is a complex network of networks –  that links hundreds of information system elements to enable the rapid exchange of information among the U.S. services, the Intelligence Community (IC), and multinational allies. It is a globally connected, end-to-end set of information capabilities, associated processes, and personnel for collecting, processing, storing, disseminating, and managing information on demand. It comprises most of the DoD's information systems, software, and services, and supports the DoD and IC in peace time and during conflicts.

The contractor shall have a thorough understanding of the high level architecture, requirements and certifications mandated by DoD as it relates to the communications and computing systems developed in support of this task order. The contractor shall also possess detailed knowledge of the organizations that dictate network architecture, policy and the certification processes for new equipment/systems. The contractor shall leverage this knowledge to effectively integrate communications and computing related systems and components onto small boats and craft in accordance with the pillars of the Future Naval Capabilities (FNC), or current Chief of Naval Research (CNR) priorities,  and DoD policies, practices and procedures. 

The ontractor shall possess the know how not only to develop systems, but also to ensure that systems installed via this task order are tied into the GIG appropriately through official means. Specific knowledge areas required include, but are not limited to, the following:

· FNC (or current CNR priorities)
· US Navy Information Operations and Intelligence Networks
· Navy, Joint & Coalition Interoperability
· GIG policy
· Joint Interoperability Test Command (JITC) certification process
· Information Assurance (IA)
· Software Security Processes
· Secret Internet Protocol Router Network (SIPRNet)
· Non-secure Internet Protocol Router Network (NIPRNet)
· Department of Defense Architecture Framework

AUTOMATED MARINE SYSTEMS INTEGRATION 

The contractor shall provide engineering and technical management support to CCD in designing, testing, evaluating, optimizing and ultimately integrating advanced automated marine systems on small boats and craft. The intent of this task is to optimize manning, increase mission effectiveness, minimize sensory overload on users, increase operational efficiency and accuracy and provide higher levels of system performance monitoring by utilizing concepts from the fields of controls and robotics to automate small boat and craft functions.

The contractor shall haveexpertise in the disciplines of control systems, electronic systems, kinematics, robotics and computer systems individually and collectively in the form of control electronics, electro-mechanics and digital control systems. 

Automation support shall include, but is not limited to, technical expertise and support in the following areas:
· control systems
· systems reliability and health monitoring (prognostics and diagnostics)
· radio-controlled, scripted and autonomous navigation systems
· obstacle avoidance
· collaborative behavior between unmanned vehicles
· unmanned mission functions such as sensor deployment  
· controller-area networks (CAN-bus)
· programmable logic controllers (PLC)

Controls & Robotics
The contractor shall demonstrate expertise in the field of controls to create “smart” systems capable of minimizing or removing the need for humans to carry out tasks.

The contractor shall be capable of design, prototype and field logic/sequential, feedback/linear, open / closed or advanced algorithm  control systems such as PID, STAR, and neural and fuzzy logic as required by CCD. The control systems shall have the ability to be integrated with manned or unmanned boat systems. 

The contractor shall have the ability to develop, test and integrate control algorithms as required by CCD to meet autonomous operating procedure requirements such as launch and recovery, remote camera operation, weapons deployment, obstacle avoidance, and refueling for small craft.

SENSORS

The contractor shall provide engineering support to specify, develop, procure and integrate sensors into small boats and craft to aid in navigation, situation awareness and varied mission execution. The contractor shall subsequently evaluate the effectiveness of these sensors and related systems. Specific sensor knowledge areas include, but are not limited to, the following:
· surveillance and reconnaissance
· homing and positioning of craft
· navigation
· obstacle avoidance
· nuclear biological and chemical (NBC) detection
· station keeping
· intelligence gathering
· threat warning/detection
· motion 
· cameras
· tracking and targeting
· fusion intelligent analytics
· electro-optical/infra-red (EO/IR)
· biometrics
· biological health monitoring
· environmental conditions
· sonar
· radar
· gun fire detection systems
· remotely operated weapons systems

Sensor functions shall encompass both passive and active capabilities and maintain effectiveness in all weather conditions. 

The contractor shall possess the capability to provide for sensor data fusion.  

The contractor shall support CCD in enabling systems to interpret sensor provided information relative to the dynamic environment of a small watercraft in a seaway and convert it to a form that enables dependent systems to use the information for timely decision making towards the accomplishment of their intended purpose.

The contractor shall provide technical expertise pertaining to the storage and control of sensor data as well as the processing and uploading of this data to higher level maritime domain entities through the use of data relays.

The contractor shall have the capability to develop integrated system solutions utilizing multiple weapons and sensor arrays forming an integrated shared picture and unified coordinated control for common warfighting purpose, such as slue to cue weapons/sensor collaborative engagements or intelligent maritime platform based sensor network.


SOFTWARE

A significant portion of the work related to this task order will involve software intensive systems. The Contractor shall provide software development and software process support to CCD on all software related aspects of the programs and projects undertaken in support of this task order.

Software Process
The contractor shall recommend and perform/support redesign, modification, or alteration of software to facilitate system integration and/or improvements.

The contractor shall conduct software beta testing as necessary while creating and maintaining a software development process.

The contractor shall use Capabality Maturity Model Integraton for Development (CMMI-DEV) to develop and improve software processes.

Software Development
The contractor shall possess the knowledge and ability to conduct systems analysis techniques for local and wide area networks, stand-alone computer systems, and related peripheral equipment. 

The contractor shall be capable of developing and reviewing software and tools. Expertise shall include, but is not limited to, software developed in low level (machine) to very high level (abstract, goal oriented) programming languages. 

The contractor shall be conversant in the area of TEMPEST related issues and have the ability to manage potentially compromising emanations between computer systems.

The contractor shall possess expertise in the realm of software configuration management and be IEEE 12207.0 compliant.

The contractor shall possess expertise on operating systems, including real time operating systems. This expertise shall encompass at least the following operating systems: QNX, Linux, VXWorks, LynxOS, Microsoft XP embedded and Microsoft Windows.

The contractor shall possess expertise with various software data communication standards including, but not limited to, Ethernet, Joint Architecture for Unmanned Systems (JAUS)/SAE AS5684, NATO STANAG 4586, CAN SAE J1939, NMEA0183, NMEA2000, CANOpen,   USB, RS-232, RS-422 and RS-485.

The contractor shall have the capability to optimize systems and processes as required by CCD using computer modeling and simulation. 

The contractor shall have the capability and available expertise for human figure modeling software compatible with CAD.

The contractor shall establish update, maintain, and review CM records and generate the required CM reports.

The contractor shall have adequate backup procedures and routines to  include offsite tape storage or remote backups. At a minimum, nightly backups are required.

Non-conformant reports shall be written for any objective or requirement not met by the contractor.

The contractor shall be CMMI level 3 with a SCAMPI ‘A’ appraisal. The Contractor shall provide a current copy of the Continuous Process Improvement (CPI) documentation.

The contractor shall provide all technical data including source code in non-volatile format preferably DVD or CD media. 

HUMAN SYSTEMS INTEGRATION

Human Systems Integration (HSI) refers to a comprehensive management and technical strategy to proactively incorporate two or more of the following areas: human factors engineering (HFE), manpower, personnel, training, environmental safety and occupational health, and habitability.   The ultimate goal of implementing HSI is to develop or acquire advanced systems that optimize human capabilities and mitigate unwanted effects of human limitations.  If executed effectively, HSI will facilitate sailor-centered advanced systems that will increase overall mission effectiveness and reduce total ownership costs.  HSI activities should be initiated during concept development, and addressed iteratively throughout the system life cycle.  

The contractor shall provide HSI technical expertise, advice, and experience including, but are not limited to, the following activities:
· Development of Human Systems Integration Plan (HSIP)
· Job and task analysis
· Manpower analysis
· Development of HSI models, data collection, data analysis to address HSI
· Cost benefit analysis
· Front-end analysis
· Analysis of alternatives
· Development of Naval Training System Plans (NTSPs) and other training documentation
· Human centered design through cognitive engineering
· Top down functional analysis
· Test and evaluation, including modeling and simulation
· Link analysis
· Human figure modeling software
· Workload analysis
· Development and testing of Graphical User Interfaces (GUIs) prototypes, simulations, and demonstrations
· Anthropometrics
· Collaborative display technologies
· Experimental design and statistical data analysis
· Ergonomics
· HSI Assessment
· Heads up displays and helmet mounted displays
· Interface design
· Survey methodology 
· Psychometrics
· Situation awareness and maritime domain awareness
· Usability testing
· Visual and auditory alarms
· Biomechanics
· Mental workload
· Motion sickness index and motion-induced errors
· Cognitive engineering
· Virtual and augmented environment modeling
· Autonomous systems
· Automated systems
· Human error analysis
· Risk assessment
· Synthetic vision and augmented vision technologies


The contractor shall maintain personnel either through direct employment or existing sub-contract that possess stated HSI expertise that has either an advanced degree (M.S. or Ph.D. in HSI, Human Factors, Engineering Psychology, Cognitive Engineering, Psychometrics, Industrial Engineering, Systems Engineering or related field) or a minimum of 10 years related HSI or HFE DoD or other related experience.

 DESIGN AND INTEGRATION OF DEVELOPMENTAL SYSTEMS

The contractor shall support CCD in all phases of the design and integration of developmental systems in the areas of emphasis associated with this task order. These phases include market research, studies and analyses, design engineering, drawing/technical data package development, prototypes/technology demonstrators, procurement, installation/integration, troubleshooting and test and evaluation. In this context, developmental systems refers to those systems not yet mature enough in the design process to be considered for permanent installation in operational fleet assets. 

All system development shall integrate the elements of affordable system operational effectiveness. These measures include design provisions for life cycle cost related items and systems effectiveness items. Life cycle cost/total ownership cost along with system effectiveness define affordable system operational effectiveness. System effectiveness consists of technical effectiveness and process efficiency. Technical effectiveness is defined as measured system performance (capabilities, functions, priorities) and system availability (reliability, maintainability, supportability, producibility). Process efficiency is made up of producibility, operations support, maintenance and logistics. In designing and integrating developmental systems, the contractor shall include justification for design decisions based on the elements of affordable system operational effectiveness. 

The contractor shall possess capability to develop interoperable cross domain (land, sea, air) solutions operating as collaborative groups to demonstrate future warfighting concepts.  The ability to assemble disparate systems, develop cross domain multi vehicle solutions, and understand critical interfaces and collaborative behaviors will require specialized expertise from a wide range of engineering communities.  Engineering expertise for the development of system of system solutions for the purpose of Maritime Domain Awareness and Dominance is the desired end state of the collaborative group assembled to execute the outlined tasks.


Market Research
The contractor shall possess sufficient industry awareness to conduct effective market research in support of CCD efforts related to the programs and/or projects undertaken in support of this task order. Market research is a process for gathering data on watercraft, vehicles and their equipment/systems characteristics, suppliers’ capabilities and the business practices that surround them. It includes the analysis of that data to make design decisions. The Contractor shall report the results of market research such that the information can be used to help shape acquisition strategies, determine the type and content of the watercraft description or statement of work, develop the support strategy, define terms and conditions included in the acquisition contract and identify evaluation factors to be used for source selection should the developmental system be fielded. 

Studies and Analyses
The contractor shall be asked to perform studies and analyses for current or new technologies applicable to watercraft and maritime technologies related to efforts undertaken in support of this task order. Support may include, but is not limited to, the following:
· identification of possible solutions to meet a need
· feasibility studies
· screening of alternatives
· functional, performance and material trade-off analyses
· selection of a preferred approach
· assessment of system performance characteristics (modeling and physical test and evaluation)
· designing possible alternatives (modeling, breadboards, prototypes, engineering development models, etc.)
· technology readiness level assessments
· analysis of alternatives
· risk assessments and mitigation plans
· technology development strategies
· systems engineering and system architecture documentation
· technological trend assessment/analysis to identify opportunities for advancement of current capabilities
· finite element analysis (FEA)
· solid modeling
· Reliability, Availability, and Maintainability analysis

The contractor shall be capable of evaluating alternatives using factors such as technical performance, reliability and maintainability, cost, schedule, and all aspects of affordable system operational effectiveness.

Design Engineering
The contractor shall possess sufficient scientific, design engineering and technical expertise in the areas discussed hereinand provide support in developing and adapting emerging technologies to the needs of small boats and craft. The contractor shall have the skills required to develop and integrate equipment, software and hardware into marine ready prototypes/technology demonstrators that meet current or future needs of CCD’s customers.

Drawing/Technical Data Package Development
Drawings and technical data packages produced for this effort are expected to be in the CCD format appropriate for the maturity of the design. This involves selection of CCD drawing format and compliance with CCD internal drawing guidelines. Data package components shall include, but are not limited to, calculations, software code hard copies, in-process figures, briefs, supporting reports or papers and enough procurement information to enable replacement of parts used in the prototype/technology demonstrator. The drawings will be subject to an in-house QA process that has both contractor and CCD quality checks. Final drawings will be delivered in both paper and electronic format compatible with CCD drawing repository requirements identified in the references herein. All drawings, calculations, reports, papers, patents, provisional patents, and briefs are government property and subject to the intellectual property rules and public disclosure rules discussed in  this task order.

Prototypes/Technology Demonstrators
The Contractor shall provide support for the construction of  prototypes/technology demonstrators to aid in the validation of the developmental systems designed as part of this task. The Contractor shall provide the materials, equipment and services necessary to fabricate and assemble these prototypes/technology demonstrators. This will include the management over the ordering and inventory of technical materials and supplies used. These prototypes/technology demonstrators will be used to determine feasibility or provide proof of concept, validate watercraft design efforts and assess producibility. These systems will be evaluated to form the basis for production design decisions.

Installation/Integration
The contractor shall provide support for all aspects of prototype/technology demonstrator installations. A prototype installation, as defined herein, is an alteration providing a capability during evaluation in support of research, development, test and evaluation, or other requirements. Prototypes and models will be used to determine feasibility or provide proof of concept, validate combatant craft design efforts and assess producibility. The purpose of this effort is for the Contractor to partner and/or team with the Government to correct, improve or otherwise validate the installation, safety and technical adequacy of the developmental system. 

The contractor is to perform these installations per the technical instruction and provide feedback comments, input, marked-up technical information, marked-up drawings such that future installations will result in best value to the Government. The team shall formally notify the Government should problems exist prior to performing the installation where the direction will result in potential problems.

Upon successful completion of an installation and any associated testing/certification, the Contractor shall, at the direction of CCD, remove all prototypes/technology demonstrators and restore the altered platform to its original condition to the satisfaction of the asset administrator. 

Troubleshooting
The contractor shall be capable of troubleshooting the installations of developmental systems. Support may include, but is not limited to, the following:
· performing a pre-installation verification of existing systems and equipment
· completing diagnostics of an installed system
· modifying an installation to achieve planned functionality
· verifying that existing systems and equipment are still functional and suffer no ill effects from an installation


Test and Evaluation
The contractor shall provide test and evaluation support to CCD  as required to verify and certify the technical performance of the prototypes/technology demonstrators developed or installed as part of this task

FLEET ALTERATION 

The contractor shall provide systems and design engineering support to assist CCD with fleet alteration support pertaining to the advanced systems associated with this task order.
	
Alteration Development
The contractor shall provide engineering support and associated project management support to assist in the alteration of watercraft. This support includes generation of alteration documentation, installation drawings, technical documentation and tracking documentation throughout the alteration process. Alteration packages may consist of Liaison Action Records (LAR), Justification/Cost Forms, Boat/Craft/Ship Alteration Records (BOATALT, CRAFTALT, SHIPALT), installation drawings, calculations and associated design histories or similar documents germane to a particular customer’s needs and procedures. The content of alteration package elements shall meet the requirements of NAVSEA SL720-AA-MAN-010, or as otherwise specified in the specific technical instruction or by CCD. The contractor shall develop specifications, design modifications and drawings and perform watercraft checks as necessary to aide in alteration development. The contractor shall develop and prepare procurement documents as required for long-lead material and other material needed for alterations. The contractor shall validate quality fabrication and assembly of components. The contractor shall participate in the watercraft check validation/verification to verify final design drawings and other technical documentation as required. The contractor shall include applicable calculations and testing and evaluation requirements in all alteration documentation for the modified systems/components. Programmatic support may include coordination, scheduling and tracking of installations, creating and maintaining a database for scheduling systems and related programs, generating and coordinating craft availability scheduling requirements, attending meeting/conferences and providing long-range planning. The goal in alterations is to provide the customer with affordable equipment modifications that result in improved performance while minimizing adverse impact to current or future operations. The contractor’s efforts in alteration development shall be directed towards this goal in all instances where other direct instructions are silent.
	
Alteration Technical Support
The contractor shall provide technical oversight and support as requested by CCD to alteration installation teams (AITs) accomplishing fleet installations on watercraft. This support may include, but is not limited to, troubleshooting, system modification, integration support, system optimization and system operational verification testing (SOVT).  

TEST AND EVALUATION

The contractor shall provide test and evaluation support to CCD on the programs / projects undertaken in support of this task order. Testing and evaluation shall include, but is not limited to, technical as well as operational analysis as follows:
	
· Support designated craft tests, trials, and evaluations as tasked.  Test and evaluation may be required to support installations or may be independent of installation/integration efforts. Test and evaluation support may be required in sustaining prototype development efforts, analysis of fielded systems and assessment of emerging technologies.  Some types of testing may include:
· Radiation Hazard (RADHAZ)
· Hazard of Electromagnetic Radiation to Ordnance (HERO)
· Hazard of Electromagnetic Radiation to Fuel (HERF)
· Hazard of Electromagnetic Radiation to Personnel (HERP)
· Electromagnetic Interference (EMI)
· Electromagnetic Compatibility (EMC)
· System Operational Verification Testing (SOVT)
· Range Testing
· Radio Frequency (RF)
· Radiation Patterns
· Maintenance demonstrations 
· Reliability, Availability, and Maintainability testing
· Software Beta testing
· Independent verification and validation

· Develop procedures for conducting test and evaluation and perform all functions necessary to successfully complete test planning and associated documentation. This includes identification of test procedures, objectives and thresholds to be achieved, identification of support resources required to conduct the test, identifying evaluation methods, test reporting, procedure, failure feedback mechanism and test scheduling.
· Develop/review test data, plans and reports which may include Test and Evaluation Master Plans, Technical Evaluations, and other performance tests and procedures.
· Conduct testing, analyze the results of collected data, including failure or other feedback reports, apply appropriate evaluation techniques, identify trends and make conclusions and recommendations.
· Provide test support to locate test sites, acquire or assist in acquiring access test site(s), set up instrumentation, sensors, test ranges, etc. and provide logistical resources. Logistical resource support may include personnel to perform pre-test training, maintenance of instrumentation during data collection, test performance, location and acquisition of spare parts, maintenance of instrumentation, hardware, and software, transportation, trial support and related functions.
· Attend or conduct testing activities to include physical testing, engineering performance analyses, evaluation of measures of effectiveness, engineering performance predictions and trade-off studies. 
· Maintain necessary test equipment support test described herein and ensure calibration of pool of equipment is monitored, documented, and current in accordance with equipment vendor specifications.Perform shock and vibration testing of electronics components typical on small craft
· Perform Reliability, Availability, and Maintainabilty (RMA) testing.

TRAINING

The contractor shall provide support for all aspects of end-user training related to the programs / projects undertaken in support of this task order. In doing so, the contractor shall provide a classroom facility as a venue for applicable portions of this training to be held. 

The contractor shall develop processes, techniques and equipment as necessary to support training or training development for equipment installed in support of this task order.

The contractor shall provide operator and maintenance training support for installed systems and technology upgrades. 

This task encompasses planning, analysis, coordination, development, review and maintenance of systems and associated interface systems. Specific support may include the development of training program plans, requirements and documentation via software (HTML) and hard copy, development and maintenance of Interactive Multi-media Instructional (IMI) materials as specified . IMI products delivered under this sub-task must be compliant with latest Navy standards and be fully compatible with web-based delivery. Training support shall include potential application of distributed modeling and simulation for training utilizing Distributed Interactive Simulation and/or DoD High Level Architecture (HLA) capable of modeling deployment activities for various platforms. This may include, but is not limited to, the following:

· development and /or update of Navy Training Support Plans (NTSPs)
· analysis of equipment for scope of training requirements
· vendor interface for identification or procurement of training aids or assets
· interface with commercial entities for evaluation and/or implementation of training courses

INTEGRATED LOGISTICS SUPPORT

The contractor shall provide Integrated Logistics Support (ILS) for the work undertaken in support of this task order. This support shall include the analysis, development, review, maintenance, and tracking of system and equipment logistics support planning, maintenance, training and documentation. The contractor shall participate in logistics associated conferences and meetings to present concerns, making recommendations and gathering additional data as required. Examples of meetings include:

	a.	Program Reviews
b.	Integrated Logistics Management Team (ILSMT) Meetings
c.	In-process Reviews (IPRs)
d.	Quarterly Program Reviews (QPRs)
e. Technical Interface Meetings (TIMS)

Perform research, maintenance and update of the Program Support Data (PSD) in the PSD Automated Reporting and Tracking System (PARTS) for the hardware installed via this task order.

The contractor shall provide engineering, technical and analytical support for all ILS disciplines and elements. Specific examples are listed below.

Technical Data - The contractor shall support the development, update, conversion, and/or review of Technical Manuals (TMs) related to the systems installed as part of this task order. The objective of this sub-task is to provide a more effective way of supporting the end user in the operation and maintenance of installed equipment/systems. To this end, the Contractor shall suggest innovative ways to improve the development, delivery, and maintenance of such technical data products.  

The contractor shall support development of conventional hardcopy technical manuals, and development of Interactive Electronic Technical Manuals (IETMs) up to and including Level 4 in accordance with applicable Technical Manual Contract Requirements (TMCR) and the Statement of Work (SOW).. Developed technical manuals shall be in accordance with the output format specified.
The contractor shall support conversion of existing manuals or Commercial-Off-The-Shelf (COTS) manuals to electronic format and shall support the IETM Level and output format specified.

The contractor shall support update of technical manuals as identified in Technical Manual Deficiency Reports (TMDRs), engineering changes, or other requirements.
The contractor shall support review of COTS technical manuals for accuracy and completeness to standards requested.

The contractor shall support development and production of electronic or non-electronic media as specified in the SOW; media types include Hardcopy, CD-ROM, DVD-ROM, and ATIS-compatible. All media delivered shall be compatible with and executable by system hardware and operating systems specified. 

The contractor shall provide all technical data including source code in non-volatile format preferably DVD or CD media.

Supply Support - The contractor shall develop, review, update, and maintain complete supply support documentation.

The contractor shall perform physical validation of boats / equipment to determine actual equipment configuration. Validation results shall conform to requirements as specified. Validation results will typically be in a format and data content sufficient to update the Ship’s Configuration and Logistics Support Information System (SCLSIS) database via the Configuration Data Manager’s Database – Open Architecture (CDMD-OA) interface, or as otherwise directed.

The contractor shall develop, update, and maintain complete supply support documentation in the form of Provisioning Technical Documentation (PTD) and supporting data For Provisioning (DFP) packages. The contractor shall maintain the resulting Allowance Parts Lists (APLs) or Allowance Equipage Lists (AELs) required due to hardware procurement, Design Change Notices (DCN), field change bulletins (FCB) or from other engineering or configuration changes. PTD packages shall be developed in accordance with applicable standards and/or instructions as identified.

The contractor shall provide PTD in formats and media specified. ICAPS-CS is the recommended format; however, the contractor may suggest a format equal to ICAPS. 

Maintenance Development and Support - The contractor shall perform independent analysis and technical studies and provide engineering and technical services in the area of mission related maintenance engineering. Areas of particular involvement may include:

Perform Reliability, Availability and Maintainability (RAM) analysis  /  Trend analysis for systems or equipment as specified.

Develop maintenance procedures. 

Review and update current analysis guides and maintenance assessment procedures and prepare new documents for in-service updates of new equipment.

Review and update existing maintenance management and planning documents. 

Research commercially available predictive/condition based diagnostics and applications that can be integrated with existing systems that will achieve new efficiencies in preventive  /  corrective maintenance and produce a positive ROI on lifecycle resource investment.

Design Interface – The contractor shall provide design interface and analysis in order to relate all design characteristics to system support characteristics. The interface may include the development of technical planning data, life cycle cost analysis and return on investment (ROI) studies.

Manpower and Personnel – The contractor shall evaluate systems or equipment in order to identify military or civilian personnel requirements with the skill levels and grades required to operate and support said system or equipment throughout its service life in peacetime and wartime environments.

Packaging, Handling, Storage and Transportation – The contractor shall provide support to define and document the requirements, resources, processes, procedures, design considerations, environmental considerations, and methods necessary to ensure that all systems, equipment, and support items are preserved, packaged, handled, and transported properly.

Computer Resources Support – The contractor shall provide support of the facilities, hardware, system software, software development and support tools, documentation and other resources needed to operate and support the computer systems used to support the work undertaken in support of this contract.  Additionally, the contractor shall have knowledge and understanding of how to effectively manage software licenses and proprietary issues.

Support Equipment – The contractor shall provide support for the equipment (mobile or fixed) required to support the operation and maintenance of systems and equipment installed as part of this task order. This includes associated multi-use end items, ground handling and maintenance equipment, tools, metrology and calibration equipment, and test equipment.

CONFIGURATION MANAGEMENT

The contractor shall provide configuration management (CM) support on the systems installed in support of this task order. This support shall include all activities related to CM planning, baseline management, configuration identification, configuration audits, formal qualification review (FQRs), engineering changes, and configuration management records and reports.

The contractor shall implement process improvements within existing or new systems modified or created by this task order using Capability Maturity Model Integration for Development (CMMI-DEV). 

The contractor shall provide Information Assurance (IA) for the systems modified or created by this task order to ensure confidentiality, integrity, authentication, availability, and non-repudiation.

The contractor shall provide CM program engineering, technical and analytical support to the programs and projects initiated through this task order in accordance with a Government approved Configuration Management Plan, which includes an organization structure with configuration control methods, configuration audits and configuration status accounting procedures for hardware and software. Efforts shall also include the review and evaluation of development/prime contractor configuration management programs and providing recommendation/comments.

The contractor shall monitor and maintain accurate records reflecting the current Configuration baselines of the various Cryptologic program, systems / projects and associated interface systems, subsystems, equipment, and software under-going development, enhancement, test and evaluation. The contractor shall be responsible for life cycle management and shall include the functional, allocated, developmental, and product baselines.

The contractor shall develop, review, update and maintain configuration identification records for all programs / projects installed under the cognizance of this task order as well as associated interface systems, equipment and software which include listing of unique hardware and software configuration items (CIs).

The contractor shall ensure that the functional and physical characteristic of each program / project or associated interface system’s configuration items match the characteristic specified by the applicable configuration identification.

The contractor shall provide engineering, technical and analytical support and project engineers in performance/conduct of program/project configuration audits and review.

The contractor shall evaluate all Engineering Change Proposals (ECPs) and Field Change Proposals (FCPs) for potential system / equipment CM impact. Upon approval of an ECP/FCP, the contractor shall incorporate engineering change data into the system configuration management data records.

The contractor shall establish update, maintain, and review CM records and generate the required CM reports.

The contractor shall have adequate backup procedures and routines to  include offsite tape storage or remote backups. At a minimum, nightly backups are required. 

PROGRAM MANAGEMENT

The contractor shall provide Program and Project Management support to CCD on the programs / projects undertaken in support of this task order. The contractor shall provide support in identifying and coordinating all items of work and assure that all efforts are directed toward providing the most effective and cost efficient support services.  Specific efforts under this task include the following:

Prepare drafts of top level planning documents including all phases of JCIDs, DOD Instruction 5000.01/02, Program Management Plans and prepare inputs to and conduct reviews of top-level planning documents that direct or guide the efforts of tasks carried out in fulfilling this task order.
 
Prepare management reports to include a monthly Progress and Status report.  Assist in establishing goals, milestones, program plans and policy including business plans, long and short range Plan of Action and Milestones (POA&M) and implementation and execution strategies in support of program.

Prepare technical reports to include system / equipment readiness and identify degradation trends. Recommend appropriate steps to redesign the systems/component responsible for the degradation or make changes to the current maintenance plan or logistic support requirements, which include the development of appropriate documentation such as Engineering Change Proposal (ECP) / Field Change Proposal (FCP).

Provide financial management support including analysis of program planning and other financial planning documentation with respect to budget submissions, spend plans, work plans, and obligation targets and thresholds. Perform cost benefit analysis, risk assessments, market surveys, and budget requirements. Develop spreadsheets and briefing forms appropriate for the analysis and presentation of information and provide reports of findings and recommendations.

Attend meetings, conferences and program reviews on behalf of initiatives supporting this task order. When required the contractor shall develop a recommended agenda and establish a system to track action items, identify problems/ issues and produce meeting information, data and minutes. 

Draft integrated test plans that delineate all developmental testing, periodic testing, inspections, and other system condition assessment methodologies. 

Develop Acquisition Plans, Integrated Logistics Support Plans (ILSPs), Navy Training Systems Plans (NTSPs), Computer Resources Life Cycle Management Plans (CRLCMP), Integrated Test Plans, Return on Investment (ROI), C4I Support Plan (C4ISP) and studies for the pilot/lead vessel of a class.

Non-conformant reports shall be written for any objective or requirement not met by the contractor.

 MINIMUM PERSONNEL QUALIFICATIONS

The contractor shall be responsible for employing technically qualified personnel to perform the tasks to be ordered hereunder.  The contractor shall maintain the personnel, organization, and administrative control necessary to ensure that the work delivered meets the task order specification requirements.  The work history of each contractor’s employee shall contain experience directly related to the task and functions intended to be performed under this task order.  

The Government reserves the right, during the life of this task order, to request work histories on any contractor’s employee for purposes of verifying compliance with this requirement.  Personnel assigned to or utilized by the contractor in the performance of this task order shall, as a minimum, meet the experience, educational, or other background requirements set forth herein, and be fully capable of performing the contemplated functions of the respective labor categories in an efficient, reliable, and professional manner.  If the Offeror does not identify the labor categories set forth in Section B by the same specific title, than a cross-reference listing should be provided in the Offeror’s proposal identifying the differences.

If the contracting officer questions the qualifications or competence of any person performing under the task order, the burden of proof to sustain that the person is qualified as prescribed herein shall be upon the contractor.

The following personnel are required in the performance of any task under this task order.  Persons filling these positions must have SECRET Security Clearance (or higher) and meet the following minimum educational/experience requirements:

1.   Program Manager *: The Program Manager shall have a Bachelor’s degree in engineering from an accredited college or university and a minimum of fifteen (15) years experience in the operation, maintenance, design, or testing of C4ISR systems and equipment of which ten (10) years must have been at the program management level. Experience with maintenance strategies and maintenance systems. Detailed knowledge of US Government organizations, their functions, and their responsibilities.  A Master’s degree may be used to substitute for five (5) years of experience.

2.   Senior Project Engineer *: The Senior Project Engineer shall have a Bachelor’s degree in engineering from an accredited college or university and have a minimum of fifteen (15) years experience in the operation, maintenance, and in-service testing of C4ISR equipment and systemsoutlined herein. The last five years of this experience must be directly related to the SOW. Demonstrated experience managing projects similar in scope, magnitude, and complexity, as those listed in the SOW is mandatory. This experience should include detailed knowledge of integrated condition assessment systems for shipboard equipment condition monitoring, including implementation and operation of computerized on-line diagnostic modules used with these systems.

3.   Senior Electrical Engineer*: The Senior Electrical Engineer shall have a Bachelor’s degree in electrical engineering from an accredited college or university and a minimum of ten years experience in the design, operation, maintenance or testing of C4ISR equipment and systems. Experience in the development of technical documentation utilizing military specifications and standards.  Knowledge of US Government organizations, their functions and their responsibility and a minimum of three (3) years supervisory experience is required.  A Master’s degree may be used to substitute for five (5) years of experience.

4.  Systems Analyst*:  The Systems Analyst shall have a minimum of ten (10) years of experience in either C4ISR or HM&E equipment and systems.  Experience in the development of technical documentation utilizing military specifications and standards is desired.  Knowledge of US Government organizations, their functions, and their responsibility is required.  
System Analyst shall have an Information Assurance Management (IAM) Level 1 or higher. The personnel shall have the required certifications for the IAM level obtained. At a minimum, the system analyst shall have the Certification and Accreditation Professional (CAP) certification.

5.  Senior Network Engineer*: The Senior Network Engineer shall have a Bachelor’s degree in Electrical or Computer Engineering, Computer Science, or other related field and a minimum of ten (10) years of relevant experience, including a sound familiarity with interface protocols.  Must possess good oral and written communication skills for direct client interface.  Knowledge and ability to establish system requirements; create architecture to support requirements; establish communications paths with system owners; develop test criteria; install equipment at designated site; perform operational tests on equipment and circuits is required. Experience in supporting both the acquisition and user communities to meet communications needs.  A Master’s degree may be used to substitute for five (5) years of experience.
Senior Network Engineer shall have an Information Assurance Technical (IAT) Level 3 or higher. The personnel shall have the required certifications for the IAT level obtained. At a minimum, the senior network engineer shall have the Network+, Security+, and Security Certified Network Architect (SCNA) certifications with at least 2 years experience as an IAT Level 3. The personnel shall also be Microsoft Certified Professional (MCP) certified. 

6.  Senior Software Engineer*: The Senior Computer Programmer shall have a Bachelor’s degree in Electrical or Computer Engineering, Computer Science, or other related field and a minimum of ten (10) years of relevant experience, including a sound familiarity with programming techniques and various programming languages.  Demonstrated ability to provide technical guidance and skills in support of information systems development and integration efforts.  Performs in a variety of technical areas including systems requirements analysis, data analysis and engineering, systems design, systems development, computer programming, systems testing and deployment, quality assurance, configuration management, and systems documentation.  Provides technical and administrative support for information systems development tasks, including execution of technical tasks, the review of work products for correctness, adherence to the design concept and to user standards, and for progress in accordance with schedules.  A Master’s degree may be used to substitute for five (5) years of experience. The Senior Software Engineer shall have experience with software security including PKI certificates and data encryption development.

Senior Software Engineer shall have an Information Assurance Technical (IAT) Level 2 or higher. The personnel shall have the required certifications for the IAT level obtained. At a minimum, the senior software engineer shall have the Network+ and System Security Certified Practitioner (SSCP) certifications with at least 1 years experience as an IAT Level 2. The personnel shall also be Microsoft Certified Professional Developer (MCP) or Certified Software Development Professional (CSDP).

7.  Computer Scientist*: The Computer Scientist shall have a Bachelor’s degree in Computer Science or software engineering from an accredited college or university and ten (10) years experience in tasks directly related to the SOW. This experience must include five (5) years of machinery condition assessment and equipment condition monitoring, utilizing computerized, on-line diagnostic systems directly related to the SOW. The computer scientist shall have extensive knowledge and experience with software architecture, design methodologies, software configuration management, and documentation.

Computer Scientist shall have an Information Assurance Workforce System Architect and Engineer (IASAE) Level 2 or higher. The personnel shall have the required certifications for the IASAE level obtained. At a minimum, the computer scientist shall be a Certified Information Systems Security Professional (CISSP).

8.   Field Engineer*: The Field Engineer shall have a minimum of ten (10) years of general C4ISR experience which includes three (3) years of specialized C4ISR equipment or system experience.  Experience must demonstrate the ability to troubleshoot, repair, test, and provide technical guidance on equipment and systems.

9.   Project Manager:  A Master's degree from an accredited institution in a technical or managerial field plus a minimum of seven (7) years of combined general, related and specialized experience; or a Bachelor's degree from an accredited institution in a technical field or managerial field plus a minimum of ten (10) years of combined general, related, and specialized experience.  This specialized experience may include a minimum of five (5) years of total experience as a successful manager of a team of skilled professional, technical and support personnel.

10.  Electrical Engineer: The Electrical Engineer shall have a Bachelor’s degree in
electrical engineering from an accredited college or university and a minimum of four (4) years experience in the design, operation, maintenance or testing of C4ISR equipment and systems. Experience in the development of technical documentation utilizing military specifications and standards. 

11.  Junior Electrical Engineer: The Junior Electrical Engineer shall have a Bachelor’s degree in electrical engineering from an accredited college or university. 

12.   Senior Mechanical Engineer: The Senior Mechanical Engineer shall have a Bachelor’s degree in mechanical engineering or naval architecture from an accredited college or university and a minimum of ten (10) years experience in the design, operation, maintenance, or testing of C4ISR equipment and/or supporting systems which can include HM&E systems.  Experience in the development of technical documentation utilizing military specifications and standards.  Knowledge of US Government organizations, their functions, and their responsibility and a minimum of three (3) years supervisory experience is required.  A Master’s degree may be used to substitute for five (5) years of experience.

13.  Mechanical Engineer: The Mechanical Engineer shall have a Bachelor’s degree in mechanical engineering or naval architecture from an accredited college or university and a minimum of four (4) years experience in the design, operation, maintenance or testing of C4ISR equipment and/or supporting systems which can include HM&E systems.  Experience in the development of technical documentation utilizing military specifications and standards is desired. 

14.  Junior Mechanical Engineer: The Junior Mechanical Engineer shall have a Bachelor’s degree in mechanical engineering or naval architecture from an accredited college or university, with a minimum of one (1) year of relevant experience 

15.  Network Engineer:  The Network Engineer shall have a Bachelor’s degree in Electrical or Computer Engineering, Systems Engineering, Computer Science, or other related field and a minimum of two (2) years of relevant experience or current industry certificates (such as MSCE, CCNA, etc).  Relevant experience will demonstrate a sound familiarity with interface protocols and equipment.  Must possess good oral and written communication skills for direct client interface. Knowledge and ability to support the development of system requirements; create architecture to support requirements; establish communications paths with system owners; develop test criteria; install equipment at designated site; perform operational tests on equipment and circuits. 
Network Engineer shall have an Information Assurance Technical (IAT) Level 2 or higher. The personnel shall have the required certifications for the IAT level obtained. At a minimum, the network engineer shall have the Network+ and Security+ certifications with at least 1 years experience as an IAT Level 2. The personnel shall also be Microsoft Certified Professional (MCP) certified. 

16.  Junior Network Engineer:  The Junior Network Engineer shall have a Bachelor’s degree in Electrical or Computer Engineering, Systems Engineering, Computer Science, or other related field or current industry certificates (such as MSCE, CCNA, etc) and a minimum of one (1) year of relevant experience.  Relevant experience will demonstrate a sound familiarity of networking equipment and systems. 
Junior Network Engineer shall have an Information Assurance Technical (IAT) Level 1. At a minimum, the junior network engineer shall have the Network+ certifications. The personnel shall also be Microsoft Certified Professional (MCP) certified.

17.  Software Engineer:  The Computer Programmer shall have a Bachelor’s degree in Electrical or Computer Engineering, Systems Engineering, Computer Science, or other related field and a minimum of two (2) years of relevant experience or current industry certificates (such as MCPD, MCSD, CSDP, etc).  Experience must demonstrate the ability to prepare detailed specifications and computer software programs including integrating, testing, and debugging of software components.  
Senior Software Engineer shall have an Information Assurance Technical (IAT) Level 1 or higher. The personnel shall have the required certifications for the IAT level obtained. At a minimum, the software engineer shall have the System Security Certified Practitioner (SSCP) certification. The personnel shall also be Microsoft Certified Professional Developer (MCP) or Certified Software Development Professional (CSDP).

18.  Computer Scientist*: The Computer Scientist shall have a Bachelor’s degree in Computer Science or software engineering from an accredited college or university and ten (10) years experience in tasks directly related to the SOW. This experience must include five (5) years of machinery condition assessment and equipment condition monitoring, utilizing computerized, on-line diagnostic systems directly related to the SOW. The computer scientist shall have extensive knowledge and experience with software architecture, design methodologies, software configuration management, and documentation.

Computer Scientist shall have an Information Assurance Workforce System Architect and Engineer (IASAE) Level 2 or higher. The personnel shall have the required certifications for the IASAE level obtained. At a minimum, the computer scientist shall be a Certified Information Systems Security Professional (CISSP).

19. Mathematician:  The Mathemetician shall have a Bachelor’s degree in Mathematics from an accredited university and a target of 8 years experience in development of advanced algorithms for control systems, defining motion, and inter-related automated system functions.

20. Physicist:  The Physicist shall have a Bachelor’s degree in Physics from an accredited university and a target of 8 years experience with physics related to boat and craft motion and vehicle dynamics. 

21.  Senior Logistician: The Senior Logistician should have a Bachelor’s degree from an accredited college or university or be a graduate of military schools which have provided an in-depth knowledge of naval shipboard systems maintenance and operation.  Must demonstrate five (5) years experience in the development of Integrated Logistics Support of systems and equipment directly related to the SOW.

22.   Field Engineer*: The Field Engineer shall have a minimum of ten (10) years of general C4ISR experience which includes three (3) years of specialized C4ISR equipment or system experience.  Experience must demonstrate the ability to troubleshoot, repair, test, and provide technical guidance on equipment and systems.

23.  Engineering Technician IV: An Associate's degree and a minimum of six (6) years experience in an appropriate technical discipline; or nine (9) years relevant technical experience in either electronics, mechanical systems, marine engineering or naval architecture.  Demonstrated ability to apply technical expertise to solve complex problems that typically cannot be solved solely by referencing manufacturers' manuals.  
24.  Engineering Technician III: An Associate's degree and a minimum of four (4) years experience in an appropriate technical discipline; or seven (7) years relevant technical experience in either electronics, mechanical systems, marine engineering or naval architecture.  Demonstrated ability to apply technical expertise to solve complex problems that typically cannot be solved solely by referencing manufacturers' manuals.  

25.  Engineering Technician II:  An Associate's degree and a minimum of two (2) years experience in an appropriate technical discipline; or five (5) years relevant technical experience in either electronics, mechanical systems, marine engineering or naval architecture.  

26.  Engineering Technician I:  High school graduate or GED with at least one (1) year relevant experience in either electronics, mechanical systems, marine engineering or naval architecture.  
27.  Quality Specialist:  The Quality Specialist shall be a high school graduate with at least five (5) years of experience in developing and documenting production processes and procedures.  Experience must demonstrate knowledge of and success in implementing military and commercial quality programs and directives.
28.  Senior Technical Writer:  The Technical Writer shall be a college graduate (Associates or Bachelors degree) and must have five (5) years experience in preparing and editing technical documents which include technical manuals, project plans, operational guides, etc.  Experience must demonstrate at least three (3) years experience in use of computer graphics and publishing tools and software.   An additional five (5) years of experience may be substituted for educational experience.

29.  Technical Writer:  The Technical Writer shall be a high school graduate or equivalent, must have three (3) years experience in preparing and editing technical documents which include technical manuals, project plans, operational guides, etc.  Experience must demonstrate at least two (2) years experience in electronic systems documentation development. 

30.  Graphics Illustrator:  The Graphics Illustrator shall be a high school graduate or equivalent, must have three (3) years of experience in preparing and editing graphics, pictures, and other forms of artwork.  Experience must demonstrate at least two (2) years experience in use of computer graphics and publishing tools and software.

31.  Draftsman: The Draftsman shall possess an Associate’s degree and a minimum of two (2) years of experience or be a high school graduate and must have four (4) years of practical experience.  Experience must demonstrate the development of drawings and/or illustrations, which include a demonstrated ability to utilize computer aided drawing software packages.

32.  Installation Mechanic:  The Installation Mechanic shall be a high school graduate or equivalent with three (3) years experience in trade.  Formal education can be substituted for an additional two (2) years of experience in trade.

33. Inside Machinist: The Inside Machinist shall be a high school graduate or equivalent with three (3) years experience in trade and skilled in the use of tools of the trade.  

34.  Sheet Metal Mechanic:  The Sheet Metal Mechanic shall be a high school graduate or equivalent with three (3) years experience in trade and skilled in the use of tools of the trade.  

35.  Shipfitter/Pipefitter: The Shipfitter/Pipefitter shall be a high school graduate or equivalent with three (3) years experience in trade and skilled in the use of tools of the trade.  Formal education can be substituted for an additional two (2) years of experience in trade.

36.  Welder: The Welder shall be a high school graduate or equivalent with three (3) years experience in trade and skilled in the use of tools of the trade.  Certifications for the types of welds to be performed must available for government review. Formal education can be substituted for an additional two (2) years of experience in trade.

37.  Stockman/Laborer/Helper: The Stockman/Laborer/Helper does not require any education or work experience.

38. Senior Naval Architect: The Senior Naval Architect shall have a Bachelor’s degree in Naval Architecture from an accredited college or university or a Professional Engineer's (PE) License and a target of 10 years experience in the design, operation, maintenance or testing of watercraft directly related to this statement of Work (SOW). He/she shall have working experience with United States Coast Guard (USCG), American Boat and Yacht Council (ABYC), American Bureau of Shipping (ABS), and Department of Defense (DoD) standards for watercraft. A Master’s degree may be used to substitute for 5 years of experience.


* - Denotes KEY personnel.


CONTRACTOR FACILITIES

The contractor shall have a functioning main office, warehouse, laboratory, and shop facilities within reasonable 50 miles of the Naval Amphibious Base Little Creek, VA that enables timely and efficient routine visits between Contractor personnel and government personnel for liaison with appropriate officials and performance of work. In satisfying this requirement, the contractor may consider teaming with other Contractors having different facility locations.

The office facilities shall have the furnishings for a standard office space and conference room in support of expected number of personnel including: 

a. ADP equipment compatible with Windows as the standard Network Operating System and MS Office 2003 (or newer) Professional as the standard office software. The use of Open Architecture Relational Data Base Management System and Web applications is required. The use of AutoCAD, Version 2004 is required as a minimum. 

b. FAX, copier, and telephone and other resources usually found in a functioning office environment.

All facilities shall be lockable, fenced, and have daily 24-hour security. The level of security for all facilities must be capable of being increased to conform to the increase of threat conditions in accordance with NAVSEA Standard Item 009-72.
The facilities shall include as a minimum:

a.	Warehouse space of 10,000 square feet with a storage height of 20 feet and an entryway a minimum of 14 feet wide by 16 feet high and shall be secure, lockable, segregated, and clean with storage area for small and large items. Provisions shall be made for the storage of crypto gear.

b.	Laboratory space of 2,000 square feet 
1) HVAC environmentally controlled
2) Power requirements of 240 VAC and 120 VAC, 60 Hz, with 80 amperes of service.
3) Grounded and Electro Static Discharge (ESD) retarding workbenches with seating
4) Plan for routing of communications cables to rooftop for live RF feed for demonstration
5) Electrical and Electronics diagnostics equipment.
6) Dedicated server and laptops for developing and testing networked systems 
7) Conference table, projector and screen, and seating for demonstration of systems and presentations of ongoing work.

c. Inside machine shop of 4,000 square feet which will include the following equipment:
1) Lathe
2) Vertical Milling Machine
3) Horizontal Milling Machine
4) Shaper
5) Radial Arm Saw and Drill

d. Sheet metal shop of 4,000 square feet which will include the following equipment:
1) Pan/Box Brakes to 8 feet wide
2) Power Shear to 8 feet wide
3) Manual Shears to 4 feet wide
4) CNC Cutting
5) Welding Equipment

e. Indoor production facility capable of accepting three trailered watercraft of up to 55 feet in length with a storage height of 20 feet (minimum) and an entryway a minimum of 14 feet wide by 16 feet high. 

f. A classroom to instruct end users on the operation and maintenance of the systems installed as part of this task order.  Classroom shall have minimum of six (6) dedicated computers for students with internet connectivity.

g. A 5-axis computer numerical controlled (CNC) prototyping machine, three-dimensional printing capability and an electronics shaker table. 

h. Electrical/Electronics fabrication, repair, and overhaul facility of 5000 square feet which includes the following:
1) Grounded and Electro Static Discharge (ESD) retarding workbenches
2) Lighting of 10 candle power
3) Solder stations
4) DC, 60 Hz and 400 Hz regulated power

i. Lifting equipment and/or fork lift to allow movement of material, boats, and removal of items from boats (e.g., engines, marine gear, arches…).

 The contractor’s facilities shall include access to the region’s waterways for the launching and recovering of watercraft. Further,   The contractor shall have the ability to transport the watercraft modified through this task order.  

The contractor shall have a workshop with typical equipment to allow fabrication, installation and testing of the advanced systems modified/installed as part of alterations. The contractor shall provide portable workshops as required to support the team when away from their local facility. A portable workshop is considered to be any temporary structure that can be placed near the place of work performance, which provides space, storage and equipment necessary to accomplish the task. The contractor shall provide the necessary tools, equipment and maintenance for the portable workshops required in accomplishing the task.

The requirement for maintaining these facilities shall not be construed to mean that the Government will be obligated to pay any direct costs in connection therewith. Further, the contractor shall not be entitled to any direct payment in connection with any personnel set in readiness at or brought into such facility in preparation or in exception of work to be performed under the task order. Payment for labor hours and materials will be made only for such hours and materials actually expended in performance under the task order.

SECURITY

The Department of Defense Contract Security Classification, DD Form 254 (see attachments), itemizes the security classification requirements for this contract.  The work to be performed under this contract shall involve access to, and handling of, classified material up to and including SECRET.

Accordingly, the Contractor shall have or obtain a Facility Security Clearance, provide classified storage capability, and obtain security clearances on certain key personnel, and conceivable other personnel performing under the contract.  An applicable DD Form 254, Contract Security Classification Specification, shall be issued with each technical instruction under the contract whenever the basic DD 254 does not provide sufficient classification guidance.

The Contractor shall provide clearance information data to CCD prior to technical instruction start date.  Data to include list of all Contractor personnel supporting the task, social security numbers, addresses, citizenship, and level of clearance.

The Contractor shall possess a COMSEC account for managing Controlled Cryptographic Information (CCI) such as tactical radios, keying material and encryption devices.  

Information Technology Security/Information Assurance.  Safe and secure electronic communication (email) is essential to contract performance between the Contractor of Record and CCD.  The contractor IT networks/computers shall comply with Department of Defense and Department of the Navy Information Assurance polices related to Data-at-Rest and Data-in-Transit prior to work start.  The Contractor shall have Department of Defense compatiable External Certification Authority (ECA – Public Key Infrastructure services) certificates that enable secure and authentic electronic transmissions such as digitally signed and encrypted email between the Contractor and DoD activities.  ECA-PKI certification information is available at www.verisign.com.

STANDARDS/SPECIFICATIONS/REFERENCES

Standards and specifications controlling individual tasks will be identified in each technical instruction and may include:

· DoDD 5000.1 The Defense Acquisition System
· DoDI 5000.2 Operation of the Defense Acquisition System
· American Bureau of Shipping Codes, Guides and Practices
· United States Code of Federal Regulations Title 46 Shipping
· American Boat and Yacht Council Recommended Practices and Standards
· Institute of Electrical and Electronic Engineers
· American Society of Mechanical Engineers Codes and Standards
· American Society for Testing and Materials Specifications
· American Welding Society
· United States Coast Guard Pamphlet CG 169 Navigation Rules, International Inland 72 COLREGS
· NAVSEA Standard work items
· Standard Specifications for U.S. Navy Craft
· Naval Ships Technical Manual (NSTM) series
· NAVSEA Fleet Modernization Program Management and Operations Manual
· DOD-STD-2003 (NAVY) Electrical Plant Installation Standard Methods for Surface Ships and Submarines
· MIL-STD-1275 Characteristics of 28 Volt DC Electrical Systems in Military Vehicles
· MIL-STD-461 Requirements for the Control of Electromagnetic Interference Characteristics of Subsystems and Equipment
· MIL-STD-1310 Shipboard Bonding, Grounding, and Other Techniques for Electromagnetic Compatibility and Safety
· United States Army Regulation AR 70-38 Research, Development, Test and Evaluation of Material For Extreme Climatic Conditions 
· BOATALT, CRAFTALT or SHIPALT Record or Liaison Action Record (LAR) for Alteration Installation Teams
· NSWCCD Craft Acquisition Guidance Technical Memorandum Series
· NSWCCD Drawing Development Process
· NSWCCD Computer Aided Design Drawing Standard for Combatant Craft

Other documents not listed above may also be invoked, as required, for individual technical instructions.

The contractor shall use all CCD internal processes in the development of drawings, design histories, technical documentation, purchasing or other efforts for which an NSWCCD process exist. 
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