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SECTION 1.0  GENERAL INFORMATION

1.0 General 

1.1 Introduction:  The mission of NCTAMS LANT includes providing telecommunications operations and maintenance (O&M). This includes: secure and reliable, classified and unclassified, voice and data, and Messaging services in support of Command, Control, Computer, Communications and Information (C4I), and Electronic Keying Material services (EKMS) for real-world operations and exercises to U.S. NAVSUPPACT Souda Bay, Crete, GR, its tenant U.S Navy, Air Force commands, AAMDF commands, other Dept. of Defense (DoD) agencies, and NATO units operating within the EUCOM/CENTCOM/AFRICOM Area of Responsibility (AOR).  This contract is intended to meet NCTAMS LANT’s responsibilities for these services at NCTAMS LANT Det Souda Bay, TNOSC at NCTS Naples, AAMDF NSF and Deveselu Romania.
1.1.1 NCTAMS LANT Det Souda Bay operates under Naval Computer and Telecommunications Area Master Station Atlantic (NCTAMS LANT) which is headquartered at Norfolk, Virginia. NCTAMS LANT Det Souda Bay is located on the Island of Crete, Greece. 

1.1.2 AAMDF Deveselu is supported by NCTAMS LANT and NCTS Naples.  AAMDF Deveselu is located near Deveselu, Romania.  
1.1.3 This Performance Work Statement (PWS) describes the effort that must be undertaken to support the contract for telecommunications operations and maintenance (O&M) services at NCTAMS LANT Det Souda Bay, AAMDF NSF Deveselu Romania, VoIP O&M services for AAMDF NSF Deveselu Romania, and TNOSC NCTS Naples.
1.2 Time and Place of Performance:
1.2.1 Place of Performance:  The requiring activity for this contract is the NCTAMS LANT, Norfolk, VA, acting as administrative Commander for NCTAMS LANT Det Souda Bay, Greece; and AAMDF NSF Deveselu, Romania.  The following list outlines the specific areas where contract performance shall take place:
· NSA Souda Bay Greece (includes designated storage facilities in the local area)
· All Tenant Commands associated with NSA Souda Bay Greece
· NCTAMS LANT Det Souda Bay Greece

· Marathi Piers and support area in Souda Bay Greece
· NAMFI (NATO Missile Firing Installation)

· Local Government Contracted Lodging
· NSA Souda Bay, Commanding Officer’s residence
· AAMDF NSF Deveselu, Romania

· TNOSC NCTS Naples. 
1.2.2 The work described in this PWS shall include a 30 calendar day orientation phase-in period, which will be an on-site handover, and a base period, plus option years, as described in the solicitation instructions for bidding and subsequent schedule B of the awarded contract, unless sooner terminated by the Government.
1.3 Scope of Work
1.3.1 Required Services: The Contractor shall provide all services, functions and tasks, as described in this PWS, required to fulfill the NCTAMS LANT DET Souda Bay, AAMDF NSF Deveselu Romania and TNOSC NCTS Naples telecommunications mission. Contract support will occur primarily at the NCTAMS LANT Det Souda Bay and local area, located on the island of Crete, Greece; AAMDF NSF Deveselu Romania; and TNOSC NCTS Naples Italy.  Contract support includes:

	Service
	NCTL Det Souda Bay
	AAMDF NSF Deveselu
	TNOSC NCTS Naples

	Outside Plant (OSP) O&M Support
	Yes
	Yes
	No

	Inside Plant (ISP) O&M Support
	Yes
	Yes
	No

	Tech Control Facility (TCF) O&M Support
	Yes
	No
	No

	Reports and Records
	Yes
	Yes
	Yes

	Voice over Internet Protocol (VoIP) O&M
	No
	Yes
	Yes


1.4 Organization:  NCTAMS LANT Det Souda Bay, AAMDF NSF Deveselu Romania and TNOSC NCTS Naples Italy function under administrative and operational chains of command.
1.4.1 Chain of Command:   NCTAMS LANT Det Souda Bay is under the administrative control of NCTAMS LANT, Norfolk, Virginia.  NCTAMS LANT Det Souda Bay is under the operational control of NCTS Naples, Italy.  Naval Network Warfare Command (NNWC) is the major claimant for all subordinate computer and telecommunications activities, including NCTAMS LANT.
1.4.1.1 Defense Information Systems Agency (DISA) provides operational control of NCTAMS LANT Det Souda Bay telephone switch, including voice mail. NCTAMS LANT Det Souda Bay is responsible to DISA Europe located in Stuttgart, Germany who commissions and operationally manages all terminals within the European theater. 
1.4.1.2 The Regional Network Operations and Security Center (RNOSC) provides operational control for all other terrestrial circuits/trunks supporting and/or traversing this facility.  The RNOSC coordinates timely activation, troubleshoots, and terminates all non-DISA circuits/trunks.  The RNOSC providing control for NCTAMS LANT DET Souda Bay is physically located at one of two locations; either at NCTAMS LANT, Norfolk, VA; or at NCTS Naples, Italy.
1.4.2 Chain of Command:  AAMDF NSF Deveselu Romania is under the administrative control of Naval Computer and Telecommunications Area Master Station Atlantic (NCTAMS LANT), Norfolk, Virginia.  Naval Network Warfare Command  (NNWC) is the major claimant for all subordinate computer and telecommunications activities, including NCTAMS LANT.  AAMDF NSF Deveselu Romania is under the operational control of NCTS Naples, Italy.
1.4.2.1 Defense Information Systems Agency (DISA) provides operational control of AAMDF NSF Deveselu Romania telephone switch, including voice mail. AAMDF NSF Deveselu Romania is responsible to DISA Europe located in Stuttgart, Germany who commissions and operationally manages all terminals within the European theater. 

1.4.2.2 The Regional Network Operations and Security Center (RNOSC) provides operational control for all other terrestrial circuits/trunks supporting and/or traversing this facility.  RNOSC coordinates timely activation, troubleshoots, and terminates all non-DISA circuits/trunks.

1.4.3 Contracting Officer's Representative (COR):  The Contractor's primary point of contact for contract liaison and technical guidance with the Government will be the Contracting Officer's Representative (COR).  There will be one assigned COR for the Souda Bay portion of this contract and a separate COR for all AAMDF portions of this contract.  The CORs will be nominated in writing by NCTAMS LANT Norfolk’s Commanding Officer, and appointed in writing by the Contracting Officer pursuant to NAVSUPINST 4205.3(series).  The duties, authority, and limitations of the CORs are set forth in "Contract Administration Data" portion of the contract.  The duties, authority, and limitations are binding on the CORs and may only be amended or revoked in writing by the Contracting Officer.

SECTION 2.0  PHASE-IN, PHASE-OUT, AND MANNING PROVISIONS

2.1 Orientation/Phase-In Period:
2.1.1 Description:  Orientation/Phase-in period is the period of time required by the Government to ensure a satisfactory transition and turnover from the incumbent Contractor to the new Contractor, if required.  The Contractor shall be required to provide all personnel, as bid in their Technical Proposal, to be on-site for the 30 day period prior to the start of full contract performance.  The purpose of this period is for Contractor personnel to become familiar with the duties to be assigned and to participate in the turnover of equipment and property.  The start of full contract performance is the date when the new Contractor takes full responsibility for the operation and maintenance of the equipment, and accountability for the Government property, as specified in the Performance Work Statement (PWS).  All activity during the Orientation/Phase-In period will be conducted in such a manner as to not interfere with, disrupt, or hinder the incumbent personnel in the performance of their assigned functions.  A Phase-in Plan shall be submitted NLT 20 calendar days prior to beginning of the Phase-in. During the Orientation/Phase-In period, the Contractor shall meet the following minimum performance benchmarks:
2.1.1.1 Observe operation and maintenance activities to gain experience and familiarization with tasks to prepare to assume full responsibilities under the Contract.

2.1.1.2 Establish an orderly transition of duties and responsibilities from the incumbent to the oncoming Contractor.  Turnover activities shall include, at a minimum: coordinating procedures for turnover inspection and documentation; accomplishing inventory of Government-furnished property; observing demonstration/performance of equipment; familiarization with Navy and site specific procedures and methods.

2.1.1.3 Establish a positive management climate by formulating and implementing appropriate internal policies or procedures designed to assign schedules and tasks appropriate to the designated positions; establish logging and record keeping procedures; integrate and train personnel; and familiarization with operational tasks and reporting procedures. 

2.1.1.4 Establish company operations and interaction/communication with Government personnel.

2.1.1.5 Familiarization with manuals, site technical library (including schematics and drawings), reports, maintenance histories, logs, records and procedures.

2.1.2 Assignment of Contractor Personnel.  The Orientation/Phase-in Period shall commence 30 days prior to the Contractor assuming full operational/maintenance responsibilities.  
All labor categories/personnel, as proposed by the Contractor in their Technical Proposal, constitute the minimum manning under this Contract.  The Contractor shall provide at least this minimum level of properly trained and qualified manning under the contract, during both the Orientation/Phase-in period and during the life of the contract.  If the Contractor fails to provide personnel as specified above, the Government reserves the right to reduce the contract price at a rate as determined by the Government.  During the period of orientation/phase-in, and for the life of the Contract, all on-site personnel as proposed by the Contractor shall be dedicated to this Contract and working on-site for a minimum of eight hours per day, 40 hours per week, or as otherwise agreed to by the Contracting Officers Representative (COR).  The Contractor shall provide written certification to the COR, within five working days from start of the orientation/phase-in/turnover period, that all personnel are on site.  This written certification shall include the names and positions of all personnel.

2.1.3 Contractor Personnel Exempted From Phase-in.  Personnel who are currently employed by the Government or its Contractor work force and already working at the facility, but have been hired by the new Contractor, may be exempted from participating in the orientation/phase-in period upon written request and approval from the Contracting Officer.  All requests for exemption shall be submitted by the Contractor to the Contracting Officer’s Representative (COR), who shall review the list and forward it to the Contracting Officer for a determination.  The Contracting Officer, or delegated representative, will make the final determination and issue approval or disapproval thereof.  The request shall include, but not be limited to, a list of nominees for exemption, their titles, current positions with the U.S. Government or its Contractor work force, and reason for requested exemption.  Requests for exemption shall be submitted in sufficient time for the request to be denied or granted prior to the date required to report on site.

2.1.4 Transition Plan.  The Contractor shall prepare and maintain a transition plan that ensures:

2.1.4.1 A smooth transition from contract start date to full operational status (phase-in).

2.1.4.2 A smooth transition from current contract performance to performance by a different Contractor or by the Government in a follow-on period (phase-out).

The transition plan shall be prepared and submitted within 10 days after contract award. A copy of the transition plan shall be kept on site and available to the Government upon request.

2.2 Phase-Out Period.  The Contractor shall be required to provide phase-out coordination and familiarization for a new Contractor, or Government employees, for a period of thirty (30) days prior to the conclusion of this Contract, regardless of reason for end of contract.  The Contractor shall perform a joint inventory of equipment assets and determine condition of equipment with the Government and the third party Contractor during the phase-out period.  The Contractor shall prepare an inventory report, in a format agreed to by the Government.  The Government may conduct an independent evaluation to determine the working condition of all equipment.  Items of equipment not in working order and any discrepancies found beyond normal wear and tear that are deemed to be a result of negligence shall be corrected by the Contractor at no additional cost to the Government.

2.2.1 Removal of Contractor Property.  The Contractor shall remove all items, as described below, from Government furnished spaces and property not later than midnight on the last day of the contract.  The Contractor shall leave all areas in a neat and clean manner.  The Government reserves the right to make a cost reduction, on any remaining invoices due the Contractor, for any costs incurred by the Government to remove or clean up any Contractor items not properly removed in accordance with this section.  These terms apply to any costs associated with removal of the Contractor’s company property, as well as property belonging to Contractor employees and subcontractors.

2.2.2 Return of Items and Spaces to Government.  The Contractor shall remove all Contractor owned equipment, tools, parts, belongings and property from Government furnished spaces and property, as specified above.  The Contractor shall leave all areas in a neat and clean manner, subject to inspection and acceptance by the Government.

2.3 Manning Provisions.  The Contractor shall provide for the life of the contract, at a minimum, the number and types of personnel (labor categories) as contained in the Contractors proposal and accepted by the Government for contract award (unless changed by modification of the contract), 365 days per year, 24 hours per day, and 7 days per week.  Any vacancy shall be filled by fully qualified personnel within the same management or labor category of the existing vacancy within a 30 day period.  Filling the position by reassigning an existing employee who is already filling a position on the contract (in house resources) shall not alleviate the Contractor from the thirty-day requirement for filling the original vacancy.  The new vacancy created by filling the original vacancy with in house resources shall be tracked from the date of the original vacancy, and the original vacancy shall continue to be considered vacant until all positions that were impacted by the original vacancy are fully manned by qualified personnel.  The Contractor may submit a written request to the COR to request a waiver to the 30 day requirement to fill a vacancy, and the COR may grant a waiver for up to 30 additional days if evidence is provided that demonstrates that the Contractor has taken reasonable and aggressive steps to fill the vacancy.  However, the Government may begin a reduction in the contract price starting on the 30th day, unless a waiver has been submitted and approved.

2.4 Contractor Employees Report.  The Contractor shall provide the Government a written report, at the end of the orientation period, and upon the occasion of a vacancy filling, with the names of all on‑site Contractor employees, their position as specified in the Technical Proposal, and job assignment.

2.5 Contractor Employees Report Updates.  The Contractor shall submit report within five (5) working days, when substitutions are made, and when employees are terminated, furloughed, suspended or on extended leave of absence (for reason of illness, death, military reserve or national guard activation or any other cause).

2.6 Minimum Manning.  The Contractor shall provide at least the minimum manning levels for the life of the Contract, in accordance with all terms specified in PWS Section 2.0.

2.7 Manning during Emergency and Disaster Support.
2.7.1 Souda Bay:  In the event of an Emergency or Disaster as declared by the NSA Souda Bay, Commanding Officer (CO), the operations of the Tech Control Facility may come under the direct control of the NSA Souda Bay CO or duly designated representative from the EOC (Emergency Operations Center).
2.7.2 AAMDF NSF Deveselu Romania:  In the event of an Emergency or Disaster as declared by the NSF DEVESELU, Commanding Officer (CO) or duly designated representative from the EOC (Emergency Operations Center) will provide further guidance.

2.7.3 RESERVED
2.7.4 TNOSC NCTS Naples Italy:  In the event of an Emergency or Disaster as declared by the NCTS Naples, Commanding Officer (CO) or duly designate representative from the EOC (Emergency Operations Center) will provide further guidance.
2.8  Mission Essential Designation.  All contractor personnel will be designated mission essential in accordance with Standard Operating Procedures (SOPs) of assigned stations.

SECTION 3.0  SPECIFIC REQUIREMENTS

3.0
General  

The Contractor shall provide all services, functions and tasks, as described in this PWS, required to fulfill the NCTAMS LANT DET Souda Bay, AAMDF NSF Deveselu, and TNOSC NCTS Naples telecommunications mission.  Contract support will occur at the locations listed for each function and task.  Contract support includes:
	Service
	NCTL Det Souda Bay
	AAMDF NSF Deveselu
	TNOSC NCTS Naples

	Outside Plant (OSP) O&M Support
	Yes
	Yes
	No

	Inside Plant (ISP) O&M Support
	Yes
	Yes
	No

	Tech Control Facility (TCF) O&M Support
	Yes
	No
	No

	Reports and Records
	Yes
	Yes
	Yes

	Voice over Internet Protocol (VoIP) O&M
	No
	Yes
	Yes

	Surge Support
	Yes
	Yes
	No


3.1
 Outside Plant (OSP) O&M support:  The Contractor shall provide Outside Plant (OSP) O&M to include, installing, inspecting, splicing, testing, repairing, replacing, upgrading and providing documentation for both copper and fiber optic backbone and distribution systems from the vertical frame to the end-user premise equipment IAW standards, codes and regulations specified in the PWS and Technical Exhibits.  Contractor shall identify, document and request maintenance actions from the BCO trouble desk on all outside plant cable deficiencies discovered.  Specifically, the Contractor shall provide Outside Plant O&M support as follows:

3.1.1 Contractor shall accomplish work orders in accordance with the work order response times as follows:

· Incidents shall be resolved within (4) working hours of report to the helpdesk. 

· Requests shall be resolved within (5) working days of report to the helpdesk. 

· Critical Incidents shall be resolved within (4) hours of on-site report (recall capability authorized). 
3.1.2 Contractor shall receive, respond, and resolve all work order tasking, incident, and requests via the NCTS Naples Help Desk computerized terminal solution.

3.1.3 Contractor shall install, modify, replace, maintain, relocate, and remove all telephone instruments, Local Area Network circuits, special circuits, house cable, premise copper and fiber wiring and similar communications equipment, as approved by the COR via work orders. Contractor support for ONENET requirements is considered part of this effort.
3.1.4 Contractor shall install, modify, replace, maintain, relocate, and remove all terminal boards, cross connect boxes, fiber optic couplers, fiber media converters, and communications pedestals, and shall run all cross connects, ensuring that all are properly grounded, tagged, labeled and/or stenciled.
3.1.5 Contractor shall install, and repair all outside cable plant cables/fiber optic cables.  Contractor shall test all fiber optic cables, multimode and single mode, prior to installation, and upon completion of connections, ensuring that new installations and repairs are IAW the PWS and Technical Exhibits.

3.1.6 Contractor shall monitor and coordinate clearing/cleaning/dewatering of all outside cable plant man-holes and hand-holes in coordination with site public works contractor.

3.1.7 Contractor shall maintain copper cable and fiber optic assignment records in hard copy and electronic format IAW BCO requirements, programs, and processes. The Contractor shall conduct an inspection of cable records and ensure all changes to existing cable records are forwarded to the COR.

3.1.8 Contractor shall identify and label in a manner acceptable to the COR items to include the following Government property: underground cable routes, manholes, hand holes, pedestals, and cables.

3.1.9 The Contractor shall provide Installation, Clean up and Repair of Telecommunications and ONE-NET racks, cabinets and closets to correct deficiencies identified by the COR.

3.1.10 All maintenance and repair work shall conform to the highest professional and safety standards and shall restore original equipment standards of performance, operability, reliability and accuracy. The Contractor shall not exchange subassemblies, materials or parts among equipment (cannibalize) without specific written approval of the COR, nor shall the Contractor substitute or replace parts or material with a grade of part or material less than that provided by the original equipment manufacturer.      
3.2 Inside Plant (ISP) O&M support: The Contractor shall provide Inside Plant (ISP)

O&M to include maintaining the installed telephone systems, and associated ancillary equipment. Specifically, the Contractor shall provide inside plant O&M support as follows:

3.2.1 Contractor shall accomplish work orders in accordance with the following work order response times:

· Incidents shall be resolved within (4) working hours of report to the helpdesk.

· Requests shall be resolved within (16) working hours of report to the helpdesk.

· Critical Incidents shall be resolved within (4) hours of on-site report (recall capability authorized).

3.2.2 Contractor shall receive, respond, and resolve all work order tasking, incident, and requests via the NCTS Naples Help Desk computerized terminal solution.

3.2.3 Contractor shall coordinate with Level III maintenance support to facilitate all telephone systems maintenance.

3.2.4 Contractor shall report all outages immediately to the BCO Helpdesk and if unable to resolve an outage on the telephone system or related equipment within 30 minutes, the Contractor shall contact the COR and Level III maintenance support for assistance.

3.2.5 Contractor shall operate the telephone maintenance console to install new telephone extensions, perform programming changes on telephone numbers, set/change class of service, and to activate/deactivate special features as approved by NCTS Naples BCO.

3.2.6 Contractor shall troubleshoot telephone system and ancillary equipment outages and restore service (Tier II support), or refer outages to the proper repair agency. When required by other communications facilities, including the commercial telephone provider, coordinate in troubleshooting end-to-end circuit problems whether operated and maintained by government or other agencies.

3.2.7 Contractor shall maintain the telephone terminations and switch patch panels, and all switch and cable records.

3.2.8 Contractor shall perform all terminations at the patch panels for installation, relocation, or removal of telephone service or communications circuits transiting the facility.

3.2.9 Contractor shall serve as a single point of contact for all telephone communications outages in coordination with maintenance control, and the BCO help desk.

3.2.10 Contractor shall coordinate with Tier III maintenance support contractor in identifying, addressing and resolving difficult preventive and corrective system maintenance issues that require a manufacturer’s expert level of knowledge.

3.2.11 (AAMDF only) The Contractor shall be responsible for proper installation, modification, and removal of all circuits, wiring, and ancillary equipment IAW Telecommunications Service Orders (TSO’s).

3.2.12 (AAMDF only) The Contractor shall respond to all alarm conditions such as Gateway, UPS/Generator system, or other station alarms. The Contractor shall take action to investigate, isolate and clear all alarms on equipment and systems the Contractor is responsible for. The Contractor shall be subject to recall after normal working hours to take action on all alarms and system outages they are notified of by the NCTS Naples BCO.

3.2.13 (AAMDF only) The Contractor shall perform all scheduled Preventive Maintenance for systems and ancillary equipment covered under this contract in a complete and thorough manner IAW the equipment specifications, original manufacturer’s instructions, and applicable documents. Communications rooms and storage are left broom-swept clean and free of debris.

3.2.14 (AAMDF only) All maintenance and repair work shall conform to the highest professional and safety standards and shall restore original equipment standards of performance, operability, reliability and accuracy. The Contractor shall not exchange subassemblies, materials or parts among equipment (i.e. cannibalize) without specific written approval of the COR, nor shall the Contractor substitute or replace parts or material with a grade of part or material less than that provided by the original equipment manufacturer.

3.2.15 (AAMDF only) The Contractor shall conduct a joint inventory, with the COR, of all tools and supplies IAW the PWS, no later than two (2) calendar days prior to start of full contract performance. In addition, an annual inspection shall be conducted in a similar manner prior to exercising any contract option periods and also not later than 10 calendar days prior to completion of the contract. The Contractor Site Manager shall sign a receipt for all tools and supplies provided by the Government and shall jointly determine the working order and condition of all tools and supplies and document their findings on the inventory. The Government will replace missing items and repair all items not in working order and provide any new items that are required. The Contractor shall be responsible to replace any missing or damaged items that are the result of negligence.
3.3
 Tech Control Facility (TCF) O&M Support: The Contractor shall provide TCF O&M to include maintaining the EKMS Local Element (User) holdings and inventory, conducting Preventive Maintenance and Messaging. Specifically, the Contractor shall provide TCF O&M support as follows: 

3.3.1 The Contractor shall troubleshoot IDNX/ADNX outages to the component level; report nodal outages to DISA Help Desk technicians. The scope of this trouble-shooting effort encompasses resetting IDNX/ADNX modem cards, placing node in a loop-back and performing functions deemed necessary by DISA technicians.

3.3.2 The Contractor shall provide services to include real time transmission systems configuration control, circuit restoration, circuit activation, circuit deactivation, quality control and performance standards, status reporting, master station log, and other actions required by policies, responsibilities and operational procedures contained in the PWS and Technical Exhibits. 

3.3.3 The Contractor shall monitor all circuits and systems within the TCF for degradation. When degradation is discovered or notification is provided, the Contractor shall immediately begin corrective efforts to restore normal operations.   

3.3.4 The Contractor shall perform quality control tests and measurements on all trunks, channels, circuits, and equipment for which the TCF is responsible IAW the PWS and Technical Exhibits. 

3.3.5 The Contractor shall accomplish reporting, tracking and monitoring procedures IAW DISAC 310-55-1 through the Facility Control Office (FCO) or other applicable office. In addition, the Contractor shall comply with reporting procedures required in the Fleet Operational Telecommunications Procedures (FOTP). 

3.3.6 The Contractor shall request and schedule authorized outages for all communications in their area of responsibilities to include subordinate sites IAW DISAC 310-70-1 Chap 7. 

3.3.7 The Contractor shall perform Node Site Coordinator duties for the IDNX/ADNX system and equipment, and the DISN NIPRNET/SIPRNET Nodes, and shall acquire all required training IAW the PWS and Technical Exhibits.  

3.3.8 The Contractor shall perform necessary circuit action duties IAW DISAC 310-70-1 Chap 2, and DISAC 310-130-1, European Supplement 1. 

3.3.9 The Contractor shall be responsible for proper installation, modification, and removal of all circuits, wiring, and ancillary equipment IAW Telecommunications Service Orders (TSO’s). 

3.3.10 The Contractor shall maintain and update a facility link database and comply with the reporting procedures IAW the PWS and Technical Exhibits.  

3.3.11 The Contractor shall respond to all alarm conditions such as IDNX, Telephone Switch, UPS/Generator system, or other station alarms. The Contractor shall take action to investigate, isolate and clear all alarms on equipment and systems the Contractor is responsible for IAW the PWS and Technical Exhibits. In the event an alarm condition is present on equipment or systems the Contractor is not responsible for such as the UPS/generator system, fire, HVAC, or intruder alarms, the contractor shall immediately notify the appropriate department for action to clear alarms and restore operations. The Contractor shall be subject to recall after normal working hours to take action on all alarms and system outages they are notified of IAW NCTAM LANT Det Souda Bay SOP’s.

3.3.12 The Contractor shall install, adjust, and test all ancillary equipment IAW the PWS and Technical Exhibits. 

3.3.13 The Contractor shall maintain a general message file to include, but not limited to, DISA’s European Defense Station (EURDEFSTA), European Defense Switched Networks Stations (EURDSNSTA), European Defense Satellite Stations (EURSATSTA), and IAW the PWS and Technical Exhibits.  

3.3.14 The Contractor shall provide coordination to ensure that monthly and quarterly generator testing is conducted by NAVFAC Souda Bay, and logged in the Master Station Log, IAW the PWS and Technical Exhibits.  Contractor shall provide coordination to ensure station ground system is tested by NAVFAC Souda Bay and meets standards as required by DISA.  Contractor shall report any discovered deficiencies in the power, grounding, heating ventilation and air conditioning (HVAC) systems to the COR. Contractor shall provide Coordination to monitor, track and report on all deficiencies until resolved. 

3.3.15 Contractor shall operate and maintain the command message center, including the Government provided message systems. Contractor shall operate all computers/servers, printers, and associated cryptographic equipment to accomplish the receipt and transmission of military message traffic. The Contractor shall be responsible for system connectivity and performance to include conducting system data backups, recoveries, data loading, security checks, validating messaging software licensing and providing general system support required to ensure reliable operation of messaging systems. 

3.3.16 Contractor shall maintain a technical library with up-to-date copies of the following; Naval Telecommunications Publications (NTPs); Joint Army Navy Air Force Publications (JANAPs); Allied Communications Publications (ACPs); applicable DISA Circulars/Instructions; and required local publications, instructions, and SOPs necessary for TCF O&M as described in the PWS and Technical Exhibits. Contractor shall incorporate Best Commercial Practices where applicable. 

3.3.17 Contractor shall monitor the closed-circuit television (CCTV) system during TCF core working hours (see PWS Section 10.0) for NCTAMS LANT DET Souda Bay and shall be responsible for system’s functions including the extracting of recorded images onto Government provided electronic media. The Contractor shall take action IAW NCTAMS LANT DET Souda Bay SOP’s.

3.3.18 The Contractor shall conduct cryptographic restarts at specified times IAW EKMS instructions and circuit controlling Authority representatives (CARs) operational requirements. . 

3.3.19 Prior to the end of the 30-day phase-in period, the Contractor shall be established as a Local Element (User) under the NCTAMS LANT Det Souda Bay EKMS Account IAW the provisions of EKMS 1 (series), to provide custody and control of the TCF EKMS inventory. 

3.3.20 The Contractor shall designate in writing to the Government EKMS Manager, one EKMS Local Element Manager and at least one Alternate.  The Contractor EKMS Local Element Manager and Alternate personnel shall abide by all requirements identified by EKMS publications in the Technical Exhibits. The Contractor shall comply with all security requirements as identified in the DD-254 included in the task order. 

3.3.21 The Contractor shall report all CMS violations IAW EKMS 1 (Series).  The Site Manager shall immediate notify the COR and EKMS Manager within 1 hour of any violation. The Site Manager shall have one working day to provide written notification of violation. 

3.3.22 The Contractor shall prepare draft CASREPs and submit them to the NCTAMS LANT Det Souda Bay COR for release. A CASREP shall be drafted within 24 hours for any equipment malfunction or deficiency which cannot be corrected within 48 hours and which: reduces the station’s ability to perform a primary mission, or reduces the station’s ability to perform a secondary mission in accordance with guidance provided in NWP 1-03.1(series).  

3.3.23 During normal working hours (see PWS Section 10.0) the Contractor shall staff the TCF and shall provide central reporting for all outages IAW Technical Exhibits and SOPS.

3.4 3M Maintenance: The Contractor shall provide preventive and corrective maintenance for all equipment and systems IAW the PWS and Technical Exhibits and as prescribed by NCTAMS LANT Det Souda Bay GR 3M Coordinator. Specifically, the Contractor shall provide 3M Maintenance as follows:
3.4.1 The Contractor shall implement and manage PMS (Planned Maintenance System) in accordance with OPNAVINST 4790.4 (series), 3M Manual and local instructions.  Successful performance of the Contract requires the Contractor to maintain, at a minimum, a PMS Performance Rate (PPR) of 80%.  The Contractor shall complete all planned maintenance within the time frame listed in OPNAVINST 4790.4 (series) and IAW MIPs and MRCs. 

3.4.2 The Government will provide Maintenance Index Pages (MIPs) and Maintenance Requirement Cards (MRCs) during the Phase-In period.  MIPs are normally updated quarterly and are provided by the Government.  If such updates result in increased or decreased maintenance hours, the Contractor may request modification of the contract.  The man-hours expended for 3M maintenance is identified in the Technical Exhibits.

3.4.3 The Contractor shall comply with PQS requirements IAW Technical Exhibits and station SOPs. The Contractor shall be responsible to comply with 3M program safety requirements during the performance of this Contract.

3.4.4 All maintenance and repair work shall conform to the highest professional standards and shall restore original equipment standards of performance, operability, reliability and accuracy.  The Contractor shall not exchange subassemblies, materials or parts among equipment (cannibalize) without specific written approval of the COR, nor shall the Contractor substitute or replace parts or material with a grade of part or material less than that provided by the original equipment manufacturer.

3.4.5 The Contractor shall conduct a joint inventory, with the COR, of all 3M tools and supplies IAW the PWS and Technical Exhibits, no later than two (2) calendar days prior to start of full contract performance.  In addition, an annual inspection shall be conducted in a similar manner prior to exercising any contract option periods and also not later than 10 calendar days prior to completion of the contract.  The Contractor Site Manager shall sign a receipt for all 3M tools and supplies provided by the Government and shall jointly determine the working order and condition of all tools and supplies and document their findings on the inventory. The Government will replace missing items and repair all items not in working order and provide any new items that are required. The Contractor shall be responsible to replace any missing or damaged items that are the result of negligence.    

3.4.6 The Contractor’s performance of PMS shall be subject to spot checks and inspections (announced and unannounced) by the Government.  Additionally, the Contractor’s Site Manager shall conduct and document PMS Spot Checks monthly IAW the PWS and Technical Exhibits.

3.5 Reports and Records: The Contractor shall provide reports and records as required to document all contract support activities. Specifically, the Contractor shall provide Reports and Records as follows:

3.5.1 Contractor shall maintain station logs IAW NCTAMS LANT Det Souda Bay SOP’s. At a minimum, the Contractor shall maintain station logs for below listed work areas and make all logs available to the Government when requested. 
· TCF Facility
· Outside Plant and ancillary equipment/infrastructure.
· Inside Plant and ancillary equipment/infrastructure.
3.5.2 The Contractor shall provide a Daily Status report to include Outside Plant problems, Link/Trunk/Circuit Outages, Inside Plant and Telephone Switch Issues and Power/AC Issues to the COR.  The report will identify both the problem and resolutions in the format outlined in the Technical Exhibits and SOPS. 
3.5.3 The Contractor shall work with the BCO to ensure the Government provided cable records system is maintained and updated with current records to include building numbers, cable pairs, pedestals, etc.  The Contractor shall ensure that trouble reports and work requests are processed using the Government provided procedures and GFE. 

3.5.4 The Contractor shall provide ISP/OSP testing (Point to Point/End to End), certification and labeling of new infrastructure IAW the PWS and Technical Exhibits.  

3.5.5 The Contractor shall provide all other reports and records IAW the PWS and Technical Exhibits.

3.6 VoIP:  The contractor shall furnish fully qualified on-site technicians to provide scheduled, unscheduled, preventive, and corrective maintenance for each site's requirements. The VoIP system will include a Cisco Unified Call Manager (CUCM) servers and Cisco IP Telephones. 

3.6.1 Operation.  Contractor shall assist the Government with operating the VoIP equipment at each AAMDF Deveselu, and NCTS Naples (only that equipment supporting AAMDF sites). The contractor shall have sufficient knowledge of VoIP hardware, software, system utilities, error messages, and current versions of Cisco CUCM Technical Manuals.

3.6.2 Maintenance. The Contractor shall assist the Government with maintenance activities as required; the level of involvement will differ from location to location. In the case of equipment failures or unsolved technical problems; the contractor may be asked to open a trouble ticket with the Program Management Office, and/or request repair/replace authorizations using standard return procedures.

3.6.3 Database Management.  The contractor shall assist the Government with managing the VoIP database at each location to include performing telephone adds, moves, changes, and deletes.

3.6.4 Contractor Site Point of Contact (POC).  The contractor shall ensure a site POC can be reached 24-hours a day, 5 days per week (Monday-Friday).

3.6.5 Response for Maintenance Support.  The contractor shall maintain a presence on-site during local duty hours. The contractor shall report to the work location upon Government notification that corrective maintenance is required. Notification is defined as the attempt by the COR or Government designee to contact the contractor. Response time is the total time until the contractor responds to the work site and shall be measured as the elapsed time from the initial attempt by the Government to contact the contractor until the contractor arrives at the work site. The contractor shall notify the COR or Government designee upon arrival at the work site.

3.6.5.1 On-Site Response: During duty hours, the contractor shall respond to the COR or Government designee within 30 minutes after notification that corrective maintenance is required.

3.6.5.2 On-Call Response: During non-duty hours, the contractor shall report to the site within 4 hours of notification that corrective maintenance is required, and will notify the COR or Government designee upon arrival at the site.

3.6.6 Documentation of Database & Maintenance Actions. The contractor shall enter all database and maintenance changes in a log.

3.6.7 Routine Installation Support. The contractor shall perform moderate installation support for local VoIP requirements.

3.6.8 Major Installation Support. The contractor shall support original equipment manufacturer or third party integration contractors during installations and/or equipment enhancements.

3.6.9 Inspection Support. The contractor shall support any inspections of the contractor's area of responsibility.

3.6.10 Trouble Isolation. The contractor shall participate in end-to-end troubleshooting on the VoIP systems.

3.6.11 RESERVED 

3.7 Surge Support

3.7.1 These surge operations shall be initiated by the government to provide short-term additional support resulting from projects identified by the COR.  The government shall provide a minimum of forty-five (45) days notice that a surge will be executed along with a list of tasks to be completed by the surge.

3.7.2 Each surge shall be limited to work described in sections 3.1 and 3.2.  The surge work will only be assigned for Souda Bay and Deveselu.  

3.7.3 Each surge shall be include two additional personnel (ISP or OSP Technician as appropriate to the task list) to travel to the designated site to perform work for two (2) weeks.  The government may request multiple surges to occur back-to-back up to a total of six (6) weeks (three surges).
SECTION 4.0  PERSONNEL REQUIREMENTS
4.0 Contractor Personnel Requirements:
4.1 General
4.1.1 The Contractor shall be accountable to the Government for the performance of all employees, including subcontractors, used in fulfilling the requirements of this PWS.
4.1.2 The Contractor shall provide fully qualified personnel who have technical backgrounds and experience as defined in this section.

4.1.3 All personnel shall have the appropriate security clearances prior to assumption of duty.  Contractor personnel must be United States citizens, able to communicate effectively in English, both orally and in writing.  

4.1.4 The Contractor shall develop and implement a qualification program to ensure Contractor personnel remain qualified to perform all contract requirements throughout the life of the contract.
4.1.5 Contractor personnel qualifications will be subject to Government review.
4.1.6 Contractor’s trainees shall not operate or perform maintenance on equipment without continuous supervision by fully qualified personnel.
4.1.7 Contractor is responsible for all costs related to training discussed in this section for its employees.
4.1.8 Contractor shall not employ a person for work under this contract if such a person is identified to the Contractor by the KO as a potential threat to the health, safety, security, general well being or operational mission of the installation and its population.    In the event it becomes necessary to replace any contract personnel for any of the above reasons, Contractor shall not be reimbursed for costs associated with such removal including the costs for replacement of personnel so removed.  Contractor shall inform the COR within 24-hours and submit a written report within five working days of incidents of misconduct by its employees that violate the laws of the United States or Host Nation. 
4.1.9 In addition to meeting all requirements in this section of the PWS, the Contractor shall provide fully qualified personnel that meet or exceed the requirements listed in Attachment A, “Personnel Requirements For Labor Categories”. 
4.2 Required Minimum Manning during the Life of the Contract:  The Contractor shall provide at all times sufficient personnel with qualifications and skills to safely operate and maintain all equipment and systems identified in this PWS and Technical Exhibits. All labor categories and quantities of personnel, proposed by the Contractor in its Technical Proposal shall constitute the minimum manning during the life of the contract.

4.3 Names/Number of On-Site Contractor Employees:  The Contractor shall provide the Government not later than (NLT) the end of the Orientation/Phase-In Period, the names of all on-site Contractor employees, their position as specified in the Technical Proposal, job assignment, functional area, location, and security clearance.

4.4 Maintenance of Contractor’s List of Personnel: During the life of the contract, the Contractor shall continually update the list of on-site Contractor personnel when substitutions are made and when employees are terminated, furloughed, suspended, or on extended leave of absence due to illness, death in family, or any other cause.  Changes to the list of on-site Contractor employees shall be effected by the Contractor within five working days of the actual substitution or termination of the employee. 

4.5 Site Manager and Alternate (Souda Bay only):  The Contractor shall identify one individual to perform duties as the Site Manager. The Contractor may assign the Site Manager to perform other duties as needed to leverage the expertise of this individual and minimize total staffing requirements.  The Site Manager shall have the appropriate technical and managerial experience and be knowledgeable in all facets of the work performed under this PWS. The Site Manager shall work on site a minimum of 40 hours/week at the NCTAMS LANT Det Souda Bay Facility.  The Site Manager shall be the Contractor’s primary representative and have the Contractor’s full authority to act on matters pertaining to the performance of services under this contract.  The Site Manager shall designate an Alternate or Acting Site Manager in writing to the COR.  The designated Alternate or Acting Site Manager shall have full authority to take any necessary contract support actions when the Site Manager is absent or unavailable.  The Alternate or Acting Site Manager is not intended to be a dedicated fulltime position and may be assigned as a collateral duty. The Site Manager shall ensure that all other contractor personnel assigned to this contract working at NCTAMS LANT Det Souda Bay meet all contract requirements.   

4.5.1 In the event that the Site Manager will be absent for a period of one week or more, the COR shall be notified in advance and adequate provision shall be provided by the Contractor to ensure full contract coverage and alternate points of contact are provided.

4.5.2 The Site Manager shall provide an “outage reporting plan” to the COR, not later than 15 days after start of full contract performance, that ensures the COR is kept apprised in near real-time of any and all outage situations until restoral efforts are completed.  An outage report will be submitted to the COR NLT 24 hours after an outage has occurred and will document details in accordance with station SOPs. 

4.6 Inside Plant/Outside Plant (ISP/OSP) Technicians:  The Contractor shall provide Inside/Outside Plant technicians that meet or exceed the requirements listed in Attachment A, “Personnel Requirements For Labor Categories”.  

4.7 Tech Control Technicians (Souda Bay only): The Contractor shall provide Tech Control technicians that meet or exceed the requirements listed in Attachment A, “Personnel Requirements For Labor Categories”.  

4.8 Node Site Coordinator (NSC) (Souda Bay only):   The Contractor shall designate one individual to perform as the Node Site Coordinator (NSC) for the IDNX/ADNX node located at NCTAMS LANT Det Souda Bay.  The Contractor shall designate this individual in writing to the Government not later than 30 days after the start of the Orientation/Phase-in period, or not later than 15 days after start of full contract performance if the Orientation/Phase-in period is not exercised.

4.8.1 The Contractor shall ensure that the individual designated to perform as the NSC has successfully completed the initial NSC training course provided by DISA (typically a two week course), not later than 60 days after being designated in writing to the Government as the NSC.  The Contractor shall be responsible for all costs associated with acquiring initial and recurring training to maintain qualification as the NSC, at no additional cost to the Government.

4.8.2 The Contractor designated NSC, as discussed above, shall attend DISN Data Services conferences (typically one three day conference annually).  Contractor travel arrangements for these conferences shall be made in accordance with PWS Section 10.0, and travel costs will be reimbursed by the Government in accordance with this same section.

4.9 Contractor Personnel Security Clearance Requirements:
4.9.1 Contractor Site Manager shall have Final SECRET Clearance prior to start of work. All other Contractor personnel shall have a minimum Interim Secret clearance based on a favorable local records or National Agency Check with Local Agency Check and Credit Check (NACLC) per DODINST 5220.22M, before beginning work on-site.

4.9.2 All TCF Contractor personnel shall be Electronic Key Management System (EKMS) Local Element (User) qualified in accordance with (IAW) Naval Education and Training (NAVEDTRA series), EKMS User PQS (Personnel Qualification System) and comply with all requirements of directive EKMS-1 (series) before assuming duties.

4.9.3 The Contractor shall establish a training plan to continuously ensure all personnel handling classified material are EKMS Local Element (User) qualified.

SECTION 5.0 – 7.0 INSPECTION REQUIREMENTS
5.0 Contractor’s Quality Control (QC) Program

5.1 Overview and Responsibilities.  The Contractor shall provide and maintain an inspection system and quality control program covering the services to be provided herein. The Contractor shall provide to the COR a complete Quality Control/Performance Monitoring Plan within 30 days following Orientation/Phase-In Period.  A copy of the QC Plan shall be kept on site and available to the Government upon request.

5.2 Quality Control Plan specifics.  The design of the inspection system is left to the Contractor's discretion, so long as it provides the desired quality control.  The plan shall provide the Contractor’s detailed management, organization and operational plans for a continuously conducted performance monitoring program for all systems, equipment and circuits to ensure high quality customer services by detection and correction of degradation before service interruptions occur.  The plan shall include as a minimum:
5.2.1 A description of the inspection system that will be used to monitor and check the services required by this PWS.  The description shall include specifics as to the areas to be inspected on both a scheduled and unscheduled basis, frequency of inspections, and the title and organizational placement of the inspectors.

5.2.2 Control procedures for any Government provided keys or lock combinations. 
5.2.3 A description of the methods to be used for identifying and preventing defects in the quality of service performed.

5.2.4 A description of the records to be kept to document inspections and corrective or preventive actions taken.

5.2.5 Compliance with Occupational Safety and Health Administration (OSHA).

5.2.6 Compliance with Environmental Protection Agency (EPA) regulations.

5.2.7 Compliance with information, physical and personnel security requirements.

5.2.8 Standard forms and reports to be used to document quality control/performance testing, including work flow and distribution charts.

5.2.9  Locations, formats and procedures for Master Station Logs in accordance with NTP-4 and DISAC 310-70-1, Supplement II, Chapter II.
5.3 Quality Control Plan periodic review.  The Contractor shall update and revise the plan as necessary and submit to the COR for annual review in September of each year.  The plan shall become the property of the Government upon contract completion.
6.0 Government’s Quality Assurance Surveillance Plan (QASP)

The COR is responsible to the KO for the monitoring and surveillance of the Contractor's performance IAW the terms of this task order.  The COR will provide technical guidance, monitor, assess, record, and report on the Contractor’s technical performance under this contract in accordance with the procedures, methods, and guidelines set forth in the QASP.  

7.0 Government Inspections and Technical Evaluations
7.1 DISA Performance Evaluations (PEs):  DISA will conduct PEs (usually bi-annually) to evaluate operational readiness of NCTAMS LANT DET Souda Bay, to include but not limited to operations, maintenance, logistics, training, power production, documentation, circuit history, grounding, bonding and shielding.  The Contractor shall cooperate in these visits and correct any deficiencies discovered during the evaluations that are within the scope of the contract.  The Contractor shall further submit a monthly status report to the COR for forwarding through the chain of command to DISA, NCTAMS LANT Norfolk, and the KO, which reflects those deficiencies which have been corrected and an estimated date of completion for resolving all outstanding deficiencies. The Contractor shall submit a plan to the COR to correct these deficiencies within 10 days of receipt of the DISA P/E final report and correct all deficiencies within 120 days of receipt of the final report.  The Contractor shall bear all costs for labor hours and repair/adjustments to correct deficiencies cited in the DISA PE report that are in the Contractor's area of responsibility as defined in the PWS.

7.2 NCTAMS LANT Command Inspection:  NCTAMS LANT Command Inspections are conducted periodically (approximately every three years) to evaluate the operational readiness of individual stations, detachments or sites.  Command Inspection teams are comprised of personnel from NCTAMS LANT Inspector General (IG) Staff and NCTAMS LANT Departments or Field Activities.  Notification of inspection visits is normally provided 30 days in advance.  The Government will notify the Contractor of all scheduled and unscheduled inspections.  The objectives of the inspection are to:

7.2.1 Evaluate facilities and equipment to identify significant deficiencies and problem areas that affect the operational capability of the station, service to the users, or system quality and reliability.

7.2.2 Present significant problems to the appropriate levels of the command to allow implementation of timely corrective actions.
7.2.3 Provide technical assistance as required.

7.2.4 Ensure that deficiencies and problem areas have been properly resolved

7.3 Additional Performance Review/Inspections:  Below is a list of Contractor performance areas that are subject to review by the controlling authority.  This list is subject to change and may not be all inclusive.

· EKMS (Electronic Key Management System)

· Maintenance, Management and Material (3M)

· Physical Security and Loss Prevention Program

· Information Systems Security Program

· Navy Warfare Publications (NWP) 

· Safety/Environmental Program

· Information and Personnel Security

7.4 Contractor's Responsibility:  The Contractor shall provide access to spaces, records and equipment in support of inspection teams, and shall follow station SOPs and technical direction from the COR to provide assistance with preparations prior to inspection.  NCTAMS LANT Det Souda Bay will respond to inspection team findings and provide technical direction for correction of deficiencies.  The Contractor shall be responsible for correcting deficiencies that are within the scope of this PWS within the time limits described in preceding sections.
SECTION 8.0  GOVERNMENT FURNISHED PROPERTY AND SERVICES

8.0 General

The Government will provide, without cost, all facilities, equipment, initial inventories of materials, and services listed in the following subsections.  Government Furnished Property (GFP) encompasses Government Furnished Facilities (GFF), Government Furnished Equipment (GFE), Government Furnished Materials (GFM), and Government Furnished Information (GFI).  The terminology GFP, GFF, GFE, GFM, and GFI will be used throughout the PWS.  The Contractor shall not make any changes of any type to the site's facilities, hardware, software, or operational configuration without the appropriate controlling authority’s (i.e. DISA, NCTAMS LANT Souda) prior approval.  The Government will retain decision-making responsibility to reconfigure system equipment installations at NCTAMS LANT DET Souda Bay.  Any/all additions, improvements, or upgrades of GFF made by the Contractor and authorized by the Government, shall immediately be added to the appropriate inventory and become the property of the Government unless specifically excluded elsewhere in this PWS. A Property Control Plan shall be submitted to the COR by the Contractor NLT 30 calendar days after contract start date and within 30 calendar days of any change.      
8.1 Government Furnished Facilities (GFF)
8.1.1 General:  The Government will provide the facilities, office equipment (space, storage) and related furnishings listed in Technical Exhibits.  The Contracting Officer’s Representative (COR) is the Government official appointed in writing by the Procuring Contracting Officer, and designated in the contract, who provides technical direction/clarification and guidance with respect to the contract specifications or Statement of Work.  The Contractor may decline to accept the inventory of office furnishings listed in Technical Exhibit.  If declined, Contractor shall provide office furnishings at their own expense.  The Contractor shall submit all requests to COR for approval prior to GFF modifications.   Any furnishings procured by the Contractor must be approved prior to use in Government facilities. The Contractor shall notify the COR of any modifications, 30 days, prior to start of work. The COR will review documentation for the modification for proper authorization or approval.

8.1.2 NCTAMS LANT Souda Bay Facilities and Buildings:  The Government will provide for major repairs and maintenance of real property (buildings, grounds, fences, environmental control systems, etc.) at no cost to the Contractor, provided the repairs do not result from Contractor negligence.  The Contractor shall be responsible for all damages caused by the intentional or negligent activity of its employees. Contractor shall return the facilities to the Government in the same condition as received, fair wear and approved modifications excepted.  These facilities shall be used for the performance of this contract only.  Contractor shall submit report of all damage to government facilities, equipment, materials, spare parts or property.  The report of damages shall be submitted to the COR within 2 working days of the occurrence of damage.

8.1.3 AAMDF Facilities and Buildings: The Government will provide for major repairs and maintenance of real property (buildings, grounds, fences, environmental control systems, etc.) at no cost to the Contractor, provided the repairs do not result from Contractor negligence. The Contractor shall be responsible for all damages caused by the intentional or negligent activity of its employees. Contractor shall return the facilities to the Government in the same condition as received, fair wear and approved modifications excepted. These facilities shall be used for the performance of this contract only. Contractor shall submit report of all damage to government facilities, equipment, materials, spare parts or property. The report of damages shall be submitted

to the COR within 2 working days of the occurrence of damage.
8.1.4 Removal of Hazardous Materials/Hazardous Waste:  All materials deemed hazardous materials by OSHA or hazardous waste by EPA that are encountered during the Contract period shall be identified, handled, containerized, stored IAW United States Environmental, Base, and host government statutes.  Contractor shall schedule for pickup of hazardous waste with Commander NSA Souda Supply and/or Public Works Department

8.1.5 Facility Modifications Made by the Government:  The Government retains the right to make modifications to GFF.  The Government will notify the Contractor via the COR of any modifications, normally 30 days, prior to start of work. 
8.2 Government Furnished Equipment
8.2.1 Terminal Equipment:  The Government will furnish the terminal systems and associated equipment as described in the Technical Exhibits, at the end of the phase-in period.  Upon completion or termination of this contract, the Contractor shall provide the Government with the same items listed in Technical Exhibits and other pertinent logistics and inventory documents, to include authorized modifications and upgrades that may have occurred during the term of the Contract.  The Contractor shall deliver the equipment in same or better condition, less normal wear and tear.  

8.2.2 Telecommunications Equipment:  The Government will furnish the telecommunications equipment described in the Technical Exhibits for use by the Contractor.  All Contractor-provided equipment, associated software, and documentation shall become Government property upon termination of this contract.  

8.2.3 Spare Parts, Tools and Bench Stock:  The Government will provide an initial inventory as described in the Technical Exhibits. The Contractor shall maintain that inventory and shall be responsible for identifying items for purchase to the Government. The Government will procure and purchase all these items. The Contractor shall be responsible for replacing lost, misplaced or damaged items through Contractor negligence.  Contractor shall submit an annual inventory in July for all Spare parts, tools and Bench stock to the COR IAW Technical Exhibits. 

8.2.4 Procurement of Consumables:  The Contractor shall be responsible for all Consumables they use.   

8.2.5 Level of Repair Parts:  The Contractor shall be responsible for maintaining the specified level of repair parts, as initially turned over by the Government. 

8.2.6 Identification and Reimbursement of Repair Parts:  The Contractor shall identify to the COR all required Repair Parts needed for this contract to include the required data and completed forms as prescribed by this PWS and Technical Exhibits.  NCTAMS LANT Det Souda Bay will be responsible for the procurement and purchasing of Repair Parts.  The Contractor shall identify Repair Parts for purchase by the Government that are of equal or better quality (i.e. as determined by the engineering/technical specifications for the part) as parts provided by the Original Equipment Manufacturer (OEM), unless otherwise approved by the COR.

8.2.7 Provide Funding Changes:  The Contractor shall continuously assess sparing levels and provide the COR with recommendations for spares parts funding changes to meet the required operational level.

8.2.8 General Purpose Electronic Test Equipment (GPETE):  The Government will furnish, and provide calibration services for GPETE listed in the Technical Exhibits at the end of the phase-in period.  The Contractor shall bear the cost of replacement of any lost GPETE.  Upon completion or termination of this contract, the Contractor shall provide the Government with the same inventory of GPETE, adapters, and accessories received, except for normal wear and tear.

8.2.9 Joint Inventory:  The Contractor and COR shall conduct a joint inventory NLT 10 days prior to the end of the orientation phase–in period and annually NLT 10 days before start of new option period to verify the quantity and determine the condition of GFP listed in the Technical Exhibits. The Contractor shall accept from the Government in writing on turnover/acceptance documents all equipment and facilities as satisfactorily demonstrated.  Two methods may be used to affect turnover of equipment to the Contractor:

8.2.9.1 The Government may demonstrate by performance that the electronic equipment and systems meet the standards which the Contractor shall maintain.

8.2.9.2 The Government may demonstrate by record of planned and corrective maintenance history that all preventive maintenance actions have been completed.

Deficiencies/discrepancies shall be noted on the turnover document.  Deficiencies noted which do not adversely affect operational performance shall not disqualify any equipment/system from being accepted by the Contractor for operation and maintenance, but will become the Government’s responsibility to either correct or designate in writing as acceptance deficiencies for the purpose of Contract performance.

The Contractor and the COR shall certify the findings of this joint inventory and report discrepancies to the KO.  The Contractor shall not remove GFP from Government facilities unless approved by the COR.  Upon completion or termination of the Contract, all GFP, including upgrades, shall be returned to the Government in the same or better condition as when it was accepted by the Contractor, except for fair wear and tear.  The Contractor shall bear the cost of any repairs or replacement of GFP caused by Contractor negligence or abuse.

8.2.10 GFE Upgrades and Installations:  The Government may upgrade GFE hardware and software throughout the life of the Contract. The Government will provide initial training for the new upgrade at no cost to the Contractor, and to the maximum number of site personnel possible as determined reasonable and prudent by the COR. The Government may elect to reimburse the Contractor for travel, per diem, and/or training costs if the training is only available at a remote location. These costs will be reimbursed to the Contractor out of a separate Contract Line Item Number (CLIN), and only after successful completion of the training by the Contractor employee(s). No additional administrative, G&A or other costs will be charged to the Government for these training and travel expenditures. All costs must be presented to the Government COR for approval prior to, and after training is completed and subsequently applied to a separate invoice. The Contractor shall bear all costs associated with additional, follow-on, or refresher training. When the Government provides new hardware or software upgrades, the Contractor shall operate, administer, and maintain the new upgrades.  

8.2.11 Missing Equipment:  All Government property discovered as missing, lost or stolen with an individual unit value in excess of $100 will be verbally reported immediately to the COR.  The Contractor shall provide a follow-up written report within three working days to the COR, which documents circumstances surrounding the incident and identification of all personnel involved.  The Contractor shall replace missing, lost, or stolen property at no additional cost to the Government.

8.3 Government Furnished Utilities, and Services

8.3.1 Utilities: The Government will provide, at no cost to the Contractor, electricity, air conditioning, water, and sewage/trash collection at levels provided to the Government.  The Government will provide primary power through commercial sources.  The site has an Uninterrupted Power Supply (UPS) that will provide power to critical equipment.  On site diesel generators will provide long-term emergency power.  The Government will provide maintenance to both the UPS and the long-term emergency power systems.  Contractor shall report verbally and in writing, any discovered deficiencies in the power, grounding, heating, ventilation and air conditioning systems, to the COR as soon as feasibly possible.
8.3.2 Telephones:  The Contractor is authorized to use local phone, long distance, and Defense Switching Network (DSN) telephone services for official business in support of this Contract. The Contractor shall reimburse the Government for unofficial long distance charges incurred on Government provided telephones.  

8.3.3 Internet access and Email (Official Use Only): The Contractor is authorized to use the Government’s classified and unclassified email systems (ONE-NET).  As a DOD sponsored activity, Contractor shall abide by all DOD rules in relation to proper use of DOD information systems. Each individual must take personal responsibility for Operations Security (OPSEC).  Military and Government information/data/pictures must not be forwarded to non military internet service providers or placed on public web sites.  The Contractor shall participate in OPSEC/Internet Threat Awareness training.

8.3.4 Local Area Network (LAN) (Souda Bay only):  The Contractor is authorized to use the Government’s LAN.  PCs connected to the UNCLASSIFIED LAN will not process classified information.  SIPRNET shall be utilized when processing classified information.  As a DOD sponsored activity, Contractor shall abide by all DOD rules in relation to proper operation, use, and accreditation of LAN facilities connected to DOD information systems.
8.3.5 Custodial Services:  The Government will provide grounds maintenance services, but the Contractor shall provide all custodial services in its assigned spaces.

8.3.6 Refuse Collection:  The Government will provide outside receptacle refuse collection at no cost to the Contractor.

8.3.7 Insect and Rodent Control:  The Government will provide insect and rodent control at no cost to the Contractor.

8.3.8 Security Police and Fire Protection:  The Government will provide security police and fire protection services 24 hours per day, seven days per week at no cost to the Contractor.

8.3.9 Emergency Medical Care: The Government will provide emergency medical care for injuries and/or illnesses incurred on site during duty hours.  The Contractor shall reimburse the Government for emergency medical facilities and care used.

8.3.10 Transportation: See Contractor requirements for transportation, under PWS Section 9.0.
8.4 Government Furnished Information
8.4.1 Technical Publications/Libraries:  The Government will provide the Contractor its current library of technical manuals, publications, standard operating procedures (SOPs), circuit history folders, instructions, and other materials listed in the applicable Technical Exhibit at the start of the Contract’s first period of performance.  Thereafter, the Government shall provide the Contractor with all pertinent publications as they become available as well as those manuals and materials related to any equipment and/or facilities provided to the Contractor by the Government within the period of performance.  The Contractor shall be responsible for maintaining these manuals, publications, and other materials as represented in the applicable Technical Exhibit.  Upon termination of the contract, the Contractor shall turn over the libraries to the Government.

8.4.2 Software:  The Government will provide software to the Contractor as required for GFE and other application software as identified in the PWS. 

SECTION 9.0  CONTRACTOR FURNISHED ITEMS AND SUPPORT

9.0 General: Except for those items or services specifically stated to be Government furnished in SECTION 8.0, GOVERNMENT FURNISHED PROPERTY AND SERVICES, the Contractor shall furnish everything required to perform the services specified by this contract. 

9.1 Contractor Furnished Materials and Supplies:  The Contractor is responsible for ensuring that it maintains the proper inventory of parts, supplies and materials required in the performance of this contract.  The Government will properly dispose of non-serviceable parts. 

9.2 Contractor Furnished Equipment and Tools:  The Contractor is responsible for ensuring that it maintains, or has a ready supplier for maintenance tools required in the performance of this contract.  Any Government provided tools and equipment will be inventoried and maintained by the Contractor.  The Contractor shall be responsible for replacement and/or repair of any tools which may require replacement during the performance of this contract less normal wear and tear.  This initial inventory of tools provided by the Government should not be considered all inclusive to perform all contract requirements and any additional tools required shall be provided by the Contractor.  Upon completion of the contract, the Contractor shall relinquish custody of all Government provided tools. 

9.3 Contractor Furnished Safety and Personnel Protective Equipment:  The Contractor shall provide safety and related personnel protective equipment to include, but not limited to, rubber gloves, safety glasses, safety shoes, and eyewash equipment.  

9.4 Transportation:   The Contractor shall be responsible for providing transportation to meet all contract requirements, unless specifically stated otherwise in the PWS, all at no additional cost to the Government.  This includes travel for employees to and from the work site, to and from local meetings, and the movement of all materials and equipment. 

9.5 Licensing Requirements:  The Contractor shall be responsible for obtaining all licenses, and certificates, including; environmental, safety and non-GFP software, required in the performance of this Contract.

9.5.1 The Contractor shall take measures to ensure that the Government is protected from potential civil liabilities. 

9.6 Removal of Hazardous Materials/Hazardous Waste.  All materials deemed hazardous by

OSHA or hazardous waste by EPA that are encountered by the Contractor during the Contract period shall be identified, handled, containerized, stored IAW United States Environmental, Base, and host government statutes.  Contractor shall schedule for pickup of hazardous waste with Commander NSA Souda Supply and/or Public Works Department. The Government will be responsible for disposal costs.

9.7 Property Damage:  The Contractor shall be responsible for all damages caused by the     negligence of its employees.

SECTION 10.0  ADMINISTRATIVE REQUIREMENTS
10.0 General:  With the exception of those items provided in the Government Furnished Property Section, the Contractor shall furnish all management, supervision, labor, tools, and vehicles necessary to plan, schedule, coordinate, and assure the effective and efficient operation and maintenance of the equipment identified in this PWS.

10.1 Hours of Operation:  The Contractor shall provide an adequate number of personnel to ensure successful operation of the ISP/OSP and TCF within the scope of the PWS. The Contractor shall ensure all timelines and contract requirements are continually met without any interruption during the life of the contract. The site shall be manned by sufficient fully qualified personnel to respond to normal and emergent tasking while complying with all safety and security requirements.  In order to provide sufficient coordination with Government personnel, the Contractors normal working hours will be structured within the core hours as outlined below:
10.1.1 The ISP/OSP Technicians and Site Manager shall report to work Monday through Friday and work a minimum of eight hours a day, between the core hours of 0800 through 1700.  ISP/OSP Technician support shall also be available for emergency recall IAW the PWS and Technical Exhibits.
10.1.2 TCF Technicians shall report to work Monday through Friday and provide coverage for Tech Control functions a minimum of twelve hours a day, between the core hours of 0800 through 2000, excluding US Federal holidays, unless otherwise stipulated within this PWS.  However, the contractor shall also be on-call 24 hours a day, 7 days a week, including holidays, IAW the PWS and Technical Exhibits, regardless of weather or any other circumstances foreseen or unforeseen.  The Site Manager shall submit watch bills as per PWS paragraph 1.2.1.1.
10.1.3 The Site Manager shall provide procedures in writing, that are acceptable to the COR, to identify steps for activating on-call and emergency contract support 24 hours a day, 7 days a week, 365 days a year (including leap year), as discussed above. 

10.2 American Federal Holidays:

	New Year’s Day
	1 January

	Martin Luther King Day
	3rd Monday in January

	Presidents Day
	3rd Monday in February

	Memorial Day
	Last Monday in May

	Independence Day
	4 July

	Labor Day
	1st Monday in September

	Columbus Day
	2nd Monday in October

	Veteran’s Day
	11 November

	Thanksgiving
	Last Thursday in November

	Christmas
	25 December


10.3 Sanitation and Cleanliness:  The Contractor shall maintain all assigned space(s) in a neat, clean, orderly and sanitary condition.  These services include, but are not limited to, cleaning, sweeping, mopping, scrubbing, waxing, window washing, and refuse disposal. The premises shall be kept free at all times from the accumulation of waste material and/or debris resulting from work performed under this contract.  These areas will be subject to unscheduled as well as scheduled fire, safety and health inspections by Government personnel.  The Contractor shall be responsible for correcting any discrepancies identified. The Contractor shall immediately correct all fire, safety, and health deficiencies not requiring a re-engineering level of effort. The Contractor shall commence warning and abatement actions immediately for those which cannot be corrected without assistance and additional time.

10.3.1 Personal Hygiene and Dress: Contractor shall ensure employees maintain acceptable personal hygiene, as well as neat and professional dress as outlined below: 

10.3.1.1 Contactors shall dress professionally when at the work site unless specifically agreed upon by the COR. Professional dress EXCLUDES short pants, tee shirts, sneakers, and other dress considered not to meet Government standards for appropriate professional business attire conducive to good order and discipline at a military facility.  

10.3.1.2 ISP/OSP Technicians shall wear appropriate clothing for the kind of work required when pulling cabling and/or dirty work. Technicians are to abide by safety requirements as outlined in base safety requirements and/or the Safety Officer at NCTAMS LANT Det Souda Bay GR and Technical Exhibits.  Technicians will NOT wear short pants, tee shirts, torn pants, and any other dress considered inappropriate by the Government when conducting business at a military facility.  

10.3.1.3 Notwithstanding any other terms or conditions of the contract, Contractor personnel (including subcontractors) wearing inappropriate dress to the work site may result in revocation of Site Access badge provided by the COR and inability of Contractor personnel to perform on the contract.  Alternatively, depending on circumstances, the COR may request the individual to leave the work site and return with appropriate dress.  The Contractor shall be required to continue to meet all contract requirements regardless of the loss of Site Access privileges, or work time lost, for any individual(s) under this provision.
10.4 RESERVED
10.5 Conservation of Utilities:  The Contractor shall operate under conditions that preclude the waste of electricity IAW local conservation policy and instruction.
10.6 Logistic Support for Contractors (Souda Bay):  Individual logistic support is provided as per the following U.S./Host country agreement(s) shown in the Technical Exhibits and is subject to change: 

10.6.1 Comprehensive Technical Agreement between the United States of America and the Hellenic Republic is provided as Technical Exhibit.
10.6.2 Mutual Defense Cooperation Agreement between the Government of the United States of America and the Government of the Hellenic Republic. 

10.6.3 The following categories of logistic support are listed for information purposes only.  These privileges are subject to change by the U.S. Government and/or Host Nation Government.
10.6.4.1 Logistic Support Services Available

10.6.4.1.1 Defense Commissary Agency Sales Store.
10.6.4.1.2 Morale Welfare Recreation and Navy Exchange facilities (includes library, food concessions, etc.).
10.6.4.1.3 Class Six (includes rationed tobacco and spirits items); available; subject to controls imposed by USAREUR Regulation 600-702, USAFE Instruction 34-101, and USNAVEUR Instruction 10110-1 and Host Nation Laws.
10.6.4.1.4 Military banking services.
10.6.4.1.5 Military postal services.
10.6.4.1.6 Drivers’ license: Contractors have no special status conferred by the SOFA or HN domestic law, regarding drivers’ licenses.  Personnel must complete a written test, administered by Naval Support Activity (NSA) Security Department on host nation driving laws and conditions.  They will receive a USAFE driver’s license which must be shown to Greek authorities, when asked, along with their U.S. Driver’s license.
10.6.4.1.7 POV registration:  In order to comply with regulations and gain base access, vehicles must be registered with the Naval Support Activity (NSA) Motor Vehicle Registration Office (MVRO).  Ownership of up to one tax-free vehicle is authorized per household. Additional vehicles will be Greek registered vehicles and are subject to payment of Greek road taxes based on horsepower/engine displacement. Only the tax-free vehicle will be authorized purchase of tax-free petroleum and oil products.

10.6.4.1.8 Petroleum and oil products (tax free): available for purchase onboard NAVSUPPACT Souda Bay using fuel coupons purchased from the Navy Exchange.  NOTE:  This is for use in privately owned vehicles, company vehicles supporting this contract are NOT entitled tax-free petroleum and oil products.

10.6.4.1.9 Chapel services

10.6.4.1.10 Law enforcement;  Incidents and accidents on base may be handled by US security forces (SF) and/or by Greek Law Enforcement authorities

10.6.4.1.11 Pet registration and control; available, but may require payment of licensing, registration, and other associated fees, as well as taxes
10.6.4.1.12 Authorized issuance of Common Access Cards (CAC).

10.6.4.2 Logistical Services available on a reimbursable basis
10.6.4.2.1 Mortuary services
10.6.4.2.2 Continuing education services; if space-available

10.6.4.2.3 Dependent schools; if space-available

10.6.4.2.4 U.S. Emergency and Routine Medical Care; limited, space available, reimbursable basis.  The Government will provide emergency medical care for injuries and/or illnesses incurred on site during duty hours.  The Contractor shall reimburse the Government for emergency medical facilities and care used.

10.6.4.2.5 Emergency Dental Services; extremely limited, space available.

10.6.4.2.6 Government-Furnished Lodging (temporary).
10.6.4.3 Logistical Support NOT Available
10.6.4.3.1 Shipment of personal property via the defense transportation system including vehicles.

10.6.4.3.2 Government Housing. 
10.6.4.3.3 SA Housing provision of 220v Appliances, and Loaner Furniture.
10.7 Romania Logistic Support for Contractors: Individual logistic support is provided as per the following U.S./Host country agreement(s) and is subject to change:

10.7.1 Comprehensive Technical Agreement between the United States of America and the

Romania.

10.7.2   The following categories of logistic support are listed for information purposes only.

These privileges are subject to change by the U.S. Government and/or Host Nation Government.

10.7.3 Logistic Support Services Available
10.7.3.1 Defense Commissary Agency Sales Store.

10.7.3.2 Morale Welfare Recreation and Navy Exchange facilities (includes library, food concessions, etc.).
10.7.3.3 Class Six (includes rationed tobacco and spirits items); available; subject to controls imposed by USAREUR Regulation 600-702, USAFE Instruction 34-101, and USNAVEUR Instruction 10110-1 and Host Nation Laws.

10.7.3.4 Military banking services.

10.7.3.5 Military postal services.

10.7.3.6 Drivers’ license: Contractors have no special status conferred by the SOFA or HN domestic law, regarding drivers’ licenses.

10.7.3.7 Chapel services h. Law enforcement; Incidents and accidents on base will be handled by US security forces (SF).

10.7.4 Authorized issuance of Common Access Cards (CAC).

10.7.5 Logistical Services available on a reimbursable basis.

10.7.5.1 U.S. Emergency Medical Care. The Government will provide emergency medical care for injuries and/or illnesses incurred on site during duty hours. The Contractor shall reimburse the Government for emergency medical facilities and care used. 

10.7.5.2 Emergency Dental Services; extremely limited, space available.

10.7.6 Logistical Support NOT Available

10.7.6.1 Shipment of personal property via the defense transportation system including vehicles.

10.7.6.2 Government Housing.

10.7.6.3 NSA Housing provision of 220v Appliances, and Loaner Furniture.

10.8  Host Nation Laws, Codes, and Regulations:  Contractor shall be responsible for obtaining any necessary technical representative status, licenses, permits, country/theater clearances, and entry authorizations to comply with any applicable U.S. and Host Nation laws, codes, and regulations.  Contractor employees shall have Government issued Common Access Cards (CAC), and passport with them at all times while in host nation.  The NCTAMS LANT Det Souda Bay Administration Officer will make applicable data entries into the CVS (Contractor Verification System) as part of the CAC issuance procedure.

10.9 Meetings with the Contracting Officer’s Representative (COR)/Government’s Representative:  The Site Manager shall meet with the Government’s representative (normally the COR) at least once per week during the first six months of this contract.  Thereafter, meetings shall be held as often as deemed necessary by the COR.  These meetings may be face-to-face, by phone or conference call as appropriate and as determined by the COR.  The Site Manager shall provide written minutes of these meetings within five calendar days of each meeting to the COR, unless otherwise waived by the COR.

10.10 Travel:  Travel is typically limited to two trips per calendar year, one in the European Theatre, and one in CONUS for periods usually less than 7 days to participate in meetings and conferences or to receive training, as required by the Government. Contractor travel, when required by the Government, shall be authorized by the Contracting Officer’s Representative (COR).  The Contractor shall make all arrangements for travel. The Contractor shall be responsible for visas, passports, international driver’s licenses and any other documentation required to perform their work.  All travel expenses will be within the U.S. Department of State Per Diem rates. Travel costs may be reimbursed to the Contractor from a separate Contract Line Item Number (CLIN), and only after successful completion of the training or meeting.  No additional administrative, G&A, overtime (to backfill employees), or other costs will be charged to the Government for training and travel expenditures.  All costs must be presented to the COR for approval prior to travel/training.  The Contractor shall bear all costs associated with additional, follow-on, or refresher training as a result of contractor turnover or transfer of personnel.

10.11 Letter of Introduction (LOI):  Contractor shall submit a Letter of Introduction (LOI) to the COR for all newly reporting personnel IAW station SOPs.

10.12 Synchronized Pre-deployment and Operational Tracker (SPOT) System: SPOT has been designated as the Joint Enterprise contractor management and accountability system to provide a central source of contingency contractor information. Contractor shall maintain by name accountability within SPOT of all contract personnel assigned to this PWS. The Government will use SPOT for oversight. Information on registration and use of SPOT may be found at spot.outreach@us.army.mil.

10.13 Foreign Clearance Guide (FCG) compliance: Contractor must comply with all travel requirements for Romania IAW the Foreign Clearance Guide (FCG) posted on the Pentagon website https://www.fcg.pentagon.mil/fcg.cfm. Contractor is responsible to ensure all medical, training, etc., requirements are completed prior to travel to Romania as well as Theater/Country clearance approvals in AIRCRAFT AND PERSONNEL AUTOMATED CLEARANCE SYSTEMS (APACS) prior to travel to Romania.

10.14 Personnel Removal: Government rules, regulations, laws, directives, and requirements which are issued during the contract term relating to law and order, installation administration, and security on the installation shall be applicable to all Contractor employees or representatives who enter the installation. Violation of such rules, regulations, laws, directives, or requirements may result in the command removing personnel from the site. Removal of employees under these circumstances does not relieve the Contractor from the obligation to perform under this PWS.

10.15 Removal by Contracting Officer: The Contracting Officer may require the Contractor to remove any employee working under this contract from the installation for conduct determined to be contrary to good order, discipline, or installation security. Removal of employees under these circumstances does not relieve the Contractor from the obligation to perform under this PWS.

10.16 Removal by Commanding Officer, NCTAMS LANT, or Commanding Officer, NCTS Naples: Either Commanding Officer may require the Contractor to remove any employee working under this contract from the installation for conduct determined to be contrary to good order, discipline, or installation security. Removal of employees under these circumstances does not relieve the Contractor from the obligation to perform under this PWS.

10.17 Force Protection Under Non-Wartime/Non-hostile Conditions: By law and current DoD policy, Force Protection (FP) responsibility for DoD Contractors to include employees and family members rests with the Contractor. DoD has no legal obligation for Anti-Terrorism (AT) protection of DoD Contractors or Contractor employees. Contractor employees who live or work on U.S.-controlled sites or facilities benefit from many of the same security measures provided to military service members and DoD employees by virtue of their location; however, Contractor employees who work off-site or who reside on the local economy do not receive these indirect benefits and thus must provide for their own security.
SECTION 11.0  SECURITY AND SAFETY PROGRAMS

11.1 Security Program:  All Contractor personnel assigned to work at NCTAMS LANT DET Souda Bay, NCTS Naples and AAMDF Deveselu shall comply with the security guidance of the DD Form 254 in this Contract.  Proof of security clearance shall be provided prior to the Government granting unescorted access to NCTAMS LANT DET Souda Bay, NCTS Naples and AAMDF Deveselu spaces and at the start of the Contract phase-in period.  A Security Plan shall be submitted to the COR NLT 30 calendar days after Contract start date and within 30 calendar days of any change. The Contractor shall provide security programs as follow and in accordance with the directives indicated.

11.1.1 The Contractor shall comply with all Navy and Federal Government security laws and established policies and procedures. Contractor shall follow procedures for security compromises that conform to Navy and Government procedures; this shall include reporting to the Security Manager and/or EKMS Manager of any security compromises IAW Technical Exhibits.  

11.1.2 Physical Security:  The Contractor shall ensure all new employees are provided a security briefing covering site access control procedures, key control, government property control, the introduction of prohibited items in restricted spaces, action to be taken in the event of emergency situations (bomb threat, fire), and antiterrorism and information systems security awareness.  

11.1.2.1 (Souda Bay) NCTAMS LANT Det Souda Bay GR will provide continuous physical security for contractor assigned spaces.  The Contractor shall abide by security instructions IAW the PWS and Technical Exhibits. 
11.1.2.2 (Souda Bay) The Contractor shall comply with NCTAMS LANT Det Souda Bay Instructions for Building access.

11.1.2.3 (AAMDF Deveselu) Command Navy Region, Europe (CNRE) will provide continuous physical security for contractor assigned spaces. The Contractor shall abide by security instructions of the tenant command.

11.1.2.4 (AAMDF Deveselu) The Contractor shall comply with CNRE Instructions for Building access.

11.1.2.5 (NCTS Naples) NCTS Naples will provide continuous physical security for contractor assigned spaces. The Contractor shall abide by security instructions of the tenant command.

11.1.2.6 (NCTS Naples) The Contractor shall comply with NCTS Naples Instructions for Building access.
11.1.3 Visitor Control:  The Contractor shall submit a visit request to the COR, who will review and provide written approval to the Contractor on visit requests, written or verbal, prior to access to the facility.  The Contractor shall ensure all visitors comply with regulations related to introduction or removal of classified material and unclassified property and information.  The Contractor shall maintain a record of all visitors admitted inside the facility, and an appropriately cleared Contractor employee will at all times escort visitors not holding a minimum of SECRET security clearance.  Visitors requiring access to the compound (grounds keepers, facilities maintenance workers, etc) during normal Force Protection Conditions (FPCON) may be allowed unescorted access provided the visit has been authorized.  During heightened FPCONs, the Contractor shall follow applicable instructions, and SOPs that may require more stringent security requirements.  Firefighting, law enforcement, or other personnel responding to an emergency shall be granted immediate access.  In case of fire or other catastrophic events the Contractor shall notify, as soon as possible, the COR and others as instructed by pertinent NCTAMS LANT DET Souda Bay and local instructions. The following additional requirements are provided:
11.1.3.1 (Souda Bay) The Contractor shall request access for visitors to NCTAMS LANT Det Souda Bay spaces by written request which will be reviewed and approved by the NCTAMS LANT Det Security Manager based on the information provided. This request must be provided at least 24 hours in advance.  

11.1.3.2 (NCTS Naples) The Contractor shall request access for visitors to NCTS Naples spaces by written request which will be reviewed and approved by the NCTS Naples Security Manager based on the information provided. This request must be provided at least 24 hours in advance.

11.1.3.3 (AAMDF Deveselu) The Contractor shall request access for visitors to NSF Deveselu spaces by written request which will be reviewed and approved by the NSF Deveselu Security Manager based on the information provided. This request must be provided at least 15 days in advance.

11.1.3.4 RESERVED
11.1.3.5 The Contractor shall maintain a visitors log to record all visitors for entry to the Switch Room, Tech Control, and Communications areas assigned at each location. 

11.1.4 Badges: The Contractor shall ensure that every employee applies for and receives a Access Control Badge for the location assigned prior to the start of full contract performance.  The Contractor shall also ensure that all passes are returned to the Security Manager as employees are dismissed or terminated, and when the contract expires.  The Contractor shall ensure that all employees display their passes above the waist and that they are visible at all times.  The Command’s Security Manager will periodically conduct random checks to verify that passes match an individual’s personal identification.

11.1.5 Key and Lock Control:  The Contractor shall implement a key and lock control program for ensuring that all keys and combinations to cipher locks issued to the Contractor by the Government are controlled and accounted for. Items discovered lost or unaccounted for shall be reported to the Government’s on-site representative within 12 hours or the next scheduled workday, whichever occurs first.  All locks for lost keys will be replaced or rekeyed immediately at Contractor’s expense. No keys issued by the government will be duplicated without approval of the Government’s on-site representative.  Checkout procedures shall be employed to the maximum extent in lieu of permanent issuance of keys to personnel.  The Contractor shall immediately report the occurrence of compromise of cipher lock combinations to the appropriate site Security Manager.  
11.1.5.1 The Contractor shall limit access to assigned spaces to Contractor employees and visitors authorized by the corresponding site Security Manger.  
11.1.6  Emission (TEMPEST) Security:  Contractor employees shall not operate the following personal equipment within NCTAMS LANT DET Souda Bay Tech Control Facilities or any AAMDF facilities; radios (portable or otherwise), tape recorders, television sets, transmitting equipment, cameras, cellular phones, laptop computers, automated hand-held office assistants (Palm Pilots) and equipment containing electronic oscillators. 

11.1.7 Information Systems Security (INFOSEC) and Network Access:
11.1.7.1 The Contractor shall develop and maintain an effective Information Assurance (IA) Program in accordance with DOD, DON and local IA established policies and requirements.  Commander, U.S. Fleet Cyber Command is the Designated Approval Authority (DAA) for all Navy networks and information systems.  Director, NCTAMS LANT DET Souda will serve as the Local IA Authority for Souda Bay.  Director, NCTS Naples will serve as the IA authority for NCTS Naples and AAMDF Deveselu.  NCTAMS LANT will serve as the compliance inspecting agency for all sites.

11.1.7.2 The Contractor’s Souda Bay Site Manager shall be appointed as an Information Assurance Technician (IAT) IAWF Level II in writing, and the Contractor’s ISP and OSP personnel for all sites shall be appointed as IAT IAWF Level I in writing.  All Contractor personnel assigned IAT functions at Souda Bay shall take technical direction from the NCTAMS LANT DET Souda Bay Information Assurance Manager (IAM) for INFOSEC program implementation and coordination.  All Contractor personnel assigned IAT functions at AAMDF Deveselu shall take technical direction from the NCTS Naples Information Assurance Manager (IAM) for INFOSEC program implementation and coordination.  All Contractor IAT personnel shall be U.S. citizens and shall meet all requirements stated in the DoDD 8500.1, the DODI 8500.2, the DoDD 8570.01, and the DOD 8570.01-M (series).

11.1.7.3 The Contractor shall utilize and implement DIACAP processes for security certification and accreditation of all site Program of Record or Centrally Managed information systems and networks within the accreditation boundary.  Accreditation documentation shall be kept up-to-date, reflecting the systems current operating and security configuration.  Accreditation documentation will be forwarded to the NCTAMS LANT DET Souda Bay IAM for DAA issuance of approval to operate.  

11.1.7.4 (Souda Bay) The Contractor shall develop and implement an active Information Assurance Vulnerability Management (IAVM) Program ensuring the continued compliance with Information Assurance Vulnerability Alerts (IAVA), Bulletins, and Technical advisories throughout the life-cycle of the information system.  IAVM compliance and reporting shall be conducted in the timelines set within the alert.
11.1.7.5 Contractor shall provide an official signed commercial certificate for each contractor/subcontractor employee designated under the Navy Cybersecurity Workforce (CSWF) signifying the appropriate commercial certification level achieved. Commercial certificate demonstrates proof that employee meets the Navy's CSWF requirements in technical and/or non-technical Cybersecurity functional areas. Contractor employees shall maintain this commercial certification under the Navy CSWF at this certification level or higher for the duration of the performance period.

11.1.7.6 Contractor shall ensure all contractor personnel designated as Navy CSWF be certified and qualified upon contract start. Contractor personnel will provide proof in the form of an official commercial certificate to the COR. Failure to obtain or maintain appropriate commercial certification is grounds for removal from site and performance of support services under this contract. Removal of employees under these circumstances does not relieve the contractor from the obligation to perform under this PWS.   

11.1.7.7 The Contractor shall maintain positive configuration management and control of all information systems/assets under his purview.  Further, Contractor shall maintain system configuration logs identifying all components (i.e., hardware, software) of the information system documenting system software changes (i.e. applications, operating system, security patch, hardware upgrades).  

11.1.7.8 The Contractor shall develop and maintain an Information Operations Condition (INFOCON) Plan establishing methods to ensure the continued operation and mission of NCTAMS LANT DET Souda Bay and AAMDF Deveselu during heightened cyber threats.  The INFOCON Plan shall identify all mission critical information and information systems (including applications and databases), that the Contractor is responsible for, and identify their operational importance.  The contractor shall submit a copy of the INFOCON Plan to the COR within 10 days prior to start of full contract performance.
11.2 Safety Requirements

11.2.1 Safety Plan:  The Contractor shall prepare and maintain a written Safety Plan.  The Plan shall be submitted to the COR NLT 30 calendar days after Contract start date and within 30 calendar days of any change. The Contractor shall ensure that all safety programs/provisions meet the requirements of Federal laws, rules and regulations.  If significant changes are made to applicable regulations, the Contractor shall modify the plan accordingly.  The plan shall provide or describe:
· How the Contractor shall provide emergency medical care for Contractor employees.

· How the Contractor shall ensure that all of its employees working under this contract are Cardiopulmonary Resuscitation (CPR) certified.

· A designated and qualified person for ensuring worker safety.

· A log of hazardous materials to be introduced to the site with estimated quantities and all 

      Material Safety Data Sheets (MSDSs)

11.2.2
Reporting of Unsafe/Hazardous Conditions:  The on-site supervisor shall verbally inform the COR of any unsafe or hazardous conditions immediately upon becoming aware of the condition, and in writing within one workday.  If the condition is within the scope of the Contractor’s responsibility, as contained in this PWS, the Contractor shall correct the unsafe condition immediately and notify the COR.
11.2.3
Protective Equipment Requirements: The Contractor shall provide, train, and require its employees to utilize appropriate personal protective equipment, such as gloves, safety shoes, and safety glasses IAW applicable safety regulations.

11.2.4
Fire Preparedness and Fire Prevention:  The Contractor shall render assistance as outlined in applicable station SOPs and instructions regarding fire safety and response to fire alarms.  The Government will ensure that Contractor employees are familiar with the unique characteristics of the facility's fire alarm and extinguishing systems.  All Contractor employees shall observe all requirements and directives for the handling and storage of combustible waste and trash.  

SECTION 12.0  DEFINITIONS AND ACRONYMS

12.0 General

The following definitions and acronyms are used in this PWS.  The list of definitions provided is not intended to be an exhaustive list, but attempts to define those words and expressions as they apply in this PWS.
12.1 Definitions

12.1.0 Contracting Officer’s Representative (COR)/Alternate Contracting Officer’s Representative (ACOR)/Technical Assistant (TA): The Government official (s) appointed in writing by the Procuring Contracting Officer, and designated in the contract, who provides technical direction/clarification and guidance with respect to the contract specifications or Statement of Work.  Wherever the term COR is used in this contract it may designate either the COR, or ACOR, or TA, as determined by the COR.
12.1.1 Contracting Officer (KO):  A person with the authority to enter into, to administer, and/or to terminate contracts and make related determinations and findings. "Administrative Contracting Officer (ACO)" refers to a contracting officer who is administering contracts.  Termination Contracting Officer (TCO) refers to a contracting officer who is settling terminated contracts.  A single contracting officer may be responsible for duties in any or all of these areas.

12.1.2
Defective Service:  A service output that does not meet the standard of performance specified in the contract for that service.

12.1.3 Naval Computer and Telecommunications Area Master Station Atlantic

(NCTAMS LANT): The mission of NCTAMS LANT is to provide telecommunications operations and maintenance (O&M). This includes: secure and reliable, classified and unclassified, voice and data, and Messaging services in support of Command, Control, Computer, Communications and Information (C4I) services.
12.1.4 Naval Computer and Telecommunications Area Master Station Atlantic Detachment  Souda Bay (NCTAMS LANT Det Souda Bay): The mission of NCTAMS LANT Det Souda Bay is to provide telecommunications operations and maintenance (O&M). This includes: secure and reliable, classified and unclassified, voice and data, and Messaging services in support of Command, Control, Computer, Communications and Information (C4I), and Electronic Keying Material services (EKMS) for real-world operations and exercises to U.S. NAVSUPPACT Souda Bay, Crete, GR, its tenant U.S Navy, Air Force commands, other Dept of Defense (DoD) agencies, and NATO units operating within the EUCOM/CENTCOM/AFRICOM Area of Responsibility (AOR).

12.1.5
Emergent Tasking:  Emergent tasking is an unplanned, non-routine activity. 

12.1.6
Performance Requirement:  The point that divides acceptable and unacceptable performance of a task according to the performance requirement summary (PRS) and the Inspection of Services (IOS) clause. 

12.1.7
Performance Requirements Summary:  A listing of the service outputs under the contract that are to be evaluated by the Quality Assurance Inspector (QAI) on a regular basis to assure contract performance standards are met by the Contractor, the surveillance methods to be used for these outputs, and the performance requirements of the listed outputs.

12.1.8
Quality Assurance: A planned and systematic pattern of all actions necessary to assure the Government that adequate technical requirements are established; products and services conform to established technical requirements; and satisfactory performance is achieved.

12.1.9
Quality Assurance Inspector (QAI): A qualified person designated in writing by the Government with the responsibility for surveillance of Contractor performance. This will normally be the COR in this contract.
12.1.10 Quality Assurance Surveillance Plan (QASP):  A written document specifying the methods used by the Government to perform surveillance of the Contractor's fulfillment of performance work statement requirements.

12.1.11 Quality Control:  Those actions taken by a Contractor to control the production of outputs to ensure conformance with contract requirements.
12.1.12 Random Sampling:  A sampling method where each service output in a lot has an equal chance of being selected for quality assurance surveillance.

12.1.13 Sample:  A sample consists of one or more service outputs drawn from a lot for quality assurance surveillance.

12.1.14 Operational Performance Period:  The interval of time during which the Contractor is solely responsible for accomplishment of all activities set forth in the PWS through day-to-day management of the required service.  (This period excludes the orientation period and any interval between award of the contract and commencement of performance).

12.1.15 Government Furnished Equipment and Information (GFE/I):  GFE/I includes all equipment and information listed in the Technical Exhibits provided as part of this PWS and will be furnished by the Government to the Contractor at no cost.

12.1.16 Government Furnished Facilities (GFF): GFF includes facilities and properties that will be provided by the Government without cost to the Contractor.

12.1.17 Maintenance:  Fulfillment of all actions necessary to retain material in a serviceable condition or to restore it to serviceability, including direction, supervision, inspection, testing, and repairs.

12.1.18 Maintenance and Material Management (3M) Systems:  The 3M System is the nucleus for managing maintenance aboard ships and selected shore stations of the U. S. Navy.  This system provides a means to plan, acquire, organize, direct, control, and evaluate the manpower and material resources required to support a mission.  3M incorporates the Planned Maintenance System (PMS) and Maintenance Data System (MDS).  

12.1.19 Planned Maintenance System (PMS):  The PMS provides a simple and standard means of planning, scheduling, and performing preventive maintenance on all equipment to include antennas and antenna systems.  PMS procedures are the minimum required to maintain equipment in a fully operable condition within standards.  If performed according to schedule, these maintenance actions will provide a means of identifying parts requiring replacement prior to failure.  PMS maintenance procedures are detailed on cards designated as Maintenance Requirement Cards (MRCs).  MRCs provide detailed procedures for performing maintenance requirements and state who, what, how, and with what resources a requirement is to be accomplished.

12.1.20 OPNAV Form 4790/2K Maintenance Action Form:  Form used for reporting completion and/or deferral of maintenance actions which do not result in a configuration change.

12.1.21 OPNAV Form 4790/CK Configuration Form:  This form is used to report completion (or partial completion) of alterations, maintenance actions that result in a configuration change, and to correct discrepancies and errors in the configuration files.

12.1.22 OPNAV Form 4790/2L Supplemental Form: A form used by maintenance personnel to provide amplifying information (such as drawings and listings) related to a maintenance action reported on an OPNAV 4790/2K Form.

12.1.23 Maintenance Index Page (MIP):  A document prepared and issued for each installed system/equipment that Planned Maintenance System (PMS) has been established.  Each MIP is an index listing of a complete set of Maintenance Requirement Cards (MRCs) applicable to the system/equipment and includes a brief description of each maintenance requirement, the periodicity for each requirement, skill levels required and the average time needed to perform each MRC.

12.1.24 Maintenance Personnel: Responsible to the work center supervisor for effective equipment maintenance and documentation. 

12.1.25 Maintenance Requirement Card (MRC):  MRCs provide detailed procedures for performing maintenance requirements and describe who, what, how, and with what resources a specific requirement is to be accomplished.

12.1.26 Corrective Maintenance:  The troubleshooting and repair of faulty equipment when deficiencies have been identified either during PMS or normal operations.

12.1.27 Operation:  The use and control of equipment, facility or system for its intended purpose.  This includes direct supervision of man or machine interface as well as managerial direction for daily tasks.

12.1.28 Technical Control Facility (TCF) A facility which:

· Provides technical direction for telecommunications operational matters.

· Exercises operational control over those facilities provided by connected users and breakout points.

· Restores disrupted circuits on a predetermined priority basis.

· Establishes on-call patches in accordance with established requirements.

· Coordinates maintenance actions according to operational requirements.

· Performs quality control checks and tests on circuits and lines.

· Reports circuit, channel or transmission link status for historical purposes.

12.1.29 Repair Parts:  Any item, including modules and consumable type materials, which has an application in maintaining site equipment, facilities, and property in the proper readiness condition to meet mission requirements or Government standards. 

12.1.30 Repair:  The repair and/or replacement of malfunctioning equipment, facilities, and property to the degree required to restore the functions to an operable condition as defined under operable equipment.

12.1.31 Consumables: Administrative and housekeeping items, common tools, paints, cognizance symbol II forms, or any other items not specifically defined as equipage or repair parts.  Materials such as general purpose hardware, metals, lumber, and lubricating oils also are considered to be consumables in procurement transactions, but will be treated as repair parts in shipboard issue transactions when the material is to be used for accomplishing maintenance actions.  Consumable items are usually low cost, short procurement lead time items.

12.1.32 Calibration Schedule:  A documented schedule distributed by the NCTS Naples N6, or NCTAMS LANT N6, test equipment resource manager scheduling activities, listing test equipment for each activity, and promulgating the calibration due dates.

12.1.33 Calibration Interval or Period:  The maximum length of time between services that a piece of test equipment can be expected to perform reliable measurements.

12.1.34 Turnover Document: A document which lists applicable equipment, materials, facilities and information to be maintained under this Contract.  

12.1.35 Phase-In Period:  The phase-in period will commence 30 days prior to the start date for full performance of Contract requirements, and will continue until the performance start date.  The phase-in period allows Contractor personnel to familiarize themselves with site equipment configuration, receive on-the-job training in standard procedures for performing tasks described in the PWS and conduct required inventories and inspections of Government Furnished Equipment/Materials/Information/Facilities (GFF).

12.1.36 Hazardous Condition (HAZCON):  A condition, applicable to links and facilities in which loss or severe degradation of communications is probable unless preventive/corrective action is taken.  A HAZCON shall be reported to the appropriate operational chain in the event of a failure of any combination of primary or back-up communications equipment or power facilities if the failure of another like component would lead to severe degradation or cause a link or facility outage. (Refer to Fleet Operational Telecommunications Program Manual and appropriate DISAC.) 
12.1.37 Performance Monitoring:  A remote sampling technique by which key technical parameters and indicators are frequently measured and reported by the facility.  These measures are compared with the established baselines and through analysis, specific problem areas as well as an appraisal of system performance can be determined.

12.1.38 Status of Resources and Training System (SORTS):  The software program used to prepare the principal report within the U.S. Navy to provide identification and general status data to upper echelon commanders.  Naval Warfare Publications (NWP) 1-03.3 provides the only status reporting instructions to be used for maintaining SORTS records.

12.1.39 Casualty Report (CASREP):  The report designed to support the Chief of Naval Operations (CNO) and fleet commanders in the management of assigned forces by advising them of equipment casualties which significantly affect the operational status of an activity.  The CASREP also alerts the Naval Safety Center of incidents which are crucial in mishap prevention.  Generally, a CASREP is submitted within 24 hours for equipment casualties that cannot be corrected within 48 hours.  Applicable guidance is contained in Naval Warfare Publication 10-1-10 (series).

12.1.40 Government’s On-site Representative/Contracting Officer's Representative (COR):  The COR is the individual authorized by the Contracting Officer to provide technical guidance to the Contractor in the performance of PWS requirements.  An alternate COR (ACOR), may be designated to act on behalf of the COR during any authorized absence.

12.1.41 Controlling Authority:  The controlling authority has managing responsibility over the instructions related to the program, system, etc.

12.1.42 Trunk Reliability:  The average of the reliabilities of all channels in the trunk. 

12.1.43 Link Continuity:  Percent of time a transmission media path is available for use during a specified period of time.  Link continuity is computed based on total outage of transmission media path between two terminal facilities one channel of a trunk (excluding the order wire) was available for use during a specified period time.

12.1.44 Custodial Services: Custodial Services are defined as those housekeeping items and minor repair or replacement actions intended to maintain the habitability and clean, orderly appearance of the facility.  These include cleaning and preservation of floors, walls, replacement of lamps bulbs, minor painting, replacement of wall and overhead acoustical ceiling tiles, removal of trash to outside receptacles or designated collection point, etc.

12.1.45 Major Maintenance (Facilities):  Major Maintenance (Facilities) is herein defined as the maintenance or repair actions in which the direct cost of parts and materials are greater than $100.00 per unit item per occurrence.  Excluded from the cost determination are General and Administrative costs, equipment rental, transportation, and labor.  Facilities include building structures, grounds, emergency power generation and distribution equipment, heating, ventilation, and air conditioning equipment, and plumbing.

12.1.46 Utilities:  Utilities are defined as electricity, air conditioning, water, and sewage/trash collection, and fuel for the emergency generators.

12.1.47 Communications Control Office (CCO):  The CCO is responsible for tasks associated with the initial activation of a circuit and/or trunk, submitting completion reports and coordinating realignment of the circuit and/or trunk when necessary.  A CCO is assigned to every circuit/trunk, for the life of the circuit/trunk.  A CCO is designated in the Telecommunications Service Order (TSO).

12.1.48 Facility Control Office (FCO):  The FCO is responsible for day-to-day operation and maintenance of GIG facilities within a designated geographic area.

12.1.49 Global Information Grid (GIG):  Formerly known as the Defense Information Infrastructure (DII).  This term refers to all DISA long haul circuits, trunks, and links providing voice, video and data networking services.  It is also used in reference to DISA facilities supporting those services.

12.1.50 Link:  A transmission path operating between two successive equipment locations.  In cable facilities, equipment locations are those points where cables terminate or branch.  In radio systems, equipment locations are radio frequency (RF) repeaters, transmitters, or receivers.  A link consists of one or more trunks.

12.1.51 Mission Essential Systems:  The Government will identify mission essential system response/restoral times.

12.1.52 Original Equipment Manufacturer (OEM):  OEM specifications are quoted throughout this contract as mandatory performance standards since those same specifications were met to obtain the equipment’s electronic, safety, and security certifications.
12.1.53 Organizational Maintenance:  (DOD) That maintenance that is the responsibility of and performed by a using organization on its assigned equipment. Its phases normally consist of inspecting, servicing, lubricating, and adjusting, as well as the replacing of parts, minor assemblies, and subassemblies.

12.1.54 Preventive Maintenance:  (DOD) The care and servicing by personnel for the purpose of maintaining equipment and facilities in satisfactory operating condition by providing for systematic inspection, detection, and correction of incipient failures either before they occur or before they develop into major defects.

12.1.55 Response Time:  The time interval between notification of services required and Contractor arrival at the work site prepared to initiate repair tasks.

12.1.56 Systems/Technical Control Facility:  The SCF/TCF functions as the interface between the transmission elements of the GIG and the users of the system.  It has the physical and electrical capability necessary to perform the required functions of a Technical Control Facility as outlined in DISAC 310-70-1, Chapter 2.

12.1.57 Trunk:  A single or multi-channel communications medium between two successive terminal facilities.

12.1.58 Emergent Tasking:  Emergent tasking is an unplanned, non-routine activity. 

12.1.59 Performance Requirement:  The point that divides acceptable and unacceptable performance of a task according to the Acceptable Quality Levels and the Inspection of Services (IOS) clause. 

12.1.60 Acceptable Quality Levels:  A listing of the service outputs under the contract that are to be evaluated by Quality Assurance Personnel on a regular basis to assure contract performance standards are met by the Contractor.

12.1.61 Vertical frame:  Is the point at which the outside plant cables interface with the inside plant. Typically, Optical Fibers do not terminate on a “vertical frame” they terminate in a Data closet/patch panel, or wiring cabinet (the vast majority of wiring cabinets have vertical terminations, but some have horizontal terminations for the fiber). 
12.1.62 Inside Plant (ISP):  All the cabling and equipment installed in the telecommunications facility located at NCTAMS LANT Det Souda Bay, including the main distribution frame (MDF) and all the equipment extending inward from there to include the telephone switch and related equipment.
12.1.63 Outside Plant (OSP):  All primary cable, pedestals, manholes, premise termination boxes, house wire, telecommunications drops, all the way to the end user instruments. It commences at the MDF for that cabling system; for telephones it commences in the switch room, for data systems it commences at the primary wiring closet/distribution frame in the server rooms.

12.1.64 Wiring Cabinets (WICs):  Provide the “vertical frame” connection from the fiber to the data closet in most cases. The conversions from Optical fiber to RJ45/CAT5E may require the use of separate media converters.      

12.1.65 Optical Fibers:  Do not terminate on a “vertical frame” they terminate in a Data closet/patch panel, or wiring cabinet. Various types of Industry Standard Fiber Optics are utilized to provide telecommunication services at NCTAMS LANT Det Souda Bay.  
12.1.66 Node Site Coordinator:  Individual responsible for coordinating and monitoring the installation and implementation of node hardware, software, and circuits, including the responsibility for the accountability of received leased and government furnished equipment (GFE) and circuits. The Node Site Coordinator ensures continuous operation of the node site. 

12.1.67 Base Communication Office (BCO)/Base Communications Officer (BCO):  The Acronym BCO can have two different definitions, both related to telecommunication services, but defined by the context of their use. See below. 

12.1.66.1 The Base Communication Office (BCO) is responsible for Navy (Government-owned and Government controlled) outside base cable plants from the established government telephone company demark point located at the NCTAMS LANT Det Souda Bay.  Current ownership of on base cabling will vary between the telephone company and the government. New requirements for inside cable/outside cable plants must be competitively acquired. 
12.1.66.2 Base Communication Officer (BCO) is the individual responsible for the Base Communications Office. 
12.2
Acronyms

	3M

AAMDF
	Maintenance and Material Management

Aegis Ashore Missile Defense Facility

	ACO
	Administrative Contracting Officer 

	ACOR
	Assistant Contracting Officer’s Representative 

	ACP
	Allied Communication Publication

	ADNX

APL
	Access Digital Network Exchange

Allowance Parts List 

	AQL
	Acceptable Quality Level

	ATM
	Asynchronous Transfer Mode

	BCO/BCO
	Base Communications Office/Base Communication Officer

	C4I
	Command, Control, Communications, Computers and Intelligence

	CAR
	Controlling Authority Representative 

	CASREP
	Casualty Report

	CCO
	Circuit Control Officer 

	CCTV
	Closed Circuit Television 

	CFE
	Contractor Furnished Equipment

	CFFC
	Commander Fleet Forces Command

	CI
	Command Inspection 

	NAVEURCENT
	Commander in Chief, United States Naval Forces Central Command 

	CLIN
	Contract Line Item Number 

	CNO
	Chief of Naval Operations 

	CO
	Commanding Officer 

	COMSEC
	Communications Security

	COMSECONDFLT
	Commander, United States Second Fleet 

	COMSIXTHFLT
	Commander, United States Sixth Fleet 

	COR
	Contracting Officer’s Representative

	COSAL
	Coordinated Shore Allowance List

	CPR
	Cardiopulmonary Resuscitation

	CRYPTO
	Cryptography

	DAA
	Designated Approval Authority

	DAMA
	Demand Assignment Multiple Access 

	DATMS(U)
	DISN ATM Services (unclass)

	DCAC
	Defense Communications Agency Circular

	DCS
	Defense Communications System 

	DCSS
	Defense Communications Systems Services

	DII
	Defense Information Infrastructure

	DISA
	Defense Information Systems Agency 

	DISAC
	DISA Circular

	DISAOC
	DISA Operations Center 

	DISN
	Defense Information Systems Network

	DoD
	Department of Defense 

	DoN
	Department of Navy

	DSCS
	Defense Satellite Communications System

	DSCSOC
	Defense Satellite Communications System Operations Center 

	DSN
	Defense Switching Network

	ECCM

ECRNOC
	Electronic Counter Countermeasures 

Eastern Central Region Network Operations Center

	EKMS
	Electronic Key Management System 

	EMO 
	Electronics Material Officer

	EPA
	Environmental Protection Agency 

	EURDSNSTA
	European Defense Station

	EURDEFSTA
	European Defense Switched Networks Stations

	EURSATSTA
	European Defense Satellite Stations

	FAR
	Federal Acquisition Regulation

	FCA
	Field Calibration Activity

	FLTSAT
	Fleet Satellite 

	FLTSATCOM
	Navy Fleet Satellite Communications 

	FPCON
	Force Protection Conditions

	FSO
	Facility Security Officer

	GAA
	Gateway Access Authorization

	GAR
	Gateway Access Request

	GFE
	Government Furnished Equipment

	GFF
	Government Furnished Facilities 

	GFI
	Government Furnished Information 

	GFM
	Government Furnished Material 

	GFP
	Government Furnished Property 

	GPETE
	General Purpose Electronic Test Equipment

	HAZCON
	Hazardous Condition

	HAZMAT
	Hazardous Material 

	HEMP
	High Altitude Electromagnetic Pulse 

	HVAC
	Heating, Ventilation and Air Conditioning

	IAW
	In accordance with

	IDNX
	Integrated Digital Network Exchange

	IG
	Inspector General

	INFOSEC
	Information Systems Security 

	INST 
	Instruction

	ISIC
	Immediate Superior In Command

	ISL
	Integrated Stock List 

	ISP
	Inside Plant

	ISSM
	Information Systems Security Manager

	ISSO
	Information Systems Security Officer

	JANAP
	Joint Army Navy Air Force Publications

	JFTOC
	Joint Fleet Telecommunications Operations Center 

	JTFEX
	Joint Task Force Exercises 

	K
	Contractor

	KEYMAT
	Key Material

	KO
	Contracting Officer 

	LAN
	Local Area Network

	MDS
	Maintenance Data System 

	MEP
	Management Engineering Plan 

	MILSTAR
	Military Strategic and Tactical Relay Satellite System

	MIP
	Maintenance Index Page

	MMF
	Maritime Mobile Force

	MODEM
	Modulator-Demodulator

	MOP
	Memorandum of Policy 

	MRC
	Maintenance Requirement Card

	MRIL
	Master Repairable Item Listing 

	MSDS
	Material Safety Data Sheet

	MT
	Management Thresholds 

	NAC
	National Agency Check

	NACC
	National Agency Check and Credit Check 

	NATO
	North Atlantic Treaty Organization

	NNSOC
	Naval Network and Space Operations Command 

	NAVEDTRA
	Naval Education and Training

	NAVSATCOMFAC 
	Navy Satellite Communications Facility 

	NAVSUPPACT
	Navy Support Activity

	NCTAMS LANT DET 
	Naval Computer and Telecommunication Area Master Station Atlantic Detachment

	NCTAMS LANT
	Naval Computer and Telecommunication Area Master Station Atlantic 

	NCTC

NCTS
	Naval Computer and Telecommunications Command 

Naval Computer and Telecommunications Station

	NIPRNET
	Navy Unclassified but Sensitive Internet Protocol Router Network

	NSA
	Naval Support Activity

	NSC

NSF
	Node Site Coordinator

Naval Support Facility

	NOPF
	Naval Ocean Processing Facility

	NSGA, NW
	Naval Security Group Activity, Northwest 

	NT
	Network Terminals 

	NTP
	Naval Telecommunications Publication 

	NWP

O&M

OEM
	Naval Warfare Publications

Operations and Maintenance

Original Equipment Manufacturer

	OPNAVINST
	Chief of Naval Operations Instruction

	OSHA
	Occupational Safety and Health Administration

	PE
	Performance Evaluation

	PLL
	Planned Load List 

	PMS
	Planned Maintenance System

	PO
	Performance Objectives 

	PPR
	PMS Performance Rate

	PQS
	Personnel Qualification Standard

	PRS
	Performance Requirements Summary 

	PSLP
	Physical Security/Loss Prevention 

	PWS
	Performance Work Statement

	QA
	Quality Assurance

	QAI
	Quality Assurance Inspector

	QASP
	Quality Assurance Surveillance Plan

	QC
	Quality Control 

	OSP
	Outside Plant

	RNOSC
	Regional Network Operations and Security Center

	SAA
	Satellite Access Authorization 

	SAM
	Signal Agency Manager 

	SAMT
	State-of-the-Art Medium Terminal 

	SAR
	Satellite Access Request

	SATCOM
	Satellite Communications

	SF
	Security Forces

	SIPRNET
	Secret Internet Protocol Router Network

	SITREP
	Situation Report

	SMU
	Switch Multiplexer Unit

	SNAP
	Shipboard Non-Tactical Automated Data Processing

	SNSL
	Stock Number Sequence List 

	SONET
	Synchronous Optical Network

	SOP
	Standard Operating Procedure

	SORTS
	Status of Resources and Training System 

	SPAWAR
	Naval Space and Warfare Command

	SPECOM
	Special Communications 

	SPETE
	Special Purpose Electronic Test Equipment

	SSBI
	Single Scope Background Investigation 

	STEP
	Standardized Tactical Entry Point 

	TCF
	Technical Control Facility 

	TA

TNOSC
	Technical Assistant

Theater Network Operations Security Center

	TRANSEC
	Transmission Security

	TRI-TAC
	Tri-Service Tactical Communications 

	TSO
	Telecommunications Service Order 

	TSR
	Telecommunications Service Request 

	UNCLAS
	Unclassified 

	UPS 
	Uninterrupted Power Supply

	USJFCOM

VoIP
	United States, Joint Forces Command

Voice over Internet Protocol
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