NAVCOMTELSTA Jacksonville

TECHNICAL EXHIBIT 1
MINIMUM STANDARDS OF PERFORMANCE

1. Prevent Top Secret Security Breaches.  [C-1.2.3]

The Contractor is responsible for maintaining security in its assigned space.  The Contractor shall ensure that all Contractor personnel working pursuant to this contract have as a minimum a U.S. Top Secret clearance. 

2. Conduct Cryptographic Restarts.  [C-5.2.1]

The Contractor shall conduct cryptographic restarts within 5 minutes of the specified restart time at least 98% of the time, and within 10 minutes of the scheduled restart 100% of the time.  There shall be no more than two customer complaints concerning cryptographic restarts per quarter.

3. Brief Aircrews upon Notification of a Mission.  [C-5.2.2]

The Contractor shall be able to brief an aircrew within 30 minutes of notification of a mission at least 97% of the time, and there shall be no more than two customer complaints per quarter.

4. Debrief Aircrews upon Completion of a Mission.  [C-5.2.2]

The Contractor shall be able to debrief an aircrew within 30 minutes of completion of a mission at least 97% of the time, and there shall be no more than two customer complaints per quarter.

5. Preparing and Providing Reports and Records.  [C-5.2.4]

The Contractor shall provide daily reports to cognizant authority within 20 minutes of scheduled due time at least 97% of the time.

The Contractor shall provide weekly reports to cognizant authority within 6 hours of scheduled due time at least 97% of the time.

The Contractor shall provide monthly reports to cognizant authority within 6 hours of scheduled due time at least 97% of the time.

The Contractor shall provide yearly reports to cognizant authority within 12 hours of scheduled due time at least 97% of the time.

6. Conduct Voice/Data Communications. [C-5.2.6]

The contractor shall have a circuit or line ready within 30 minutes of receiving notification at least 95% of the time.

7. Circuit Connectivity [C.5.2.6]
The Contractor must maintain 97% circuit connectivity for all services provided to the COMPATRECONWINGELEVEN.

8. EKMS Violations.  [C-5.2.8 and 5.4.2]

The Contractor shall have no more than 3 PDS’s (Practices Dangerous to Security) per year.  Mandatory zero (0) reportable incidents required for TSCOMM/EKMS functions.

9.  Installing Global Command and Control System (GCCS) Processing Software.  [C-5.3.1.1]

The Contractor shall be able to install such software with minimum assistance in the event reloads are required.

10.  Providing  EKMS Flight Issue.  [C-5.4.1]

The Contractor shall be able to provide a complete communications box within 30 minutes of an aircrews arrival 100% of the time.  

11. IDNX/ADNX

The Contractor shall be able to operate and troubleshoot circuits that run through the IDNX/ADNX.

12. Conduct Link Data Communications 

The Contractor shall have a circuit or line ready within 30 minutes of receiving notification at least 95% of the time.

TECHNICAL EXHIBIT 2

APPLICABLE DOCUMENTS
The following is a listing of governing documents for the TSCOMM, TECH CONTROL and EKMS functions which are available through NAVCOMTELSTA Jacksonville.
1.  SAFETY/ENVIRONMENTAL:

· OPNAVINST 5100.23 Series - Navy Occupational Safety and Health Program Manual.

· NAVCOMTELSTA JAX 5100.2B – NCTS JAX Safety and Occupational Health Manual

2.  EKMS:



· EKMS-1 - Communications Security Material Policy and Procedures.

· CMS-6 - STU-III Communications Security Material Management Policy.

· NAG-16D - Over the Air Receipt/Transfer of Communications Security Materials.

· EKMS 704 LMD/KP Operator’s Manual.

· NAVCOMTELSTAJAX 2280.1D Handling and Control of EKMS Material.
 

3. SECURITY:

· OPNAVINST 5530.14 (Series), Physical Security and Loss Prevention Program.

· SECNAV M-5510.30, Department of Navy Personnel Security Program
· SECNAV M5510.36, Department of Navy Information Security Program
· National Industrial Security Program Manual (NISPOM) Note, No number for this directive.

· NAVCOMTELSTAJAX 5530 (Series), Physical Security

· NAVCOMTELSTAJAXINST 5510.4, Personnel Security Program

· NAVCOMTELSTAJAXINST 5510.5, Information Security Program

· NAVCOMTELSTAJAX  5239 (Series), Information Systems Security Program

· NAVCOMTELSTAJAX 7321.3B, Minor Property Control and Accountability

4.  FLIGHT ISSUE:

· NAVCOMTELSTAJAX 3340.1B - Emergency Action Procedures Safeguarding Assets and Classified Materials.

· SOP ALFA 02 - CMS Safe Access.

· SOP ALFA 03 - Watch Relief Procedures.

· SOP ALFA 05 - CMS Destruction Procedures.

6.  INFORMATION TECHNOLOGY:

· NCTAMS LANT NORFOLK VA 201909Z FEB 98 SELFHELP ELECTRONIC SYSTEMS INSTALLATIONS/MODIFICATIONS AT NCTAMS LANT AND REGIONAL SITES

7.  NAVAL WARFARE PUBLICATIONS/COMMUNICATIONS TACTICAL PUBS (NWPL/COMTAC):

A.  NAVCOMTELSTA JACKSONVILLE:

· ACP 117 US SUPP 4(M) - US SPECIAL ROUTING INDICATOR BOOK.

· ACP 121(F) - COMMUNICATIONS INSTRUCTION BOOK (GENERAL).

· ACP 121 US SUPP-2 - COMMUNICATIONS INSTRUCTION BOOK (AIR TO GROUND).

· ACP 122 (D) - COMMUNICATIONS INSTRUCTIONS (GENERAL).

· ACP 126 (C) - COMMUNICATIONS TELETYPE PROCEDURES.

· ACP 127 SUPP-1 (A) - COMMUNICATIONS PROCEDURES FOR ALLIED FLEET RADIO TELETYPE OPERATIONS.

· ACP-131 (E) COMMUNICATIONS OPERATION SIGNALS.

· ACP 131 US SUPP-1 (D) - COMMUNICATIONS OPERATION SIGNALS.

· ACP 135(E) - COMMUNICATIONS DISCRESS AND RESCUE PROCEDURES.

· ACP 167 (G) - GLOSSARY OF COMMUNICATIONS ELECTRONICS TERMS.

· ACP 176 (G) - ALLIED NAVAL AND MARITIME AIR COMMUNICATIONS INSTRUCTIONS.

· ACP 190(A) - GUIDANCE TO FREQUENCY PLANNING.

· ACP 190 US SUPP 1(C) - GUIDANCE TO FREQUENCY PLANNING.

· MICROFICHE ACP 100 US SUPP 1(N) - US CALLSIGN AND ADDRESS GROUP INSTRUCTIONS AND ASSIGNMENTS.

· MICROFICHE ACP 100 (F) - ALLIED CALLSIGN AND ADRRESS GROUP INSTRUCITONS AND ASSIGNMENTS.

· MICROFICHE ACP 113 (AD) - CALL SIGN BOOK FOR SHIPS.

· MICROFICHE ACP 121 US SUPP 1(F) - COMMUNICATIONS INSTRUCTION (GENERAL).

· MICROFICHE ACP 125(E) - COMMUNICATIONS INSTRUCTION RADIO TELEPHONE PROCEDURES.

· MICROFICHE ACP 127(G) - COMMUNICATIONS INSTRUCTION TAPE RELAY PROCEDURES.

· MICROFICHE ACP 127 US SUPP 1(I) - COMMUNICATIONS INSTRUCTION TAPE RELAY PROCEDURES.

· JANAP 119(K) - VOICE CALLSIGN BOOK.

· JANAP 128(J) - AUTODIN OPERATIONS PROCEDURES.

· NTP 2 SECTION 1(C) - NAVY SUPER HIGH FREQUENCY SATTELITE COMMUNICATIONS.

· NTP 2 SECTION 2(E) - NAVY ULTRA HIGH FREQUENCY SATTELITE COMMUNICATIONS.

· NTP 2 SECTION 3-1 - NAVY EXTREMELY HIGH FREQUENCY SATTELITE COMMUNICATIONS.

· NTP 3(J) - TELECOMMUNICATIONS USERS MANUAL.

· NTP 4 (D) - FLEET COMMUNICATIONS.

· NTP 6(D) - FREQUENCY SPECTRUM MANAGEMENT MANUAL.

· NTP-10(D) - COMMUNICATIONS INSTRUCTION FOR MERCHANT SHIPS CONTROLLED BY THE MILITARY SEALIFT COMMAND.

· CMS 25 - COMMUNICATIONS SECURITY MANUAL POLICY AND PROCEDURES.

· CMS 6 - STU-III COMSEC MATERIAL MANAGEMENT MANUAL.

· OPNAVINST 3430.18(D) - REPORTING MIJI ON ELECTRONICS SYSTEMS.

· NCTAMS LANT/MED INST C2300.1 - FLEET TELECOMMUNCATIONS 

PROCEDURES FOR ATLANTIC AND MEDITTERANEAN NAVAL COMMUNCATIONS AREAS.

· COMMANDER NAVAL AIR FORCE US ATLANTIC FLEET OPORD 2000 ANNEX KILO - COMMUNICATIONS PROCEDURES.

· FLEET OPERATIONAL TELECOMMUNICATIONS MANUAL.

· FLEET COMMOPLAN ANNEX K - COMMUNCATIONS PROCEDURES.

· NCTAMS LANT CATASTROPHY COMMUNICATIONS PLAN.

· NAVCOMSTA JACKSONVILLE CATASTROPHE PLAN .

· RADIO USER TELECOMMUNICATIONS MANUAL.

· NWP 1-01 - NAVAL WARFARE PUBLICATIONS SYSTEMS ADMINISTRATION.

· NWP 1-03 - JOINT REPORTING SYSTEM.

· NWP 1-03.19 - JOINT REPORTING SYSTEM GENERAL PURPOSE MESSAGES.

· NWP 1-03.36 - JOINT REPORTING SYSTEM OTHER JOINT MESSAGE REPORTS.

· NWP 1-03-40 - MARITIME REPORTING SYSTEM.

· NWP 6-01 - BASIC TELECOMMUNICATIONS OPERATING DOCUMENT.

· NAVCOMTELCOMINST 3000.1C, TYCOM READINESS MANAGEMENT SYSTEM

B.  NATO PUBLICATIONS:

· ACP 100 NATO SUPP 1 (L) - ADDRESS INDICATOR GROUPS AND ASSIGNMENTS. 

· MICROFICHE ACP 100 NATO SUP 1 (L) SAME AS NO. 1.

· ACP 122 NATO SUPP 1 (A) - HANDLING OF ATOMAL INFORMATION WITHIN CLASSIFIED COMMCENTERS.

C.  CD ROM:

· NCTC PUBLICATIONS ON DISK.

· NAVCOMTELINST 11310.1 - CRITERIA FOR CRITICAL TECHNICAL LOADS.

· NAVCOMTELINST 11310.2 - SUPERSESSION OF TRANSIENT OVER VOLTAGE IN THE POWER SERVICE FOR COMPUTER ANDTELECOMMUNICATIONS EQUIPMENT.

· NAVCOMTELINST 11320.1 - FIRE EVACUATION AND MUSTER PLAN.

· NAVCOMTELINST 2030.1 - STU-III POLICY AND PROCEDURES.

· NAVCOMTELINST 2030.2 - STU III EMERGENCY DESTRUCTION PLAN.

· NAVCOMTELINST 2060.1 - TELECOMMUNICATIONS SERVICES AND EQUIPMENT.

· NAVCOMTELINST 2280.1 - CMS PROGRAM MANAGEMENT.

· NAVCOMTELINST 2313.1 - COMMUNICATIONS SYSTEMS QUALITY AND MONITORING CONTROL PROGRAM ASHORE.

· NAVCOMTELINST 2340.1 - COMMON SOURCE ROUTE FILE SYSTEM PROCEDURES.

· NAVAL TELECOMMUNICATIONS SYSTEMS MANAGEMENT.

· TELECOMMUNICATIONS SERVICE REQUESTS (TSRS).

· NAVCOMTELINST 3070.1 - OPERATIONS SECURITY PROGRAM.

· NAVCOMTELINST 3120.1 - NCTC STANDARD ORGANIZATION AND REGULATIONS MANUAL (SORM).

· NAVCOMTELINST 3440.1 - DISASTER PREPAREDNESS PLAN.

· NAVCOMTELINST 3501.1 - NCTC STATUS OF RESOURCES AND TRAINING  SYSTEMS (SORTS).

· NAVCOMTELCOMINST 4100.1 -  ENERGY MANAGEMENT PROGRAM.

· NAVCOMTELCOMINST 4130.1 - CONFIGURATION CONTROL AND MANAGEMENT OF THE NAVAL COMPUTER AND TELECOMMUNICATIONS SYSTEM.

· NAVCOMTELINST 4330.1 - TECHNICAL ADMIN AND MONITORING OF AUTOMATED/SEMI-AUTOMATED TELECOMMUNICATION PROCESSING AND TERMINAL EQUIPMENT CONTRACTS.

· NAVCOMTELINST 4790.1 NCTC 3-M PROGRAM.

· NAVCOMTELINST 7650.1 - FOLLOW UP ON REPORTS OF AUDIT 



ORGANIZATION.

· NTP-10 (D) - COMMUNICATIONS INSTRUCTIONS FOR MERCHANT SHIPS CONTROLLED BY THE MILITARY SEALIFT COMMAND.

· NTP-13 (B) - FLAGS, PENNANTS AND CUSTOMS.

· NTP -2 SEC 1 (C)  -  SUPER HIGH FREQUENCY SATTELITE COMMUNICATIONS OPERATIONS.

· NTP 2 SECTION 2 (E) ULTRA HIGH FREQUENCY SATTELITE 



COMMUNICATIONS OPERATIONS.

· NTP 2 SECTION 3 - EXTREMELY HIGH FREQUENCY SATTELITE



COMMUNICATIONS OPERATIONS.

· NTP 4 - FLEET COMMUNICATIONS.

· NTP 6(D) SPECTRUM MANAGEMENT MANUAL.

· NTP 8(B) MARS COMMUNICATIONS INSTRUCTIONS.

· US NAVY USER GUIDE TO FEEDER TELECOMMUNICATIONS.

· FLEET PUBLICATIONS LIBRARY.

· JOINT ELECTRONICS INFORMATION LIBRARY.

· NAVY TACTICAL INFORMATION COMPENDIUM SERIES A.

· NAVY TACTICAL INFORMATION COMPENDIUM SERIES B.
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| TECHNICAL EXHIBIT 3
CONTRACTOR ASSIGNED SPACES

‘The diagram below shows Contractor assigned spaces bounded by the solid lines. |
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TECHNICAL EXHIBIT 4
OFFICE EQUIPMENT AND RELATED FURNISHINGS
Main TSCOMM

1.  06 Chairs

2.  02 Desks

3.  01 Book Cases

4.  02 Storage Cabinets

5.  01 Hazmat Locker

6.  01 File Cabinets

7.  01 Small Table

TSCOMM Management

1.  02 Desks

2.  02 Chairs

3.  01 Book Cases

4.  01 File Cabinet

EKMS Vault

1.  02 Desks

2.  02 Book Shelves

3.  03 Safes

4.  02 Chairs

5.  01 Shredder

6.  02 Computers (Includes: Monitor and Keyboard)

TECHNICAL EXHIBIT 5

GOVERNMENT FURNISHED EQUIPMENT

TELECOMMUNICATIONS EQUIPMENT:


NOMENCLATURE/MODEL #
QUANTITY
LOCATION
1.
VSRT (KY58) UHF/LOS CRYPTO
02
RACK 1/3 RM 109

2.
RACAL RECORDER
01
RACK 1 RM 109 

3.
HP 5334B UNIVERSAL COUNTER
01
RACK 2 RM 109

4.
AN/USC-43 (SATCOM)
02
RACK 4 RM 109

5.
ANDVT (TASS)
04
RACK 5/6 RM 109

6.
REMOTE SWITCHING CONTROL  - C10315/U
01
RACK 7 RM 109

7.
MATRIX POWER SUPPLY (MPS 16)
02
RACK 8 RM 109

8.
KG-84A
26
RACK 9/10/11/12/13

9.
KG-84C
15
RACK 9/10/11/12 

10.
USQ-125 LINK 11 DATA TERMINAL SET
02
RACK 14 RM 109

11.
DATA TRANSFER SWITCH
02
RACK 14 RM 109

12.
KGX-40/TSEC
02
RACK 14RM 109

13.
KG-40A
02
RACK 14 RM 109

14.
LANT/CONUS ANTENNA PP
01
RACK 15 RM 109

15.
RT-1711(V)2/USC 54 TRANSCEIVER (VICS)
01
RACK 15 RM 109

16.
AM 7497/USC 54
01
RACK 15 RM 109

17.
CU 1382F/FRR ANTENNA COUPLER
01
RACK 16 RM 109

18.
AN/URC-110
01
RACK 16 RM 109

19.
RT 1107(V)7/ WSC3 TRANSCEIVER
03
RACK 16 RM 109

20.
R-2368 RECEIVER
04
RACK 17 RM 109

21.
UHF/SATCOM PP
01
RACK 17 RM 109

22.
CU 3510B/UG CONVERTER (17)
08
RACK 18 RM 109

23.
AN/FCC-100
07
RACK 19/23/25/26

24.
PARADYNE 3480
03
RACK 20 RM 109

25.
3551 A TRANSMISSION TEST SET
01
RACK 20 RM 109

26.
CODEX (MOTOROLA)
03
RACK 20 RM 109

27.
MODEM 2200/24
01
RACK 20 RM 109

28.
GILTRONIX AUTO SWITCH
01
RACK 20 RM 109

29.
AM 2123A RADIO FREQUENCY AMP
02
RACK 21 RM 109

30.
TRUETIME MODEL GPS-DC
01
RACK 21 RM 109

31.
FREQUENCY MULTIPLIER MODEL 6016
01
RACK 21 RM 109

32.
DISCIPLINED FREQ STANDARD MODEL 2010B
01
RACK 21 RM 109

33.
VESITRON MODEL CDS-10
01
RACK 21 RM 109

34.
STANDBY POWER SUPPLY MODEL 1290A
01
RACK 21 RM 109

35.
ATC PC
01
RACK 24 RM 109

36.
ATC HARD DRIVE
02
RACK 24 RM 109

37.
DIGITAL VOX SYSTEM DSV-10
01
RACK 26 RM 109

38.
CY 8648 EQUIPMENT CABINET
01
RACK 27 RM 109

39.
ATC PC
01
RACK 01 RM 108

40.
ATC HARD DRIVE
01
RACK 02 RM 108

41.
NOW HARD DRIVE
01
RACK 02 RM 108

42.
DATA TRANSFER SWITCH
04
RACK 02 RM 108

43.
DIGITECH
01
RACK 02 RM 108

44.
FIREBIRD MC6000
01
RACK 02 RM 108

45.
NOW TERMINAL
01
RACK 03 RM 108

46.
520B3 UNIVERSAL TEST SYSTEM
01
RACK 03 RM 108

47.
UPT
02
RACK 05 RM 108

48.
DCCS TERMINAL
02
T/C AREA

49.
DCCS HARD DRIVE
02
T/C AREA

50.
C3 COMPUTER SYSTEMS
02
T/C AREA

51.
ACCESS T-1500 CSU/DSU
02
PU BRK 31 RM 103

52.
ADC PP
04
PU BRK 31 RM 103

53.
IDNX POWER SUPPLY
06
PANEL PU BRK 32

54.
IDNX CARDS
30
PANEL PU BRK 32

55.
IDNX CSU/DSU
08
PU BRK 24/34/36 

56.
IDNX 90
01
PU BRK 24/34/36

57.
ADNX
01
PU BRK 34 RM 103

58.
IDNX PC
01
PU BRK 34 RM 103

59.
SPX 50 NETWORK PROCESSOR
01
PU BRK 34 RM 103

60.  
70 MHz IF PATCH PANEL
01
ROOM 109

61.
AN-USC 54 (VICS)
01
ROOM 109

62. 
KYV-5
02
ROOM 109

63.  
C-10315 PATCH PANEL
02
ROOM 109

64. 
SVPA (RED PHONES)
04
ROOM 109/108

65.
ADNX-48 2B
01
ROOM 108

66.  
AMP/LINE CONDITIONER
01
ROOM 108

67.
FIBER OPTIC SERIAL INTERFACE CARDS
10
ROOM109/108/opcon

68.
DATA LINK INTERFACE CARD
01
OPCON


69. 
JOTS 1/4/7
02 ea
OPCON

70.
WSC-3 TRANSCEIVER
03
ROOM 109

71.
MX-512
04
ROOM 109/OPCON

72.
FCC-100
02
ROOM 109

73. 
URA-17
08
ROOM 109

EKMS EQUIPMENT:

	AKAT C5592
	KGV-11-2

	AKAT C5594
	KYV-5-6

	AKAT A1001
	KG-40-2

	USKAT 19181
	KG-84C-4

	AKAT A11027
	KG-84A-5

	USKAT 14554
	KY-58-3

	USKAT 1045
	KG-84

	AKAT 3208
	AKAA 283

	AMST 152
	AMST 1152

	USKAT B5693
	AMST 3105

	USKAT 19180
	AKZT C5586

	AKAT 3662         
	    AKZT C5585

	AMST A1215
	AKZT C5589

	USKAT A5520
	AKAE 9501173

	AKAT 1873
	AKAE 9501433

	AKAT A1105 
	AKAE 9501303

	AMSC 608
	AKAE 9501369

	AMSC 1800
	AKAE 9400001

	AKAI 16
	AKAT 920102

	AKAI 17
	AKAT 910102

	AMSH 1707
	AKAT 910135

	USKAC 408
	AKAT 920135

	
	AKAT 920268

	
	AKAT 910268

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


TECHNICAL EXHIBIT 6

REPORTS/RECORDS
Report/Record


Frequency

Time to Prepare

Kept on File

Composite Daily 


Daily


1 hour


90 days

   Situation Report (CDS)

Communication Reliability
Twice weekly

30 minutes

N/A

   Report

Flight/Communication

Monthly


4 hours


2 years

   Status Report

Telecommunications

Yearly


2 weeks


2 years

   Operating Requirements

Watch to Watch Pass

Twice daily

30 minutes

N/A

   Down Status

COMSEC Watch to Watch
Twice daily

30 minutes

N/A


   Inventory

Communication Exchange

Twice daily

10 minutes

N/A

   Terminal Temperature

   Report

Daily EKMS Destruction

Daily


20 minutes

90 days

   Report

Squadron EKMS Issue

As needed.

15 minutes

90 days

  Custody Control Sheets

Average  of 15 times





a week.

DVD Flight Recording

Daily


5 minutes

30 days

SPECAT/TOP SECRET

As needed

15 minutes

2 years

   Disclosure Sheets

Master Station Log

Daily


As events occur

3 years

Daily Message Totals

Daily


10 minutes

30 days

Casualty Report


As required

2 hours


2 years

EKMS REPORTS AND RECORDS
Report/Record

Frequency

Time to Prepare

Kept on File

Destruction 

Monthly


30 minutes

2 years

Inventories

Semiannually

72 hours


2 years




(or as required)

Material Receipt

Every two weeks

2 hours


2 years

EKMS Update Letters
Once every 3 months
15 minutes

2 years

Chronological Files
Daily


As events dictate

2 years

Transaction Numbers
Weekly


10 minutes

Weekly

CMS Messages

Daily


30 minutes

As required

Supervisor Spot Checks
Once every 3 months
30 minutes

2 years


Archives

Semiannually

2 hours


5 years

Incident Reports

Ad hoc


1 hour


5 years

Letters of Agreement
Ad hoc


10 minutes

Until canceled

Letters of Appointment
Ad hoc


10 minutes

2 years

Visitor Register

Ad hoc


5 minutes

1 year

Defense Courier Forms
Every two weeks

15 minutes

1 year

TECHNICAL EXHIBIT 7

GOVERNMENT FURNISHED EQUIPMENT

ELECTRONIC TEST EQUIPMENT

Nomenclature


Serial
Scat


HALYCON 520B3 UNIVERSAL TEST SYSTEM             

500B-4230


DIGETECH
                               

1567


FIREBIRD MC 6000
                           
  
17330



3551A TRANSMISSION TEST SET
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