EXHIBIT (1)
1.0 Mobile Device Description
1.1 Description. The following section describes the characteristics that are desired to exist within the delivered handheld device solutions. Reference architectures are provided to facilitate discussions within the offeror’s proposal and to assist in standardizing the responses. 

1.2 Reference Architecture. As shown in figure 1, the device provides audio, visual, and touch user interfaces, radio frequency (RF) interfaces to external networks and devices. The device supports multiple personalities on a single handset by providing multiple domain environments (e.g., a carrier operating system and an enterprise-owned operating system). The domains may each have a distinct security policy. There may also be a supervisor domain for managing the user domains. 
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Figure 1 - Handheld Device System View

1.2.1 Hardware. The following figure illustrates a notional handheld device hardware reference architecture. Description of the components are provided in paragraph 6.0. While the functional components are shown individually, they can be combined into a single device. There may be multiple processors of each type shown. Dotted lines indicate that the functionality may be allocated to alternate processors. For example, if the hardware root of trust option is proposed, that functionality can be allocated to the application processor or an external SD card microprocessor. The display component can be allocated to the application processor vice the graphics processor.
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Figure 2 - Handheld Device Hardware Reference Architecture

1.2.2 Software. The software architecture in Figure 3 represents a configuration with a single supervisor domain and two configurable user domains (User Domain A, User Domain B). 

1.2.2.1 As illustrated in Figure 3, the software architecture is based upon the Hardware Architecture (see Paragraph 1.2.1). The layers of the software architecture (starting at the hardware architecture) are:

•
Hardware Software Interface

•
Isolation Technology 

•
Supervisor and User Manager

•
Supervisor and User Applications
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Figure 3 - Software Architecture

1.2.2.3 Hardware Software Interface Layer. The Hardware Software Interface is the layer of machine code directly interfacing with the Hardware Architecture.

1.2.2.4 Isolation Technology Layer. The Isolation Technology provides the functionality to isolate software components, control access between domains, and isolate other resources on the devices. More specifically, it provides the mechanisms for separating the different User domains from each other and controlling the information flows between the User domains and the Supervisor domain (i.e., it provides "supervisor or kernel" functionality). An example of Isolation Technology is a separation kernel. 
1.2.2.5 Supervisor and User Domains. The software architecture will have a minimum of three domains with at least one domain executing in supervisor mode. The user domains contain the different personalities provided by the device. The supervisor domain controls the overall functioning of the device including the switching between the user domains. The supervisor domain provides the capability to dynamically configure the Isolation Technology and behavior of shared resources. This capability includes configuring the user domains, creating additional supervisor domains, and managing their capabilities. 

1.2.2.6 Supervisor and User Managers. The Supervisor and User Managers can be "virtual machines" executing on top of the Isolation Technology. Examples of User Managers include Android OS, Windows Mobile OS, iOS etc. running at different security sensitivities on a platform that is separated by the Isolation Technology. The Isolation Technology shall utilize the hardware protection mechanisms to provide protection to various interfaces (e.g., a network interface) such that only the appropriate User Manager (i.e., guest operating system) gets access to the appropriate physical device. The isolation technology or the manager within each domain can create multiple intra application domains (e.g. the Supervisor Manager could have two application domains one of which would contain an software encryptor and the Supervisor Manager would enforce that all traffic from the other application domains goes through the software encryptor). Thus intra domain communication is controlled by each of the domain managers.

1.2.2.7 Supervisor and User Applications. In Figure 3, the supervisor and user applications provide two different functions. In this example, the Supervisor applications provide a means for enterprise management of the device and the user applications provide the capability to meet the end users requirements.

1.2.2.8 These reference architectures are not the only possible configuration. Figures 2 and 3, provide a reference architecture to assist in standardizing the language required in the proposals. The offerors should describe their proposed architecture using Figure 2 and 3 as a framework.
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Introduction
Security requirements are a clear, unambiguous, and well-defined description of the expected security behavior of the system. This document provides guidance on the development and representation of the system security requirements.

The security requirements are affected by the security architecture and derived from the security objectives and security policy. Figure 1 shows the relationship of the Security Requirements to the other topic areas described in the DRD.

Figure 1 - Security Requirements Interactions

Discussion
Security requirements levied on a system are derived from applicable laws, Executive Orders, directives, policies, standards, instructions, regulations, or procedures, or organizational mission/business case needs to ensure the confidentiality, integrity, and availability of the information being processed, stored, or transmitted.

Requirements
SRD - 1 The system security requirements shall be stated. The requirements shall:


a. Be clearly and unambiguously expressed.

b. Be internally consistent to enable the development of a system that will meet its security objectives.

c. Be measurable and state objective evaluation requirements such that compliance or noncompliance of a system can be determined and systematically demonstrated.

d. Identify dependencies among security requirements.

SRD - 2 The rationale for the security requirements shall be stated.The rationale shall:

a. Describe why the security requirements satisfy the security objectives and security policy.

b. Demonstrate
 that the set of security requirements are mutually supportive and internally consistent.

c. Demonstrate that the minimum strength of function level together with any explicit strength of function claim is consistent with the relevant security objectives for the system.

d. Demonstrate that dependent security requirements are satisfied. If any dependencies are not satisfied, then justification shall be provided.

SRD - 3 In order to provide consistency of language in specifying security requirements, it is recommended that the security functional requirements be drawn from the latest version of the Common Criteria.

SRD - 4 The requirements shall, if appropriate, identify any security requirements for the environment.
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INTRODUCTION

The Security Architecture document provides a high-level introductory presentation of the system security design, in sufficient detail that the security architecture, its major structural units and its associated security policy can be understood.

The content of the Security Architecture document provides evidence contributing to the level of robustness of the system, how this robustness is achieved and the system security principles, subsystems, mechanisms and policies which provide the basis for this robustness.

The Security Architecture document lays the foundation for establishing assurance in the system by: 

· defining the system’s philosophy of protection, 

· providing a graphical representation of the system architecture (an architectural diagram), 

· providing a description of the characteristics of each subsystem of the system security architecture (its function, its place in the architectural decomposition, its relationship to other architectural subsystems), and

· describing how the fundamental security principles (e.g., domain separation, process isolation, resource encapsulation, modularity, simplicity, least privilege) are realized by the system security architecture.

The Security Architecture document provides interested parties (e.g., consumers, data owners, evaluators, developers) with a first step towards assessing the completeness and correctness of the system design and implementation, thus contributing towards establishing a level of assurance. 

A good rule of thumb is that the level of detail of the system Security Architecture document should allow an individual with a degree in Computer Science or Electrical/Computer Engineering with knowledge and skills in software, hardware, or firmware development to understand the system in sufficient detail to understand how changes to the system could affect the robustness of the system.

Figure 1 (next page) depicts the relationship of the Security Architecture document to other security documents defined in the DRD. The Security Architecture document should show that the system security architecture is sufficient to satisfy the system security objectives. Analysis should show that the security architecture is correctly reflected in the system functional specification and the system high level design.

GOAL OF THE SECURITY ARCHITECTURE DOCUMENT

The Security Architecture document is intended to show that the system security objectives are completely and accurately refined into the system security architecture. The system security architecture influences the security design of the system by being refined into the system Security Functional Specification and the system High Level Design.

The Security Architecture document must provide enough detail to enable an experienced security designer or evaluator to understand the system security boundary, the subsystems that comprise the system security architecture, the security relevance of each subsystem, and the major protection mechanisms on which system assurance is established.
DISCUSSION / GUIDANCE

Philosophy of Protection

The Security Architecture document begins by presenting the system’s philosophy of protection. The philosophy of protection presents a high-level, natural-language description of the system security mechanisms and their relationship to the system security policy. The description of the philosophy of protection should demonstrate how the philosophy is derived from and is sufficient to satisfy the system security objectives and the system security requirements.

Figure 1 – Security Architecture Interrelationships

Security Architecture Diagram

The Security Architecture document must also provide a decomposition of the system into major subsystems while defining their hierarchical relationships and dependencies, typically starting with a single page architectural diagram

 and then descriptive content explaining the subsystems of the architectural diagram in detail. A simple, notional example of an architectural diagram is included in Figure 2. An actual architectural diagram of a real system would be expected to be much more detailed and more specific in identifying architectural subsystems.

The security architectural diagram shall:

· Include all major functional subsystems of the system

· Show the subsystems that interact directly with platform hardware

· Depict the layering of the system subsystems

· Represent dependencies among subsystems 

· Represent dependencies on external entities


Figure 2 – Example Security Architecture Diagram

Security Architecture Description

The architectural diagram must be accompanied by text descriptions which provide details of each of the major subsystems of the architecture, their security roles and relevance, and their relationships to each other. 
Security Architecture Mechanisms

The Security Architecture document provides a description of the fundamental security mechanisms that allow the system to:

· protect itself from untrusted entities (users, application, other systems subsystems and programs),

· separate untrusted entities from each other, and 

· control the actions of entities to ensure that the system security policy is enforced.

Implementation of Security Principles

Finally, the Security Architecture document presents, for each of the following fundamental security principles, an argument as to how the principle is realized in the system security architecture. This description should include brief explanations of the mechanisms employed (e.g., virtual memory management, processor states, privilege mechanisms) and how they are used in implementing the security principles.

Because many of these principles do not provide interfaces that allow for direct testing, only analysis of the design and implementation can provide assurance in their completeness and correctness. Thus, the importance of the system design documentation, beginning with the Security Architecture document, is crucial to establishing system robustness.

· Domain separation

· Process isolation

· Resource encapsulation

· Modularity

· Simplicity

· Least privilege 

· Secure Initialization, Safe Failure, and Trusted Recovery

REQUIREMENTS

ARC-1 The developer shall provide a system Security Architecture document.

ARC-2 The Security Architecture document shall provide a description of the system philosophy of protection.

ARC-3 The Security Architecture document shall provide a security architectural diagram of the system.

ARC-4 The security architectural diagram shall include all the major subsystems of the system and shall indicate their security relevance (security enforcing, security supporting, security non-interfering), their relative position in the system architecture (peer subsystems, layered subsystems), and their relationships and dependencies.

ARC-5 The developer shall provide a description of the security architecture of the system. This description should correspond to the security architectural diagram.

ARC-6 The security architecture description shall describe the function and role of each subsystem in the security architecture and the inter-relationships between the subsystems, to include dependencies and control and data flows.

ARC-7 The security architecture shall describe how the system protects itself from corruption by untrusted entities. 

ARC-8 The security architecture shall present an argument that all references to controlled data and resources (information flows) are mediated by the system security mechanisms. 
ARC-9 The security architecture shall present an argument that the system security architecture is logically structured and small enough to be understood and analyzed.

ARC-10 The Security Architecture document shall describe the domain separation mechanisms that provide protection for the system from the untrusted domain.

ARC-11 The Security Architecture document shall describe the process isolation mechanisms that maintain separation between entities.

ARC-12 The Security Architecture document shall describe the resource encapsulation mechanisms that allow for complete mediation of all access to protected resources.

ARC-13 The Security Architecture document shall show that the system security architecture is organized in a modular fashion.

ARC-14 The Security Architecture document shall present an argument as to how the security architecture supports a modular design and implementation.

ARC-15 The Security Architecture document shall present an argument that the system security architecture is conceptually simple.

ARC-16 The Security Architecture document shall describe how the system security architecture is structured to implement the principle of least privilege.

ARC-17 The Security Architecture document shall describe the process and mechanisms related to secure system initialization, safe failure and trusted recovery.
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Introduction


The high level security design of a system provides a description of the security functions in terms of major structural units (i.e. subsystems) and relates these units to the functions that they provide. The high level design provides evidence that the system architecture is appropriate to implement the system’s security functional requirements.

The high level design refines the Security Functional Specification (SFS) into subsystems. For each subsystem, the high level design describes its purpose and function, identifies the security functions contained in the subsystem, and describes interrelationships among subsystems. These interrelationships will be represented as interfaces for data flow, control flow, etc., as appropriate. The same information will be provided for external system interfaces.

The design description of a system provides both context for a description of the security functions, and a thorough description of the system’s security functions. As assurance needs increase, the level of formalism/rigor provided in the description also increases. As the size and complexity of the systems security functions increase, several levels of decomposition may be appropriate. The design description is intended to provide information, commensurate with the given assurance level, so that a determination can be made that the security functional requirements are realized.

Figure 1 shows the relationship of the HLD to the other topic areas described in the DRD.

Figure 1 – High Level Deisgn Interactions

DISCUSSION

Design documentation typically describes two levels of decomposition: subsystem and module. A subsystem provides a high level description of what a portion of the system is doing and how. As such, a subsystem may be further divided into lower-level subsystems, or into modules. A module is the most specific design description of functionality: it is a description of the implementation. 

The high level design (HLD) will typically describe one or two levels of subsystems in order to adequately convey a useful description of how the system works. The low level design (LLD) further expands the subsystem description to the module level.

The term “security functionality” represents the set of security operations that a system provides. A subsystem may provide complete security functions or may contribute to one or more security functions. This distinction is made because design constructs, such as subsystems and modules, do not necessarily relate to specific security functions. While a given subsystem may correspond directly to a security function, or even multiple security functions, it is also possible that many subsystems must be combined to implement a single security function.

The goal of the HLD is to define the system security boundary and to describe for each subsystem:

· the security enforcing functionality,

· the security supporting functionality, and

· the security non-interfering functionality. 

The HLD describes an accurate and complete instantiation of the system’s security architecture and security functions.

REQUIREMENTS

ARC-18 The developer shall provide the high level design of the system.

ARC-19 The HLD shall describe the system architecture in terms of subsystems.

ARC-20 The HLD shall include a system level, architectural diagram that graphically depicts the subsystems, their interrelationships and the flows among them.

ARC-21 The HLD shall be written in [selection: informal, semiformal] language, as specified in the DRD.

ARC-22 The HLD shall describe a high level design of the security functions 

ARC-23 The HLD shall include diagrams that highlight the security relevant information controls and flows.

ARC-24 The HLD shall identify all subsystems within the system security boundary, indicating whether they are security enforcing, supporting and/or non-interfering. 

ARC-25 The HLD shall, for each security function, identify the implementing subsystems. 

ARC-26 The HLD shall describe the role each subsystem plays in implementing the security function. 

ARC-27 The HLD shall, for all subsystems in the security boundary, identify all interfaces and their purpose.

ARC-28 The HLD shall, for each security enforcing and security supporting subsystem, identify the assumptions on inputs and assertions on outputs for the subsystem's external interfaces.

ARC-29 The HLD shall, for each subsystem, describe its behavior in sufficient detail to validate its role as security enforcing, security supporting, and/or security non-interfering.

ARC-30 The HLD shall describe any assumptions made regarding the security behavior of the foundation.

ARC-31 The HLD shall describe the extent to which the foundation has been evaluated.

ARC-32 The HLD shall describe any environmental assumptions regarding external functionality that may affect the security of the system. 

ARC-33 The HLD shall, for each security enforcing subsystem, describe its interactions with other subsystems.

ARC-34 The HLD shall describe how the security enforcing subsystems are protected from all other subsystems.

ARC-35 The HLD shall describe the system philosophy of protection
 showing how the security mechanisms satisfy the security requirements.

ARC-36 The HLD shall be internally consistent (the statements and diagrams do not contradict themselves and each other).











          EXHIBIT (5)

Security Architecture and Design Documentation Guidance

Low Level Design (LLD)
Version 1.4

HR CDS TT

23 June 2011

REVISION HISTORY

	Name
	Date
	Reason For Changes
	Version

	HR CDS TT
	04 Jun 2010
	Document creation
	1.0

	HR CDS TT
	16 September 2010
	Review and update by Tiger Team
	1.1

	HR CDS TT
	13 January 2011
	Review and update by Tiger Team
	1.2

	HR CDS TT
	3 March 2011
	Review and update by Tiger Team
	1.3

	HR CDS TT
	23 June 2011
	Update by Tiger Team
	1.4

	
	
	
	


ACRONYMS AND DEFINITIONS

Acronym                     Definition
CCA


Covert Channel Analysis

CDS


Cross Domain Solution

DRD


Development Representation Documentation

DTLS


Descriptive Top-Level Specification

FTLS


Formal Top-Level Specification

HLD


High Level Design

LLD


Low Level Design

SFS


Security Functional Specification

SP


Security Policy

OBJECTIVES

The low level design of a system provides a description of the internal workings of the system security functions in terms of components and their interrelationships and dependencies. The low level design provides assurance that the security relevant subsystems have been correctly and effectively refined. 

For each component of a security relevant subsystem, the low level design describes its purpose, function, interfaces, dependencies, and the implementation of any security enforcing functions. 

Figure 1 shows the relationship of the LLD to the other topic areas described in the DRD. For medium robustness, the DTLS is not present.


Figure 1 – Low Level Design Interactions

DISCUSSION

Design documentation typically describes two levels of decomposition: subsystem and module. A subsystem provides a high level description of what a portion of the system is doing and how. As such, a subsystem may be further divided into lower-level subsystems, or into modules. A module is the most specific design description of functionality: it is a description of the implementation. 

The high level design (HLD) will typically describe one or two levels of subsystems in order to adequately convey a useful description of how the system works. The low level design (LLD) further expands the subsystem description to the module level.

The term “security functionality” represents the set of security operations that a system provides. A subsystem may provide complete security functions or may contribute to one or more security functions. This distinction is made because design constructs, such as subsystems and modules, do not necessarily relate to specific security functions. While a given subsystem may correspond directly to a security function, or even multiple security functions, it is also possible that many subsystems must be combined to implement a single security function.

The low level design shall describe how the security related functionality is provided. The intent of this requirement is that the low level design provides a description of how the design influences the implementation of each module. 

REQUIREMENTS

LLD-1 The developer shall provide the low level design of the system. 

LLD-2 The LLD shall be written in [selection: informal, semiformal, formal] language, as specified in the DRD. 

LLD-3 The LLD shall be internally consistent. 

LLD-4 The LLD shall describe the system security functions in terms of subsystems and modules.

LLD-5 The LLD shall describe the purpose of each subsystem and module. 

LLD-6 The LLD shall define the interrelationships between all modules within a subsystem.

LLD-7 The LLD shall define interrelationships between modules and other subsystems. 

LLD-8 The LLD shall describe each security enforcing function. 

LLD-9 The LLD shall identify which of the interfaces of the system security functions are externally visible. 

LLD-10 The LLD shall describe the purpose and method of use of all system security function interfaces, providing details of effects, exceptions, and error messages, as appropriate. 

LLD-11 The LLD shall describe each security enforcing and security supporting function in terms of its interactions with other subsystems.

LLD-12 The LLD shall provide a mapping from the system security functions' interfaces of the functional specification to the lowest level of decomposition available in the system design.

LLD-13 The LLD shall provide a description of each module in terms of its purpose, interaction, interfaces, return values from those interfaces, and called interfaces to other modules/subsystems, supported by explanatory text where appropriate.

LLD-14 The LLD shall provide a complete presentation of the interfaces to the subsystems and modules. Such a presentation should provide the necessary detail for supporting both thorough developer and evaluator testing of the system and the assessment of vulnerabilities.

LLD-15 The LLD shall, for each security enforcing and security supporting function, identify the assumptions on inputs and assertions on outputs for the function's external interfaces.
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� Provide a conclusion gained by an analysis which is less rigorous than a “proof”.


�   It can be asserted that the inability of the system developer to provide a single page architectural diagram that clearly identifies the major subsystems of the system, their relationships, and security relevance is an indication that the system does not meet the high robustness principle of being “conceptually simple”.


�  The single page diagram can be further decomposed into additional, more detailed diagrams for each major architectural


    component.  The control and data flows between components can be provided in these more detailed diagrams.


� The HLD applies to the solution to be evaluated, which may only be an application that is based on an evaluated foundation or it must address both the application and the foundation.  


� Fill in reference
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