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12. PUBLIC RELEASE. Any Information (classiied or unciassified) pertaining o th's contract shell nat be released for public dissemination except as provided
by the industdal Security Manual or uniass it has been a d for public release by appropriate U.S. Goverament authority. Proposed public releases shall
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Personally Identifiable Information. All contractors will perform the annually required training and comply with pertinent instructions, which include
(SECNAVINST 5211.5E and DoD $400.111R (the DoN and DoD Privacy Programs.

All contractor personnel under this contract have limited OPSEC respensibilities. Pertinent directive Is DoD Dir 5205.02E of 20 June 2012. His vital
that DoD employees, as wel! as parsons in other organizetions that support DcD, exercise great caution In discussing information related to DoD
work., Work related conversations shoufd not be conducted in common areas, public places, while commuting or over unsecured electronic circuits,
Discuss classified information only in authorized spaces and with persons having a spacific need to know and proper security clearance. If In doubt,
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(215)697-4410; DSN: 44244 10; Email: Catherin a.rix-payne@navy.mil.
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DD 254
Contract Number; N0O!1 89-14-R-Z043

ATTACHMENT 1

FOR OFFICIAL USE ONLY (FOUO) GUIDELINES

I. General.

A. "For Official Use Only" (FOUOQ) is official government information that does not
meel requirements for classification but still requires protection.

B. FOUO information may be withbeld from the public under exemptions 2 through 9 of
the Freedom of Information Act (U.S.C. 552

C. FOUO information may be released to the public, however, it must be reviewed by the

Government prior to its release. Information in support of this contract must be reviewed
by NAVSUP WSS PAO prior to release.

IT. Identification Markings.

A. An unclassified document containing FOUO information will be marked "For Official
Use Only" on the outside of the front cover (if any), on the first page, on each page

containing FOUQ information, on the back page and on the outside of the back cover (if

any). For convenience, all pages, even those that do not contain FOUO information, may
be marked in documents generated by an automated system.

B. Individual portions/paragraphs in unclassified documents that contain FOUO
information may be marked with "FOUO" to alert users and assist in review.

C. Individual pages within a classified document that contain both FOUO and classified
information will be marked at the top and bottom with the highest security classification
of information appearing on the page. Individual portions/paragraphs containing FOUQ
information but no classified information will be marked "F ouo",

D. The caver or the first page of unclassified documents containing FOUO information
will be marked with the following statement: ‘



This document contains information
EXEMPT FROM MANDATORY DISCLOSURE
under the FOIA. Exemption (B)(_) applies.

E. Certain classified material on this contract may be downgraded by the Original
Classification Authority to UNCLASSIFIED-FOUO. When classified material approved
for declassification to U-FOUO is used, extracted, reissued, transmitted and/or updated, it
must be reviewed and appropriately marked.

1. Transmjssioggﬁsseminaﬁog@moducﬁog,

A. Authorized contractors, consultants and grantees may transmit/disseminate FOUO
information internally to each other and to DoD components and officials of DoD
components who have a legitimate need for the information in connection with this
contract. The following general guidelines apply:

1. FOUO information may be discussed over non-secure telephones and other electronic
instruments. Cordless, cellular and mobile telephones should be avoided.

2. FOUO information may be transmitted over zion-socure facsimile equipment.

3. Documents or facsimile transmissions containing FOUO material or with FOUO
material attached must be marked to identify any FOUO contents or attachments.

4. FOUO information may be sent via US Postal Service or commercial carrier as long as

the shipping package is not marked as containing FOUO material.

3. FOUO information may be transmitted, processed and stored on Automated
Information Systems, electronic mail and other similar systems or networks 1) when
distribution is to an authorized recipient and 2) if the receiving system is protected by
either physical isolation or a password protection system. Holders will not use general,
broadcast or universal mail addresses to distribute FOUQ information. Discretionary
access control measures may be used to preclude access to FOUO files by users who are
authorized system users but who are not authorized for FOUQ information.

6. Internet should be equated with "public access". Information must be properly
reviewed and cleared before placing on electronic systems to include public release
(unlimited distribution).
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7. Reproduction of FOUQ information may be accomplished on unclassified copiers or
within designated government or contractor reproduction areas.

IV. Storage.

A. During working hours, FOUO information shall be used in a manner that limits access
by persons who do not have an official need for the information. During non-working
hours and when intemal building security is provided, FOUO material may be filed with
other unclassified records in unlocked files or desks. When there is no internal building
security, locked buildings or rooms will provide adequate after-hours protection or the
material can be stored in locked receptacles such as file cabinets, desks, or bookcases.

V. Disposition.

A. When no longer needed, FOUO information should be disposed of in a manner to
hinder reconstruction, e.g. by shredding or tearing cach sheet into pieces and placing in a
recycle ortrash container or by initializing, degaussing or shredding magnetic media.

B. FOUO material may be recycled. Safeguard the FOUO documents or information until
recycling. Recycling contracts must include agresments on how to protect and destroy
FOUO material.

C. Removal of the FOUO status can only be accomplishéd by the government originator.
The NAVSUP WSS Industrial Security Officer or NAVSUP WSS PAO will review
and/or coordinate the removal of FOUO status for information in support of this contract.

V1. Unauthorized Disclosure.

Government and contractor personnel must act to protect FOUO information under their
control from unauthorized disclosure. Government and contractor organizations must
inform the NAVSUP WSS Industrial Secutity Officer or NAVSUP WSS Information
Security Officer of any unauthorized disclosures of FOUO information in support of this
contract. Unauthorized disclosure, intentional disregard or gross negligence in the
handling of FOUOQ information does not constitute a reportable security violation.
However, the responsible organization should investigate and, when substantiated, take
appropriate disciplinary action. Unauthorized disclosure of FOUOQ information containing
Privacy Act information may also result in civil or criminal sanctions.




