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The period of performance is 3 August 2015 through 2 August 2020.

[bookmark: _Toc219165379]1. GENERAL:
Organization to be supported: Navy Information Dominance Forces (NAVIDFOR)

1.1 BACKGROUND: 
Establishment of the Navy Information Dominance (ID) Forces (NAVIDFOR) Type Commander (TYCOM) became effective on 1 Oct 2014. NAVIDFOR is the global readiness TYCOM, headquartered in Suffolk, VA, responsible for the organizing, manning, training, equipping (MT&E), identifying, and submitting requirements for all Navy ID capabilities.  NAVIDFOR will consolidate and align ID Missions, Functions, and Tasks (MFT) previously managed by separate ID Commands, specifically Navy Cyber Forces (NCF), Fleet Cyber Command (FCC), Naval Meteorology and Oceanography Command (NMCO), and the Office of Naval Intelligence (ONI), to improve the generation and sustainment of ID force readiness across the Navy.  Under this new construct, FCC/C10F will retain Operational Control (OPCON), Immediate Superior in Command (ISIC), Echelon II, and First Flag responsibilities for their subordinate operational commands.  Administrative Control (ADCON), specifically the shore and afloat MT&E responsibilities and supporting personnel, are realigned to NAVIDFOR.  FCC will maintain the MT&E functions associated with their Service Cryptologic Component Commander responsibilities.  

As part of the NAVIDFOR re-organization, the Shore Modernization and Integration Directorate (NAVIDFOR N46) was established to consolidate MT&E focused activities in support of Navy enterprise network integration, C5I shore modernization, Fleet strategic communications, and cyber security/portfolio management responsibilities for the domain.  NAVIDFOR N46 will be the TYCOM lead for planning and executing information environment integration, consolidation, readiness reporting, and modernization efforts in support of Naval Networking Environment (NNE), Joint Information Environment (JIE), and Unified Capabilities (UC) initiatives. The NNE strategy was established to guide the Department of Navy (DON) towards a future net-centric enterprise environment that will provide a highly secure and reliable enterprise-wide voice, video, and data network environment.  The NNE will include the Next Generation Enterprise Network (NGEN), Consolidated Afloat Networks and Enterprise Services (CANES), Marine Corps Enterprise Network (MCEN), and OCONUS Navy Enterprise Network (ONE-NET). Transition to the NNE is critical to enabling the Navy’s cyber operations mission and providing warfighters with seamless connectivity and information sharing capabilities on a global, regional, and local scale.  Additionally, achieving the target state NNE will serve as a key enabler to realizing the JIE.  JIE is a framework defining the capabilities required to provide a secure information environment across the Department of Defense (DOD).  JIE will be comprised of a shared information technology (IT) infrastructure, enterprise services, and a single security architecture in order to achieve full spectrum superiority, improve mission effectiveness, increase security and realize IT efficiencies.  Aligned with the NNE and JIE strategies, the Intelligence Community (IC) is working towards its vision of an Integrated Intelligence Enterprise enabled by the IC Information Technology Enterprise (IC ITE) effort. The IC ITE Strategy focuses on enabling greater integration, greater information sharing and safeguarding, and on reducing operational costs by implementing a new IC ITE architecture.   

[bookmark: _Toc219165381]1.2 APPLICABLE DOCUMENTS:
The following documents are applicable to this Performance Work Statement.
· OPNAVNOTE 5400, 29 September, 2014
· OPNAVINSTR 5450.345
· COMFLTCYBERCOM/COMTENTHFLT INSTRUCTION 5270.1
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The objective of this effort is to procure non-personal contractor support services under a single contractual vehicle. 

[bookmark: _Toc219165383]2.1 SCOPE:
In support of the preparation, alignment and transition of current Network Operations (NetOps) MT&E capabilities to achieve the NNE vision aligned to JIE, the Navy requires the highest level of enterprise management and technical support in the areas of: capability origination, efficiency initiatives, strategic assessments, requirements and gap analysis, readiness and risk evaluations, enterprise architecture, operational transition planning, C5I shore network and communications modernization, IT Service Management (ITSM) process standardization, domain IT support and governance, acquisition program support, cyber security, and IT portfolio management support.

2.2 POTENTIAL FUTURE OCI:
The contractor may be subject to Organizational Conflict of Interest (OCI) restrictions due to unequal access to NGEN, ONE-NET, and CANES program acquisition information. The contractor will have significant insight into the acquisition strategies, program planning, contract language, SOW's, financial and budget information, etc., which may provide an unfair competitive advantage on potential Request For Proposal (RFP) anticipated within the NGEN, ONE-NET and JIE programs. 

3.0. REQUIREMENTS:
The following generally identifies the services and support required under the resultant contract:

3.1 PROGRAM MANAGEMENT SUPPORT:
The contractor shall provide overall program management support including financial, technical and personnel management across all requirements of NAVIDFOR N46’s shore modernization and network integration mission areas.  NAVIDFOR N46 mission execution will require a dedicated team to oversee the tactical and strategic planning necessary to support the Navy’s modernization and integration of its information environment across the Information Dominance domain.  

Program Management Support duties and activities include, but are not limited to the following: 

· Assist the government with program, financial and technical management support that will fully integrate, manage, control, and document all phases of the NAVIDFOR N46 programmatic requirements. 
· Conduct project planning and execution which may include task planning milestones and timelines, coordination of activities across internal and external stakeholders, executive briefings and supporting documentation. 
· Implement quality management processes to ensure standardization, consistency and alignment of all work products and projects. 
· Conduct quality reviews and studies of transformation activities.
· Ensure conformance of all work products with existing NNE documentation, DOD policies and standards, as applicable.  
· Provide knowledge management subject matter expertise to support and promote information sharing within the NAVIDFOR domain through effective governance and processes.  

3.2 STRATEGIC COMMUNICATIONS SUPPORT:
The contractor shall originate and continually improve overall strategic communication products and associated plans, to ensure the NAVIDFOR N46 mission area objectives are appropriately communicated to enterprise stakeholders.  The contractor shall engage pertinent stakeholders and cross-functional event support SME’s as required, in support of the communication products and plans, to provide an overall framework for managing and coordinating necessary communications that directly, or indirectly, influence NAVIDFOR transformation objectives and tasks.  

Strategic Communications duties and responsibilities include, but are not limited to, the following:

· Conduct the necessary planning, outreach, execution, and dissemination of lessons learned/after action reports.
· Conduct audits of previous and current outreach activities to baseline the used products /vehicles and identify untapped opportunities to communicate effectively.  
· Conduct stakeholder assessments and stakeholder engagements to identify key themes and messages tailored specifically to address stakeholders’ unique needs and concerns.  
· Identify and employ communication tools and tactics to propagate messages, and build awareness.  
· Coordinate pre-event planning, on-site coordination, and post-event activities for designated government, and inter-agency conferences, symposia and workshops.
· Provide assistance to the NAVIDFOR Public Affairs Officer (PAO), FCC PAO, and NETWARCOM PAO with information distribution, management of expectations, and providing input for briefs and communication products used to educate the Information Dominance (ID) Community.
· Provide strategic communication for information distribution, manage expectations, inform/change perceived notions, and support forums as required to educate the stakeholder community on NAVIDFOR mission area transitional efforts, planning and status.

3.3 INFORMATION ENVIRONMENT MODERNIZATION AND INTEGRATION SUPPORT:
The contractor shall conduct strategic and tactical planning to inform and provide focus for all NAVIDFOR N46 efforts and ensure alignment with DOD and DON policies and enterprise strategies.  The contractor shall support NAVIDFOR’s mission to integrate, align, and equip its information environment by implementing common standards, governance, operational processes and procedures, technology and tools.  The contractor shall support modernization integration, and sustainment efforts for the NAVIDFOR C5I information environment, including NGEN, ONE-NET, CANES, legacy networks, the Fixed Submarine broadcast System, shore radio frequency (RF) systems, Intelligence Community (IC) and Sensitive Compartmented Information (SCI) networks, and piers in support of National Command Authority tasking, NNE, Unified Capabilities (UC) and JIE operational directives.

Information Environment Modernization and Integration, sustainment duties and responsibilities include, but are not limited to, the following:

· Conduct strategy development and execution for NNE transformation efforts for Next Generation Enterprise Network (NGEN), Consolidated Afloat Networks and Enterprise Services (CANES), and OCONUS Naval Enterprise Network (ONE-NET). 
· Conduct strategic analysis for the Joint Information Environment (JIE), to include the Navy’s approach to shared information technology (IT) infrastructure, enterprise services, and a single security architecture in order to achieve full spectrum superiority, improve mission effectiveness, increase security and realize IT efficiencies. 
· Support Navy Task Force Cloud and Intelligence Community Information Technology Enterprise (IC ITE) transition initiatives to include analysis, data collection, data management strategies, strategic planning, CONOPs development, and management of Navy SCI, Cloud and IC ITE requirements.
· Develop assessment frameworks and implementation products and plans (across the DOTMLPF-P spectrum) to integrate ONE-NET into the NGEN operating construct.  
· Conduct data management strategies focused on enabling greater integration, greater information sharing and safeguarding, and reducing operational costs. 
· Provide operational and technical expertise to acquisition community Programs of Record (POR) in support of future ID systems and capabilities. 
· Provide operational expertise to review and report on acquisition documentation for the various segments of NNE and JIE future acquisition planning. Support operational requirements generation for inclusion in supporting Performance Work Statements (PWS) and Request for Proposals (RFP).
· Provide operational SME support in the development and execution of NNE, JIE, and piers transition plans and strategies to affect overall Government readiness prior to and during transition.
· Identify operational and contractual requirement gaps from acquisition PORs, to incorporate lessons learned into future NNE and JIE acquisition documentation.
· Identify, capture, and prioritize capability improvement opportunities.
· Perform requirements analysis for operational and technical capabilities using various industry and government frameworks. 
· Identify and apply commercial industry, federal and DOD policies, architectures and technical standards relevant to each integration activity. 
· Conduct assessments and evaluations of existing capabilities and proposed integration activities to ensure network C2, cyber mission readiness strategies, and operational support requirements are fit for purpose, and are in alignment with DOD Enterprise Architectures. 
· Conduct requirements analysis, and assist with design, development and implementation of an integrated Network Common Operational Picture (NetCOP) in support of Navy network integration efforts.
· Support the operational planning and management for the Navy Piers POR for CONUS and OCONUS sites, in accordance with established Memorandum of Agreements (MOAs).
· Support the review and assessment of C5I shore installation plans in accordance with the Fleet Readiness Certification Board (FRCB).  Develop and integrate enterprise change management and configuration management ITSM processes to provide governance, and to ensure compliance with FRCB standards and NGEN shore installation requirements.
· Provide SME support in development of Maintenance and Material Management (3M) instructions, policies, and guidance for IDFOR subordinate commands in accordance with applicable Navy 3M instructions and publications.
· Provide SME support in development of standard operating procedures (SOPs) for Navy shore communications systems in accordance with programmatic specifications and operational requirements.
· Provide cost benefit analysis development and analysis to inform program managers/decision makers of alternatives to present day configurations, as directed.
· Provide engineering analysis of structural and electrical proposals for sustainment/repair/upgrade efforts in support of the Navy Nuclear Command and Control Communications (NC3-N) enterprise.
· Provide assessments and recommendations in support of Navy Fixed Submarine Broadcast System (FSBS) and shore communication operating systems.

3.4 INFORMATION DOMINANCE MISSION SUPPORT:
The contractor shall support alignment of network modernization and readiness initiatives to NAVIDFOR’s goals, objectives and operational needs. The contractor shall support NAVIDFORs MT&E, readiness and reporting responsibilities associated with the domain capabilities and systems.

ID mission support duties and responsibilities include, but are not limited to, the following:

· Define, measure, and report metrics in support of Navy Network C5I Modernization and ID readiness. 
· Review and assess DOTMLPF-P related tasks, conduct gap/risk assessments, and inform requirements for NAVIDFOR’s network modernization and readiness mission areas. Review and update Navy Mission Essential Tasks (NMET), as required, for service operations capability areas and align with the appropriate policy, guidance, and instructions. 
· Develop readiness assessment documents for network and integration efforts to evaluate on a semi-annual basis, as well as a readiness assessment templates and planning support documents to conduct readiness assessments of applicable NAVIDFOR organizations to ensure compliance with DOTMLPF-P elements and COMFLTCYBERCOM/COMTENTHFLT Instruction 5270.1.
· Prepare and inform USFFC, PACFLT, FCC, Navy Component Commanders, Numbered Fleets, and TYCOMs of the results and measures of effectiveness of integrating Fleet warfighting, readiness, and personnel capabilities and requirements within the NAVIDFOR mission areas. 
· Develop concepts of operation and operational guidance which align to Navy operational support requirements (e.g., C2, cyber mission readiness and business strategies).
· Provide technical and operational Enterprise Architecture (EA) expertise to assess, plan, and support execution of solutions to consolidate, modernize, and resource the migration of NGEN, and ONE-NET into the NNE, aligned to the appropriate JIE architecture and standards.
· Assist in the development, maintenance, and tracking of the NAVIDFOR domain EA plans as well as provide support and knowledge in the areas of cyber related policies, standards, processes, applications, systems, infrastructure, and data strategies.

3.5 INFORMATION TECHNOLOGY SERVICE MANAGEMENT (ITSM) SUPPORT:
The contractor shall support the development and improvement of ITSM standards and capabilities to facilitate Navy network integration and operational transition activities, in accordance with the Navy IT Service Management Office (ITSMO) architecture and policy.  This will ensure increased and continual operational efficiency and value to the warfighter.   

ITSM duties and responsibilities include, but are not limited to, the following:

· Assist Navy IT acquisition programs and commands with implementing ITSM best practices, standards, and measures. 
· Support NAVIDFOR N46 network modernization and integration efforts through the application of the ITSM Implementation Roadmap. 
· Conduct readiness analysis and network integration planning, perform process assessments and recommend improvement measures.
· Support NGEN and ONE-NET ITSM Continual Service Improvement (CSI) efforts through the iterative improvement of NetOps capabilities that enable delivery and management of NGEN/ONE-NET/NNE services.
· Support the Navy’s effective transition to the JIE by analyzing differences in operational parameters between the JIE and current environments and providing ITSM process architecture and integration support. 
· Develop IT governance processes and procedures in support of Navy network modernization efforts and ID system priorities and operational transition to NNE and JIE. 
· Support the Navy ITSMO partnership in the Enterprise Services and Standards Working Group (ESSWG).
· Update and align the Navy ITSMO Service Quality Management Guide, Navy Process Reference Manual (NPRM) and Process Capability Assessment Tool (PCAT) to conform with and support DOD Instruction 8440.cc and DOD Enterprise Services Management Framework (DESMF) requirements.
· Assist in developing performance measures that will allow IDFOR to assess progress against its plans and priorities, report progress, and refine the performance measures.

3.6 CYBER SECURITY AND INFORMATION ASSURANCE:
The contractor shall support the planning and execution of cyber security assessments, Certification and Accreditation (C&A), and Information Assurance (IA) compliance efforts for the NAVIDFOR domain. The contractor shall research, assess and produce documentation from the NAVIDFOR domain to ensure command produced documents are adequate to support enterprise wide network security decisions. 

Cyber Security and Information Assurance duties and responsibilities include, but are not limited to, the following:

· Assist with the DOD mandated transition from DOD Information Assurance Certification and Accreditation Process (DIACAP) to the NIST based DOD Risk Management Framework (RMF) Authorization Process. 
· Provide subject matter expertise and recommendations to improve, implement, and plan network modernization cybersecurity programs. 
· Assist in providing an efficient and repeatable process for all four of the DOD IT Types (IS, PIT, IT Services, IT Products) to reduce package rework. 
· Assist in the automation of eMASS to meet stated DOD requirements to minimize redundancy in IT documentation. 
· Perform Certification Agent validation of RMF packages as directed, before submission to the Navy Certification Authority and Designated Accrediting Authority. 

3.7 IT PORTFOLIO MANAGEMENT
The contractor shall support the management of the NAVIDFOR IT Portfolio and associated investments to ensure its suite of IT capabilities align with the NAVIDFOR mission and priorities. 

IT Portfolio Management duties and responsibilities include, but are not limited to, the following:

· Support management of the NAVIDFOR organizational domain IT portfolio, particularly to assist with setting its investment priorities and aligning business processes to ensure IT network architecture can best support completion of the IDFOR mission.  This includes evaluating and tracking IT networks, systems, and applications in use in all classification domains throughout the NAVIDFOR organization and ensuring that they are properly registered in DOD and DON data repositories (e.g., DADMS, DITPR-DON). 
· Support development and continuous improvement of Portfolio Management strategies, processes and procedures that align to existing DON processes/procedures while ensuring IT investments are aligned to IDFOR’s business priorities and assigned missions. 
· Support development of NAVIDFOR guidance and policy concerning the capital planning and portfolio management for IT investments. 
· Provide subject matter expertise to support NAVIDFOR’s role in the Fleet Functional Area Manager (FAM) process. 
· Support Customer Technical Representative (CTR) efforts with respect to monitoring, measuring, reporting, modifying and maintaining NGEN assets assigned to NAVIDFOR.
· Conduct assessments of NAVIDFOR domain assets to ensure compliance with NGEN policy directives. 
· Support the planning, execution and oversight of the NGEN contract for NGEN services including seats, servers and infrastructure, planning and submission of task orders and modifications, and invoice reconciliation. 

4.0 DELIVERABLES:
The contractor shall provide a Monthly Status Report and Financial Summary Report NLT the 10th of each month to the COR via email.

The contractor shall provide trip reports NLT 15 days after return to the COR via email.

[bookmark: _Toc219165391]5.0 TECHNICAL AND MANAGEMENT CONSIDERATIONS:
The contractor shall ensure compliance with all DOD and DON Security Policies and regulations regarding the security of classified information and the creation of information systems.

6.0 SECURITY REQUIREMENTS:
U.S. citizenship and a Secret security clearance are the minimum requirements for personnel working onsite at a government facility.  U.S. citizenship is the minimum requirement for personnel working offsite at a contractor facility.  Some key personnel, as identified in Section 9 are required to be TS/SCI cleared, in accordance with the PWS requirements.  As applicable, NAVIDFOR shall prepare and submit appropriate DD Form 254 to meet security requirements.  However, the contractor shall pre-clear new employees within 10 days of starting on the contract and must obtain approval from the Regional Security Officers.  Contractor personnel shall comply with DON and local security requirements.

7.0 EQUIPMENT PROVIDED BY THE GOVERNMENT:
The Government shall furnish workspace, furnishings, fax and telephone services, document reproduction capability, and all computer resources including access to terminals, printers, software, data, communication networks, etc. The Government shall provide initial guidance and also make available relevant standards, functional statements, technical manuals and documentation, computer systems guides, regulations, instructions, and operational procedures. The contractor shall fully protect DOD sensitive unclassified data regardless of the location or ownership of the transport media (to include any contractor furnished mobile computing devices and/or removable storage media) in accordance with current policies, procedures, and statutes, including but not limited to, the July 3, 2007 DOD CIO Policy Memorandum, "Encryption of Sensitive Unclassified Data at Rest on Mobile Computing Devices and Removable Storage Media".

8.0 OTHER DIRECT COSTS:
The Contractor may be required to purchase related supplies and other direct costs (ODCs) that are integral and necessary for the tasks being executed under the order.  General items to include:
· Material in support of NAVIDFOR forums/presentations (briefing binders, place-cards, posters, etc.)
· Communication material (slick sheets, pamphlets, etc.)

8.1 TRAVEL:
Contractor travel may be required for the purposes of performing this requirement. All travel will be in compliance with the Joint Travel Regulations (JTR). All travel will be Government directed and must be pre-approved by the Contracting Officer Representative (COR) in writing. Country-specific status of forces agreement information is provided at the end of this document for informational purposes only.
	From/To
	 
	# of Trips
	# of Personnel
	# of Days

	 
	 
	 
	 
	 

	Norfolk VA to Wash DC/FT Meade
	26
	2
	4

	Norfolk VA to San Diego CA
	5
	2
	5

	Norfolk VA to Pearl Harbor
	3
	2
	6

	Norfolk VA to OCONUS
	6
	2
	7

	Norfolk VA to Bremerton 
	1
	1
	4

	Norfolk VA to Groton CT
	1
	1
	4

	Norfolk VA to Kings Bay GA
	1
	1
	4

	Norfolk VA to Mayport FL
	1
	1
	4




[bookmark: _Toc219165402]9.0 PERSONNEL QUALIFICATIONS:
Candidates are expected to be high-level self-starters with demonstrated technical, operational, and project management experience in the appropriate functions.  The Government anticipates that much of the work shall require independent performance.  Personnel assigned to tasks must keep current on the respective technologies and programmatic advancements associated with the contract.

The majority of the contractor employees, under the provisions of the contract, shall perform functions in direct support of the NAVIDFOR N46 Directorate.  The skill sets of the contractor personnel shall enable fulfillment of the responsibilities identified in Section 3.
 
The contractor is responsible for providing personnel with expertise and experience as identified below:

** Denotes Key Personnel
1)  Program Manager **
Education: Master’s degree in IT Management or a related field.
Minimum Experience: Must have a minimum of 10 years of IT Program Management experience.
Specialized Experience: At least 5 years of Program Management experience in leading large-scale network modernization or network integration projects for the DON or DOD.  
Duties: Performs day-to-day management of overall contract support operations.  Provides management oversight of efforts to include requirements development, technology assessments, process development and improvement, and acquisition program support.  
Certifications or Training:  PMP, ITILv3 Foundations Certification required.  
Clearance: TS/SCI clearance required (a current SSBI within the five year scope).

2)  Project Manager **
Education: Bachelor’s degree in IT management, engineering, computer science, information systems, or business administration.  
Minimum Experience:  Five (5) years progressive experience managing Navy enterprise network transformation projects, including task management and coordination, schedule development and management, risk management, quality management, and performance management reporting.  Experience must also include leading a team of 20 or more staff.   
Specialized Experience: At least three (3) years of project management experience directly related to Navy enterprise network operational and transition activities.   
Duties: Performs day-to-day management of assigned projects support in the areas of Network Operations (NetOps) C2 requirements, technology assessments, systems design, systems analysis, programmatic support, quality assurance, acquisition planning, and budget planning.  Organizes, directs, and coordinates the planning and production of all activities and deliverables associated with assigned projects.
Certifications or Training:  PMP and ITILv3 Intermediate certification required.  
Clearance: TS/SCI clearance required (a current SSBI within the five year scope).

3)  Navy Network Operations (NetOps) Integration Analyst **
Education: Bachelor of Science degree in information systems, engineering or a related discipline.
Minimum/General Experience:  Minimum of ten (10) years of experience in Navy Network Operations (NetOps) Command and Control (C2) and communications, to include the planning and execution of large scale network modernization or integration initiatives for the DON.  
Specialized Experience:  At least five (5) years of experience managing/leading Navy network C2 operations at a Navy Network Operations Center (NOC), NCTAMS or NETWARCOM/FLTCYBERCOM.  
Duties:  Develop strategic guidance and planning, technical and programmatic implementation plans for enterprise network integration and modernization efforts, including Navy and Joint networks. 
Certifications or Training: ITIL v3 Foundations and ITILv3 intermediate certifications, specifically Service Operations, Continual Service Improvement, and Service Strategy required.  
Clearance: TS/SCI clearance required (a current SSBI within the five year scope).

4) IT Service Management (ITSM) Specialist **
Education: Bachelor of Science degree in information systems, engineering or a related discipline.
Minimum/General Experience:  Minimum of eight (8) years of professional experience in IT Service Management (ITSM).
Specialized Experience:  At least five (5) years’ experience related to Navy ITSM governance, process development and architecture standardization, service quality, performance management, and experience with the DOD Enterprise Services Management Framework (DESMF).
Duties:  Establish enterprise approaches to IT service management to promote standardization and efficiency across the Navy Enterprise. Work with the Navy ITSM Office (ITSMO) and DOD level activities to develop and promote enterprise policy and standards.
Certifications or Training: Control Objectives for Information and Related Technology (COBIT) Foundations 5.  ITIL v3 Foundations and ITILv3 intermediate certifications, specifically Service Operations, and Service Strategy required.  
Clearance: TS/SCI clearance required (a current SSBI within the five year scope).

5) Sr. Network Integration Specialist **
Education: Masters’ degree in IT management, engineering, computer science, information systems, or business administration.
Minimum/General Experience:  Minimum of eight (8) years of professional experience managing DON/DOD IT transformation efforts across the range of DOTMLPF-P considerations.
Specialized Experience:  At least five (5) years’ experience related to DON/DOD IT policy, Joint Information Environment (JIE), Navy Marine Corps Intranet (NMCI), and OCONUS Navy Enterprise Network (ONE-Net) integration and assessment efforts.  Experience must also include leading a team of 5 or more staff.
Duties:  Perform capabilities based assessments, Business Case Analysis (BCA) development, Analysis of Alternative (AoA) development, functional/technical assessments, process assessment/development, and strategy development.  
Certifications or Training: ITILv3 Foundations and ITILv3 intermediate certifications.  CompTIA Network+ and Security+
Clearance: TS/SCI clearance required (a current SSBI within the five year scope).

6) Sr. Information Assurance Analyst
Education:  Bachelor of Science degree in information systems, information security, computer science or related discipline
Minimum Experience: Five years’ experience in performing information assurance and network security functions relevant to the statement of work.
Specialized Experience: At least two years relevant experience with Navy cyber security and network operations.
Duties:  Serves as the team lead to support the analysis of general information assurance-related technical problems and provides recommendations and technical support in solving these problems.  Manage and administer the assessment and implementation of solutions to meet network security requirements. Ensure the successful performance of vulnerability/risk analyses of computer systems and applications during all phases of the system development life cycle.  Oversee the development and review of DIACAP packages.
Certifications or Training:  Security +, CISSP or CASP or CISM
Clearance: Secret
This position is classified as a Cyber Security Work Force (CSWF) position at IAM Level II as described in the DoD 8570.1-M.  Upon request of the Command Information Assurance Manager (IAM), the Contractor shall provide documentation supporting their CSWF status.  The Contractor and his/her supervisor shall ensure the Contractor maintains certification status in accordance with DoD 8570.01M throughout the life of this order.  Acceptable certifications for this position are at least one (1) of the following:  CompTIA Advanced Security Practitioner (CASP), Global Information Assurance Certification (GIAC) – Security Leadership Certification (GSLC), Certified Information system Security Professional (CISSP), or Certified Information Security Manager (CISM).  

7) Information Assurance Analyst
Education:  Bachelor of Science degree in information systems, information security, computer science or related discipline
Minimum Experience: At least one year relevant experience with Navy cyber security and network operations.
Specialized Experience: N/A
Duties:  Analyzes general information assurance-related technical problems and provides recommendations and technical support in solving these problems.  Assesses and supports implementation of solutions that meet network security requirements. Performs vulnerability/risk analyses of computer systems and applications during all phases of the system development life cycle.  Perform duties associated with development and review of DIACAP packages.
Certifications or Training:  Security +, CISSP or CASP or CISM
Clearance: Secret
This position is classified as a Cyber Security Work Force (CSWF) position at IAM Level II as described in the DoD 8570.1-M.  Upon request of the Command Information Assurance Manager (IAM), the Contractor shall provide documentation supporting their CSWF status.  The Contractor and his/her supervisor shall ensure the Contractor maintains certification status in accordance with DoD 8570.01M throughout the life of this order.  Acceptable certifications for this position are at least one (1) of the following:  CompTIA Advanced Security Practitioner (CASP), Global Information Assurance Certification (GIAC) – Security Leadership Certification (GSLC), Certified Information system Security Professional (CISSP), or Certified Information Security Manager (CISM).
  
8) Sr. IT Management Consultant
Education: Bachelor of Science degree in information systems or related discipline
Minimum Experience:  5 Years’ experience as a project or program lead for IT/network related efforts.
Specialized Experience: N/A
Duties: Serve as a senior member of the team as a task manager or as a project leader on projects of varying scope and complexity. Supports strategy development to update and improve processes and plans across functional areas to help execute the organizations mission and tasks.  Advises client on recommendations with regard to technology, policy, IT/network infrastructure and enabling business processes.
Certifications or Training:  ITIL v3 Foundations
Clearance: Secret

9) IT Management Consultant I
Education: Bachelor of Science degree in information systems or related discipline
Minimum Experience: At least one year experience in the supported field
Specialized Experience: N/A
Duties: Serve as a junior team member on projects of varying scope and complexity. Supports team leads in strategy development to update and improve processes and plans across functional areas to help execute the organizations mission and tasks.  Collects project and planning information developed by others, and provides initial recommendations and draft reports of findings or other related documentation.  
Certifications or Training:  ITIL v3 Foundations
Clearance: Secret

10) IT Management Consultant II
Education: Bachelor of Science degree in information systems or related discipline
Minimum Experience: At least three years’ experience in the supported field
Specialized Experience: N/A
Duties: Serve as an integral team member on projects of varying scope and complexity. Supports team leads and is counted on to provide recommendations on strategy development and task execution planning across functional areas to help execute the organizations mission and tasks.  Advises team leads and client with project analysis, evaluation and implementation planning.  Recommends changes to improve effectiveness and efficiency.
Certifications or Training:  ITIL v3 Foundations
Clearance: Secret


11) Strategic Communications Consultant
Education: B.A. or B.S. degree
Minimum Experience:  At least three years’ experience in the supported field.
Specialized Experience: N/A
Duties: Plans, initiates and manages all aspects of strategic communications for the projects/programs encompassing the PWS. Develops the overall communications strategy, branding and messaging across the organization.  Promotes programs across various media outlets and in support of conferences and/or symposiums. 
Certifications or Training: N/A
Clearance: Secret

12) Operations Analyst II
Education: Bachelor of Science degree in information systems, engineering or related discipline
Minimum Experience:  At least five years of network operations technical expertise. 
Specialized Experience: N/A
Duties:  Identifies project requirements by collaborating with stakeholders and analyzing operations to determine project scope and execution discipline.  Leads development of new system requirements, and/or network operational processes. Develops and documents complex systems and/or networks and process interactions leveraging industry and government best practices.  Aligns processes and requirements to functional mission areas.
Certifications or Training: ITIL v3 Foundations and ITILv3 intermediate certifications, specifically Service Operations. 
Clearance: Secret

13) Operations Analyst I
Education: Bachelor of Science degree in information systems, engineering or related discipline
Minimum Experience:  At least 2 years of network operations technical expertise. 
Specialized Experience: N/A
Duties:  Supports identification of project requirements by collaborating with stakeholders and analyzing operations to determine project scope and execution discipline.  Supports development of new system requirements, and/or network operational processes. Supports development and documentation of complex systems and/or networks and process interactions leveraging industry and government best practices.  
Certifications or Training: ITIL v3 Foundations and ITILv3 intermediate certifications, specifically Service Operations. 
Clearance: Secret

14) Process Analyst I
Education: Bachelor of Science degree in information systems or related discipline
Minimum Experience:  At least one year of applying ITSM disciplines to organization business practices.
Specialized Experience: N/A
Duties:  Identifies and captures customer ITSM requirements across the acquisition and operational communities.  Evaluates and updates ITSM processes to ensure compliance with navy process architectures, governance and quality management standards. 
Certifications or Training: ITIL v3 Foundations. 
Clearance: Secret

15) Process Analyst II
Education: Bachelor of Science degree in information systems or related discipline
Minimum Experience:  At least three years of applying ITSM disciplines to organization business practices.
Specialized Experience: N/A
Duties:  Defines and updates ITSM process architecture standards, service quality standards, and performance metrics to support acquisition and operational integration efforts. Collaborates across the DON and DOD on ITSM initiatives to establish enterprise ITSM policy, standards and governance. 
Certifications or Training: ITIL v3 Foundations. 
Clearance: Secret

16) Administrative Specialist:
Education: Associate or Bachelor degree.
Minimum Experience: At least one year experience in the administrative functional specialty
Specialized Experience: N/A
Duties: Performs administrative and office support activities in support of the PWS requirements. 
Certifications or Training:  N/A
Clearance: Secret

17) IT Portfolio Analyst II
Education: Bachelor of Science degree in information systems or related discipline
Minimum Experience:  At least three years’ experience in Navy or DOD IT Portfolio Management
Specialized Experience: N/A
Duties:  Supports management of the organizational domain IT portfolio.  Sets investment priorities and aligns business processes to ensure IT architecture and products align and support mission requirements.  Ensures compliance with applicable statutes, regulations, policy, and guidance for IT portfolio management, interoperability, and capital planning. 
Certifications or Training: N/A
Clearance: Secret

18) IT Portfolio Analyst I
Education: Bachelor of Science degree in information systems or related discipline
Minimum Experience:  At least one year experience in Navy or DOD IT Portfolio Management
Specialized Experience: N/A
Duties:  Supports the planning, procurement, and tracking of IT assets across the domain.  Works within policy and program parameters to validate current and projected IT/IM operational requirements, objectives and priorities.
Certifications or Training: N/A 
[bookmark: _Toc219165403]Clearance: Secret

10.0 PLACE OF PERFORMANCE:
[bookmark: _Toc219165411]Unless otherwise noted in specific task descriptions, the primary location is the government site at NAVIDFOR, Suffolk, VA.  NAVIDFOR mission objectives require on-site subject matter support.  Advance notification to the respective Government Lead one day prior is required for any offsite meetings/work.

11.0 INFORMATION SYSTEMS SECURITY:
[bookmark: _Toc219165413]Information systems used by contractor personnel shall be operated in accordance with DOD 5220.22-M National Industrial Security Program Operating Manual (NISPOM).

12.0 HOST COMMAND SECURITY REGULATIONS:
The contractor shall comply with host command security regulations while on the premises and for obtaining personnel identification/passes.  Certifications of need-for-access to the base/compound may be coordinated with the site POC.

13.0 IDENTIFICATION REQUIREMENTS
All contractor personnel performing under this Performance Work Statement shall identify themselves as a contractor employee to avoid creating any impression that they are Government officials. Such identification shall be made in all meetings attended, when answering Government telephones, on all e-mails, and when working in other situations where their contractor status is not obvious to third parties. They must also ensure that all documents or reports produced by contractors are suitably marked as contractor products or that contractor participation is appropriately disclosed.



Enterprise Contractor Manpower Reporting Application (ECMRA)
The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract via a secure data collection site.  Contracted services excluded from reporting are based on Product Service Codes (PSCs).  The excluded PSCs are:
(1) W, Lease/Rental of Equipment; 
(2) X, Lease/Rental of Facilities; 
(3) Y, Construction of Structures and Facilities; 
(4) S, Utilities ONLY; 
(5) V, Freight and Shipping ONLY.  

The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.


Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 
(July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.   
     
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  


INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded
to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 
     
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.

(end text)

The information provided in this section is strictly a summary of the applicable SOFAs and country-specific requirements and should not be construed as all-inclusive.  It is the contractor's responsibility to review, understand and comply with all SOFA and country-specific requirements applicable to this contract.

SOFA status defines the benefits received by the contractor and/or the contractor’s dependents.  These benefits include, but are not limited to, commissary, postal, military banking privileges, on-base education and access to United States military medical facilities.  The SOFA status usually defines the prosecution for criminal offenses in the USG OCONUS court system and laws as opposed to the Host Nation judicial system and laws but that will vary by location.

The Government may, at the discretion of the Base Commander, provide contractor employees and authorized dependents logistics support as mentioned in the previous paragraph.  This only applies to foreign countries that have a SOFA.

The NATO SOFA is the governing document with respect to the status of forces in NATO countries.  The NATO SOFA is silent to many issues, such as how and when SOFA status is granted to contractors.  Issues like this are addressed in various bilateral agreements that the United States has with other countries, and the requisite requirements differ from country to country.

1.1.1. BASE PRIVILEGES - BAHRAIN AND CONTRACTOR LICENSING IAW BAHRAIN LAW: 

Contractor shall be aware of the requirements for foreign companies wishing to do business in Bahrain must be registered and licensed carry out any commercial activity IAW with Bahrain                   Commercial Companies Law No. (21) of 2001.  All contractor employees shall possess a valid working visa.  The Government will not sponsor contractors.  Working visas shall be the responsibility of the employee or sponsored by the Contractor.

Without additional expense to the Government, the contractor shall be responsible for obtaining any necessary insurance, licenses, and permits and for complying with any applicable laws, codes, and regulations required by the host-nation in connection with the performance of the work set forth in this contract.  The Government will not be responsible for activities of the contractor or contractor employees outside the scope of this contract.  The Government has no obligation to support the dependents of contractor employees, including, but not limited to, providing command sponsorship within the host-nation.

1.1.1.1. DOD CONTRACTOR Insurance (Bahrain)

No mandatory requirements for insurance exist

1.1.2. DOD CONTRACTOR PERSONNEL OFFICE (DOCPER) COMPLIANCE (NAPLES) 

The contractor shall comply with the procedures associated with the Department of Defense Office of Civilian Personnel guidelines for employing DoD contractor employees as Technical Representatives (TRs) in Italy.  The Web site for obtaining the documentation that governs the Technical Representative Accreditation Procedures in Italy, of DoD contractor employees as TRs, is identified below.  The Government will also use the Contractor Verification System (CVS) to validate the contractor's need and application information for a CAC.  The Government will reimburse the contractor for all costs associated with the DOCPER process.

http://www.per.hqusareur.army.mil/CPD/DocPer/Italy/ItalyDefault.aspx

1.1.2.1. DOD CONTRACTOR Insurance (Italy)

No mandatory requirements for insurance exist

1.1.3. DOD CONTRACTOR SOFA Status (Japan) 

[bookmark: OLE_LINK7][bookmark: OLE_LINK8]Article XIV gives SOFA status to a company, not to the individual employees, as is the case under SOFA Article I(b).  Under Article XIV, only the actual employees receive SOFA benefits.  There are no benefits for the employees’ dependents.  Article XIV is limited to United States companies present in Japan solely to work for the United States Forces, Japan (USFJ).  Article XIV requires a two to three year application process.

U.S. citizen contractors not ordinarily resident in Japan and present in Japan at the official invitation of the USG for the performance of a contract for the United States armed forces may be given SOFA Article I(b) status.  The number of employees does not affect whether Article I(b) or Article XIV status is appropriate.  

1.1.3.1. DOD CONTRACTOR Insurance (Japan)

[bookmark: OLE_LINK13][bookmark: OLE_LINK14]Determining and meeting these requirements are the responsibility of the contractor, at no additional expense to the Government.

1.1.4. DOD CONTRACTOR SOFA Status (Singapore) 

There is no SOFA and the existing classified agreement does not confer USG legal protections to contractors.  Contractors would be at the mercy of the extremely strict and autocratic laws and justice system of Singapore.  The specific benefits or protections conferred on contractors and areas where benefits and protections are received by United States military and civilian personnel but denied to contractors.

Without additional expense to the Government, the Contractor shall be responsible for complying with Singapore’s Employment of Foreign Workers Act, Chapter 91A which places significant duties and responsibilities on any contractor operating in Singapore.  Any seat management contract involving Singapore requires the contractor to have a familiarity and comply with the relevant provisions of the statute, found in the Schedules of the statute.  The term “Schedule” appears to be synonymous with United States statutory term “Section”.  These duties and responsibilities include providing “upkeep and maintenance”, medical exams, “full costs of repatriation” and “acceptable accommodation” to all employees. 

1.1.5. DOD CONTRACTOR SOFA Status (Republic of Korea) 

The SOFA with the Republic of Korea contains Articles I(b), XIV and XV dealing with the status of contractors.  Articles I(b) and XIV are virtually identical to the terms of the SOFA with Japan.  However, the majority of contractors work under Article XV, which provides the status of “Invited Contractors”.  Invited contractors are entitled to the full range of SOFA benefits including importing and exporting material and equipment duty free, personal benefits for employees and personal benefits for the employees’ dependants if the sponsoring military command agrees to supply these benefits.

1.1.5.1. DOD CONTRACTOR Insurance (Korea) 

Determining and meeting these requirements are the responsibility of the contractor, at no additional expense to the government.

1.1.6. DOD CONTRACTOR SOFA Status (Spain) 

The 1989 Agreement on Defense Cooperation (ADC), and local laws, supplement the NATO SOFA.

Under Annex 6, Article 1.1 of the ADC, contractors are authorized to work in Spain with prior approval from the Permanent Committee.  Military authorities of the United States may propose to the Permanent Committee the designation of persons who are nationals of or ordinarily resident in the United States, whose presence in Spain is considered necessary solely for the purpose of executing a contract with the United States for the benefit of the U.S. forces or U.S. and Spanish armed forces in the exercise of the functions authorized.  Persons designated by the Permanent Committee shall be accorded during their temporary stay in Spain the same treatment as members of the civilian component. 
 
1.1.6.1. DOD CONTRACTOR Insurance (Spain) 

All contractor companies are required to have insurance under Annex 6 of the ADC.  The requirement mandates a level of coverage between 6,000 and 900,000 Euros, depending on specific circumstances.  This is required before the contracting company can obtain country clearance(s) for their employees, regardless of whether their employees will be designated contractor employees, “tech reps”, or employees of non-Spanish and non-commercial organizations.  Therefore, insurance under Annex 6 will be required for a contractor to enter Spain.

The Government of the United States shall require that insurance contracts be affected to cover civil liabilities that may be incurred in Spanish territory.  These civil liabilities include acts or omissions done in the performance of duty by employees of contractors and subcontractors of the U.S. forces.  

Before the start of work by the contractor or subcontractor, the military authorities of the United States shall transmit to the Permanent Committee a document issued by the insurance company.  This document must certify insurance coverage of the civil liabilities, in an amount considered sufficient by the Permanent Committee for this class of contract.

1.1.7. DOD CONTRACTOR SOFA Status (Greece)
 
The 1990 MDCA between the Government of the United States and the Government of the Hellenic Republic, and local laws supplement the NATO SOFA addresses the extending of SOFA benefits to contractors.

Article 2, Section 3 of the Annex of the MDCA extends SOFA status to contractors.  Article 2 defines the term “civilian component” as including non-Greek persons employed by U.S. contractors directly serving the United States forces in Greece.  This entitlement grants contractors SOFA status under Article 2 of the Agreement.  Upon official announcement to the Greek authorities, they will be issued special identification cards granting them SOFA status.  These cards are then signed by the competent Greek authorities.

1.1.7.1. DOD CONTRACTOR Insurance (Greece) 

There are no known requirements for Contractors serving the United States Armed Forces in Greece.

(end text)

SUBSTITUTION OF PERSONNEL (Jan 1992)

1. The Contractor agrees to assign to the contract those persons whose resumes, personnel data forms or personnel qualification statements were submitted as required by this PWS and the solicitation’s Instructions to Offerors to fill the requirements of the contract.  No substitution or addition of personnel shall be made except in accordance with this clause.
1. The Contractor agrees that: during the first   120   days of the contract performance period
[bookmark: _GoBack]no personnel substitutions will be permitted unless such substitutions are necessitated by an individual’s sudden illness, death or termination of employment.  In any of these events, the Contractor shall promptly notify the Contracting Officer and provide the information required by paragraph (d) below.
1. If personnel for whatever reason become unavailable for work under the contract for a continuous period exceeding 30 working days, or are expected to devote substantially less effort to the work than indicated in the proposal, the Contractor shall propose a substitution of such personnel, in accordance with paragraph (d) below.
1. All proposed substitutions of key personnel within the for 120 days of contract performance shall be submitted, in writing, to the Contracting Officer at least 15 days (30 days if a security clearance must be obtained) prior to the proposed substitution.  Each request shall provide a detailed explanation of the circumstances necessitating the proposed substitution, a complete resume for the proposed substitute and any other information required by the Contracting Officer to approve or disapprove the proposed substitution.  All proposed substitutes (no matter when they are proposed during the performance period) shall have qualifications that are equal to or higher than the qualifications of the person being replaced.
1. The Contracting Officer shall evaluate requests for substitution of personnel and promptly notify the Contractor, in writing, whether the request is approved or disapproved.

(end of text)
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