PERFORMANCE WORK STATEMENT
Navy Munitions Command CONUS East Division
(NMC CED)
Yorktown, VA

Integrated Logistics Support Technical and Ammunition Handling Services
1.0
SCOPE
The purpose of this Performance Work Statement (PWS) is to set forth the requirements for non-personal professional services for integrated logistics support technical and ammunition handling services of Navy Munitions Command, CONUS East Division, and subordinate Detachment/Unit/Component ordnance missions in various Continental United States (CONUS) locations.
The contractor shall provide necessary qualified personnel, materials and equipment as identified in each individual Task Order for ordnance integrated logistics support of Navy ordnance and weapons systems, subsystems, equipment, and components.  Unless otherwise specified, all documentation shall use the Microsoft Office suite (Word, Excel, PowerPoint).  Work to be performed, required deliverables, and applicable associated documentation shall be specifically described in task orders placed against this contract by the Contracting Officer and be within the parameters of one or more of the general tasks outlined in this Performance Work Satement.


Task 01 - Ordnance Inventory and Logistics Support


Task 02 - Data Management


Task 03 – Supply Support

Task 04 – Administrative Support

Task 05 - Operations Analysis Support


Task 06 – Assembly/Disassembly Ordnance Handling Support

Task 07 – Management Support

Task 08 – Secretarial Support

Task 09 – Receipt, Storage, Segregation & Issue Ordnance Handling                                       Support


Task 10 – Security Support


Task 11 – General Fiscal Support


Task 12 - Transition Support

1.1
APPLICABLE DOCUMENTS
General Industry Standard for Occupational Safety and Health, CFR 1910
SECNAVINST 5510.30 series

SECNAVINST 5510.36 series

NAVSUP Pub 724

NAVSUP Pub 801-805
SECNAVINST 5500.4 series

OPNAVINST 8015.2 series

OPNAVINST 8023.24 series

SECNAVINST 5510.34 series

DOD 8570-01-M series

SECNAVINST 5239.3 series

NAVSEA OP-5 Volume 1
CONUSFLTFORCOM Notices and Instructions
NMCCED Notices and Instructions

Others as cited in individual Task Orders
1.2
Task 1 - Ordnance Inventory and Logistics Support
The contractor shall provide services in support of the Annual Estimation samples and pre-Explosive Safety Inspections, scanner training, Basic Ammunition Sentencing Training, program management review of ordnance located at subordinate commands or other ship and/or shore based facilities as directed by higher authority.  Support shall consist of the following tasks: 
· Develops and maintains programs to detect records mismatches and incorrect application of ordnance inventory or workload data and generate reports, briefings, and papers as required.  
· Processes data transactions in the Ordnance Information Systems Retail to include (but not limited to) issues, receipts, asset management adjustments, inventory/gain/loss transactions, scanner uploads/discrepancy correction, and intransit resolution.  
· Reviews, issues, and follows up of detailed load plan and schedules.  
· Advises on ways to improve the efficiency and economy of distribution and storage operations.  
· Updates and monitors station load plans per current instructions and directives.  Data systems used Ordnance Information Systems Retail and Wholesale.  
· Provides input into explosive Standard Operating Procedures in use by subordinate commands.  
· Conducts explosive facility review and manages various portions of the explosive safety programs, governed by NAVSEA OP-5.  
· Provides services of an Inventory Accuracy Officer/Coordinator.
1.3
Task 2 - Data Management

The contractor shall provide management and oversight of contracted IT services (NMCI/COSC), serves as the Contract Technical Representative (CTR) and provides the full range of IT technical support and advice to command information systems users; and supports the command in Navy-wide IT program management and planning efforts and initiatives.  Support shall consist of the following tasks:

· Ensures command Information Assurance program requirements are properly implemented, executed, and all certification and accreditation support documentation is developed, submitted, and maintained. 
· Advises on information security and technical issues including management of incident handling and reporting and issuing Information Assurance Vulnerability Alerts (IAVA), Information Assurance Vulnerability Bulletins (IAVB), and computer tasking orders (CTO) pertaining to potential risks and vulnerabilities for the command computing environment.  
· Monitors, reviews, interprets, evaluates, and reports on government contracts for the Next Generation (NGEN) operation and provides the interface between technical aspects of the operational requirements of the command.
1.4
Task 3 – Supply/Financial Management
The contractor shall conduct research on vendors for material and services to support NMC CED and its 20 Detachments, Unit, and Components, considering the variations between CONUS and Outside the Continental United States (OCONUS) supply.  Support shall consist of the following tasks:

· Resolves issues involving conflicting program information. 
·  Prepares requests for material and request for funding and submit to the Approving Official for review.  
· Monitors Purchase Card program.  
· Develops spreadsheets and tracks all Department expenditures including training, travel, labor, etc.  
· Balances Department expenditures with financial data.  
· Tracks all material inventory; manages minor property records.  
· Responsible for shipping and tracking of all material and supplies.  Prepares documentation as required.  
· Tracks all inventory held.  Maintains all Departmental training records.  Sources training materials, plans training according to schedule, distributes and maintains attendance records 
·  Prepares non-labor funding requirements for future years, develops spend plans, and interfaces with Financial for both short and long term expenditures.
1.5
Task 4 – Administrative Support
The contractor shall provide general administrative and personnel management support in support of the Divisions’ global mission, functions, and tasks.  Support shall consist of the following tasks:

· Prepares and coordinates division sponsored conference and meetings including managing clearance accesses to conferences, set up and take down of equipment, displays and visual aids, preparation of meeting materials.  
· Prepares, transmits, and receives documents and Department of the Navy (DON) messages using personal computers and a wide variety of software applications.  
· Develops organizational directives, instructions, notices, and inter-office help aids to assist other team members.  
· Maintains a variety of inventory and phone listings.  
· Prepares a wide variety of correspondence.  Manages inventory of supply stock levels for civilian and military awards recognition, conference rooms, and computer peripherals.  
· Reviews, sorts, and routes incoming materials.  
· Records certified and insured mail.  
· Receives and processes shipments.  
· Develops and prepares correspondence such as endorsements or correspondence of a commendatory nature based on knowledge of the Commanding Officer’s (CO’s) or Executive Officer’s (XO’s) views or desires.

1.6
Task 5 - Operations Analysis Support

The contractor shall construct, modify, or perform statistical and analytical analysis on, but not limited to, mathematical regression models, establishment of optimization techniques, derivation of decision theories, development of inventory control models, conducting probability and statistical theories, providing independent analytical assessments.  Support shall consist of the following tasks:

· Services to collect workload and transaction data from the Ordnance Information System Retail and Wholesale, including the Ordnance Handling Model and sort data to obtain reportable workload measures.  
· Contractor will input into the master database generating workload forecasting models which are reviewed for accuracy.  
· Analysis shall be performed for unusual results to determine cause/effect and alternative input developed.  
· Monitors input by subordinate commands for accuracy, consistency, and compliance with applicable regulations.  
· Participates in generating Program Objective Memorandum (POM) future workload forecasts.
1.7
Task 6 - Assembly/Disassembly/Renovation Ordnance Handling Support
The contractor shall provide labor to accomplish the assembly, disassembly, and renovation of various inert and explosive ordnance assets in support of training, combat, and maintenance activities of the NMC CED customer base. Support shall consist of the following tasks: 
· This includes, but is not limited to, 20mm, 2.75” rockets, Airborne Weapons Support Equipment, platforms, ballast cans, Torpedo Mounted Dispensers, and Airborne Mine Neutralization Systems.  
· Prepares various types of ordnance assets for shipboard/submarine onload.  Operates vehicles and materials handling equipment (various types of forklifts) up to and including tractor trailers loaded with hazardous materials.
1.8
Task 7 - Management Support Services

Support shall consist of the following tasks:

· The contractor shall compose, edit, produce final, and deliver properly prepared documents/correspondence per applicable specifications, standards, and other requirements.  
· Conducts research on subject matter including interviewing and observing subject matter experts, researching journals, on-line sources and other substantive source material to write explosives ordnance technical instructive materials.  
· Selects photographs, diagrams, and charts to illustrate material in print or web format.  
· Recommends revisions or changes in scope, format, content, methods of reproduction, and binding of published materials.  
· Serves as SharePoint Site Collection Administrator for command and 20 subordinate activities for both classified and unclassified systems.  Establish and maintain User accounts.  
· Serves as record administrator for Total Records and Information Management (TRIM) to include space management, workflow, security, and access control.  
· Serve as Command Messaging Administrator for the Navy Regional Enterprise Messaging System (NREMS) which resides on SIPRNET.  
· Serves as Organizational Administrator for Command Email which is naval messaging on the unclassified system.  
· Performs cost benefit analysis packages for command Suggestion Awards Program.  
· Prepares and submits clearance requests on the APACS per the Foreign Clearance Guide and provides various reports from data systems and electronic record management systems to management.
1.9 Task 8 – Secretarial Support

· The contractor performs typing and associated general administrative and clerical work in support of the organization’s mission and functions.  Follow standard office procedures in completing a variety of typing assignments. Support shall consist of the following tasks:

· Assists in preparation for command conferences and meetings including setup and take-down of equipment, displays, and visual aids.
· Assists in preparation of meeting materials and correspondence, booklets, as well as assisting with other administrative details associated with hosting meetings.  
· Prepares, transmits, and receives documents and Department of the Navy messages using PCs or workstations.  
· Edits material and make necessary corrections in grammar, punctuation, spelling, and format.  

· Operates a computer and appropriate software to produce documents, enter data in databases, and other basic computer functions.  

· Works with staffing plans and assist in the upkeep and maintenance of personnel records and data.  

· Assists in the review, preparation, and maintenance of various contact listings for the Command.  

· Inputs data in basic employment related forms and correspondence such as security clearance and personnel recall.  

· Answers routine inquiries.  

· Refers others to the appropriate staff member and/or takes clear and complete messages. 

· Takes and delivers telephone messages.  

· Copies, faxes, and assembles material in a timely manner.  

· Posts material on bulletin boards as required.  
· Maintains lists such as phone listings, employee data sheets, designations, and various other basic listings.  

· Organizes basic office supplies; coordinates with purchasing personnel for replenishment.  

· Processes, sorts, and distributes mail.  

· Records and controls registered, certified, and insured mail; receive and process directly delivery FEDEX and UPS shipments.  

· Screens outgoing mail for accuracy; process mass mailings.  

· Maintains working and historical files; scan material for electronic distribution.  

· Edits material and make necessary corrections in grammar, punctuation, spelling, and format.  
· Operates a computer and appropriate software to produce documents, enter data in databases, and other basic computer functions.  
· Works with staffing plans and assist in the upkeep and maintenance of personnel records and data.  
· Assists in the review, preparation, and maintenance of various contact listings for the Command.  
· Inputs data in basic employment related forms and correspondence such as security clearance and personnel recall.  
· Answers routine inquiries.  
· Refers others to the appropriate staff member and/or takes clear and complete messages. 
· Takes and delivers telephone messages.  
· Copies, faxes, and assembles material in a timely manner.  
· Posts material on bulletin boards as required.  
· Maintains lists such as phone listings, employee data sheets, designations, and various other basic listings.  
· Organizes basic office supplies; coordinates with purchasing personnel for replenishment.  
· Processes, sorts, and distributes mail.  
· Records and controls registered, certified, and insured mail; receive and process directly delivery FEDEX and UPS shipments.  
· Screens outgoing mail for accuracy; process mass mailings.  
· Maintains working and historical files; scan material for electronic distribution.  
1.10
Task 9 - Receipt, Storage, Segregation & Issue Ordnance Handling Support

The contractor will be required to perform a wide range of material handling functions. Support shall consist of the following tasks:

· Receipts, issues, storage, segregation, selecting, handling, prepping, inventorying, blocking and bracing, and shipping of ordnance materials including ammunition, explosives, chemical munitions, fuels, missiles, associated components, and various other hazardous or inert materials to customers of NMC CED.  
· Operates vehicles and materials handling equipment (various types of forklifts) up to and including tractor trailers loaded with hazardous materials.  
· The contractor will also perform magazine inspections, lock and key management, escort services into restricted areas 

1.11
Task 10 – Security Support
The contractor will be required to support all phases of the functional security program and administration of the information, personnel, and industrial security programs as well as provide independent and internal analytic review capability to assess the efficiency, effectiveness, integrity, and compliance with the security programs.

1.12
Task 11 - General Fiscal Support

The contractor shall provide administrative financial management support to the budget and accounting functions in support NMC CED organizations.  Support shall consist of the following tasks:
· Performs financial analysis that includes monitoring and evaluating costs, expenditures, purchases and receipts for supplies, equipment, and services.  
· Reviews and analyzes budget requests submitted by assigned organizations to ensure consistency, accuracy, and adherence to instructions and policies.  
· Uses cost-based analysis and other analytical techniques.  
· Provides a full range of financial services in support of subordinate commands e.g., reimbursable funding processing.  
· Includes other financial processes such as Defense Property Accountability, and residual accounting.  
· Typical Data Systems used are Standard Accounting and Reporting System (STARS), Command Financial Management System (CFMS), Standard Labor Data Collection and Distribution Application (SLDCADA, Work Years and personnel Costs (WYPC), Defense Travel System (DTS), Program Budget Information System (PBIS), Naval IT Exhibits/Standard Reporting (NITE/STAR), One Touch (Invoice Processing System), and CitiBank (Purchase Card System).

1.13
Task 12 - Transition Support

Phase-In: The Contractor shall conduct phase-in prior to the contract start date not to exceed fifteen (15) days, in accordance with the provided staffing level as detailed in Attachment XI of the contract.  All orientation/phase-in/turnover period activity shall be conducted in such a manner as to not interfere with, disrupt, or hinder the incumbent personnel in the performance of their assigned functions.  Orientation/phase-in/turnover period shall include, but not be limited to the following:  

The contractor shall shadow, observe, and assist in activities of the incumbent Contractor to gain experience and familiarization with tasks to be performed to discharge their assigned responsibilities.  
The contractor shall establish a management climate by formulating and implementing appropriate internal policies or procedures designed to assign schedules and tasks appropriate to the designated positions; establish records; integrate personnel; and familiarize with operating and reporting procedures. 
Contractor Employees Report: The Contractor shall provide the Government a written report at the end of the orientation period, and upon the occasion of a vacancy filling, with the names of all on‑site Contractor employees, their position and job assignment.

Contractor Personnel Exempted From Phase-in.  Personnel who are currently employed by the Government or its Contractor work force and already working at the facility, but have been hired by the new Contractor, may be exempted from participating in the orientation/phase-in period upon written request and approval from the Contracting Officer.  All requests for exemption shall be submitted by the Contractor to the Contracting Officer's Representative (COR), who shall review the list and forward it to the Contracting Officer for a determination.  The Contracting Officer, or delegated representative, will make the final determination and issue approval or disapproval thereof.  The Contractor’s request shall include, but not be limited to, a list of nominees for exemption, their titles, current positions with the U.S. Government or its Contractor work force, and reason for requested exemption.  Requests for exemption shall be submitted in sufficient time for the request to be denied or granted prior to the date required to report on site.
Incoming Contractor Personnel: The phase-in period allows Contractor personnel to familiarize themselves with each site and, receive on-the-job familiarization training in standard procedures for performing tasks described in the PWS. At the end of the phase-in period, the functions identified in the PWS will be turned over to the Contractor to provide a work force that is fully qualified and capable of performing all work required under this contract. 
Phase-Out:    The Contractor shall provide phase-out coordination and familiarization for a new Contractor, or Government employees, prior to the conclusion of this Contract, regardless of reason for end of contract.  The phase-out/turnover period shall include, but not be limited to the following:  

The contractor shall provide site orientation to include job site familiarization and documentation. 

Outgoing Contractor personnel shall allow the Incoming Contractor to shadow, observe, and assist with activities of the incumbent Contractor to gain experience and familiarization with tasks to be performed to discharge their assigned responsibilities. Proper checkout and clearing of any account obligations shall be performed prior to the Outgoing Contractor personnel departing.
2.0
PLACE OF PERFORMANCE OF WORK
2.1
The services furnished herein shall be performed at the NMC CED sites.  Work may be performed at other Government installations within CONUS at the following locations:  Colts Neck, NJ, Patuxent River, MD, Yorktown, VA, Norfolk, VA, Virginia Beach, VA, Mayport FL, Jacksonville, FL, Key West FL, Pensacola, FL, Panama City, FL, Meridian, MS, New Orleans, LA, Ft. Worth, TX, Corpus Christi, TX, Kingsville, TX and other sites related to the mission execution of NMC CED.
2.2
Specific locations(s) for the required performance under the individual Task Orders issued to this contract shall be specified in the Performance Work Statement (PWS) furnished with each order.  

3.0
PERSONNEL
3.1
The Contractor shall provide a manager who shall be the point of contract for the contract.  This person shall meet the minimum requirements of Program Manager as defined in the Personnel Qualifications.

3.2
The Contractor shall ensure that personnel assigned to all tasks have the requisite knowledge and skills to meet minimum performance standards and comply with all applicable laws and regulations.  The Contractor and employees must be able to speak, read, and comprehend English to the extent of reading and understanding printed regulations, detailed written instructions and operating procedures, training instructions, and materials and is able to convey complete information.

3.3
The Contractor shall not employ persons for work on this contract if such employee is identified to the Contractor by the contracting officer as a potential threat to the health, safety, security, general well-being, or operational mission of the installation.

3.4
Contractor personnel shall comply with all site security regulations.  All persons working on Government property are subject to inspection of the vehicles by the Government.  Contractor personnel working within Government spaces shall be required to secure a Common Access Card.  
3.5
Contract employees shall not discuss or disclose any information provided to them in the performance of their duties to parties other than authorized military, civilian, and contractor personnel who are required to possess that information in the performance of their official Government duties.  Information and documentation generated under this contractor through their performance under the contract shall not be used for purposes other than which it was developed.

3.6
Contract employees will be required to sign Contractor developed non-disclosure statements at the time they are hired and at the beginning of each contract period.
3.7
Program Manager must notify the on-site Government POC of all requests for time off for workload scheduling purposes.
3.8
The Government reserves the right to review the resumes of contractor employees performing under the contract solely for the purpose of ascertaining their qualifications relative to the personnel qualifications terms of the contract.  Accordingly, the contractor shall furnish such resumes to the Contracting Officer upon request by the Contracting Officer's Representative, Ordering Officer or Contracting Officer.
4.0 
HOURS OF OPERATION

4.1
Normal Hours of Operation
Operations will be staffed either Monday – Friday, beginning as early as 0630 and as late as 0830, ending 8.5 hours after start time or Monday – Thursday or Tuesday – Friday, beginning as early as 0630 and as late as 0830, ending 10.5 hours after start time, except federal holidays.

4.2
Federal Holidays

New Year’s Day – 1 January

Martin Luther King’s Birthday – Third Monday in January

President’s Day – Third Monday in February

Memorial Day – Last Monday in May

Independence Day – 4 July

Labor Day – First Monday in September

Columbus Day – Second Monday in October

Veterans Day – 11 November

Thanksgiving Day – Fourth Thursday in November

Christmas Day – 25 December
4.3
Work schedules will be contingent on the site. Alternate work schedules, such as a 4 day workweek, may be approved by the COR. 
4.4
Base Closure Policy
If the base is closed (employees are not permitted to access the base) due to adverse weather and other emergency conditions, the Government will bear the cost of the administrative leave.  If the base is open, regardless of the policies for civilian or military personnel, the contractor personnel will be required to report as directed (on time or specific number of hours late).  

5.0
TRAINING
During the period of performance, the Government will expect the Contractor to attend general training on site in support of the mission as necessary. All contractors must have completed requirements prior to start of performance. 

5.1
Explosive Safety Training 
Personnel hired in the Ordnance Material Handler and Ordnance Equipment Labor Categories must successfully complete all explosive training requirements identified in this contract and individual Task Orders.  
5.1.1
Explosive Safety Training will be provided by the Government.  Costs for this training will be paid by the contractor subject to reimbursement by the Government.
5.1.2
Personnel regulations for explosive handling are identified in NAVSEA OP5, Volume 1, Chapter 2.  All personnel shall be qualified and certified to perform their assigned duties safely.  The regulations apply to all contractors/subcontractors engaged in operations that involve ammunition and explosives, chemical agents, or related hazardous materials at DON activities.  This includes personnel licensed and qualified to operate material/weight handling equipment or motor vehicles.

5.1.3
Contractors employees must successfully pass medical screening prior to being accepted by the Government under this contract.  Medical screening requirements are identified in NAVMED P117 Article 15-107.  Contractor will bear all costs associated with initial medical & drug screening.  Medical examinations can be conducted only by a licensed medical provider which includes physicians, physician’s assistants, and nurse practitioners.  Random drug testing is a required qualification for all personnel in the Ordnance Material Handler and the Ordnance Equipment Mechanic labor categories performing explosive handling operations involving ammunition and explosives.  Details are described in NAVSEA OP5 Volume 1, Chapter 2.  
5.1.4
Contractors, when soliciting or executing a contract with the Navy involving the manufacture, handling, storage, transportation, and assembly of AE, must be prepared to produce documentation that shows that the employees who will perform these tasks have been successfully medically screened and are included in a random drug screening program.  Results of random drug tests will be provided to the Government.  
6.0
OTHER DIRECT COSTS AND TRAVEL
6.1
The Government may require the Contractor to purchase supplies/equipment, travel, and services that are integral and necessary for the tasks being executed under the order.  Material costs directly related to specific tasks in a delivery order include, but are not necessarily limited to, supplies and miscellaneous items such as charges for computer usage, charges for reproduction and printing of technical manuals and other logistic documents, installation materials, and equipment and material as cited in specific Task Orders. Shipping costs include those costs associated with shipping equipment and parts for installations and mailing requirements on deliverables when required.

6.2
Contractor travel may be required for the purposes of executing this requirement. All travel will be in compliance with the Federal Travel Regulations (FTR). All travel will be Government directed and must be pre-approved by the Contracting Officer Representative (COR) in writing.  The Government will reimburse all Government-directed travel. Travel will be detailed in each Task Order.
6.3
The contractor agrees to use the lowest cost mode of travel commensurate with the requirements of the mission.  Use of contractor employees POV’s are authorized and will be reimbursed at the standard government rate in effect at the time/date of travel.

6.4
Contractor may be required to rent special vehicles and/or trucks that are required for performance under the contract.  The cost for these rental/lease costs will be reimbursable to the contract as other direct costs if specified in each individual task orders.  Reimbursement of such rental shall be made based on actual amounts paid by the contractor.

6.5
The Government will reimburse the contractor for costs related to any explosive safety training, periodic medical examinations, and drug testing required after initial certification.
6.6
Personal Protective Gear required in the performance of the Ordnance Material Handler and Ordnance Equipment Mechanic work will be provided or reimbursed by the Government.  Requirements are defined in NAVSEA OP-5 Volume 1, Chapter 2.
7.0
RESOURCES
7.1
Contractors will have access to all special test equipment, hand tools, installation drawings, planning documents, policy and procedure documents, and operational requirements documents and such other special items as may be required when necessary.
7.2
Contractors will be provided a workspace commensurate with the Task Order and telephone/computer equipment/printer access, scanners, faxes and other general office equipment, and access to government network systems to be used for official government business.

7.3
Contractors may have access to operate government owned vehicles; to be specified in each individual task order.  If specified, contractor will be required to secure appropriate liability insurance for their personnel.

8.0
CONTRACT SECURITY CLASSIFICATION SPECIFICATION
The Department of Defense Contract Security Classification Specification (DD Form 254) attached hereto, itemizes the security classification requirements for this contract.  The work to be performed under this contract requires access to and handling of classified information up to and including SECRET.  The contractor must have facility and personnel clearances as may be required by the Department of Industrial Security Program prior to starting work on this contract.  The contractor shall have an operational security program in strict compliance with the National Industrial Security Program Operating Manual (DoD 5220.22-M).  Clearance is required to access and handle classified material and work within restricted areas unescorted.  Other applicable instructions pertaining to the work to be performed under this contract or as directed by U. S. Fleet Forces will be provided to the contractor for inclusion in their program.
9.0
FACILITY CLEARANCE

9.1
Awarded Contractor must have their own Facility Clearance at the time of contract award for the purpose of processing all clearance requirements for personnel under this contract.

9.2
The contractor shall conform to the provisions of DoD 5220.22M and the Privacy Act of 1974.  The Contractor shall employ personnel that possess and can maintain appropriate security clearances at the appropriate levels.  All personnel associated with this contract shall be cleared, as a minimum, by a Single Scope Background Investigation (SSBI) at the SECRET level. These programs/tasks include, but are not limited to, contractor personnel having the appropriate clearances required for access to classified data as required.  Prior to starting work on the task, contractor personnel shall have the required clearance granted by the Defense Industrial Security Clearance Office (DISCO) and shall comply with IT access authorization requirements.  In addition, contractor personnel shall possess the appropriate IT level of access for the respective task and position assignment as required by DoDD 8500.1, Information Assurance and DoDI 8500.2 Information Assurance (IA) Implementation.  Any future revisions to the respective directives and instructions shall be applied to the TO level as required.  Contractor personnel shall handle and safeguard any unclassified but sensitive and classified information in accordance with appropriate Department of Defense security regulations.  Any security violation shall be reported immediately to the respective Government Project Manager.
10.0
PERSONNEL QUALIFICATIONS
10.1
CONTRACTOR RESPONSIBILITY.  The contractor shall be responsible for employing qualified management technical and support personnel to perform all tasks required in the contract.  The contractor must have the personnel, organization, and administrative controls necessary to ensure that all the services meet the requirements specified in the task orders.  The work history of each employee must contain experience directly applicable to the tasks and functions to be performed prior to performing under this contract.  Further, these prior work experiences must be specific and of sufficient variety and duration that the employee is able to effectively and efficiently perform the tasks and functions assigned.

10.2
QUALIFICATION REQUIREMENTS.  The qualification requirements for each labor category must contain all the factors listed in the category descriptions below.  Specific/specialized qualifications may be substituted for education requirements on a one year experience to one year education basis.  Experience for education may not be substituted for selected key personnel. 

10.2.1
Program Manager (Designated Key Personnel)- The Program Manager (PM) plans, analyzes, evaluates, and manages the project. Includes such duties as analyzing the objectives, policies, work operations and progress, identifying actual or potential problem areas, trends, significant project accomplishments, deficiencies, areas of imbalance, and similar factors in the project and evaluates alternatives or corrective actions in terms of effectiveness on the project and interrelated projects.


Education Requirements.  A Bachelor’s degree in Engineering, Operations, Research, Business Administration, or other applicable discipline that is related to the task being performed.


Total Work Experience.  Ten years general management experience.

10.2.2
Ordnance Logistics Specialist - Assists NMC CED and Fleet Forces Command (USFF) shore activities in the stock point maintenance of ordnance assets.  Reviews a variety of management reports and listings applying to current stock objectives to identify trends or problem areas. Performs special studies and projects related to the operations and logistical questions/problems of the subordinate sites.  Performs and/or participates in ordnance inventory and explosive safety accountability assessments as part of an internal review process.  Assists in the development of statistical data for monitoring and reporting status on operations.  Coordinates non-routine logistical action between organizational entities outside NMC and subordinate commands and monitors progress to meeting the plans.  Provides input to and tests products and programs provided by other Navy entities for our use.  Develops and coordinates a load plan for subordinate sites.  Writes/manages Standard Operating Procedures, manages Qualification/Certification programs for ashore explosive safety; conducts assessments.  Knowledge of basic explosive safety requirements and Navy ordnance storage/inventory management.

Educational Requirements.
An associate’s degree in a discipline related to field of work desired.  Experience may be substituted for education.


Experience Requirements.
A total of five (5) years experience in field appropriate to the discipline of concern.
10.2.3
Supply Specialist - The Supply Specialist is responsible for providing the acquisition, management, and distribution of material, equipment, and resources necessary for the timely completion of projects.  Shall be familiar with Department of Defense (DoD) and Naval Supply system  procedures to ensure proper transfer, inventory, and control of GFE, GFM, and CFM.


Education Requirements.  High School Graduate.


Total Work Experience.  Three years experience in logistics support or other supply disciplines for tasks or projects involving inventory, acquisition of materials, and transportation.

Substitute Experience for Education.  Total of five (5)  years work experience in logistics support or other supply disciplines for tasks or projects involving inventory, acquisition of materials, and transportation.

10.2.4
Program Analyst - Knowledge of and skill in applying IT systems security principles, concepts and methods, and the infrastructure protections environment sufficient to develop long-range plans for IT security systems that anticipate, identify, evaluate, mitigate, and minimize risks associated with IT systems vulnerabilities.  Skill in analyzing a wide range of computer applications, services, techniques, requirements, methods, and procedures including familiarity with approaches used by other government agencies and/or NMCI/COSC/NGEN to support the mission of the command.  Familiarity with data systems used with NMCI/COSC/NGEN management such as NET, eMarketplace as well systems and processes used by the NMCI/COSC/NGEN contractor for service ordering.  May serves as the Command Information Assurance Manager.


Education Requirement.  Certification in Security Plus is required.

Total Work Experience.  A minimum of five years of experience with PC repair and server data management, plus knowledge of NMCI/COSC/NGEN data systems.
10.2.5
Junior Program Analyst - Knowledge and skill in input, data extraction, and methodologies of NET and EMarketplace systems in support of the NMCI/COSC.  Skill in analyzing a wide range of computer applications and services available to provide recommendations of alternative options for acquiring correct services at the lowest cost.  Ability to screen a wide range of computer applications and services and match to user requirements.

Education Requirement:  High School Diploma.


Total Work Experience.  A minimum of five years of office work that provides skill in evaluating different alternatives in terms of quality, price, and value.
10.2.6
Inventory Management Specialist.  Thorough knowledge of governing ordnance related supply regulations, policies, procedures, and instructions to provide logistics support for ordnance items and their component parts.  Knowledge of automatic ordnance management systems.  Comprehensive knowledge of security and safety regulations governing the movement, storage, and documentation of sensitive ammunition and components.  Understanding of the theories and principles involved in quantity distance tables, storage, and space control techniques.  Knowledge of the concepts of an ammunition load plan and ability to analyze stock levels to determine overages or shortages.  Knowledge of physical inventory requirements relating to ammunition storage.


Education Requirements.  High School Graduate.  May substitute experience for education.


Total Work Experience.  Seven years’ experience in Navy ammunition logistics demonstrating requirements of the position.

10.2.7
Management Analyst -  Basic knowledge of military and civilian position management in order to gather and assemble data for military, civilian, and contractor workforce planning and completing associated data calls.  Develop organization documentation including mission, functions and tasks statements, organization change requests, and related technical support data.  Develop and conduct training for web-based applications relevant to the Command.  Develop civilian personnel data and information such as developing positions descriptions, position cover sheets, security clearance information, performance plans, appraisals, awards, and training information.  Design and format SharePoint portal for easy access by command personnel.  Administer SharePoint, Total Records and Information Management (TRIM), Command Messaging, Navy Regional Enterprise Messaging System (NREMS) and Command Email. 


Education Requirements.  High School Graduate.  Three years experience in functional area of assignment.


Total Work Experience.  Six years, with at least three years specialized experience in functional area of assignment. 

10.2.8
Workload Analyst - Management analysis and knowledge are required in electronic processes, analysis, and technology.  High degree of analytical ability to review workload and funding, identify problem areas, analyze causes and likely results of proposed corrective actions, and recommended solutions.  Skill in preparing, organizing, and presenting briefings and reports to managers and command staff.  Knowledge of Microsoft Office, internet web-based operations, and database relationships to operate ordnance operations workload and financial information gathering systems and manipulate, evaluate output, and present data. Skill in written and oral communications sufficient to prepare findings and recommendations, carry out specific actions regarding controversial issues, and sell or implement new ideas or concepts.  Knowledge of workload metrics and new workload statistical cost development is required.  Familiarity with Navy 8010 instructions.


Education Requirement.  A Bachelor's degree in Business Administration from an accredited college or university is required.


Total Work Experience.  A minimum of two (2) years of experience with business data analysis, workload and costing information.

10.2.9
Junior Workload Analyst - Management analysis and knowledge are required in electronic processes, analysis, and technology.  Analytical ability to review workload an funding, identify problem areas, and analyze causes.  Skill in preparing, organizing, and presenting briefings and reports to managers.  Knowledge of Microsoft Office, internet web-based operations, and database relationships to operate ordnance operations workload and financial information gathering systems and manipulate, evaluate output, and present data.  Skill in written and oral communications sufficient to prepare findings and recommendations.  Knowledge of workload metrics and new workload statistical cost development is required.  Familiarity with Navy 8010 instructions.

Education Requirement.  An Associate’s degree in Business Administration from an accredited college or university is required.  

Total Work Experience.  A minimum of two (2) years of experience with business data analysis, workload and costing information.  Knowledge of the Fleet Ordnance Support Model (FOS-M) modeling is preferred.

Substitute Experience for Education.  Total of five (5) years work experience in business analysis or tasks or projects involving workload analysis. 

10.2.10
Security Specialist – Extensive knowledge of a wide range of security programs, principles, concepts, and practices to independently review, analyze, and resolve difficult and complex security problems.  Broad knowledge of DoD and Navy security administration directives and guidelines as they pertain to all aspects of the security program.  Broad knowledge of security equipment and devices including locks, security containers, vaults, and other approved methods of safeguarding classified information.  Knowledge and understanding of the requirements for controlling access, receipt, issue, handling, storage, retention, safeguarding, and classification of COMSEC materials.  Skill with local management devices and Key Processors to manage EKMS materials.  Knowledge and understanding of the requirements for completing OPSEC assessments.  Skill in oral and written communications sufficient to prepare reports and provide briefings on controversial or complex topics.  Ability to use office automation systems, including Word, Excel, and PowerPoint required in the day-to-day performance of above listed duties.  Completion of the EKMS Local Element course and current OPSEC Analysis and Program Management course is preferred.


Education Requirements  High School Graduate or equivalent.


Total Work Experience.  Minimum of 5 years in security related work.
10.2.11
Junior Management Analyst - This position requires knowledge and skill in applying analytical and evaluative techniques to the identification, consideration, and resolution of issues or problem of a procedural nature.  Knowledge of administrative regulations and operating procedures.  Knowledge of established management principles, pertinent administrative regulations and organization programs, and missions and functions in order to prepare a wide range of specific administrative documents.  Ability to plan, coordinate, and carry out successive steps in analysis, review and issues necessary to complete each phase of assigned projects.  Uses judgment and discretion in determining intent and in interpreting and revising existing materials to conform to new guidance.  Work products will be used by others within or outside the organization.


Education Requirements.  High School Graduate (GED not acceptable).


Total Work Experience.  Five years of general experience in a comparable organizational setting performing similar duties.  Knowledge of data systems and experience in civilian manpower and personnel management is preferable.
10.2.12
Junior Inventory Management Specialist - Thorough knowledge of governing ordnance related supply regulations, policies, procedures, and instructions to provide logistics support for ordnance items and their component parts.  Knowledge of automated ordnance management systems.  Processes a variety of issue /receipt, asset management, gain/loss/inventory transactions to include reconciliation of scanner discrepancies and intransits.  Reconciles physical inventory results.


Education Requirements.  High School or equivalent.


Total Work Experience.  Two years’ experience in Navy ammunition logistics demonstrating requirements of the position.

10.2.13
Secretary III (DOL Category 01313) – Provides principal secretarial support in an office, to the Officer In Charge and/or the Assistant/Deputy Officer in Charge and their staff.  Maintains a highly responsive relationship to the day –to-day activities of the Detachment/Unit/Component management and works fairly independently performing various clerical and secretarial duties requiring knowledge of office routine and an understanding of the organization, programs, and procedures related to the work of the office.  Knowledge of standard office organization and office automation, including Microsoft Email, Word, Excel, PowerPoint, and Access is required.


Education Requirement.  High School or equivalent.

Total Work Experience.  Two years general administrative experience in work related to the requirements of the position.

10.2.14
Ordnance Material Handler – Detailed knowledge of the functional characteristics and compatibility of conventional ordnance including ammunition, explosives, missiles, torpedoes, bombs, projectiles, rocket motors, chemical munitions, and associated components.  Detailed knowledge and the ability to comprehend governing regulations, manuals, instructions, reports, documentation, data calls, Military Standard tags and loading procedures, and other reference materials used in the performance of this position.  This includes the ability to read, comprehend, and interpret written instructions and prepare required paperwork.  Ability to use automated information systems, optical scanners, bar code label printers, measurement devices, calibrated gauges, torque wrenches, calipers, voltmeters, hand tools, and various kinds of power and air driven equipment.  Ability to block and brace ordnance for MILVAN and commercial truck transport.  Knowledge and skill to operate motor vehicles, including truck tractors with semi-trailers or full trailers having a gross vehicle weight of 32,000 pounds to include the ability to determine the correct turning radius, back the trailer into loading docks, between other trailers and in narrow, congested locations around warehouses and parking areas; and apply the braking system for the combination vehicles on steep winding grades, without causing the trailers to jackknife.  Ability to operate fork lifts capable of lifting loads weighing 10,000 pounds or more.  Work will be performed both inside and outside in areas that may be hot, wet, cold, humid, windy or poorly lit.  Completion of Basic of Naval Explosives Hazard Control, Materials Handling Equipment Operator Training and Explosives Hazardous Materials Driver training is preferred.  Ability to obtain and maintain Material Handling Equipment (MHE) operator’s license and explosive hazardous materials license and commercial driver’s license is required.

Education Requirements.  High School or equivalent

Total Work Experience.  Two years conventional ammunition handling.
10.2.15
Ordnance Equipment Mechanic – Detailed knowledge of the functional characteristics and compatibility of conventional ordnance including ammunition, explosives, missiles, torpedoes, bombs, projectiles, rocket motors, chemical munitions, and associated components.  Detailed knowledge and the ability to comprehend governing regulations, manuals, instructions, reports, documentation, data calls, Military Standard tags and loading procedures, and other reference materials used in the performance of this position.  This includes the ability to read, comprehend, and interpret written instructions and prepare required paperwork.  Ability to use automated information systems, optical scanners, bar code label printers, measurement devices, calibrated gauges, torque wrenches, calipers, voltmeters, hand tools, and various kinds of power and air driven equipment.  Knowledge of the assembly/disassembly of ordnance components for the purpose of maintenance and/or renovation.  Uses both mechanical and electrical equipment/devices, standard and special purpose test equipment, and hand tools to examine, diagnose, and correct deficiencies in submarine weapon and ordnance handling equipment, launching devices, and airborne weapons support equipment.  Must be able to read and interpret blueprints, NAVSEA/NAVAIR drawings, weapons specifications, or other ordnance publications.  This includes the ability to read, comprehend, and interpret written instructions and prepare required paperwork.  Ability to use automated information systems, optical scanners, bar code label printers, measurement devices, calibrated gauges, torque wrenches, calipers, voltmeters, hand tools and various kinds of power and air driven equipment.  Ability to block and brace ordnance for MILVAN and commercial truck transport.  Knowledge and skill to operate motor vehicles, including truck tractors with semi-trailers or full trailers, having a gross vehicle weight of 32,000 pounds to include the ability to determine the correct turning radius, back the trailer into loading docks, between other trailers and in narrow, congested locations around warehouses and parking areas; and apply the braking system for the combination vehicles on steep winding grades, without causing the trailers to jackknife.  Ability to operate fork lifts capable of lifting loads weighing 10,000 pounds or more.  Work will be performed both inside and outside in areas that may be hot, wet, cold, humid, windy or poorly lit.  Completion of Basic of Naval Explosives Hazard Control, Materials Handling Equipment Operator Training and Explosives Hazardous Materials Driver training is preferred.  Ability to obtain and maintain MHE operator’s license and explosive hazardous materials license and commercial driver’s license is required.


Education Requirements.  High School or equivalent

Total Work Experience.  Two years’ experience related to the ordnance handling/assembly/disassembly of conventional ordnance.
10.2.16
Financial Analyst -  Knowledge of administrative financial management support.  Basic analytical skills to monitor expenditures and evaluate costs and services.  Knowledge of standard Microsoft Office applications.  Knowledge of at least three of the following financial data systems:  STARS, CFMS, SLDCADA, WYPC, DTS, PBIS, NITE/STAR, One Touch, and CitiBank.


Education Requirements.  High School Graduate or equivalent.


Total Work Experience.  Minimum of three (3) years’ experience with at least 3 of the above listed data systems.  Familiarity with Navy Accounting.

10.3
Key Personnel
10.3.1
During the first ninety days of performance, the Contractor shall make no substitutions of key personnel unless the substitution is necessitated by illness, death, or termination of employment.  The Contractor shall notify the Contracting Officer within 15 calendar days after the occurrence of any of these events and provide any necessary information.  After the initial 90-day period, the Contractor shall submit the information to the Contracting Officer at least 15 days prior to making any permanent substitutions for any contractor personnel.  No personnel substitutions will be executed without Government approval by the COR.

The Contractor shall provide a detailed explanation of the circumstances necessitating the proposed substitutions, complete resumes for the proposed substitutes, and any additional information requested by the Contracting Officer.  All proposed substitutes must have qualifications that are equal to or higher than the qualifications required of the person to be replaced.

10.4
Privileged Access to Government Computer Systems

10.4.1 Authorization to access some protected levels of the government computer systems will require certification training as outlined in DoD 8570-01-M and are designated as IA Technical (IAT) Workforce activities.  Only IAT Levels 1 & 2 requirements are anticipated as a result of this contract.
10.4.2 Offeror will be required to maintain certifications as described in DoD 8570-01-M.  Costs of initial certification, continuous education and sustainment training will not be reimbursed by the Government.
11.
Enterprise – WIDE CONTRACTOR MANPOWER REPORTING 
APPLICATION (ECMRA)
The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract via a secure data collection site.  Contracted services excluded from reporting are based on Product Service Codes (PSCs).  The excluded PSCs are:

(1) W, Lease/Rental of Equipment; 

(2) X, Lease/Rental of Facilities; 

(3) Y, Construction of Structures and Facilities; 

(4) S, Utilities ONLY; 

(5) V, Freight and Shipping ONLY.  

The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.

12.
Contractor Access to Federally Controlled activities and/or Unclassified Sensitive Information or Unclassified IT Systems

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.  This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform certain unclassified both non-sensitive and sensitive duties.  It is the responsibility of the command/facility where the work is performed to ensure compliance.

The requirement to control access to sensitive information applies to all US government IT systems and/or areas where unclassified but sensitive information 
may be discussed, displayed or maintained.  DON policy prescribes that all 
unclassified data that has not been approved for public release and is stored on mobile computing devises must be treated as sensitive data and encrypted using commercially available encryption technology. Whenever granted access to sensitive information, contractor employees shall follow applicable DoD/DoN instructions, regulations, policies and procedures when reviewing, processing, producing, protecting, destroying and/or storing that information. Operational Security (OPSEC) procedures and practices must be implemented by both the contractor and contract employee to protect the product, information, services, operations and missions related to the contract. The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the Navy Command’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer.  

Non-Sensitive Positions

Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the US (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a Federal Bureau of Investigation (FBI) fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 


* SF-85 Questionnaire for Non-Sensitive Positions


* Two FD-258 Applicant Fingerprint Cards


* Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed NACI.  

The Contractor’s Security Representative shall be responsible for initiating reinvestigations as required.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.  

Sensitive Positions 
Contractor employee whose duties require accessing a DoD unclassified computer/network, working with sensitive unclassified information (either at a Government or contractor facility), or physical access to a DoD facility must be a US citizen and possess a favorable trustworthiness determination prior to installation access.  To obtain a favorable trustworthiness determination, each contractor employee must have a favorably completed National Agency Check with Local Credit Checks (NACLC) which consists of a NACI including a FBI fingerprint check plus credit and law enforcement checks. Each contractor employee applying for a trustworthiness determination is required to complete:


* SF-85P Questionnaire for Public Trust Positions


* Two FD-258 Applicant Fingerprint Cards


* Original Signed Release Statements 

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. To maintain continuing authorization for an employee to access a DoD unclassified computer/network, and/or have access to sensitive unclassified information, the contractor shall ensure that the individual employee has a current requisite 
background investigation.  The Contractor’s Security Representative shall be responsible for initiating reinvestigations as required and ensuring that background investigations remain current (not older than 10 years) throughout the contract performance period.

IT Systems Access

When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 

When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  

Security Approval Process

The Contractor’s Security Representative shall ensure that each individual employee pending assignment shall accurately complete the required forms for submission to the Navy Command’s Security Manager.  The Contractor’s Security Representative shall screen the investigative questionnaires for completeness and accuracy and for potential suitability/security issues prior to submitting the request to the Navy Command’s Security Manager.  Forms and fingerprint cards may be obtained from the Navy Command’s Security Manager.  These required items, shall be forwarded to the Navy Command's Security Manager for processing at least 30 days prior to the individual employee’s anticipated date for reporting for duty.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy Command’s Security Manager may render the contract employee ineligible for the assignment. A favorable review of the questionnaire and advance fingerprint results are required as an interim measure prior to the contract employee start date. An unfavorable determination made by the Navy Command’s Security Manager is final and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.

If contractor employees already possess a current favorably adjudicated investigation, the Navy Command’s Security Manager will use the Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS).  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a position of trust determination.  When a favorable determination is not made, contractor employees shall not be permitted to work on this contract effort and if already working on the contract shall be removed immediately.  

The potential consequences of any requirements under this clause including denial of access for a proposed contractor employee who fails to obtain a favorable trustworthiness determination in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees for working in non-sensitive positions, with sensitive information, and/or on Government IT systems.  The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have physical access to a federally controlled facility and/or access to a federally- controlled information system/network and/or access to government information.
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