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1.  DESCRIPTION OF PRIMARY SERVICES
A Subject Matter Expert (SME) experienced in Naval Special Warfare (NSW)/Expeditionary Warfare (EXW) littoral meteorology and oceanography (METOC) forecasting, modeling, and Tier 3 delivery of Naval Oceanography enterprise (NOe) products shall provide continuity enhanced training and mission improvement recommendations to Naval Oceanography Special Warfare Center (NOSWC). 

2.   SERVICE DELIVERY SUMMARY (SDS) TASKS
Contractor shall perform the following tasks:

2.1 SDS-1 Coordinate schedule and deliver group instruction associated with analyzing and understanding ocean dynamics and implications to NSW operations as described Navy Tactics, Techniques, and Procedures (NTTPs) 3-05.1, 3-05.1.3, 3-05.2, 3.1, 3-05.5, 3-05.7, 3-05.9, 3-05.13, 3-05.15, 3-05.21, 3-05.23, 3-05.24, 3-05.31, 3-05.42, 3-06.5, 3-07.11.1, and 3-09.2.2 as well as with the following UCARtraining modules: Wave Types and Characteristics, Wave Life Cycle 1, North Wall Effects, Wave Life Cycle 2, Analyzing Ocean Swell, Shallow Water Waves, and Rip Current Forecasting. 

2.2 SDS-2 Provide tailored training and mission enhancing recommendations to NOSWC forecasters in use of high resolution METOC models; understanding surf zone wave and current dynamics, beach morphology, and wave nomograms; utilize Spectral Wave Bulletins; create orbital wave forecasts; brief and monitor Special Operations Forces METOC teams prior to and during mission execution; and exploit the littoral environment in contribution to NSW Intelligent Preparation of the Environment (IPOE).

2.3 SDS-3 Develop and produce a minimum of 6 short (<10 min) instructional training videos during the period of performance that capture NSW forecaster specific tasks and standard operating procedures (SOPs) catalogued for NOSWC personnel deployed to remote locations with limited bandwidth. 

2.4 SDS-4 Model output in requested format to NSW METOC.

2.5 SDS-5 Comparison results when deployed sensor data is available.

2.6 SDS-6 Notification of any changes made to Delft3D code or configuration.

2.7 SDS-7 Training modules consistent with NMOPDC formats and curriculum agendas.

2.8 SDS-8 Development of training curriculum and materials, including the utilization of University Corporation for Atmospheric Research (UCAR) modules to fulfill training gaps not covered by Naval Meteorology and Oceanography Professional Development Center or NOSWC detachments. 

2.9 SDS-9 Model setup and grids in support of NSW planning, exercises and operations. 

2.10 SDS-10 Provide SOF practical and technical oceanography input into the continual development of NOSWC’s training and certification curriculum.

2.11 SDS-11 Provide setup and operation of selected high resolution ocean models (e.g. Delft3D) in support of NSW/EXW exercises and operations.

2.12 SDS-12 Perform comparison of high resolution ocean models to nowcasts and forecasts with in-situ sensors such as buoys, Unmanned Underwater Vehicles (UUVs), Unmanned Aerial System (UAS), etc.

2.13 SDS-13 Liaise with the Naval Oceanographic Office (NAVOCEANO) and/or Fleet Numerical Meteorology and Oceanography Command (FNMOC) to aquire high resolution bathymetry from all sources, identify potential littoral modeling requirements, and develop NOSWC sensing strategy based on production center modelling requirements. 

2.14 SDS-14 Work with Naval Meteorology and Oceanography Professional Development Center (NMOPDC) and detachments on NSW training to identify NSW training gaps or requirements, develop training objectives, strengthen training for NOSWC detachment’s operational support to include training objectives suitable for SOF missions.
 
3.  GENERAL INFORMATION

3.1.   SCOPE OF WORK  
The contractor shall provide all personnel, equipment and tools not furnished by the Government, such as materials, supervision, and other items and services necessary to provide all services as defined in this PWS.  The contractor shall perform to the standards in this contract. 

3.2.   CONTRACTOR PERSONNEL 

3.2.1.   CONTRACTOR EMPLOYEES
The contractor shall not employ persons for work on this contract if such employee is identified to the contractor as a potential threat to the health, safety, security, general wellbeing or operational mission of the installation and its population.  Contractor employees shall be able to speak, read, and understand English, and communicate well; and shall do so in the performance of duties outlined in the PWS.  

3.2.2.   EMPLOYEE ATTIRE
Contractor personnel shall present a neat appearance and be easily recognized as contractor employees.  This may be accomplished by wearing distinctive clothing bearing the name of the company or by wearing appropriate badges that contain the company name and employee name.  The contractor shall furnish these items.

3.2.3.   EMPLOYEE CONFLICT OF INTEREST
The contractor shall not employ any person who is an employee of the United States Government if employing that person would create a conflict of interest.  Additionally, the contractor shall not employ any person who is an employee of the Department of the Navy (DON), either military or civilian, unless such person seeks and receives approval according to DoD Directive (DODD) 5500.7.

3.2.4.  SECURITY REQUIREMENTS 
The contractor shall obtain a vehicle pass and a Common Access Card (CAC) to gain access to the installation in accordance with procedures established at each location.  

Employees must be United States Citizens and eligible for a Secret clearance at a minimum. 

The contractor shall prescreen all personnel requiring access to the computer systems to ensure they maintain the appropriate Background Investigation.  The contractor shall provide the name, address, and date of birth, Social Security Number and any other pertinent and relevant information of the Contractor personnel assigned to this project to the COR.

The contractor shall bear the expense of obtaining background investigations. All costs associated with obtaining clearances for Contractor provided personnel shall be the responsibility of the Contractor.  

The contractor shall be responsible for the actions of all individuals provided to work under this contract.  In the event that damages arise from work performed by Contractor provided personnel, under the auspices of this contract, the Contractor shall be responsible for all resources necessary to remedy the incident.

The contractor, when notified of an unfavorable determination by the Government, shall withdraw the employee from consideration in working under the contract.

Failure to comply with the Contractor personnel security requirements may result in termination of the contract for default.

3.2.5.   SKILL REQUIREMENTS
All contractor personnel shall have the following: 

3.2.5.1 Experience with SEAL Delivery Vehicle Teams and Naval Special Warfare missions, functions and tasks.

3.2.5.2 In-depth knowledge of NOe including production center support capabilities and NOe support software.

3.2.5.3 Knowledge of high resolution (e.g. Delft3D) ocean modeling systems.

[bookmark: _GoBack]3.2.5.4 A scientific education background with a Bachelor’s Degree in one or more of the following areas: statistics, applied mathematics, oceanography, physical sciences, geo-physical process modeling, atmospheric modeling, meteorology, remote sensors, computation fluid dynamic modeling, or equivalent study.

3.2.5.5 Advanced understanding of dynamic near-shore ocean environment.

3.2.5.6 Experience with NSW manned and un-manned subsurface, surface, and air platforms, and NSW diving and littoral operations.

3.2.7.   TRAINING 

3.2.7.1  If existing videos will be updated during the period of performance, this number can be considered part of the minimum.  A statement with video title, purpose/description, date of production, and location will be submitted to NOSWC leadership.  Videos will be delivered to NOSWC leadership at least quarterly via DVD, and maybe stored collectively on a password protected share drive (i.e. Google drives or YouTube).

3.2.7.2  All training sessions must be coordinated with NOSWC leadership and scheduled at least one month prior to date of training.  A full syllabus for each training session must be provided to NOSWC leadership or designated point of contact and approved prior to commencing training.  Training sessions must last at least 6 hours per day.  

3.2.8.   TRAVEL  

All travel is based on origination from San Diego, California (location of Naval Oceanography Special Warfare Center).  Each trip detailed below includes number of training days.  One day is allowed prior to and immediately following training days for travel (except for San Diego, CA).

Destination					# of Trips	# of Training Days
Pearl Harbor, HI			    	2			   3
San Diego, CA                     			2			   4
Virginia Beach, VA               			2			   4
Stennis Space Center, MS          		2			   4

Total # of Training Days:  30
Additional Days Allowed for Travel To and From Site:  12
Total # of Travel and Training Days:  42

3.3.   QUALITY CONTROL PROGRAM
The contractor shall provide quality control of the SDS tasks at all times.  This must include the processes and procedures required to ensure that services are sustained throughout the life of the contract which assures the Government that performance will be at an acceptable level. When necessary, the Contractor must implement changes in procedures and processes to improve its quality program presented in the Quality Assurance Surveillance Plan (QASP)
[bookmark: _Toc479481446][bookmark: _Toc515420954]3.3.1.   QA EVALUATOR (QAE)  
The COR shall evaluate the contractor’s performance via Quality Assurance Evaluator (QAE) duties through the methods identified in the Quality Assurance Surveillance Plan (QASP).  The COR shall notify the contractor when discrepancies occur and shall request corrective action.  The COR shall make written records of discrepancies and shall ask the PM to initial the record.  Any matter concerning a change in scope, price, terms or conditions of this contract shall be referred to the COR for submittal to the KO. 

3.3.2.   PERFORMANCE EVALUATION MEETING
The KO may require the contractor to meet with the KO, COR, and other Government personnel as deemed necessary.  The contractor may request a meeting with the KO when he or she believes such a meeting is necessary.  

3.4.   REPORTING REQUIREMENTS

3.4.1. MONTHLY PROGRESS REPORT
A monthly Progress Report on program development and progress. The report shall be sent electronically to the COR. The Progress Reports shall cover all work performed and completed during the reporting period and work planned for the subsequent reporting period.  The report shall also identify any problems that arose and a description of how the problems were resolved.  If problems have not been completely resolved, the Contractor shall provide an explanation.  The Contractor shall monitor performance against the SDS tasks and report any deviations.  It is expected that the Contractor will keep in communication with the accordingly so that both parties are aware of issues that arise so that efforts can occur to eliminate or mitigate outstanding issues.
[bookmark: Facility_Resource_Provisions]
3.4.2. SYLLABUS
A full syllabus for each training session must be provided to NOSWC leadership or designated point of contact and approved prior to commencing training.  

3.4.3. MUSTER SHEETS
Muster sheets containing at a minimum name, rank, command, signature, and date of training must be submitted to NOSWC leadership and COR monthly.

3.5.   GOVERNMENT PROPERTY
The contractor shall be responsible for safeguarding all Government property provided for contractor use.  All Government equipment and space are to be used for official use, with only limited personal use allowed.  They are not to be used to conduct the Contractor’s company business or individual employee’s personal business.   

3.5.1. FACILITY/RESOURCE PROVISIONS
Government will NOT provide office space, staffing, equipment, information technology, telephone service, or software to the contractor in support of the effort.  The Government will provide system access as required in accomplishing the tasks associated with this PWS. Additionally, the Contractor must supply any other items needed such as administrative supplies, including paper, pens, etc.
  
All procedural guides, reference materials, and program documentation for the project and other Government applications will also be provided on an as-needed basis. The Contractor shall request other Government documentation deemed pertinent to the work accomplishment directly from the Government officials with whom the Contractor has contact.  

The Contractor shall consider the COR as the final source for needed Government documentation when the Contractor fails to secure the documents by other means.  The Contractor is expected to use common knowledge and resourcefulness in securing all other reference materials, standard industry publications, and related materials that are pertinent to the work.

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]3.5.2.   COMPUTER SYSTEMS SECURITY 
The contractor shall ensure all employees comply with DoD Instruction 8500.2, OPNAV Instruction 5239.14 and SECNAV Instruction 5239.3A.

3.5.3.   SECURITY MEASURES
When the Force Protection Condition (FPCON) levels change due to exercises or real-world events, the contractor shall comply with local authorities and directives associated with the current FPCON level.

3.5.4.   SAFETY
The contractor is responsible for complying with all safety measures required by local, state, and federal regulations.

3.6.   CONSERVATION OF UTILITIES
The contractor shall ensure employees practice utilities conservation.  The contractor shall be responsible for operating under conditions that prevent the waste of utilities to include: lights shall be used only in areas where and when work is actually being performed, employees shall not adjust mechanical equipment controls for heating, ventilation, and air conditioning systems; water faucets or valves shall be turned off when not in use; and Government provided telephones/faxes are for official use only.  Moreover, the use of such utilities must be limited to the minimum amount required for the performance of the required services and must not be used for any other purpose.

4.     ENTERPRISE-WIDE CONTRACTOR MANPOWER REPORTING APPLICATION (ECMRA)
The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract for meteorological support via a secure data collection site.  Contracted services excluded from reporting are based on Product Service Codes (PSCs).  The excluded PSCs are:
(1) W, Lease/Rental of Equipment; 
(2) X, Lease/Rental of Facilities; 
(3) Y, Construction of Structures and Facilities; 
(4) S, Utilities ONLY; 
(5) V, Freight and Shipping ONLY.  

The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil.  

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil. 

5. Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.   
     
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  


INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded
to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 
     
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.
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