

PERFORMANCE WORK STATEMENT (PWS)
NAVAL SUPPLY SYSTEMS COMMAND (NAVSUP) 
WEAPON SYSTEMS SUPPORT (WSS) MECHANICSBURG, PA
SECURITY MANAGEMENT SYSTEM


1.0 Introduction:  

The Naval Supply Systems Command (NAVSUP) Weapon Systems Support (WSS) requires performance-based contractor support for technical refreshment, maintenance and sustainment of the Naval Support Activity (NSA) security management system Mechanicsburg, PA. This effort shall support the current Lenel version integrated security management system, inclusive of all hardware, software, system installation, maintenance and training.

2.0 Background:  

NAVSUP WSS presently employs an electronic security management system for alarm monitoring and card access control.  NAVSUP WSS provides operational oversight of the security management system for all tenant activities located on the NSA installation.  

This system protects resources varying in size from small mobile assets to large fixed base-wide mission areas.  The mission of the security system is to support defense-in-depth by providing means to deter, anticipate, deny, detect, report, delay, assess, track, and assist in deployment of security forces to neutralize intruders.  The security system provides an electronic means of accomplishing area intrusion detection, access control, alarm reporting, employee/visitor identification, remote alarm assessment and alerting security response forces to intrusions in order to support physical security and integrated base defense missions.  Additionally, it provides an integrated command and control capability, permitting situational awareness reporting and warning information to be rapidly and accurately passed among security and force protection communities.  Security capability improvements shall be accomplished through development and technology insertion to meet the Department of Defense’s (DoD’s) diverse security requirements and to ensure that state-of-the-art equipment is available for a myriad of security missions.

2.1 Requiring Organization:
  
The organization requiring the services outlined in the Performance Work Statement (PWS) is:

NAVSUP Weapon Systems Support
Code N0914
5450 Carlisle Pike Bldg 311
Mechanicsburg, PA 17055
	
2.2 Project Description:  

The purpose of this performance work statement is to procure services to perform/provide specific security devices, equipment, materials, Program Management, clerical, technical, programming, testing, installation/connection and maintenance services to support NAVSUP WSS base wide “Access Control” initiative.

The system has the following statistics: Building Count: 40, 77 Command Keypads, 212 Card Readers, 359 High Security Balance Magnetic Switch (BMS), 390 Passive Infrareds (PIRs), 5 Glass Breaks, 29 Duress Buttons, 19 Beam Sets, 10 Temperature Alarms, 1 Humidity Alarm, 49 Intrusion Detection Systems (ISC), 11 Duct Traps, 125 Input Panels, 11 Led Indicators, 4304 Active Badges, 162 Access Levels, 62 Time Zones, 127 Users and Lenel OnGuard Software v6.6.287.  

Time Zone is defined as the time setting inside the application itself. Controls the time a door is unlocked and/or locked for building access (door schedule).


3.0 Scope:  

The objective of this PWS is for the technical refreshment, maintenance/modification of the NSA-based security system and renewal of the Lenel OnGuard software licenses. This effort shall support the current Lenel version integrated security management system, inclusive of all necessary hardware, software, system installation/connection, maintenance and training for the NSA installation Mechanicsburg, PA.
The contractor shall provide alarm monitoring capability, card access control, closed circuit television (CCTV) and network video recording (NVR).

The following critical elements and support services shall be provided: 

Preventative Maintenance:
· Alarm Panel Cabinets
· Programming sheets installed
· Boards labeled correctly
· All electrical connections labeled and connected securely
· Battery backup tested
· Security Devices
· Lenses are clean and securely mounted
· Connected to the correct input
· Labeled correctly
· Wires are securely
· All security devices tested and documented on Walk Test
· Firmware Upgrades for Existing Equipment 
Emergency Services
· Technical assistance, maintenance and parts repair and/or replacement
Non-Emergency Services
· Repairs and Maintenance
· Realignment of Existing Equipment
· Technical assistance, maintenance and parts repair and/or replacement
New Work
· Initial Security System Equipment Upgrades 
· Installation of New Equipment & Software 
· Site specific design
· Project Management
· Installation/Connection
· Legacy equipment/device Removal
Program Support
· Information Assurance and Accreditation
· Monthly Server maintenance
· All Software and Database performing correctly 
· Backups functioning as needed
· Informal Training (segment administrators, users, Police Officers, Emergency Dispatchers, and Badge/ID printing Users
The Contractor shall pre-notify the Contracting Officer’s Representative (COR), Technical Point of Contact (TPOC) and Emergency Dispatch if work is to be conducted during non-normal duty hours (i.e. evenings, nights, weekends, etc.). The contractor shall be aware downtime or access blocked may occur during any services provided under this PWS. 

The contractor shall have access to Business Sensitive Unclassified Information (system drawing, site specs documentation, sketches, software, etc.) which identifies current and new location of devices or areas of alarm coverage to the degree necessary to prosecute work projects/final product under this PWS. Business Sensitive Unclassified Information shall not be removed from the NSA Installation.

Security Devices are defined as those items used, but not consumed, to provide Access Control, Intrusion Detection, and Surveillance services in support of DON’s mission. Security equipment includes operational equipment which is detachable without damage to the real property facility or real property equipment. Security Devices is not required for the operation of the real property facility, but is required for the functional operation and activities utilizing the real property facility.

The contractor will provide a one year warranty on against defects in materials, workmanship and preventive maintenance (excluding labor costs), and make every reasonable effort to obtain warranties when acquiring materials from third parties.

4.0 Directives:  

The Contractor shall use the directives/documents listed in appendix A as guidance in performing the design, manufacture, installation and maintenance of the base security equipment and the Lenel Security System under this PWS.  The determination of specific applicability to these documents in total and/or in part is the responsibility of the Government.


5.0 Specific Tasks:  

The Lenel OnGuard security management system shall provide alarm monitoring, card access control, and closed circuit television (CCTV) monitoring features. All security related currently owned by the Government that are determined to be compatible with the Lenel OnGuard System shall be provided for installation/use. 
 
Equipment/devices currently owned (spares) by the Government will be provided at award.

The contractor shall provide electric locking door hardware and integrate or “key” cores and mechanical keys to the base-wide Security Management System or requesting Organization (Segment). The contractor shall maintain and/or install new powered door operators to be fully integrated with electric locking hardware and the card readers in the Lenel System. The contractor shall provide maintenance, repair and support on the variety of electronic key boxes installed and connected to the Lenel system. 

The contractor shall maintain and/or replace the central stations, existing alarm control panels, devices, keypads and all card readers. All replacement card readers shall be Homeland Security Presidential Directive 12 (HSPD-12) Federal Information Processing Standard (FIPS 201) compliant and shall be on the FIPS 201 Approved Product list. All devices shall be Underwriters Laboratories (UL) approved.   

The contractor shall replace existing devices to ensure monitoring capability and equipment/devices are functioning properly for access control. Installation of the system components shall result in no degradation of existing capabilities and must be fully interoperable.

The contractor shall check all work performed to ensure it meets the highest installation and testing standards.

The contractor shall provide a status report and quality control checklist to the TPOC and COR.

5.1	Preventative Maintenance

The contractor shall maintain system interoperability and ensure fully-operational status of all equipment connected to the NAVSUP WSS Mech, PA Secuirity Management System (as described in seciton 2.2 above). Preventative maintenance shall occurr annualy, every April, and will include:

· Inspection of card readers and keypads   
· Visual and functional checks of all console equipment, closed circuit television equipment, local processors, sensors, and electrical and mechanical controls.
· Inspecting exterior surfaces.
· Cleaning all system equipment and local processors inside and out, and performing diagnostics on all equipment.
· Operating all system software diagnostics and correcting all diagnostic problems.
· Resolving any previous outstanding problems.
· Validating alternate power sources (stand by batteries) are functional where necessary and replaced when no longer functional or defective.
· Provide a Preventive Maintenance Report to the TPOC.
· Restricted access – any replacement of existing sensors, controllers and/or devices for Buildings’ #6, #7, #8, #9, #114, #303, #312, #313, #411 and #412 requires coordination for escort.
· Quality Control Checklist

Any service disruption that exceeds eight hours, or extends outside of normal working hours (0700-1600 Monday through Friday) for any individual facility on the installation is subject to prior approval of the TPOC and  COR. 

The contractor shall maintain and/or replace the central stations, existing alarm control panels, devices, keypads and all card readers. All replacement card readers shall be Homeland Security Presidential Directive 12 (HSPD-12) Federal Information Processing Standard (FIPS 201) compliant and shall be on the FIPS 201 Approved Product list. All devices shall be Underwriters Laboratories (UL) approved.   

The contractor shall check all work performed to ensure it meets the highest installation and testing standards.

5.2	Emergency Services (Repairs and Maintenance)

The contractor shall provide a Lenel Certified Technician for onsite emergency repairs/replacement services in the event of any alarm malfunction and/or malfunction of all covered equipment.  The TPOC or a segment administrator will contact the contractor to perform emergency services.  Emergency call-out service shall be defined as a service to repair or correct system failure after normal business hours, on weekends, or on holidays.  

For purposes of this contract, an emergency situation is any condition that requires immediate action to eliminate life or serious injury hazards to personnel, prevent pilferage or damage to government property, and maintain security of assets to National Security.  The contractor will take the necessary action to attempt to prevent or mitigate any such threatened damage, injury or loss.  The Contractor will make reasonable efforts to minimize any cost associated with remedial action in case of such an emergency.

The contractor shall replace existing devices to ensure monitoring capability and equipment/devices are functioning properly for access control. Installation of the system components shall result in no degradation of existing capabilities and must be fully interoperable

The contractor shall provide a point of contact and a 24-hour telephone number where the Government may initiate service request within 14 days of award to the Government POC/COR, and TPOC.

The contractor shall check all work performed to ensure it is meeting the highest installation and testing standards.

The contractor shall provide an emergency call report and a quality control checklist to the TPOC and COR on the seventh (7th) day of each month.

5.3	Non-Emergency Services (Repairs and Maintenance)

The contractor shall provide a Lenel Certified Technician for onsite non-emergency repairs/replacement services in the event of any alarm malfunction and/or malfunction of all covered equipment.  The TPOC or a segment administrator will contact the contractor to perform non-emergency repairs/service. Non-Emergency call-out repairs/service shall be defined as a service to repair or correct system failure during normal business hours.  Normal business hours are 0700 to 1600 Monday through Friday.  

The contractor shall replace existing devices to ensure monitoring capability and equipment/devices are functioning properly for access control. Installation of the system components shall result in no degradation of existing capabilities and must be fully interoperable

The contractor shall check all work performed to ensure it is meeting the highest installation and testing standards.

The contractor shall provide a non-emergency call report and a quality control checklist to the TPOC and COR on the seventh (7th) day of each month.

5.4	New Work

New work shall be defined as the accomplishment of work in any building located at NSA Mechanicsburg, PA. New work includes video monitoring replacement, card readers, key pads, door contacts, electric cylindrical locks, high security balance magnetic switch (BMS), passive infrareds (PIRs), intrusion detection systems (IDS), intelligent security controllers (ISC), closed circuit television (CCTV) systems, network video recorders (NVRs), key boxes and power door operators. The contractor shall ensure all new work meets the American Disability Act when enhancements of the system occur.

The contractor shall provide electric locking door hardware and integrate or “key” cores and mechanical keys to the base-wide Security Management System or requesting Organization (Segment). The contractor shall maintain and/or install new powered door operators to be fully integrated with electric locking hardware and the card readers in the Lenel System. The contractor shall provide maintenance, repair and support on the variety of electronic key boxes installed and connected to the Lenel system. 

New Work shall not include Structural changes, to the real property. To include but not limited to Electrical Distribution, Implementation facility modification, replacing doors, painting and patching drywall, etc.

Security Devices are defined as those items used, but not consumed, to provide Access Control, Intrusion Detection, and Surveillance services in support of DON’s mission. Security equipment includes operational equipment which is detachable without damage to the real property facility or real property equipment. Security Devices is not required for the operation of the real property facility, but is required for the functional operation and activities utilizing the real property facility.

The contractor shall check all work performed to ensure it meets the highest installation and testing standards.

The contractor shall provide a status report and quality control checklist to the TPOC and COR.

Government Area of Responsibility (AOR) for “New Work” Requirements:

The Technical Point of Contact (TPOC) and/or the Program Manager is responsible to comply with the following codes and regulations prior to obligating the government to new work: 

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_021_02.pdf 

OPNAV INSTRUCTION 11010.20H (or current version), Navy Facilities Projects
A site survey will be conducted for all new work to identify requirements for location of Security Devices prior to the execution of a task order. This includes a walk-through of the building and/or perimeter to identify each participant’s area of responsibility in reference to work to be performed. Participants may include the Command Facility Officer, NAVFAC, NAVSUP BSC Network Support, TPOC, COR, FLCN Contracting Officer/Contract Specialist, and the contractor. 

Area of Responsibility (AOR) may include but not limited to:
· Required network ports  
· Electric tie-in and conduit
· Network connectivity and sufficient bandwidth 
· Power over Ethernet (PoE) switches 
· Drilling, fastening, mounting, wiring.
The Government will provide specifications and documentation for the surveyed location(s) to the contractor for development of a price quote.  Labor rates and supply pricing shall not exceed those established in Attachment V, Pricing Spreadsheet.  For those items not specifically priced in this attachment, the contractor shall seek competition to the maximum extent practicable for all purchases.  Documentation of these efforts shall be submitted with the price quote.  

The Government will comply with UFC applicable to all planning, design and construction, renovation, repair, maintenance and operation, and equipment installation in new and existing facilities and installations, regardless of funding source that result in DoD real property assets.
 5.5	Program Support 

The contractor shall support the Lenel OnGuard system software.  The contractor shall maintain software upgrades, modifications, revisions and ensure all licensing requirements are provided with Software Maintenance and manufacture technical support for servicing of the OnGuard application. For any database requirements the contractor shall coordinated through the Government TPOC, COR and Database Administrator. 
 
The contractor shall perform a backup of the database monthly for the purposes of the contingency and recovery plan for the Lenel system. In the event of service interruption the contractor shall troubleshoot and identify the source of failure for the purpose of system recovery. This shall be part of the contractor’s role in the contingency/recovery plan. 

The contractor shall perform a monthly software/database health check. The contractor shall create and provide a dashboard to track past, current, and future needs/issue with the system. The dashboard shall include but not limited to the number of readers, cardholders, visitor cardholders, ISCs, alarm points, alarm panels and event activity. 

The contractor shall provide informal training to System Administrators, Police Officers, Emergency Dispatchers, and Badge/ID printing Users to ensure proper use/operation of equipment/devices to include alarm monitoring, video operation and playback.

Informal training consists of:  four (4) hour on-site when a new segment is added to the system.

The contractor shall only accept trouble tickets via the Navy311@navy.mil (NAVSUP Help Desk Support) from “Authorized” NSA Mechanicsburg, PA Segment Administrators specified in Attachment B.

The contractor shall assist Government personnel with desktop support, systems’ DoD Information Assurance Certification and Accreditation Process (DIACAP), network support and system admin support to meet systems’ Information Assurance (IA) and physical security requirements. 

The contractor shall provide a status report and quality control checklist to the TPOC and COR.





6.0	PERFORMANCE STANDARDS 

The government technical point of contact will measure the contractor’s performance by assessing the quality of the services delivered by the contractor. The quality standards are defined as follows:

· The Government defines successful services as those that conform to the task description provided in the Performance Work Statement (PWS) with little or no rework required of the Contractor.
· Unsuccessful services are defined as those that do not conform to the task description provided in the PWS and require significant rework by the Contractor at the direction of the Government.
· The Technical Point of Contact will inform the Contracting Officer’s Representative for record whether the Contractor has met the schedule using the due dates for receipt of deliverables through the Contract Data Requirements List (CDRL), provided in Attachment A. The quality standards are defined as follows: 
· Successful delivery is defined as delivery of the CDRL 95% of the time.

Preventative maintenance – Conducted annualy, every April, not less than six (6) months apart. 90% of all systems are properly working. All installation and preventative maintenance work is scheduled/coordinated with the TPOC and COR; accomplished during the hours 0700-1600, Monday-Friday. 

Emergency Services - Respond to notifications by verbal acknowledgement within 15 minutes of notification. Arrive at the NSA Mech, PA installation within 4 hours of initial notification.  95% of all service calls, parts and equipment (including replacements) are satisfactorily completed and provided within required time. 
Non-Emergency Services - Respond to notifications by verbal acknowledgement within 15 minutes of notification. Arrive at NSA Mech, PA installation within 24 hours of initial notification. With regard to non-emergency repairs/service issues, when the 24 hour period encompasses a Saturday, Sunday, and/or Federal holiday, the Contractor shall arrive on site on the first workday following initial Government notification.  95% of all service calls, parts and equipment (including replacements) are satisfactorily completed and provided within required time. 

New Work – All new work shall be in accordance with and comply with standards defined in the American Disability Act. 100 % of all new work services comply with tenant/site specification design.

Program Support – Database backup shall occur on a monthly basis. 98% of all system changes, modifications, software upgrades are completed within required time period. 100% of manufacture maintenance support is up-to-date and available for continued Original Equipment Manager (OEM) technical software/licensing support. 

Informal Training – Training to cover 24/7 operation prior to transition/activation of any new zone/segment (building). 100% of all training is completed within 30 days of work acceptance. 

7.0 Deliverables:  

The Contractor shall provide the following deliverables at the indicated intervals.

	Deliverable
	Format
	Due
	

	Monthly System Report (A001)
	Electronic using MS Office 2010
	7th Day every month
	

	Monthly Program/system changes Report (A002)
	Electronic using MS Office 2010
	7th Day every Month
	

	Emergency/Non-Emergency call report
(A003)
	Electronic using MS Office 2010
	3 business days after event
	

	Preventative Mantenance Report
(A004)
	Electronic using MS Office 2010
	5 business days after performance
	

	SQL Database 
Backup (BU) of 
Lenel OnGuard 
(A005)
	Electronic using MS 
Office 2010
	5th day every Month
	

	Proof of License/ Maintenance Renewal 
(A006)
	Electronic
	30 Nov every FY   
	

	Quality Control Check
List (A0007)
	Electronic
	1 business day after 
project completion 
date 
	

	Training Material/User Manual (A0008)
	Hard Copy
	3 business days prior to event
	




7.1	Monthly Payment Request.  The contractor shall submit a monthly payment request (invoice) electronically using Wide Area Workflow e-Business Suite; Invoicing, Receipt, Acceptance and Property Transfer (iRAPT – formerly WAWF-RA)by the 7th day of each month.  iRAPT is available on the internet at https://wawf.eb.mil. 

8.0 Period of Performance:  

Base period of performance is 12 months with four (4) 12 month option periods. The contractor is not authorized to begin work until both the Visit Authorization Request (VAR) and System Authorization Access Request-Navy (SAAR-N) forms have been successfully processed and base and system access have been granted.  

9.0 Place of Performance: 

The place of performance is Naval Support Activity (NSA) Mechanicsburg, 5450 Carlisle Pike Mechanicsburg, PA 17050. The actual on-site locations within this place of performance are considered Sensitive and are For Official Use Only (FOUO). No information concerning the actual locations shall be released to the public or public sources. Exact locations within the place of performance shall be released to the Awarded Contractor by the government technical point of contact. 

10.0 Travel:  

Travel is not required for performance under this PWS.

11.0	 Security Requirements:

5252.204-9400 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 
(July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.   
     
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  

INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 
BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM. 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  

In order to maintain access to required systems, the contractor shall ensure completion of annual Information Assurance (IA) training, monitor expiration of requisite background investigations, and initiate reinvestigations as required.

12.0	Government Furnished Equipment/Material (GFE/M):  

Government Furnished Equipment is comprised of the network connectivity up to the drop and work station components.  The Government will install the drops where required.  Contractor shall replace existing wiring or install GFM only when new installation is necessary to ensure compatibility with the replacement system. The Government does not intend to replace existing wiring or installed GFM to become compliant with the specifications. The contractor shall use GFM “as is” if GFM is not damaged or defective. All existing control devices are grandfathered. All installations of new devices, wiring will be in compliance with the directives listed in paragraph 4.

All security related devices currently owned by the Government that are determined to be compatible with the Lenel OnGuard System shall be provided for installation/use. A listing of currently installed devices in the Lenel system and a listing of GFM spares located on base will be provided as described in section 2.2 and 5.0 above. The contractor is required to maintain the accuracy of these lists as system updates, modifications, and repairs are completed. Updates to the ‘as-is’ installed and spares inventory lists shall be provided as a component of the monthly report.  

13.0 Qualifications/Experience: 

The contractor resource(s) must be able to obtain interim access due to a favorable review of the investigative questionnaire and advance favorable fingerprint results, or be able to obtain access due to a current favorably adjudicated investigation to enable the contractor to start performance immediately upon the period of performance start date.

The contractor assigned to this project shall have the following critical skills and knowledge. 

As part of overall system maintenance, the contractor shall support the Lenel OnGuard system software and must be able to exhibit 5 years as an “Authorized Lenel OnGuard Value Added Reseller (VAR) supporting large systems. The contractor shall provide the Lenel certification number for all contractors assigned to this project.  The TPOC will verify the assigned contractor resources certification.

For New Work Projects, Emergency and Non-Emergency Services, the  Field Service Technicians and  Information Technology Specialist contractor resources shall have 3 years of experience working with and be certified for: 
1) LKM7000 locks and  X09and X10 series (current and future version); 
2) Lenel Master Certified Technicians; 
3) Lenel Expert Video/Axis certified technicians;
4) American Association of Automatic of Automatic Door Manufactures (AAADM) certified inspector; 
5) National Electric Certified (NEC) technician and 
6) SQL certified technician. In addition, for  Information Technology Specialist, the contractor resource shall have one (1) year experience as a Lenel OnGuard associate and Professional Access certified. 

For Program Management support, the contractor resource(s) shall have a minimum of 3 years of experience and be capable of working independently and possess in-depth knowledge of the following: 

a. Excellent written and verbal communication skills.
b. Expert in establishing project plans for individual tasks and any external organizations that may be required to complete the project.
c. Experienced in working with an application life-cycle methodology, participating and performing user requirements definitions/site deployment plans.
d. Excellent interpersonal skills, able to gain clients’ confidence.
e. Always maintains a professional relationship with client, team members and external agencies/organizations.
f. Lenel Onguard Software
g. Microsoft SQL Server/Database Software
h. Contingency/Recovery System Planning
i. Planning migration/implementation to update system

The contractor shall have field expertise in the products that are expected to be serviced under this contract, as well as proven success with the projects and services executed in relation to proposed guidelines of this PWS. 

14.0 Non-Disclosure Agreement:

The Business Sensitive Information Non-disclosure Agreement is required for this order.  Refer to DFARS 252.204-7000, Disclosure of Information, and DFARS 252.204-7003, Control of Government Personnel Work Product.

[bookmark: _GoBack]15.0 Clauses:

Section 508 Compliance
Section 508 of the Rehabilitation Act requires Federal agencies to make their electronic and information technology accessible to people with disabilities.  This applies to all Federal agencies when they develop, procure, maintain, or use electronic and information technology.

All electronic and information technology (EIT) procured through this task order must meet the applicable accessibility standards specified in 36 CFR 1194.2, unless an agency exception to this requirement exists.  Any agency exceptions applicable to this task order are listed below.

The standards define Electronic and Information Technology, in part, as “any equipment or interconnected system or subsystem of equipment that is used in the creation, conversion, or duplication of data or information.”  The standards define the type of technology covered and set forth provisions that establish a minimum level of accessibility.  The application section of the standards (1194.2) outlines the scope and coverage of the standards.  The standards cover the full range of electronic and information technologies in the Federal sector, including those used for communication, duplication, computing, storage, presentation, control transport and production.  This includes computers, software, networks, peripherals and other types of electronic office equipment.

Privacy Act

During performance of this order, the contractor may have access to Privacy Act data.  Should this occur, the contractor shall safeguard all privacy information, and ensure this data is accessed and maintained in accordance with applicable laws and regulations. If access occurs, FAR 52.224-1 and 52.224-2 apply.

16.0  Enterprise-wide Contractor Manpower Reporting Application - ECMRA 

The contractor shall report ALL contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract for NAVSUP WSS Security Management System via a secure data collection site.  The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil.  Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.

17.0  Site Access

Per DFARS 211.106, contractor employees shall identify themselves as contractor personnel by introducing themselves or being introduced as contractor personnel and displaying distinguishing badges or other visible identification for meetings with Government personnel and services being provided.  In addition, contractor personnel shall appropriately identify themselves as contractor employees in telephone conversations and in formal and informal written correspondence.

The contractor shall have in his/her possession while on the premises, a NAVSUP WSS photo identification badge issued by an authorized official of NAVSUP WSS.  No contractor or contractor employee, supervisor, or other official(s) engaged in the maintenance work or supervision shall be permitted to enter into duty or otherwise enter the premises until such time as a NAVSUP WSS identification card is issued.  This badge must be worn and fully visible at all times while on the installation. 

The contractor shall ensure that all government identification(s) are returned to the issuing agency office when the work is completed or terminated or upon expiration of the contract. 

· PROTECTION OF GOVERNMENT PROPERTY:  The Contractor shall provide protection to Government property to prevent damage during the period of time the property is under the control or possession of the Contractor.  

· LOCAL SAFETY REQUIREMENTS:  Comply with all Occupational Safety and Health Administration (OSHA) safety requirements implemented at the installation where the work is accomplished. If conflicts arise, refer to the technical point of contact for resolution. 

· SUBCONTRACTORS: Include a clause in all subcontractor agreements to comply with the safety provisions of this order as applicable.

· ACCIDENT/INCIDENT REPORTING AND INVESITGATIONS:  Record and submit promptly to the Facility Manager all available facts relating to each instance of damage to Government property or injury to either Government or Contractor personnel. Do not perform any work on the damaged equipment/property until authorized by the technical point of contact. Cooperate fully and assist the Government personnel until the investigation is completed.

· RESTRICTED ACCESS – any services provided for Buildings #6, #7, #8, #9, #114, #303, #312, #313, #411 and #412 requires coordination for an escort

Recording presence:

All contractor employees are required to sign in and sign out each time they enter and exit NAVSUP WSS.  Contractor employees shall sign in at Naval Support Activity Police Dispatch Office, Bldg 306.  The contractor shall wear the ID badge completely visible above the waist at all times while on the premises.  Immediately upon discovery of a lost badge, the contractor shall notify the TPOC.

18.0  Removal from Duty

The Contracting Officer may require the contractor to immediately remove any employee from the work site should it be determined that individuals are being assigned to duty who have been disqualified for either suitability or security reasons, or found to be unfit to perform their duties.  The contractor shall immediately take action to replace the unfit employee.  For clarification, a determination of unfitness may be made for incidents involving the most immediately identifiable types of misconduct of delinquency as set forth below:

· Neglect of duty, including sleeping while on the work site, unreasonable delays or failure to carry out assigned tasks, and conducting personal affairs during official time.
· Falsification or unlawful concealment, removal, mutilation, or destruction of any official documents or records or concealment of material facts by willful omissions from official documents or records.
· Disorderly conduct, use of abusive or offensive language, quarreling, unjustified intimidation by words or deeds, or fighting.  Also, participation in disruptive activities, which interferes with the normal and efficient operation of the Government, is grounds for removal.
· Theft, vandalism, immoral conduct, or any other criminal actions shall not be tolerated.
· There shall be no selling, consuming, or being under the influence of intoxicants, drugs, or substances which produce similar effects.
· Health problems shall not interfere with the requirements of this contract.

Appendix A Applicable Directives/Documentation
The contractor must be experienced in following and executing the policies and procedures of the Navy contract with regulations and expectations of business conduct and service.  
The following specifications, standards, and handbooks are applicable under this requirement.  Documents shown with a specific revision letter shall be used in lieu of the latest revision unless otherwise noted.

The Contractor shall use the following directives/documents as guidance in performing the design, manufacture, installation and maintenance of the base security equipment and the Lenel Security System under this task order.  The determination of specific applicability to these documents in total and/or in part is the responsibility of the Government.

4.1.1 Department of Defense (DoD) 5220.22M, National Industrial Security Program Manual (NISPOM), dated 28 Feb 06 and all subsequent revisions thereto.

http://www.dss.mil/isp/fac_clear/download_nispom.html
 
4.1.2 Department of Defense (DoD) Instruction DODI 8510.01, Information Assurance Certification and Accreditation Process (DIACAP), dated 28 Nov 2007 and all subsequent revisions thereto.

http://www.dtic.mil/whs/directives/corres/pdf/851001p.pdf

4.1.3 Department of Defense (DoD) 8570.01-M, Information Assurance Workforce Improvement Program, dated 24 January 2012.

http://www.dtic.mil/whs/directives/corres/pdf/857001m.pdf


4.1.4 Department of Navy Infomation Security Program Manual, SECNAV M-5510.36,
dated 30 June 06 and all subsequent revisions thereto.

http://doni.daps.dla.mil/SECNAV%20Manuals1/5510.36.pdf

4.1.5 Department of the Navy Personnel Security Program Manual, SECNAV M-5510.30, dated 30 June 06 and all subsequent revisions thereto.

https://doni.daps.dla.mil/SECNAV%20Manuals1/5510.30.pdf

4.1.6 Director of National Intelligence Directive, ICS 705-1, dated 17 September 2010 and all subsequent revisions thereto.

https://portal.navfac.navy.mil/portal/page/portal/NAVFAC/NAVFAC_WW_PP/NAVFAC_NFESC_PP/LOCKS/PDF_FILES/ICS-705-1.pdf

4.1.7 Unified Facilities Criteria, Electronic Security Systems: Security Engineering, UFC 4-020-04FA, dated 22 September 2009 and all subsequent revisions thereto.

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_020_04a.pdf


4.1.8 Unified Facilities Criteria, Security Engineering, Electronics Security Systems, UFC 4-021-02NF, dated 27 September 2006 and all subsequent revisions thereto.

http://fips201ep.cio.gov


4.1.9 Unified Facilities Criteria, Security Engineering: Entry Control Facilities / Access Control Points, UFC 4.022.01, dated 25 May 2005 and all subsequent revisions thereto.

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_022_01.pdf


4.1.10 Unified Facilities Criteria, DoD Security Engineering Facilities Planning Manual, UFC 4.020.01, dated 11 September 2008 and all subsequent revisions thereto.

http://www.wbdg.org/ccb/DOD/UFC/ufc_4_020_01.pdf


4.1.11 Homeland Security Presidential Directive (HSPD) 12/Federal Information Processing Standards (FIPS) 201, FIPS 201 Approved Products List

http://fips201ep.cio.gov/apl.php

4.1.12 Rehabilitation Act of 1973, Section 508

http://www.section508.gov/index.cfm?FuseAction=Content&ID=3

4.1.13 Underwriters Laboratories, Inc. 

http://www.ul.com/


4.1.14 General Services Administration Schedule Advantage

https://www.gsaadvantage.gov/advgsa/advantage/main/start_page.do

4.1.15 Occupational Safety and Health Administration

http://www.osha.gov

4.1.16 National Electrical Code

http://www.nfpa.org/aboutthecodes/AboutTheCodes.asp?DocNum=70

4.1.17

OPNAVINST 11010.20H – Navy Facilities Project dated 16 May 2014


19
