
C.1     Background

The Department of the Navy (DoN) has ongoing requirements to provide telecommunications and data services to various DoN commands and other agencies within the Hampton Roads area of Virginia.  This contract will provide various local telecommunications connectivity and services in the Hampton Roads area.  The award will be for a base period with four, twelve month options.

C.1.1 Contract Scope

C.1.1.1 Geographic Scope

The service area currently consists of the following Virginia cities and counties:  City of Chesapeake, City of Hampton, City of Newport News, City of Norfolk, City of Portsmouth, City of Suffolk, City of Virginia Beach, and York County.  

C.1.2.2  Services

The Government has defined two service groups: voice services and data services along with related technical support and customer premises equipment (CPE).  All services described in this PWS shall be available throughout the geographic area defined in C.1.1.1.
1. Voice services.  Voice services are specified in a functional manner in order to allow offerors the flexibility to meet voice requirements with either traditional or emerging technologies, provided that solutions are compatible with existing DoN equipment.  
2. Data services.  The Government will define and specify a set of data services.  If an offeror proposes a specified service, they shall meet all requirements associated with that service. Offerors are allowed the flexibility to meet the data service requirements with emerging technologies, provided that solutions are compatible with existing DoN equipment.  

A summary of the services is provided in Table C.1-1.  

Services include local access; i.e., the connection from the offeror’s office serving the customer’s Service Delivery Point (SDP) that includes transmission and may include switching.  Services also include local transport, the connection between the offeror’s offices serving the originating and terminating SDPs within the contract service area.  Finally, contract services include Interexchange Carrier (IXC) access, the connection between the contractor network and the IXC’s Point of Presence (POP). The contractor shall support IXC access by providing customer organizations the ability to choose the Government-specified Government Designated   Interexchange   Carrier   (GDIXC)   Pre-subscribed   Interexchange Carrier (PIC) for long distance services.  These services are currently provided via Networx.

Table C.1-1.  Contract Services and Products

	Service Group
	Services and Products

	Voice Services (VS)
	Voice Lines
Voice Trunks
CPE and Technical Support

	Data Services (DS)
	Circuit Switched Data Service (CSDS) Dedicated Transmission Service (DTS) Teleconferencing Service (TS)
CPE and Technical Support



Throughout the life of the contract, the contractor shall provide access to all new and emerging services that become available within the scope of the contract. 

C.1.3  Organization of the Statement of Work

Section C.2 describes required telecommunications services and features, including performance and interface requirements; Section C.3 describes requirements for management and operations services; Section C.4 describes the requirements for equipment that may be acquired under this contract; Section C.5 describes transition and implementation requirements; Section C.6 describes requirements for priority service and restoration of services and facilities; and Section C.7 summarizes general management requirements.

C.2     Telecommunications Services and Features

Sections below set out the following:
1. General Service Requirements.
2. Required basic capabilities service-by-service.  Basic capabilities shall be included in the base price of the service. The contractor also may identify basic capabilities that are not specified in this RFP.
3. Required features service-by-service.   Features of a service are additional service functionalities that shall be provided by the offeror and priced separately from the basic service price.  The contractor may propose additional features not specified in the RFP.  Such features will be evaluated for reasonableness but will not be included in the Total Evaluated Cost.
4. Performance requirements service-by-service.
5. Interface requirements service-by-service. 

C.2.1  General Service Requirements

C.2.1.1         Flexible Service Delivery Points

The  contractor  shall  deliver  service  to  the  DoN  service delivery point (SDP)  location, whether it is located at the Minimum Point of Presence (MPOP) or the desktop, or whether the existing inside wiring to connect the SDP to the MPOP is satisfactory.  As the required SDP location moves away from the MPOP and towards the desktop, the contractor’s responsibilities increase.  The contractor’s maintenance and network management responsibilities will increase because they extend to the SDP.  

The User-to-Network  Interface  (UNI)  specifications  for  some  flexible  SDP requirements are described service-by-service in C.2.2.4 through C.2.7.4.

C.2.1.2 Inside Wiring

The contractor is not responsible for inside wiring.  The contractor shall install and support any additional required CPE connected to inside wiring that is used to provide contracted services.

C.2.1.3 Local Loops

VS and CSDS local access connections shall conform to the standards of Telcordia’s Notes on the Networks (SR-2275).

C.2.1.4 Site Preparation

Any contractor-provided equipment to be located on customer premises shall be placed in locations approved by the Government.  The Government will provide a controlled space to house equipment shall be for one contiguous space and shall include a primary and an alternate for each equipment location.   The contractor shall provide detailed information regarding floor space, ceiling height, electrical, environmental, and floor-loading requirements. The Government will provide space at the time of the Notice to Commence Work and will make every effort to provide the space in the primary location but in some cases may require use of the alternate space.  This approval will be on a case-by-case basis.   Where available, the Government will authorize the use of a reasonable amount of space and power without charge.

Site preparation necessary for proper equipment or service operation will be provided by either the contractor or the Government, and shall be determined on a case by case basis by the Government.  Requirements for commercial power, backup power, grounding, conduits, frames, terminals, room construction or environmental requirements shall be provided by the contractor to the ordering agency.

The contractor shall provide a firm-fixed-price quotation to accompany the site preparation specification, indicating the contractor's price for accomplishing the job.  The Government will have the option of accepting the contractor's offer and reimbursing the contractor on an individual-case basis or performing the site preparation using Government resources.

All work done by the contractor under this contract shall conform to FIPS PUBS 187 and 195, all appropriate national and local codes, and all other directives referenced within this contract, and shall conform to accepted industry installation and repair practices.   All work and code compliance shall be subject to Government review and approval.

C.2.1.5 On-Net and Off-Net Calls

There are two types of contract calls, on-net and off-net.  Calls from a contract SDP to other contract SDPs on the contractor’s network are on-net calls.    All other calls are off-net calls.   Contract users shall have the same geographic off- net local calling area as other non-Contract telephone line users at the same location.

On-Net calls shall be included in the basic service capabilities, at no additional cost.  Cost recovery for Off-Net calls shall be priced by the contractor.

C.2.1.6 Contractor Compatibility

The contractor, as part of the basic service, shall support the customer as necessary in testing hardware and software that interfaces with the contract network to assure that the customer’s systems, services, features, and applications function as required.  When a non-standard solution is required to resolve a system incompatibility, the implementation of the solution shall be negotiated on an individual-case basis with the Government.

C.2.1.7 Interoperability

The contractor shall support interoperability for given service offerings so that a user of a service from one vendor shall be able to communicate with users of services from other vendors with performance equivalent to that commercially available.   The DoN recognizes that different levels of interoperability (i.e., partial or full) exist commercially, particularly in the area of data networking.  Interoperability shall be made available for any service that is currently commercially offered by the contractor and is interoperable with other contractors’ service.  The contractor shall notify the DoN of the details of the level of interoperability available for the service.  In addition, the contractor shall make available any future service interoperability at no additional cost to the DoN when the contractor offers the interoperability for its regularly provided service commercially.

In particular, the contract network shall interface with designated telecommunications   programs   of the   Government,   including   the   Defense Switched Network and other GDIXCs. Required functionality shall include interoperability (e.g. translations,  specified  interfaces)  with  the  associated service providers. The contractor shall recommend appropriate interface points to the Government, in consultation with each affected contractor, after contract award.

C.2.1.8 Numbering Plan and Dialing Plan

The contractor shall support a uniform numbering plan for all contract buildings that conforms to the North American Numbering Plan (NANP) and is consistent with the current dialing plan.  New services shall be accommodated within this framework.  The NXX blocks that are being used by DoN are identified in Attachment XXXX.

The contractor shall be responsible for administering changes in the NANP affecting the contract network users as soon as notifications of NANP changes become available.

The contractor shall be responsible for the compatibility of the proposed numbering scheme with the numbering plan of both the GDIXC networks and the local exchange network.   Current subscriber numbers shall be maintained (emphasis added).  The contractor shall consult with the local exchange carrier (LEC) and the Government regarding their current or future numbering plans and make appropriate provisions in the proposed contract numbering plan.   Detailed information regarding the existing numbering and dialing plans will be provided to contractors after contract award.

C.2.1.9 Performance

The contractor shall be responsible for all aspects of the Quality of Service (QoS), security, interconnectivity, and interoperability of services between contract SDPs.  The applicable performance parameters for each service and feature are specified service-by-service in C.2.  Each performance parameter is defined in terms of the minimum acceptable level of performance for the service or feature.  The contractor shall deliver services at a performance level equal to or greater than what is available commercially.  Thus, if the available commercial performance parameter is more demanding than the minimum acceptable level specified in this contract, the available commercial performance parameter shall prevail.

C.2.1.10 System Attributes

The contractor shall be responsible for meeting the following general system requirements over the life of this contract:

C.2.1.10.1Reliability

The maintainable design life of all contractor-provided components, circuits, and equipment shall be at least five years.  This does not include expendable items. The design life shall be on the basis that normal recommended maintenance procedures will be followed.

C.2.1.10.2 Robustness

The contractor’s infrastructure shall be sufficiently robust that in the event of failure of any system or component, the network shall continue to function and process calls.  Switching systems shall be designed with sufficient redundancy to ensure system downtime due to catastrophic failure shall be less than four hours in twenty years.  Downtime consists of time required to restore the switching system.  With the exception of local access connections and line cards (or equivalent functionality), there shall be no single-point failure mechanisms in the contract service provider’s network.

C.2.1.10.3 Warranty Period

All equipment and components procured as a unit under this contract shall be warranted for a period not less than the time specified in the original equipment manufacturer's warranty.  Repair or replacement of any item during the warranty period shall be at no cost to the Government, and the contractor shall provide substitute equipment during the period of repair.  These rights shall be in addition to those provided by FAR 52.246-20 (Warranty of Services).

[bookmark: _GoBack]C.2.1.10.4 Availability of Service

Contract services shall be available 24 hours a day, seven days a week.  The availability of each required service shall be at least 99.5 percent at each SDP. For purposes of the contract, the availability shall be calculated as follows:

		Total Uptime X 100	
Availability =  Total Uptime + Total Downtime

Total uptime is the total amount of time the service is available within a one- month period.  Total downtime is the total amount of time that the service is unavailable within a one-month period.  Total downtime includes scheduled maintenance downtime if the service is unavailable for use.

C.2.1.10.5    Network Synchronization

The contract network shall be synchronized to a common and highly accurate timing mechanism and shall be traceable back to a stratum 1 source.

The American National Standards Institute (ANSI) standard entitled "Synchronization Interface Standards for Digital Networks" released as ANSI/T1.101-1998 defines the stratum levels and minimum performance criteria. Table C.2-1 provides a summary:

Table C.2-1.  Stratum Levels and Minimum Performance Criteria

	
Stratum
	Accuracy, Adjustment Range
	
Pull-In-Range
	
Stability
	
Time To First
Frame Slip *

	1
	1 x 10-11
	N/A
	N/A
	72 Days

	
2
	
1.6 x 10-8
	Must be able to synchronize to the clock with an accuracy of +/-
1.6 x 10-8
	
1 x 10-10/day
	
7 Days

	
3E
	
4.6 x 10-6
	Must be able to synchronize to the clock with an accuracy of +/-
4.6 x 10-6
	
1 x 10-8/day
	
17 Hours

	
3
	
4.6 x 10-6
	Must be able to synchronize to the clock with an accuracy of +/-
4.6 x 10-6
	
3.7 x 10-7/day
	
23 Minutes

	SONET Minimum Clock
	
20 x 10-6
	Must be able to synchronize to the clock with an accuracy of +/-
20 x 10-6
	
Not yet specified
	
Not Yet
Specified

	
4E
	
32 x 10-6
	Must be able to synchronize to the clock with an accuracy of +/-
32 x 10-6
	
Same as
Accuracy
	
Not Yet
Specified

	
4
	
32 x 10-6
	Must be able to synchronize to the clock with an accuracy of +/-
32 x 10-6
	
Same as
Accuracy
	
N/A



* In order to calculate the slip rate from drift, assume a frequency offset equal to the drift in 24 hours, which accumulates bit slips until 193 bits (frame) accumulate. Drift rates for various atomic and crystal oscillators are well known.  However, drift rates are usually neither linear nor continually on an increase.

C.2.1.11       Network Architecture

The contractor shall implement a network architecture that delivers specified services and features throughout the contract service area, interfaces with the Public Switched Network in a manner that meets the requirements of this Statement of Work, is scalable and robust, and can serve small customers.

C.2.1.12       Conformity to Standards

Throughout Section C, references are made to standards (including interim standards, Internet Engineering Task Force [IETF], Requests for Comments [RFCs], or defacto standards) as they exist at the time of issuing this RFP. Compliance with the latest versions of these standards is expected throughout the duration of the contract.  Considering the evolving nature of standards in the telecommunications industry, discussions will be held semiannually between the contractor  and  the  Government  to  assess  the  impact  of  any  changes  in standards on the contract network.   The contractor shall prepare a draft Technology Refreshment Plan semiannually that incorporates the understandings reached with the Government.

Service provided to the Government shall conform to the same standards as that of the contractor’s commercial offerings.  If the contractor implements a new or modified standard for any customer in the contract service area for a service in the contract, the contractor shall propose to implement the change into the contract network within six months in accordance with C.7.2, Systems Changes.  If a customer organization wants conformance to a new standard earlier than the contractor’s commercial plan for development, then it shall be negotiated on an individual-case basis.

Where multiple standards are cited, the order of precedence shall be as follows unless otherwise noted:

1. Federal Information Processing Standards
2. Other Federal Standards
3. Federal Telecommunications Recommendations (FTRs)
4. Industry forums (e.g., North American Integrated Services Digital Network (ISDN) Users Forum [NIUF], Frame Relay Forum, Asynchronous Transfer Mode Forum [ATMF])
5. Internet Activities Board (IAB)
6. ANSI, Electronic Industries Association [EIA], Institute for Electrical and Electronic Engineers (IEEE), Insulated Cable Engineers Association (ICEA),  National  Electric  Code  (NEC),  Telecommunications  Industry Association [TIA], Telecommunications Industry Forum (TCIF), and Underwriters Laboratories (UL) standards
7. Telcordia
8. International Telecommunications Union-Telecommunications Service Sector (ITU-TSS)
9. Proprietary standards

The Government reserves the right to waive the standards requirement for any service.

C.2.2  Voice Services (VS)

The following sections specify functional requirements for mandatory voice services.  The technology used to provide voice services is not specified by the Government – the contractor shall set the technical approach to deliver compliant solutions.  Contractors are also encouraged to propose capabilities and features in addition to those contained in this RFP.

VS shall support calling capabilities between contract SDPs as well as from any contract SDP to an IXC, Local Exchange Carrier (LEC), or CLEC POP.  The contractor shall provide the following types of voice services:

1. Voice lines: including, but is not limited to, analog and ISDN BRI lines, or their functional equivalent utilizing emerging technologies.
2. Voice access trunks: including, but not limited to, analog, T1, T3, and ISDN Primary Rate Interface (PRI) trunks, or their functional equivalent utilizing emerging technologies.

C.2.2.1         Basic Service Capabilities

Basic capabilities shall be included in the base price of the service.  Features are additional service functionalities that shall be provided by the contractor and may be priced separately from the base price of the service.  Basic capabilities that are required for contract voice services are discussed in this section and in Table C.2-3.

The contractor shall support connections for voice and analog data applications and shall provide analog data at the highest commercially-available data rates over the life of the contract.    The services shall conform to the following standards:
1. ANSI T1.101
2. ANSI ISDN
3. ANSI SS7 standards
4. Telcordia Notes on the Networks, Issue 4, October 2000
5. All applicable Telcordia, ANSI and ITU standards
6. ITU-TE.164 as interpreted by the Industry Number Committee of ATIS
7. The contractor shall comply with all new versions, amendments, and modifications to the above documents and standards as they become applicable.
8. The contractor shall support any combination of custom ISDN lines and ISDN lines that conform to the national standard at specified Government buildings throughout the life of the contract.

As applicable, voice services shall also conform to:

1. IEEE 802.1p/q, 802.3x.
2. Internet Engineering Task Force (IETF) RFC 2132 for Dynamic Host Configuration Protocol (DHCP).
3. IETF RFC’s 2916 (ENUM), 2806.
4. IETF RFC’s for Internet Protocol (IP) IPv4. IPv6 as required to comply with OMB IPv6 directives.
5. ITU RFC 1349 ToS, 2474, 2475 DiffServ.
6. ITU-T E.164 as interpreted by the Industry Number Committee of Alliance for Telecommunications Industry Solutions (ATIS).
7. ITU-T G.107.
8. ITU-T G.711, G.723.x, 7.26, G.728, or G.729.x.
9. ITU-T H.248.1 (MEGACO), H.323, H.350 when and where offered commercially by the contractor.
10. ITU-T Q.700 series recommendations for Signaling System No. 7.
11. ITU-T T.30, T.37, and T.38.
12. Lightweight Directory Access Protocol (LDAP).
13. Media Gateway Control Protocol (MGCP) IETF RFC 3435 when and where offered commercially by the contractor.
14. Real-Time Transport Protocol (RTP) IETF RFC 3550.
15. Session Initiation Protocol (SIP) IETF RFC 3261 when and where offered commercially by the contractor.
16. Transmission Control Protocol (TCP) IETF RFC 793.
17. User Datagram Protocol (UDP) IETF RFC 768.

The contractor shall provide the following basic capabilities, which are listed in alphabetical order, for a contract line and a contract trunk:

1. Access to 911 service.  Subscribers shall be able to obtain emergency service/assistance by dialing 911.   The contractor shall administer the associated database for off-base lines defined by the government.  The 911 database shall be available at the time of the initial acceptance of services.  The 911 database shall continue to be housed on the Public Switched Network, and the contractor shall provide daily updates to maintain the accuracy of these databases.
2. Blocked Exchanges.  Blocks exchanges and routes calls to a recorded announcement stating that the call cannot be completed as dialed.
3. Caller ID.  Provides the basic capability of passing the calling number to the terminating station.
4. Dial Tone Denial.   This basic capability, in conjunction with Priority Restoration, shall enable critical personnel to make outgoing calls during conditions of severe system overload.
5. Intercepts and recorded announcements.  The contractor shall provide commercially available network intercepts to recorded announcements when a call cannot be completed.  At a minimum, the following intercepts to recorded announcements shall be supported:
a. Calls to vacant or disconnected numbers 
b. Conference bridge busy
c. Trunk or common equipment failure 
d. Misdialed numbers
e. Unauthorized calls
f. Lack of authorization code
6. Line Hunting.  All subscriber lines within the system shall be assigned to either station hunt groups or individual numbers.  Lines assigned to hunting groups need not be in numerical sequence.  Any main station number shall be able to be assigned to any hunt group within a switching entity.
7. Off-hook time out.  The basic capability of a switch to detect and react to an off-hook condition over a period of time before reception of dialing information or after call disconnects.
8. Operator assistance.   The live or mechanical assistance by the service provider’s operator center.
9. Outgoing Trunk Group Access Denial.  Allows lower-priority outgoing calls to be blocked during periods of an emergency.
10. Local Number Portability (LNP) allows the subscriber to retain his or her telephone number after changing service providers or physical location in accordance with the guidelines established by the Number Portability Administration Center (NPAC).
11. Retention of Current Telephone Number.  The contractor shall ensure, to the fullest extent legally and technically possible, that any customers migrating to and from the Network will have the option of retaining their current telephone number.
12. ISDN BRI lines for Circuit Voice Service shall be capable of supporting zero, one or two B channels. One or two B channels and one D channel.
C.2.2.2         Features

A service functionality is a quality of the service that is required by the customer, either a basic capability that is included in the base price of the service or a feature that may be priced separately from the basic price of the service. If the contractor elects not to separately price a feature, then it becomes a basic capability.  Certain basic capabilities were specified in C.2.2.1.  Other basic capabilities and features are described in this section and listed in Table C.2-2. A service functionality such as one-digit speed calling may be a required basic capability for one product and a feature for another.   The following basic capabilities/features listed in Table C.2-2 shall be provided by the contractor:

Table C.2-2.  Definition of Required VS Basic Capabilities and Features

	Required Basic
Capability/Feature

	Definition

	Additional directory number
	Feature over analog and ISDN lines to provide two voice, voice/data, or two data channels utilizing two Service Profile Identifier and Directory (SPID) numbers.

	Agency-Recorded Message Announcements
	Authorized Government personnel shall be able to record message announcements within the network after authentication of user-ID and password/token.
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	Required Basic
Capability/Feature

	Definition

	Alphanumeric dialing
	A term pertaining to a character set that contains letters, digits, and sometimes other characters, such as punctuation marks.

	Alternate call directory listings
	A  feature  that  allows  alternate  numbers  to  be  indicated  under  a directory listing.

	Authorization code
	A code that, once entered, can permit the user to gain access to a system or service.

	Automatic call-back
	Allows a user to place a call-back on a busy line.    When the called station goes on-hook, the originating station is rung and, when answered, the original call is automatically placed.

	Backup of ISDN PRI Shared D Channel
	Shared-D channel backup/redundancy, for PRIs with a 24B+0D configuration, which is available when the primary PRI with 23B+D is inoperative.

	Billing Account Codes
(BAC)
	A three-digit number that is assigned by the Government to uniquely identify agency cost centers.

	Blocked exchanges
	The process of denying access to, or use of, a facility, system, or component.

	Blocking caller-paid information phone numbers
	Blocks caller-paid calls from a station to an “information” or Directory
Assistance number (e.g., 411).

	Blocking dialed Carrier
Identification Code (CIC)
	Blocks calls to carriers other than the pre-subscribed carrier on a per- call basis.

	Blocking of selected numbers
	Blocks calls incoming from pre-determined numbers.

	Call consultation
	A feature that allows a user to alternate between a party on hold and an existing conversation.

	Call forward – busy
	A feature that permits calls attempting to reach a busy station line to be redirected to a predetermined line when the called station is in use.

	Call forward – don’t answer
	A feature that provides for forwarding of incoming calls to a predetermined  line  when  the  called  station  line  does  not  answer within a prescribed time.

	Call forward – variable
	A feature that allows a user to choose to reroute incoming calls to another specified telephone number.

	Call forwarding – off-net
	A feature that allows all calls destined to a station to be routed to another off-net station, designated during activation, regardless of the busy or idle state of the called station.  It shall be possible for the station to activate or cancel this feature.

	Call hold
	A feature that allows a station user to “hold” any call in progress by flashing and then dialing a “hold” code, thus freeing the line for the purpose of originating another call or returning to a previously held call.




	Required Basic
Capability/Feature

	Definition

	Call hunting
	Routes incoming calls through a series of stations.  If the first station is busy, the calls will be routed to the second station in the series, and so on.

	Call park
	Allows a call to be parked at a directory number for retrieval by another line or trunk.

	Call pick-up
	A feature that allows a station user to answer any calls directed to another station line within his or her own preset pickup group by dialing a pickup code from an idle or busy station.

	Call trace
	Allows the user on any line to initiate identification of the calling party by dialing a code.

	Call transfer
	A feature that allows a station user to transfer any call in progress to another station within the same system without the assistance of the attendant.

	Call waiting
	A feature that allows a call to a busy station line to be held waiting while a tone signal is directed towards the busy station user.  (Only the called station user shall hear this tone.)

	Calling number suppression
	Provides the originating user with the capability to block the station number from being passed to the terminating station.  It shall be possible  to  enable  this  function  either  on  a  per-call  basis  or indefinitely.

	Class of Service (COS)
	Privileges given to a particular station.  The COS service functionality shall  make  at  least  256  classes  of  service  available  to  each subscriber line.  Due to the diverse nature of the customers served, it shall  be  possible  to  assign  a  COS  to  each  subscriber  line, independent of the COS assigned to other subscriber lines; and it shall be possible to change the COS without requiring a station number change. The Government will select a variety of classes, some of which may be unique.   The class of service applicable to each line will be determined by the Government at the time of the Notice  to  Commence  Work.       The  contractor  shall  provide  the following seven access level plans:
1. COS 1 – Limited Service:  Any ten-digit contract number served by the same contract switch as the calling number
2. COS 2 – Standard Service: Any contract number.
3. COS 3 – Commercial Service:  COS 2 plus access to the local exchange network commercial NXXs plus Government credit card service
4. COS 4 – Government Service:  COS 3 plus access to national GDIXC service (on-net)
5. COS 5 – Extended Service:  COS 4 plus access to national FAS service (on-net and off-net)
6. COS 6 – National Service:  COS 5 plus operator-assisted (local and national) calls
7. COS  7  –  International  Service:	COS  6  plus  access  to International Direct Distance Dialing (IDDD) service




	Required Basic
Capability/Feature
	

	
	Definition

	
	

	Customized group dialing plan
	A service functionality that allows the dialing plan to be customized for a defined group of stations within the system.

	Customized Intercept and Recorded Announcement
	A feature whereby the customer can set the recorded announcement or intercept message when a call cannot be completed.

	Data call setup
	Provides three methods to set up a data call:   1) data terminal (keyboard) dialing; 2) voice terminal dialing; and 3) dedicated voice terminal.

	Data hot line
	Provides  for  automatic  non-dial  placement  of  a  data  call  to  an endpoint when the originator goes off-hook.

	Data line privacy
	Protects  analog  data  calls  from  being  interrupted  by  any  of  the system’s overriding or ringing features.

	Dial tone denial
	Used in conjunction with Priority Treatment, enables critical personnel to make outgoing calls during conditions of severe system overload

	DID number block assignment and maintenance
	Assigns and maintains DID number blocks for a new DID-PBX
installation.

	DID/DOD two way
	This feature shall allow a central office access trunk to have both DID and DOD capabilities.  Direct Inward Dialing (DID)/Direct Outward Dialing (DOD) trunks connect the customer’s PBX with the WITS switch or LEC central office, are associated with a specific block of telephone numbers, and carry the customer’s on-net and off-net traffic.

	Direct Inward Dialing
(DID)
	Allows an external party to directly dial a station without the assistance of an attendant.

	Direct Outward Dialing
(DOD)
	Allows an internal user to call to an outside party without the assistance of an attendant.

	Directory Assistance
	An information service whereby operators assist customers in obtaining the telephone number(s) they wish to call.

	Distinctive ringing
	Distinguishes between internal or DID calls based on the station ringing pattern.

	Dual service
	Allows an incoming call to ring at two locations when the primary number is dialed. One location is assigned the primary number, and the second location (usually in a different building) the secondary number.

	Flexible call forwarding
	A PIN-enabled feature that allows the subscriber to forward calls to any telephone connected to the Public Switched Network.

	Flexible disconnect, both/either party
	Disconnects a call when either or both parties hang up.

	Foreign Central Office
	A service that enables the subscriber to receive dial tone from a
central office other than the subscriber's designated central office via a route that is geographically diverse from the route between the subscriber's location and their designated central office.




	Required Basic
Capability/Feature
	

	
	Definition

	
	

	Foreign Exchange
Service
	A service that enables the subscriber to have an NPA-NXX outside the
subscriber’s serving area.

	Hot line
	Provides for the automatic non-dial placement of a call to an endpoint when the originator goes off-hook.

	Intercepts and recorded announcements.
	The process by which calls that cannot reach their destination are diverted to a station attendant or a recording. The contractor shall provide commercially available network intercepts to recorded announcements when a call cannot be completed.

	Intercom dial
	Allows another station within an intercom group to be dialed using one or two digits.

	Message waiting indication
	A visual or audible indication at a station that a message is waiting.

	Multiple appearance directory number
	A directory number that is assigned more than once to one or more telephone sets.

	Multiple Appearance Preselection and Preference
	Provides multi-line appearance voice terminal users with options for placing or answering calls on selected appearance.

	Outgoing trunk group access denial.
	Allows lower-priority outgoing calls to be blocked during periods of an emergency.

	Privacy
	Prevents others from entering into a connection on a multi- appearance line.

	Retention of Current
Telephone Number
	Ensures, to the fullest extent legally and technically possible, that any customers migrating to the CONTRACT Network will have the option of retaining their current telephone number.

	Shared ISDN PRI D Channel
	A PRI configuration in which the D channel is shared (e.g., several
PRIs having a 24B+ 0D configuration share a D channel).

	Six-way conference call
	Allows a station user to establish a multiparty conference connection of up to six conferees including themselves, either without attendant assistance at all, or with attendant assistance only for adding trunks.

	Software reconfiguration by customer
	Allows a customer to reconfigure basic line capabilities such as blocking of selected numbers, class of service, etc. through the use of a computer terminal.

	Speed calling, one-digit
	Allows a station user to reach any of a preselected group of stations by dialing single-digit codes.

	Speed calling, two-digit
	Allows a station user to reach any of a preselected group of stations by dialing double-digit codes.

	Three-way conference calling
	Allows a station user to establish a multiparty conference connection of up to three conferees including themselves, either without attendant assistance at all, or with attendant assistance only for adding trunks.

	Tie trunk
	A dedicated circuit linking two PBXs.




	Required Basic
Capability/Feature
	

	
	Definition

	
	

	Trunk group denial
	Allows incoming, lower-priority calls to a trunk group to be blocked during periods of emergency.

	Vanity number
	A directory number that can be dialed using a meaningful alphanumeric representation.

	Voice mail
	Voice mail shall provide the following capabilities:
1. Be accessible to any station within the system that has a telephone equipped with a push-button tone pad.
2. Automatically cue the recipient of message(s) in the voice mailbox. Message cue alerting should include, but not be limited to, a message waiting visual signal or stutter dial tone.
3. Handle inside, as well as outside, calls on the system.
4. Store messages automatically and forward the message at specific times designated by users.
5. Deliver mass announcements to all or part of its users.
6. Be accessible to any on-net or off-net station equipped with a push-button dial pad in order for the mail box owner to retrieve or change messages.
7. Provide automated attendant functions.
8. Provide message duration of at least 90 seconds.
9. When providing off-premise switch-based voice service services, the contractor shall supply or interface with and support a Station Message Desk Interface (SMDI) data link to integrate a Government-owned voice mail system into its switching system.
10. Provide at least six-minute storage for each individual voice mail box.



Basic capabilities and features are listed in Table C.2-3 for purposes of comparison.    Required  capabilities/features  are  listed  against  VS  products. Where there is a “C” in the cell, the functionality shall be part of the basic service; where an “F” is listed, the functionality may be separately priced.

Table C.2-3.  Required VS Basic Capabilities and Features


	Feature
	Voice Line
	Voice Trunk

	Additional Directory Number
	F
	F

	Agency-recorded Message Announcements
	F
	F

	Alternate Call Directory Listings
	F
	

	Automatic Call Back
	F
	

	Automatic Route Selection
	C
	




	Feature
	Voice Line
	Voice Trunk

	Backup of ISDN PRI Shared D Channel
	
	F

	Billing Account Codes
	C
	

	Blocked Exchanges
	C
	C

	Blocking of Caller Paid Information Phone Numbers
	
	F

	Blocking of Selected Numbers
	C
	

	Call Consultation
	C
	

	Call Forward – Busy
	C
	

	Call Forward – Don’t Answer
	C
	

	Call Forward – Variable
	C
	

	Call Forwarding – Off-Net
	C
	

	Call Hold
	C
	

	Call Hunting
	C
	

	Call Park
	C
	

	Call Pick-Up
	C
	

	Call Trace
	C
	

	Call Transfer
	C
	

	Call Waiting
	F
	

	Calling Number Suppression
	C
	

	Class of Service (COS)
	C
	

	Customized Group Dialing Plan
	C
	

	Customized Intercept and Recorded Announcement
	C
	

	Data Call Setup
	C
	C

	Data Hot Line
	
	C

	Data Line Privacy
	
	C

	Dial Tone Denial
	C
	

	DID Number Block Assignment and Maintenance
	
	F

	DID/DOD two-way
	
	F

	DID
	
	F

	DOD
	
	F

	Directory Assistance
	F
	F

	Distinctive Ringing
	F
	C

	Dual Service
	F
	

	Flexible Call Forwarding
	C
	




	Feature
	Voice Line
	Voice Trunk

	Flexible Disconnect, Both/Either Party
	
	C

	Foreign Central Office
	F
	F

	Foreign Exchange Service
	
	F

	Hot Line
	C
	

	Intercepts and Recorded Announcements
	F
	F

	Intercom Dial
	C
	

	Message Waiting Indication
	C
	

	Multiple Appearance Directory Number
	F
	

	Multi-Appearance Preselection and Preference
	C
	

	Outgoing Trunk Group Access Denial
	C
	

	Privacy
	C
	

	Retention of Current Telephone Number
	C
	C

	Shared ISDN PRI D Channel
	
	F

	Six-Way Conference Call
	F
	C

	Software Reconfiguration by Customer
	C
	

	Speed Calling, One Digit
	C
	

	Speed Calling, Two Digit
	C
	

	Three-Way Conference Calling
	C
	

	Tie Trunk
	
	F

	Trunk Group Denial
	
	C

	User Security Access
	
	F

	Vanity Number
	
	F

	Voice Mail
	F
	



C.2.2.2.1      Multilevel Precedence and Preemption

DOD requires that the voice services provide Multilevel Precedence and Preemption  (MLPP),  as  defined  in  Chairman  of  the  Joint  Chiefs  of  Staff Instruction (CJCSI) 6215.01B and DOD Instruction 8100.3, Department of Defense Voice Networks, to specified contract users and on trunks connecting to the Defense Switched Network (DSN).  The MLPP capability is mandatory for offerors to propose and price and optional for the Government to implement.

C.2.2.3         Performance

1. The transmission performance for VS shall meet the specifications below.
a. All analog transmission parameters shall satisfy the values and ranges set forth in Telcordia Notes on the Networks, Issue 4, October 2000 (Standards:   ANSI /TIA/EIA-464 for PBX trunk service and Telcordia SR-2275).
b. All digital transmission parameters shall satisfy the values and ranges set forth in the High-Capacity Digital Special Access Service - Transmission Parameter Limits and Interface Combinations (Standard: Telcordia TR-TSY-000754 or Telcordia GR-342-CORE)
2. The service availability shall comply with the requirements of Section C.2.1.10.4.
3. The grade of service shall meet or exceed the objectives specified in Table C.2-4 for the Busy Season Busy Hour (BSBH).   All blocking probabilities shall be calculated using the Erlang B formula.

Table C.2-4. VS and CSDS BSBH Grade of Service Objectives

	
Type of Connection
	
Grade of Service Required

	Terminating access Trunk-to-SDP
	P.01

	Local exchange network to CONTRACT
	P.01

	GDIXC POP to CONTRACT
	P.03

	Originating access SDP-to-trunk
	P.01 (after dial tone)

	CONTRACT to local telephone company(s)
	P.01

	CONTRACT to GDIXC POP
	P.03

	Dial tone delay
	Less than 1 percent > 3 seconds



4. The contractor shall monitor and measure switch performance of the contractor’s switches using the same accepted industry reliability and quality standards and practices, such as Telcordia’s GR-929 document
5. The contractor shall be cognizant of the impact of Internet access traffic, e.g. as identified in the Alliance for Telecommunications Industry Solutions (ATIS) Network Reliability Steering Committee (NRSC) Internet Team Study Report, ATIS, February 1998, and the mitigation methods identified in the ATIS TIA1.2 Working Group on Network Survivability Performance Technical   Report   on   Reliability   and   Survivability   Aspects   of   the Interactions Between the Internet and the Public Telecommunications Network, Report No. 55, October 1998.

C.2.2.4	Interfaces

C.2.2.4.1	User-to-Network Interface

The contractor shall support the following UNIs at the SDP:

1. Analog line, two-wire loop signaling at 4000 Hz bandwidth (300 to 3300 Hz)  (for  contract  lines).     Two-wire  loop  access  circuits.  (Standard: Telcordia SR-2275)
2. ISDN BRI digital line. (Standards:  ANSI T1.607 and 610)  BRI lines shall consist of zero, one or two B channels (64 kb/s) and one D (16 kb/s) channel.  The D channel shall be capable of supporting:
a. Signaling only (ITU-TSS Q.931 signaling type)
b. Signaling and Packet Switched Service
3. Analog trunk at 4000 Hz bandwidth (300 to 3300 Hz) (for contract trunks: incoming/outgoing/two-way	traffic;     direct     inward/outward     dialing) (Standards: ANSI T1.102/103/403 and Telcordia SR-2275):
a. Two-wire and four-wire access circuit with Dial Pulse/Dual Tone Multi- Frequency (DP/DTMF) pulsing (Standard:   Telcordia Notes on the Networks)
b. Signaling/supervision types:
i. Immediate start
ii. Ground start
iii. Loop start
iv. Wink start
v. Delay dial
vi. E&M types II, III
vii.  (Standard:   Telcordia's Notes on the Network [SR-2275])
4. Digital trunk.  Incoming/outgoing/two-way traffic; direct inward/outward dialing
5. Channelized  T1:  24  separate  DS0  channels  (56  kb/s  line  rate) (Standards:	Telcordia Notes on the Networks [SR-2275] and ANSI/EIA T1.102/107/403.)
6. ISDN PRI trunk (23 B + D):  An information-payload data rate of 1.472
Mb/s and ITU-TSS Q.931 signaling type. D channel cannot be shared by another ISDN PRI trunk. (Standards:  ANSI/EIA T1.607 and 610; NIUF National ISDN-1 [Telcordia SR-NWT-001937], NIUF National ISDN-2 [Telcordia SR-NWT-002120], and NIUF National ISDN-3 [Telcordia SR- NWT-002457].)
7. ISDN PRI trunk (24 B + 0 D):  An information-payload data rate of 1.536
Mb/s  and  ITU-TSS  Q.931  signaling  type.    Shares  a  D  channel  with another PRI trunk.  (Standards:  ANSI/EIAT1.607 and 610; NIUF National ISDN-1  [Telcordia  SR-NWT-001937],  NIUF  National  ISDN-2  [Telcordia SR-NWT-002120],   and   NIUF   National   ISDN-3   [Telcordia   SR-NWT-002457].
8. Router or LAN Ethernet port: RJ-45 (Standard: IEEE 802.3).
9. Electrical: SONET STS-1 (Std: ANSI T1.105 and 106).
10. Digital: T3 Channelized (Std: Telcordia GR-499-CORE).
11. Optical: SONET OC-1 (Std: ANSI T1.105 and 106).

C.2.3           Circuit Switched Data Service (CSDS) or Functional Equivalent

The basic capabilities, features, performance, and interface requirements for CSDS are specified in the following sections.

C.2.3.1         Basic Service Capabilities

CSDS  shall  provide  a  synchronous,  full-duplex,  totally  digital,  SDP-to-SDP circuit-switched data service at a data rate of up to 1.544 Mb/s in increments of 56 kb/s or 64 kb/s.  ISDN BRI lines for Circuit Switched Data shall have one or two B channels. CSDS shall conform to the following standards:
1. ANSI X3.189
2. ITU E.721
3. Applicable Telcordia and ANSI standards for digital transmission
4. ITU-TSS and EIA standards for Data Terminal Equipment (DTE)

CSDS access shall be delivered directly to subscriber’s terminal equipment, including but not limited to the following types:  DTE (e.g., workstation, host computer, PC, Group IV Fax, and other communicating office equipment), digital PBX, or intelligent multiplexer. The contractor shall make available 10-digit Public Switched Network (PSN) numbers for dial-in access over an ISDN access arrangement. The UNIs are defined in C.2.3.4.1.

CSDS shall provide network-derived clocking to the DTE, PBX, or multiplexer at the SDP.  Once a call has been established, all bit sequences transmitted by the DTE shall be transported as data/bit transparent, maintaining data/bit sequence integrity.

CSDS services shall be available “on demand”; i.e., a subscriber will not have to schedule a call.

The following CSDS capabilities are mandatory unless indicated otherwise:
1. Uniform numbering plan:
a. Unique directory number for all on-net Government locations.
b. Same uniform numbering plan as proposed for Voice Services and which  shall  be  integrated  with  the  Voice  Services  plan  (refer  to C.2.1.8).

2. Authorization Codes for CSDS. Authorization codes for CSDS shall be the same as Voice Services
3. For calls terminating to off-net locations, the bandwidth requested by the originating on-net location shall be limited to the bandwidth limitations in the PSN between the contractor’s network and the called location.
4. Calling capability that does not require scheduling.
5. Provision of network-derived clocking to the DTE or PBX/Multiplexer (MUX) at the SDP.
6. Following call establishment, all bit sequences transmitted by the DTE shall be transported as data/bit transparent and shall maintain data/bit sequence integrity.
7. Categories of dialable information-payload bandwidth are as follows:
a. DS0 Category.  The dialable bandwidth shall be DS0 (i.e., 56 Kbps and
64 Kbps) data rate.
b. DS1 Category.  The dialable bandwidth shall be DS1 (i.e., 1.536 Mbps)
data rate. [Optional]
c. Multirate  DS0  Category.	The  dialable  bandwidth  shall  be  NxDS0, where N= 1 to 24. [Optional]
8. For the Multirate DS0 category, the contractor shall provide the following [Optional] :
a. Appropriate dialing sequence for initiating calls with different bandwidths. [Optional]
b. Transport  of  all  bit  sequences  transmitted  by  the  DTE  as  data/bit transparent after establishment of the dialing sequence. [Optional]
9. The following categories of dialable information-payload bandwidth are optional:
a. Multirate DS1 Category.  The dialable bandwidth range shall be available from DS1 to N times DS1 data rates, where N varies from 2 to 27.

C.2.3.2 Features

CSDS shall support the following features: multipoint (per port) and packet data on the D channel (per line).

Table C.2-5. CSDS Features

	ID No.
	
Name of Feature
	
Description

	1
	Dial-In
	Where available commercially, the contractor shall support toll free numbers, in addition to 10-digit PSN numbers, for dial-in access from off-net locations (i.e., PSN) via ISDN access arrangement.  Access to CSDS shall only be provided after verification of the authorization code entered by the user.

	2
	User-to-User
Signaling Via ISDN
D-Channel [Optional]
	User-to-user signaling via ISDN D-channel during a call shall be supported in accordance with ANSI T1 and ITU-TSS standards for ISDN and SS7.



C.2.3.3 Performance

1. The  transmission  performance  for  CSDS  shall  satisfy  the  values  and ranges set forth in the High-Capacity Digital Special Access Service - Transmission Parameter Limits and Interface Combinations (Standards: Telcordia GR-342-CORE and ANSI/EIA T1.510).
2. The service availability shall comply with the requirements of C.2.1.10.4.
3. The grade-of-service shall comply with the service objectives specified in table below.
4. The contractor shall monitor and measure switch performance using the same accepted industry reliability and quality standards and practices, such as Telcordia’s GR-929 document.
5. The contractor shall be cognizant of the impact of Internet access traffic, e.g.,  as  identified  in  the  Alliance  for  Telecommunications  Industry Solutions (ATIS) Network Reliability Steering Committee (NRSC) Internet Team Study Report, ATIS, February 1998, and the mitigation methods identified in the ATIS TIA1.2 Working Group on Network Survivability Performance Technical Report on Reliability and Survivability Aspects of the Interactions Between the Internet and the Public Telecommunications Network, Report No. 55, October 1998.


Table C.2-6.  CSDS Key Performance Indicators

	Key
Performance Indicator (KPI)
	

User Type
	
Performance Standard (Level/threshold)
	Acceptable
Quality Level (AQL)
	
How
Measured
	
Surveillance period and Method

	Availability
(POP-to- POP)
	
Routine/Critical
	
0.99999
	
> 0.99999
	

See Note
1 below
	
Monitored continuously, reported monthly

	Availability
(SDP-to- SDP)
	Routine
	0.996
	> 0.996
	
	

	
	
Critical
	
0.99998
	
> 0.99998
	
	

	Post-Dialing
Delay
(SDP-to-SDP
& POP-to- POP)
	Routine
	400 ms
	< 400 ms
	

See Note
2 below
	
Measured continuously, reported monthly

	
	

Critical
	

150 ms
	

< 150 ms
	
	

	

Grade of Service (GOS)
	

Routine
	P.05 (SDP-to- SDP)
	
< P.05
	


See Note
3 below
	

Measured continuously, reported monthly

	
	
	P.01 (POP-to- POP)
	
< P.01
	
	

	
	
Critical
	P.01 (SDP-to-
SDP & POP-to- POP)
	
< P.01
	
	



Notes:
1. Availability is defined as the average ratio of time circuit switched data service will be available to the end user over a one month period.  The circuit switched data service measurement will be an aggregate and average of CSDS outage time by site. Availability is calculated as follows: ((Hours per day X 60 minutes) X (days per year) X (1 – Availability) / 12 months)).   Example: ((24 X 60) X (365) X (1 - .9999) / 12)) = 4.38 minutes per month.   The voice service is considered “unavailable” if the termination is out-of-service (i.e., loses the ability to originate, complete, or terminate calls) for any period of time and is documented by trouble report.
2. Post-Dialing Delay is the delay experienced by end-user for on-net to on-net circuit switched data calls across the Networx network.  Delay is measured as the interval between the end-of-dialing and the receipt of answer signal.
3. GOS is the proportion of calls that cannot be completed during the busy hour because of limits in the call handling capacity of one or more network elements (e.g., “All trunks busy” condition).    For example, P.01 indicates that 1 percent of the calls not being completed (1 out of 100 calls).

C.2.3.4	Interfaces

C.2.3.4.1	User Network Interfaces

The contractor shall support the following UNIs:
1. EIA/TIA-530, at a line rate up to 1.544 Mb/s, RS366A (dialing) signaling type.
2. SDN BRI, at a line rate up to 128 kb/s, consisting of one or two B channels (64 kb/s) and one D (16 kb/s) channel.  The D channel shall be capable of supporting:
a. Signaling only (ITU-TSS Q.931 signaling type)
b. Signaling and Packet Switched Service
3. Dialable DS0 at a line rate of 56 kb/s
4. Dialable fractional T1 service at line rates of N x 64 kb/s or N x 56 kb/s, where N = 2, 3,…, 24
5. ISDN PRI trunk (23 B + D): An information-payload data rate of 1.472 Mb/s and ITU-TSS Q.931 signaling type. D channel cannot be shared by another ISDN PRI trunk. (Standards:  ANSI/EIA T1.607 and 610; NIUF National ISDN-1 [Telcordia SR-NWT-001937], NIUF National ISDN-2 [Telcordia SR-NWT-002120], and NIUF National ISDN-3 [Telcordia SR- NWT-002457].)
6. ISDN PRI trunk (24 B + 0 D):  An information-payload data rate of 1.536
Mb/s  and  ITU-TSS  Q.931  signaling  type.    Shares  a  D  channel  with another PRI trunk.  (Standards:  ANSI/EIAT1.607 and 610; NIUF National ISDN-1  [Telcordia  SR-NWT-001937],  NIUF  National  ISDN-2  [Telcordia SR-NWT-002120],   and   NIUF   National   ISDN-3   [Telcordia   SR-NWT-002457].
7. ISDN PRI trunk (23 B + D): An information-payload data rate of 1.472 Mb/s and ITU-TSS Q.931 signaling type. D channel can be shared by another ISDN PRI trunk. (Standards:  ANSI/EIA T1.607 and 610; NIUF National ISDN-1 [Telcordia SR-NWT-001937], NIUF National ISDN-2 [Telcordia SR-NWT-002120], and NIUF National ISDN-3 [Telcordia SR- NWT-002457].)
8. Channelized  T1:     24  separate  DS0  channels  (56  kb/s  line  rate) (Standards:	Telcordia   Notes   on   the   Networks   and   ANSI/EIA T1.102/107/403.)

The performance levels and acceptable quality level (AQL) of key performance indicators (KPIs) for Circuit Switched Data Service below are mandatory unless indicated otherwise:

Table C.2-7.  CSDS User Network Interface Types

	
UNI Type
	Interface Type and
Standards
	
Payload Data Rate
	
Signaling Type

	
1
	
ITU-TSS V.35
	56/64 Kbps; and
optionally up to 1.536
Mbps
	
RS366A (dialing)

	
2
	
EIA RS-449
	56/64 Kbps; and optionally up to 1.536
Mbps
	
RS366A (dialing)

	3
	EIA RS-530
	56/64 Kbps; and
	RS366A




	
UNI Type
	Interface Type and
Standards
	
Payload Data Rate
	
Signaling Type

	
	
	optionally up to 1.536
Mbps
	(dialing)

	

4
	ISDN PRI (Multirate) (T Reference Point)
(Standard: ANSI T1.607 and 610)
	

Up to 1.536 Mbps
	

ITU-TSS Q.931

	
5
	T1 (with ESF) (Std: SR-
2275, and ANSI T1.102/107/403)
	
Up to 1.536 Mbps
	
SS7



C.2.4            Dedicated Transmission Service (DTS)

The basic capabilities,  features,  performance,  and  interface  requirements  for DTS are specified in the following sections.

C.2.4.1         Basic Service Capabilities

DTS shall provide dedicated transmission bandwidth between SDPs within the CONTRACT service area and between an SDP within the CONTRACT service area.  The connection shall be permanently established unless a service request for modification, move, or disconnect is received.  DTS shall be capable of supporting any application, such as voice, data, video, or multimedia, and shall allow integration and aggregation of all traffic (VS, CSDS, VTS, FRS, ATMS, and IAS). DTS shall conform to the following standards:
1. ANSI T1.102/107/403/503/510 for T1
2. Telcordia GR-499-CORE for T3
3. ANSI T1.105 and 106 for SONET
4. Telcordia GR-253-CORE for SONET
5. Telcordia SR-2275, TR-NWT-009 and TR-NWT-000335 for analog
DTS connections shall be delivered directly to the prescribed equipment, such as analog terminal equipment (e.g., analog PBX, modem), DTE (e.g., computer, Group	IV   fax),   digital   PBX,   multiplexer,   or   Local   Area   Network   (LAN) bridge/router.

For digital DTS at T1 rates and below, the network shall provide network-derived clocking to the connected DTE, digital PBX, intelligent multiplexer, or LAN bridge/router.  The service shall provide data transport and shall be transparent to any protocol used by the DTE or bridge/router.  All bit sequences transmitted by the DTE through the SDP shall be data transparent.

The following categories of DTS shall be supported:
1. Analog: 4 kilohertz (kHz) nominal bandwidth
2. Subrate DS0:  Information payload data rates of 4.8, 9.6, and 19.2 kb/s
3. DS0:  Information payload data rates of 56 and 64 kb/s
4. T1: Line rate of 1.544 Mb/s, which shall be used to provide channelized or unchannelized T1 service as follows:
a. Channelized T1:   24 separate DS0 channels of 64 kb/s where each DS0 channel may be either a clear channel or contain multiple subrate DS0 payloads
b. Unchannelized T1: A single 1.536 Mb/s information payload
5. Fractional T1 service at line rates of N x 64 kb/s, where N = 2, 3,…, 24

C.2.4.2 Features

The following multipoint connection capabilities shall be available at DTS rates of DS0 and DS1:

1. Branch-Off.  In this mode, all points shall be treated as if in one shared medium and shall be capable of autonomously sending and receiving data at each point
a. Drop-and-Insert (also known as Add-Drop-Multiplexing).   In this mode, previously specified channels of a channelized T1 service shall be capable of being dropped from the connection and new channels shall be capable of being inserted.
2. Service assurance shall be available at DTS rates of DS0 and DS1.  This feature shall improve the  availability  of  DTS  circuits  as  specified  below  by  using  such approaches as automatic restoration and reconfiguration:
a. Availability: At least 99.98 percent, calculated as described in C.2.1.10.4.
b. Trouble identification:  Less than 20 minutes
c. Time to restore:  Less than 2 hours in at least 99.95 percent of the cases
3. Route or path diversity:  Providing multiple, physically separate routes for DTS circuits, including SONET-type rings.  This feature shall be negotiated on an individual-case basis.
4. Route or path avoidance: Allows a customer to define a geographic location or route on the network to avoid.  This feature shall be negotiated on an individual-case basis.

C.2.4.3	Performance

The DTS performance parameters for originating and terminating connections shall conform to the following specifications:
1. All analog transmission parameters shall satisfy the values and ranges set forth in Telcordia TR-NWT-335 and Sections 7.4 and 7.5, Transmission, Telcordia Notes on the Networks (SR-2275).
2. All digital transmission parameters shall satisfy the standards set forth in the High-Capacity Digital Special Access Service - Transmission Parameter Limits and Interface Combinations (Standards: Telcordia GR-342-CORE; ANSI/EIA T1.503/510 for T1, and ANSI/EIA Standards T1.105 for SONET OC1 service.)

C.2.4.4  	Interfaces

C.2.4.4.1 User-to-Network Interface
The contractor shall support the UNIs specified below:

1. ITU-TSS V.35 at a line rate up to 1.544 Mb/s
2. EIA-449 at a line rate up to 1.544 Mb/s
3. EIA/TIA-232 at a line rate up to 19.2 kb/s
4. EIA/TIA-530 at a line rate up to 1.544 Mb/s
5. RJ-x (e.g., RJ-11/41/45) at 4 kHz (300 to 3300 Hz)
6. T1 (with Extended Super Frame [ESF] format) at a line rate of 1.544 Mb/s and information-payload data-rate of 1.536 Mb/s.  (Standards:  Telcordia’s Notes on the Networks [SR-2275] and GR-342-CORE; and ANSI/EIA T1.403)

C.2.5  Video Teleconferencing Service (VTS)

The contractor shall provide video bridging, reservations, and conference set-up and support.   Required video teleconferencing equipment at the customer’s premises will be provided by the customer.

C.2.5.1	Video Teleconferencing Service (VTS) 

C.2.5.1.1Basic Service Capabilities

VTS shall allow participants at different physical locations to conduct interactive dialogues and simulate face-to-face meetings using point-to-point and point-to- multipoint teleconferencing arrangements. VTS shall support two way video, one way video with interactive voice, and/or the sharing of various types of data files among VTS participants (e.g., graphic, spreadsheet, and word processing files) as an adjunct to the video teleconferencing session.   In addition, audio conference add-on capability shall be available as a basic service.

The contractor shall use contract CSDS or DTS services to support underlying transmission requirements.  All contract users shall have access to the teleconferencing bridge using contract on-net services.

Video Teleconferencing Services shall comply with the following standards as applicable:  After award, the contractor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below.
1. Federal Telecommunications Recommendations (FTR) 1080B - 2002 (hereafter referred to as FTR-1080) issued by the Technology and Standards Division of the National Communication System (NCS).
2. FTR 1080 encompasses the specifications primarily based on the following standards:
a. ITU-T H.320 recommendations for telephony networks.
b. ITU-T H.323 recommendations for packet based multi-media conferencing.
c. ITU-T T.120 recommendation for document conferencing.
3. IETF RFC 3261 Session Initiation Protocol (SIP)
4. The VTS shall provide the capability to support channel aggregation and bonding for multi-rate DS-0 service (64 Kbps or 56 Kbps channels).
5. The contractor shall comply with new versions, amendments, and modifications made to the above listed documents and standards when offered commercially.

The  contractor  shall  provide  VTS  at  transmission  rates  of  at  least  128kb/s, 384kb/s, 768kb/s, and 1.544Mb/s.

The basic capabilities of VTS include the following:

1. Bridging Capabilities.  The following capabilities shall be supported:
a. Point-to-Point.  Point-to-point connection arrangements with full-duplex video, audio, and ancillary data transmission between participating locations (including data, graphics, and video imagery files) shall be allowed. Also included under Point-to-Point is one way transmission of a basic video channel of a NTSC color video signal and one or two associated audio signals.
b. Multipoint.   Full-duplex audio and full duplex video that consists of a “source” video channel and a “feedback” channel shared by up to 25 simultaneously participating locations shall be supported.  During the conduct of a multipoint conference, the addition of a party to, or the deletion of a party from, the conference shall be indicated by a tone, verbal, or visual announcement.  The type of conference, the source, and the “feedback” video channels that are to be transmitted to all locations shall be established in the reservation.  Possible conference types shall include each of the options below:
i. Voice-activated.  When a speaker from a new location crosses the volume threshold for a prescribed period of time and gains control of the second audio channel, the “feedback” video source and the second channel of ancillary data also shall switch to this new site. However, the new site’s video and ancillary data shall not switch (i.e., the new speaker shall see the video image and ancillary data of the preceding “feedback” speaker [as well as the “source” video channel] rather than a video image of himself/herself).
ii. Chairperson-activated.    The person in control of the video teleconference sends his or her own video and selects a return video from one of the participating locations.
iii. Continuous Presence.  VTS shall support the continuous presence of a minimum of four participating locations.   This “Hollywood Squares” configuration   shall   be   capable   of   being   viewed simultaneously at each participating location.   If the number of locations participating in the video conference exceeds the number being viewed via continuous presence, it shall be possible to select the video sources to be displayed as follows:
1. Via the reservation
2. By action of the chairperson
3. By scanning all of the conferees in a predetermined order
4. Any combination of the above
2. Conference Set-Up.  The contractor shall provide a 30 minute set-up period prior to each video conference.
3. Conference Type
a. “Meet-Me” Conference.   Shall allow conferees to be connected by dialing the assigned telephone number(s) at the predetermined time.
b. Attendant-Assisted Conference.  Allows the conference user to request the attendant to set-up or add conferees to the conference.  Conferees shall be able to recall an attendant during a teleconference for immediate attention, such as general assistance or adding or dropping participants.  A requirement for an attendant-assisted conference shall be specified in the reservation.

C.2.5.1.2      Standards

The contractor shall support the following standards as applicable.  After award, the contractor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below.

1. Federal  Telecommunications  Recommendations  (FTR)  1080B  -  2002
(hereafter  referred  to  as  FTR-1080)  issued  by  the  Technology  and
Standards Division of the National Communication System (NCS).
2. FTR 1080 encompasses the specifications for narrow-band audio and video teleconferencing, from 56 Kbps to 1920 Kbps, primarily based on the following standards:
a.  ITU-T H.320 recommendations for telephony networks.
b. ITU-T H.323 recommendations for packet based multi-media conferencing.
c. ITU-T T.120 recommendation for document conferencing.
3. IETF RFC 3261 Session Initiation Protocol (SIP)
4. The VTS shall provide the capability to support channel aggregation and bonding for multi-rate DS-0 service (64 Kbps or 56 Kbps channels).
5. The contractor shall comply with new versions, amendments, and modifications made to the above listed documents and standards when offered commercially.

C.2.5.1.3	Features

VTS shall provide the following reservation and rate adaptation features:

1. Reservation   Feature.      This   VTS   feature   shall   permit   authorized Government users to schedule teleconferences.  The reservation system shall have the following capabilities:
a. A single point of contact with the contractor (preferably, the Customer Service Center) to schedule reservation-based video teleconferences
b. The ability for authorized users to schedule one or more video teleconferences by time and day of the week either as a single event or recurring event on a daily, weekly, monthly, or other periodic basis
c. The ability for authorized users to submit reservation requests up to one year in advance by E-Mail or fax.
d. The ability to store and retrieve predefined teleconferences.\
e. The ability to create printed reports with the following information:
i. A directory of all locations authorized to use the VTS.  Inclusion in the directory shall be with approval of the listed agencies.
ii. Reservation confirmation and cancellation notices.
f. The reservation system shall contain the following information:
i. Type of teleconference (e.g., video, audio)
ii. Name of the person scheduling the teleconference
iii. Organization of the person scheduling the teleconference
iv. Telephone number of the person scheduling the teleconference 
v. Name of an alternate contact person
vi. Telephone number of the alternate contact person
vii. Name of the contact person at participating locations
viii. Telephone  numbers  of  the  contact  persons  participating  in  the teleconference
ix. Telephone number of each conference room (at the user’s discretion)
x. Video telephone number of each conference room (if applicable and at the user’s discretion)
xi. Organization of each person participating in the teleconference (at the user’s discretion)
xii. Locations of the persons participating in the teleconference (at the user’s discretion)
xiii. Date of the teleconference 
xiv. Time of the teleconference
xv. Scheduled length of the teleconference 
xvi. Data transmission rate for each location
2. Rate Adaptation.  VTS shall provide a data rate adaptation feature to allow multiple locations, with different data rate limitations, to interconnect for a video teleconference.  A requirement for rate adaptation shall be specified in the reservation.

Table C.2-8.  VTS Features

	ID Number
	Name of
Feature
	
Description

	


1
	

Attended
Service
	Contractor shall provide call monitoring, roll call, and coordination for a VTS conference. The contractor shall greet and introduce each VTS participant. The contractor shall verify proper conference operations prior to and during the conference to help ensure a successful VTS session.

	


2
	


Certification
	The contractor shall provide pre-testing, registration, and certification that Agency owned equipment operates and is compatible with the contractor’s VTS. In the event that the equipment is not certified, the contractor will notify the Agency of the deficiency and required changes to be operable with VTS.

	


3
	
Coding Conversion (Transcoding)
	The  contractor  shall  provide  a  coding  conversion  capability  that permits operation between the following:
1.  Codecs, all of which use the National Television Standards Committee (NTSC) video format, but none of which support the FTR 1080 and none of which use the same encoding/decoding
algorithm(s).
2.   Codecs, all of which use the NTSC video format, in which one or more of the codec’s support the FTR 1080 and in which one or more of the codec’s do not support the FTR 1080.
At a minimum, this feature shall support the following compression algorithms as needed by the Agency: SG3/SG4, CTX, and CTX+.

	
4
	
Rate
Adaptation
	The contractor shall provide a data rate adaptation capability to ensure that all VTS locations participating in a video teleconference can interconnect with each at dissimilar data rates.

	

5
	
Security – Sensitive but Unclassified
	The contractor shall provide transparent and secure VTS communications paths to support sensitive but unclassified (SBU) video communications.  The security capabilities are described in the FTR1080 recommendation.

	


6
	

Security – Classified
	The contractor shall provide transparent and secure VTS communications paths and support video information that is categorized  as  classified  (National  Security  Agency  type  1 encryption) video communications. The security capabilities are described in the FTR1080 recommendation.



C.2.5.1.4	Performance

VTS shall meet the following performance requirements:
1. The encoded audio, video, and ancillary data signals that the contractor delivers as part of the VTS shall conform to the signals required by the user’s codec, provided that codec conforms to FTR-1080.
2. The availability of VTS shall be at least 99.5 percent.   VTS shall be available to use 24 hours a day, seven days a week.
3. If the number of requests denied during a calendar quarter is at least five percent of the number of participating locations supported during the same calendar quarter, the contractor shall increase its multipoint simultaneous user support capacity by 10 percent during the subsequent quarter.
4. The contractor shall compute the number of requested locations denied by counting the cumulative number of locations associated with each conference that could not be scheduled for a particular date and time requested.	The contractor shall compute the number of locations supported by counting the cumulative number of locations associated with each conference that was held successfully.
5. Attendant assistance shall be available at any time during a video teleconference.
6. VTS shall provide users with the following service intervals:
a. Schedule a non-recurring	multipoint or point-to-point video teleconference within 30 minutes after the advance reservation request, provided the bridging capacity and the other required network support functions (e.g., rate adaptation) are available.
b. When bridging capacity and other required network support functions are available, requests for a delay in the scheduled termination time of a video teleconference which is already in progress shall be granted, if the request is made at least 20 minutes before the scheduled terminating time of the video teleconference.
c. Permit VTS users to cancel a video teleconference up to 24 hours before the scheduled start time of the video teleconference without incurring any charge for the canceled video teleconference.
7. The contractor shall detail video teleconferencing activity in a monthly Service Performance Report. Included in this report shall be the date and starting time of each conference, whether it was successfully completed,   the duration of  the conference, the participating locations, the number of participants at each location, and the data rates used between each participating location.



Table C.2-9.  VTS Key Performance Indicators

	Key
Performance
Indicator (KPI)
	
User Type
	
Performance Standard
(Threshold)
	Acceptable
Quality Level
(AQL)
	
How
Measured

	
Availability
	
Routine
	
99.5%
	
≥ 99.5%
	
See Note 1

	
Time to Restore
	
Without
Dispatch
	
4 hours
	
≤ 4 hours
	
See Note 2

	
	
With
Dispatch
	
8 hours
	
≤ 8 hours
	

	
Grade of Service (Completed Service Requests)
	
Routine
	
95% of VTS conference requests met
	
≥ 95%
	
See Note 3

	
Latency
	
Routine
	
120 ms
	
≥120 ms
	
See Note 4

	
Jitter
	
Routine
	
10 ms
	
≥10 ms
	
See Note 5



Notes:
1. Availability is measured and calculated as a percentage of the total reporting interval time that VTS is operationally available to the Agency.  Availability is computed by the standard formula:
Availability = RI ( HR) − COT ( HR) ×100
RI (HR)

2.  “Without Dispatch” assumes that a service technician is co-located with the equipment. “With Dispatch” assumes that travel time to the equipment location is required. The requirement for co-location of a service technician is conveyed as a component of the service order. In both cases, service restoration should take place within the respective time frames 99.95% of the time.
3. The Grade of Service (completed service requests) applies to video conferences that are reserved and confirmed. It shall be calculated as the ratio of the number of locations successfully completing a VTS call divided by the total number of locations scheduling a VTS call within a calendar month. The contractor shall compute the number of completed service requests by counting the cumulative number of locations associated with each conference that were successfully completed.  The contractor shall compute the number of service requests denied by counting the cumulative number of locations associated with each VTS conference that could not be scheduled for a particular date and time requested in a calendar month.   VTS calls that were disconnected and then re- established only due to the fault of the contractor would be included as a denied request.
4. Latency is the average time (round trip) for a packet to travel across the contractor’s IPVTS service.
5. Jitter is the average variation or difference in the delay between received packets of an IP packet data stream from SDP to SDP.  Relevant standard: IETF RFC 1889.

C.2.5.1.5	Interfaces

The contractor shall support the VTS interfaces specified in the subsections to follow.

C.2.5.1.5.1	User-to-Network Interface

The contractor shall interface with one of the CONTRACT transmission services, including:
1. ISDN BRI
2. ISDN PRI
3. T1
4. ATMS-DS1

Table C.2-10.  VTS User Network Interface Types

	
UNI Type
	
Interface Type and
Standard
	
Payload Data Rate or Bandwidth
	
Signaling Type

	

1
	Digital Line: ISDN BRI S and T Reference Point (Std: ANSI T1.607 and
610)
	Up to 128 Kbps (2x64 Kbps) and multi-rate DS-0’s (px64)
	

ITU-TSS Q.931

	

2
	Digital Trunk: T1
(Std: Telcordia SR-2275 and ANSI T1.102/107/403)
	

Up to 1.536 Mbps
	

T1 Robbed-Bit Signaling

	
3
	Digital Trunk: ISDN PRI T Reference Point (Std: ANSI T1.607 and 610)
	
Up to 1.536 Mbps
	
ITU-TSS Q.931

	

5
	
All IEEE 802.3 cable and connector types
	

Up to 100 Mbps
	IEEE 802.3. IPv4 and IPv6
Ensure that services delivered support Federal
Agencies as required to comply with OMB IPv6
directives



1. If the Agency provides the codec and the inverse multiplexer and the contractor provides only reservation, coding conversion, and/or format conversion, the UNIs supported shall include:
a. ITU-TSS V.35 
b. EIA RS-449
c. EIA RS-530
d. RJ-x (e.g., RJ-45)
e. Data Interface(s) (any combination of the following data interfaces shall be supported by the VTS):
i. EIA RS-232 
ii.  EIA RS-449
iii.  ITU-TSS V.35
iv.  EIA RS-530
C.3     Management and Operations

As part of the service offering, the contractor shall ensure proper management and operation of the telecommunications services it provides. The contractor shall provide a web-enabled commercial Business Support Systems (BSS) and Operational Support Systems (OSS) in accomplishing these functions.  

The contractor shall provide support in the following categories:
1. Service ordering
2. Operations support
3. Billing/Invoicing
4. Trouble handling
5. Customer training
6. Customer Service Center support



C.3.2  Service Ordering

The service ordering process shall, at a minimum, support the following functions.
1. Provide service price quotes
2. Initiate service orders
3. Track service orders
4. Change service orders
5. Accept service orders
6. Disconnect service orders

The contractor shall provide a single, toll-free point of contact in the contractor’s Customer Service Center and shall maintain the contractor’s Web page for DoN to obtain price quotes, place service orders, track service orders,  and  change  them,  using  information  from  the  Client’s  Guide.    The required level of support shall include home page development, design, maintenance, and regular updates of contract services, products, and pricing.

Orders may be issued under this contract from date of contract award through the expiration date of the contract.  All orders issued under this contract are subject to the terms and conditions of the contract.  The contract shall prevail in the event of conflict with any order.  All orders issued prior to expiration of the contract shall be honored and performed by the contractor according to all terms and conditions of the contract.  Copies of all service orders shall be maintained by the contractor for the length of the contract, plus three years.   

C.3.2.1         Provide Price Quotes

The contractor shall provide price quotes for contract services and features when requested by the customer.  The price quote shall identify all recurring, non- recurring, and usage charges, the service availability date, the date when the price quote will become nonbinding, and appropriate descriptive information. The contractor shall provide the service price quote no later than five business days on existing CLINs after the request is made, unless a different timeframe is agreed upon between the contractor and the Government.

C.3.2.2         Initiate Service Orders

The Contracting Officer will designate individuals authorized to place orders.  The contractor will be provided a list of authorized ordering officials at contract award.

The contractor shall enable authorized ordering officials to submit service orders using the following media:
1. Contractor’s Web Page
2. Electronic File transfer
3. Electronic mail
4. Facsimile

C.3.2.2.1      Service Order Format 

The contractor shall propose and describe the format and content of the service order to be used by the Government.  At a minimum, each order shall contain the following fields:
1. Time and date service order was submitted
2. Service	order number (field is populated by	the contractor after submission by the customer)
3. Billing Account Code - which uniquely identifies the agency cost center
4. Location Code - which uniquely identifies the building to be served
5. Service Delivery Point ID – location of service (field is populated by the contractor after submission by the customer)
6. Room number
7. User group order number (including priority) – which defines the Class of Service and the features that shall be assigned to the line
8.  Point of contact and telephone number
9. Work description (including specific data such as classmark, equipment assigned)
10. Requested completion date
11. Status of service order (updated periodically by contractor)
12. Actual  completion  date  and  time  (field  is  populated  by  the  contractor following service acceptance by the customer)
13. Cost associated with service order (field is populated by the contractor after submission by the customer)
14. Identification of circuit and station line (field is populated by the contractor after submission by the customer)
15. Remarks

The contractor shall provide a means whereby DoN can gain electronic, on-line access to all service order data.  The contractor shall provide an updated description of its service ordering system, procedures, and the related ordering intervals within 30 calendar days after contract award.

After contract award, the contractor shall provide 60 calendar days’ advance notice of any changes in the service order format and content and provide any necessary training to authorized ordering officials.

C.3.2.2.2      Service Availability Intervals

Service orders shall be implemented within the following service availability intervals, to be provided by the contractor and offered by them, measured from the time the contractor acknowledges receipt of the service order to the time the order is accepted:
1. Standard service availability interval
2. Expedited service availability interval
3. Emergency service availability interval

The contractor shall support the Government in responding to emergencies (as determined by the Government KO).   The costs and service intervals for emergency orders shall be negotiated on an individual case basis.

Service orders requesting expedited service implementation shall take priority for completion over routine service orders submitted previously by the requesting customer only and shall not be placed ahead of the orders of any other customer unless otherwise directed by the Contracting Officer. Orders requesting emergency service implementation shall take precedence over all pending contract expedited and standard service orders.

The contractor may negotiate a service-availability date with the Contracting Officer or COR under the following conditions:
1. There is no standard service availability interval for the service or feature.
2. The  COR  requests  a  service  date  before  or  beyond  the  applicable standard service-availability interval.
3. The contractor identifies equipment compatibility problems (C.2.1.6).
4. The contractor identifies inside wiring deficiencies (C.2.1.2).
5. The Government requires a Technical Engineering Assessment from the contractor due to the complexity or scope of the service order (i.e., the number of buildings, required geographic coverage, or required new technology may lead the Government to request a more detailed plan).

C.3.2.3         Track Service Orders

The contractor shall provide a means for the DoN to verify the status of each service order from the time the contractor acknowledges receipt of the service order to the contract expiration date. The contractor shall propose and implement an electronic mechanism for providing access to the contractor’s service order database.  The Government requires an acknowledgment within one hour after entering a service order.  (If the contractor’s service order database is updated within one hour and the Government has access to this database, this requirement will be met.)

C.3.2.4         Change Service Orders

The Government has the right to cancel, modify, or change the due date or other parameters of a service order at any time prior to acceptance of the service order.  The service order change date shall be the date the authorized ordering official provides written notice of the change order to the contractor.

C.3.2.5         Accept Service Orders 

The contractor shall complete acceptance tests before delivering the service to the customer.  The contractor shall be responsible for coordinating with any other contractors who may be involved in activating the service to ensure that everything necessary to complete the service order has been accomplished.  The contractor shall verify that the service is activated and operational before delivering it to the customer.  The contractor shall perform necessary adjustments or corrections to any service deficiencies, at no cost to the Government, during service activation.

When a service order is completed or partially completed, the contractor shall provide an order completion acknowledgment to the DoN.  The order completion acknowledgment shall include sufficient information to identify the effective service date, the SDP, Location Code, associated telephone numbers or circuit numbers, Billing Account Code, and whether the service order was partially or fully completed.  (A service order is partially completed when some of the services ordered are accepted and some are not; e.g., five lines out of six ordered have been accepted.)

C.3.2.6	Disconnect Service Orders

Service shall be physically terminated no earlier than 11:59 p.m. Eastern Standard Time on the service disconnect date required by the DoN unless otherwise coordinated.   For billing purposes, service termination shall occur no later than 11:59 p.m. Eastern Standard Time on the service disconnect date required by the COR.

C.3.3  Operational Support Systems

The contractor shall utilize web-enabled commercial Business Support Systems and Operational Support Systems.

The following activities shall be supported by the contractor’s systems:
1. Number administration
2. Moves, adds, and changes
3. Service visits
4. Operation, administration, and maintenance of GFP
5. Inventory management
6. Security services

C.3.3.1Number Administration Database

The contractor shall maintain an on-line inventory of the telephone numbers assigned through this contract and shall update this database daily.  The contractor shall ensure that the numbers assigned to the contract program are available for use when requested in accordance with FCC rulings on the period for reserving numbers.  This database shall be available at the time of the initial acceptance of contract services and will be conveyed to the Government in an electronic format. The contractor shall provide updates each business day to the GDIXC service providers and give them the new contract telephone numbers and disconnect orders at least five calendar days before they are to be activated or disconnected. This update will include the Agency Hierarchy Code (AHC) which is a twenty eight digit number that is assigned by the Government to uniquely identify GDIXC billing information.  In the event the service order due date is less than the standard interval, notification of the GDIXC service providers shall occur within one business day after service order acknowledgement.  The contractor shall work with these service providers to maintain a current and accurate database of telephone numbers.

C.3.3.2 Moves/Adds/Changes and Service Visits

The contractor, as part of the basic service, shall provide the COR with the on- line capability to request moves, adds, and changes of lines, trunks, services, features, and CPE through the service ordering process. Changes involving the dispatch of a technician are known as “hard” changes, and changes that may be accomplished without the dispatch of a technician are known as “soft” changes.

The contractor shall provide the means necessary to allow authorized ordering agents, via a service order, to make incidental internal software reconfiguration changes related to the provision of contract services to such things as line features, classes of service, telephone  numbers,  and  other  aspects  that  do  not  require  changes  in  the physical facilities.

The contractor, upon receipt of a service order for a move, disconnect, change of service,  or  other  work  authorized  under  the  contract  that  does  not  require delivery of new system equipment or facilities, shall complete the work within the intervals set forth in Table C.3-1.  Each action item is limited in quantity based on Billing Account Code (BAC), location, and due date of the change.

Table C.3-1.  Required Service Intervals for Adds/Moves/Change

	
Required Completion Time after Receipt Of Order

	
Action Item
	
Routine
	
Expedite
	
Emergency

	Add/Move/Remove CPE

	10 or less per BAC per building per due date
	
5 working days
	4 working days
	As directed by ordering agent

	More than 10 per BAC per building per due date
	
Negotiable
	
Negotiable
	As directed by ordering agent

	Add/Move/Remove Local
Area Network Interface

	5 or less per BAC per building per due date
	10 working days
	8 working days
	As directed by ordering agent

	6-10 per BAC per building per due date
	20 working days
	15 working days
	As directed by ordering agent

	More than 10 per BAC per building per due date
	
Negotiable
	
Negotiable
	As directed by ordering agent

	Add/Move/Remove Attendant
Console

	5 or less per BAC per building per due date
	10 working days
	8 working days
	As directed by ordering agent

	6-10 per BAC per building per due date
	20 working days
	15 working days
	As directed by ordering agent

	More than 10 per BAC per building per due date
	
Negotiable
	
Negotiable
	As directed by ordering agent

	Add/Move/Remove Subscriber
Feature or Class of Service
	
2 working days
	
1 working day
	As directed by ordering agent



The contractor shall make billable service visits only in response to a BCO, COR, or Contracting Officer request.  That is, such service visits shall extend beyond the operations support provided by the contractor as part of the basic service.  The scope of a service visit shall include, but not be limited to, implementing incidental equipment, such as telephones, workstations, and other CPE, integrating the customer’s legacy equipment and systems with the contract network, and technical support service to assist the customer with service ordering, adds/moves/changes, billing verification, number/address administration, inventory management, security management, or other operations support requirements.

C.3.3.3 Operations, Administration and Maintenance

Operation, administration and maintenance (OA&M) work related to contract services is within the scope of the contract(s).   Post award, the Government will define and contractors will be invited – as part of the fair opportunity process – to compete for orders for specific OA&M support to be performed for DoN.  

C.3.3.4 Inventory Management
The contractor shall propose and provide an inventory management system to track, by building and customer, the inventory of lines, equipment, services, features, telephone numbers, maintenance contractor's name and local repair number, the date of acceptance, and the dates that the warranties provided under this contract expire.  The Inventory Report for all devices in service at any time during the service month shall be updated monthly, although CORs and designated authorized ordering agents shall be able to retrieve the current version of the Inventory Report on demand electronically.   Full inventories should be sent quarterly. Information in the contractor’s Inventory Report will be used by the Government to reconcile the amounts invoiced for lines, trunks, features, and CPE.  The Government’s inventory database will be updated at the time of the Notice to Commence Work and conveyed to the contractor in an electronic format.  Full inventories shall be archived online for the full term of the contract plus two years to provide for historical baselining and research.

C.3.3.5         Reserved

C.3.3.6         Security Services
Telecommunications  services  provided  under  this  contract  will  carry  non- sensitive  programmatic  and  administrative  traffic,  Sensitive  But  Unclassified (SBU) traffic, and higher levels of sensitive or classified traffic that have been encrypted by users.  Therefore, appropriate security services are required.  The contractor shall provide security services that are compatible with existing security devices and systems used by the Government.  The contractor network equipment shall be certified to allow interconnection to the DSN.  Initial network software deployment as well as subsequent updates shall be accredited prior to deployment.  The contractor shall implement and operate services and products in accordance with DOD Instruction 8500.2, DOD Instruction 5200.40, DoD Instruction 8100.3, and other Federal agency directives issued to meet the requirements of Office of Management and Budget (OMB) Circular No. A-130 - Management of Federal Information Resources.   The contractor shall comply with the National Institute of Standards and Technology (NIST) Information Assurance Categories and Guidelines.   In addition, the customer may request that contractors be subjected to DoD clearance procedures for physical access and data access.  The contractor shall ensure that these services protect all facilities and services, portions of the contractor’s network used to provide contract services, information, and information processing resources provided under this contract against threats, attacks, or failures of systems.

The contractor shall provide security within the infrastructure of the network against threats from hacker, criminal, and terrorist activities, consistent with  commercial  practice,  which  shall  ensure  availability  of  service, confidentiality, and data integrity of the transmission and switching systems, the support systems, and the databases being maintained by the contractor in support of contract services.

The contractor shall monitor potential security problems on an ongoing basis and alert customers (e.g., by telephone or e-mail) of threatening situations. 

The contractor shall include a Security Plan with the proposal that outlines the risks and the risk avoidance methodology and management that are to be implemented after contract award.   The Security Plan shall address support of data integrity, confidentiality and availability and shall specifically address the contractors approach to ensuring compliance with contract security requirements. It shall be updated semiannually and shall address all aspects of security, identify major risks, and discuss how best to mitigate these risks.   The Security Plan must be approved by the Government prior to acceptance of support systems or any service.  Additional mandatory policy guidance is found in:
1. E-Government  Act  of  2002,  Title  III  (Federal  Information  Security
Management (FISMA)).
2. National Institute of Standards and Technology (NIST) Federal Information Processing  Standards  Publication  (FIPS)  PUB  199  –  Standards  for Security Categorization of Federal Information and Information Systems.
3. NIST FIPS PUB 140-2, Security Requirements for Cryptographic Modules.
4. Public  Law  104-191,  Health  Insurance  Portability  &  Accountability  Act (HIPPA) of 1996.

C.3.4.1.1      Reserved

C.3.4.1.2      Invoice Data Retention

The contractor shall maintain all original paid invoices and other related records for the length of the contract plus three years after the expiration of the contract. The contractor shall make this data available to Government auditors within ten business days after a formal request is received by the contractor.  Archived information shall be provided in a mutually acceptable electronic format.

C.3.4.1.3      Trouble or Service Outage Credits

The contractor shall provide a mechanism for uniquely identifying service outages and allowing the Government to reconcile credits with associated outages.    The contractor shall credit the affected customer.  Also the contractor shall provide a web-enabled tool which allows the tracking of Billing Adjustments.  Within three billing cycles after resolution of the service outage, the service outage credit shall be processed through the contractor’s billing system and appear on the invoice and the Billing Adjustments Summary Report.

C.3.4.1.4      Billing Verification

The Government requires evidence that each charge has been properly authorized and priced correctly, or it may dispute the charge.   The contractor shall provide all of the supporting information needed by the Government to fully verify each invoice or provide read-only access to this information in near-real time.  The contractor shall provide billing verification assistance via the Customer Service Center and the contractor’s Web page as part of the basic service.  The contractor shall provide the end-user software report generation tools (e.g., to read CDRs and other billing support information) that are available to its commercial customers as part of the basic service.

C.3.4.2         Billing Disputes

The contractor shall resolve billing disputes directly with the dispute initiator unless the dispute involves the terms and conditions of the contract, in which case the dispute shall be resolved with the DoN KO.   The contractor shall propose a mechanism for uniquely identifying each billing dispute to permit the dispute initiator to track the status of a dispute.  The contractor shall resolve billing disputes to the satisfaction of the dispute initiator within 60 calendar days following official notification from the Government.  The contractor shall take a proactive lead in resolving disputes promptly with the initiator of the dispute by establishing and maintaining meaningful dialogue directed toward a prompt, fair, and equitable resolution.  In cases where a resolution is not forthcoming, the contractor shall submit partial resolutions (less than the total amount in dispute) to the dispute initiator for acceptance or denial.   The Government COR or the dispute initiator will respond within five business days with a proposed resolution. If either party wants to escalate the dispute to the KO at any time, it may do so.  Disputes that are not resolved within 60 calendar days or the approved extension time shall be escalated to the KO.  Any disputes escalated to the KO will be resolved in accordance with FAR  52.233-1 (Disputes).  The contractor shall propose an automated system that can track the progress of the billing disputes.

Once a dispute is resolved, the contractor shall process the associated credit or debit within two billing cycles, making sure that the debit or credit and the associated billing dispute identifier are clearly documented in the invoice and assigned to the proper level of the invoice prescribed by the Billing Account Code.

C.3.4.3         Right to Withhold Payment

The Government reserves the right to withhold a partial or entire payment of an invoice in dispute as detailed in FAR 52.232-1.

C.3.5  Trouble Handling

Trouble handling includes the procedures for diagnosing and clearing troubles by telephone, trouble reporting, entry, tracking, analysis, priority classifications, and escalation  to  ensure  that  problems  are  resolved  in  a  timely  manner.    By definition,  a  “trouble”  is  a  report  entered  by  the  contractor  or  a  subscriber regarding a possible failure of the system.

The contractor shall propose and describe a 24X7 trouble-handling process for the system.  The scope of the trouble-handling system shall include all facilities owned or leased by the contractor, and all facilities and services that interconnect with the network and shall include the following functions:
1. Centralized trouble reporting.
2. Determining the cause of and correcting troubles.
3. Working cooperatively with other contractors and Government representatives to resolve problems.
4. Maintaining audit trails of trouble resolution activities.
5. Responding to subscriber inquiries regarding trouble resolution status.
6. Providing trouble escalation for normal and emergency events.
7. Monitoring trouble report management and escalation procedures.
8. Providing trouble report and performance information to customers.

C.3.5.1 Trouble Reporting

The contractor shall provide a single point of contact for trouble handling. Customers shall be able to submit trouble reports to the point of contact 24 hours a day, seven days a week.   The contractor shall be able to receive trouble reports by toll-free telephone, electronic mail, facsimile, and via the World Wide Web.

The contractor, acting as the Government’s agent, shall be responsible for preventive and restorative maintenance and shall initiate trouble calls as necessary.    Naval Supply (NAVSUP) Fleet Logistics Center (FLC) normally will initiate trouble calls only as a user of contract services.  An exception would be when NAVSUP FLC is coordinating priority restoration of contract services and facilities, as described in C.6 (Priority Restoration of Facilities and Services).

The contractor shall maintain audit trail of trouble resolution activities for the duration of the contract.

C.3.5.2 Escalation Procedures

The contractor shall propose and provide an escalation procedure, with appropriate time intervals, for each service category provided under this contract. Point of contact names, titles, telephone numbers, electronic mail address, and facsimile number shall be provided to the KO at contract award.  Changes to the point of contact information shall be provided to the KO and the COR within one business day of changes being made.

The point of contact shall be responsible for coordinating trouble isolation and repair efforts within the contractor’s organization, between other service providers who may be involved in resolving the problem, and the COR.  The point of contact shall be responsible for escalating all troubles not resolved in the required time frames.  The point of contact shall stay actively involved with the trouble resolution process from start to completion.

The contractor shall resolve trouble reports on a routine and emergency basis. The trouble report will specify whether emergency or routine handling is required.

C.3.5.3 Routine Restoration

For routine trouble reports that involve a user without service, the maximum allowable time to resolve service shall be the next business day if a site visit is required or four hours if a site visit is not required unless a different clearing time objective is agreed upon by the contractor and the Government.

C.3.5.4 Emergency Restoration

Emergency  restoration  requirements  are  discussed  in  Section  C.6  (Priority Restoration of Facilities and Services).

C.3.6  Customer Service Center

The Customer Service Center shall be staffed 24 hours a day, seven days a week.  Users shall be able to access the Customer Service Center by dialing a toll-free number or by accessing the contractor’s Web page.  The Customer Service Center shall be the customer’s primary point of contact with the contractor for operational issues after service is accepted.

The contractor shall make customer service representatives available to users with service planning, feature assignments, service order planning, billing reconciliation, inventory control, or trouble resolution.  The Customer Service Center shall operate a Help Desk to assist subscribers experiencing difficulty using contract services, features, or equipment.   These services shall be provided as part of the basic service. 

The Customer Service Center shall provide technical support to users in developing applications for contract service, trouble-shooting CPE interfaces, planning and implementing internetworking requirements, and addressing other technical requirements that are related to the provision of contract services and features as they arise.  Technical support normally shall be provided as part of the basic service.   When technical support that exceeds this base level is requested, the contractor shall act only after verifying that the visit has been authorized by the appropriate authorized ordering official.

C.4     Equipment

The offeror shall provide Network Equipment and CPE CLIN lists with the proposal. The  contractor  shall  update  these  lists  within  45  days  after  receiving  the Government’s comments after contract award and semiannually thereafter, or more frequently at their discretion.

C.4.1  General Requirements

The contractor shall meet the following general requirements in acquiring, provisioning, operating, administering, and maintaining required equipment:
1. COTS.  All equipment shall be commercially available “off the shelf” items requiring no further development, and shall have been fully tested or demonstrated in the commercial or Government marketplace, unless otherwise specified.
2. Network Compatibility.   The contractor shall ensure that all network equipment and CPE ordered under this contract are compatible with  the existing CPE (to the extent that commercial standard interfaces and implementations exist to support such compatibility in accordance with C.2.1.6), the Government Designated Interexchange Carrier (GDIXC) network, the local exchange network, and the commercial interexchange telephone networks.
3. Code Compliance.  All work done by the contractor under this contract shall comply with all applicable national and local codes.
4. Equipment Marking.  All equipment purchased by the Government under this	contract   shall   be   permanently   marked   with   the   maintenance contractor’s name and local repair number, the date of acceptance, and the date that the warranty ends.  A copy of this information also shall be stored in the contractor’s Inventory Management System in accordance with C.3.3.5.

C.4.2  CPE Requirements

The term “CPE” used throughout this RFP is generic.  It is the Government’s desire for the contractor to propose a comprehensive set of CPE that supports and complements the two service categories.  The contractor is encouraged to use multiple vendors to support the service categories and satisfy user requirements as appropriate.  The Government recognizes that the specific model numbers and specifications for proposed equipment on the CPE list can change rapidly.  Therefore, if a specific CPE model number is not available at the time of order, the contractor shall offer equivalent or greater functionality at a comparable price.

C.4.2.1         Provisioning Process

Equipment acquired under this contract shall be provisioned in accordance with the process described in C.3.2, Service Ordering.

C.4.2.2         Installation

The contractor shall furnish, install, and make operational all equipment in the type, quantity, and configuration ordered.  The contractor shall provide all required installation hardware, supplies, and tools necessary to install, move, program, test, maintain, and repair all GFP or contractor-provided equipment purchased  under  this  contract.    All power supplies and equipment cabinets installed by the contractor shall be grounded in accordance with the manufacturer's recommendations and with applicable codes.   All work shall conform to accepted telephone installation and repair practices and the recommended practices of the manufacturers of the equipment and materials used.

C.4.2.3         Deinstallation

Deinstallation of equipment includes all labor, tools, and incidental parts or material necessary to accomplish equipment removal, including equipment cabling, when requested by the Government.  Deinstallation of contractor-owned or leased equipment, including storage, packaging for shipment, or transportation, shall be provided by the contractor.

The Government will order any deinstallations of any equipment purchased from the contractor under this contract via a service order in accordance with C.3.2, Service Ordering.

Within five business days after receiving an agency’s written request to deinstall an item of equipment that was not purchased from the contractor, the contractor may, at his option, arrange with the requesting agency to establish a completion date for examination of the equipment that has been tendered for deinstallation. The completion date for this examination shall be no later than one month after receipt of the deinstallation request except when the Government agrees to a later date. The contractor shall notify the requesting agency in writing of any equipment which is not acceptable for deinstallation under this contract and shall state in writing the reasons for the rejection.  Failure to so notify the requesting agency within five business days after the agreed examination completion date shall constitute acceptance by the contractor of all equipment listed on the formal deinstallation request.

Deinstalled GFP may be designated by the DoN COR to be used at another building or stored by the Government.  There shall be no cost for service deinstallations.  

C.4.2.4         CPE Maintenance

The contractor shall maintain specified CPE.  This shall include all CPE purchased from the contractor and other CPE that is in good operating condition. Equipment shall be considered to be in good operating condition only if it is performing or capable of performing all intended functions and if there are no missing or broken parts.  The contractor shall also supply support for discontinued products, including, but not limited to outdated PBXs, fiber optic repeaters, and discontinued model telephone sets as long as commercial sources exist for this support.

Within five business days after receipt of an agency's written request to maintain an item of CPE or a category of CPE (which may not have been purchased from the contractor), the contractor may, at his option, arrange with the requesting agency to establish a completion date for examination of the equipment that has been tendered for maintenance support.   The completion date for examination shall be no later than one month after receipt of the maintenance request except when the Government agrees to a later date. The contractor shall notify the requesting agency in writing of any equipment that in the contractor’s opinion is not in good operating condition and therefore is not acceptable for maintenance support under this contract and shall state in writing the reasons for the rejection. Failure to so notify the requesting agency within five business days after the agreed examination completion date shall constitute acceptance by the contractor of all equipment listed in the formal request.  If the Government and the contractor disagree that the equipment is in good operating condition, the dispute shall be adjudicated in accordance with FAR 52.233-1.

When the contractor has examined equipment that has been tendered for maintenance support and has concluded that the equipment is conditionally acceptable pending repair, the contractor shall provide the agency with an estimate for the cost of repair.  The agency will advise the contractor if the repair is authorized; and, if so, will issue a service order.   If the proposed prices are rejected, the Government may obtain required maintenance services from another source or sources.

C.5     Transition

Transition is the coordinated transfer of service from the incumbent contractor to a vendor awarded this contract. Transition also includes the transfer of service from this contract to a follow-on contract or service arrangement and shall be completed within 60 days.

C.5.1  Transition Objectives and Responsibilities

The contractor shall be responsible for maintaining service transparency to the Government during transition to and from the contract by meeting all service delivery schedules and assuring that all services and features conform to contractual specifications and customer requirements.   DoN will monitor the contractor’s transition performance and assist in coordination between clients and contractors as required.

C.5.2  Transition Planning and Implementation

The contractor shall address two forms of transition:
1. The initial transition to the contractor’s network.
2. The transition from the contractor’s network to a follow-on network provided by another contractor, a separate contract, or other service arrangement shall be conducted as specified in Section H.34, Continuity of Services.

C.5.2.1 Initial Transition to the Network

Project management and execution of transition activities will be based on Government-approved contractor-prepared plans.   The following plans shall be provided by the contractor.

1. The Transition Management Plan (TMP).   This plan describes the contractor’s general approach to the project management of transition, including the contractor’s project management process, procedures, and tools for all transition activities.  The TMP is a plan  applicable  to  all  of  the  contractor’s  transition  activities  for  all services.  This plan shall be submitted with the proposal and revised 10 days after receiving the government’s comments.  It shall be updated as required.  The TMP shall address the following areas as well as additional areas proposed by the contractor:
a. Management Support.  The contractor shall address the billing, service ordering, trouble reporting, and customer service processes that are proposed for the transition period.  The contractor shall describe these processes from the perspectives of the KO, COR, and authorized ordering official.
b. Service and features.  The contractor shall describe how all existing services and features will transition to the contractor’s network in a manner that is transparent to end users.  All services and features shall transition no later than 60 days after contract award.
c. Interconnection plan.  The contractor shall describe the interconnection arrangements between the existing services and the contracted services during the transition, including the interconnection arrangements with the local exchange network, the IXCs, and Government private networks.  The contractor shall describe how the service performance requirements will be met during the transition period and describe the phases of the transition.
d. Transition contingency plan.  The contractor shall describe how service will be restored if unforeseen difficulties are encountered at any stage of the transition.  The contractor shall assess the major transition risks and propose how they should be mitigated.
e.  Project management.  The contractor shall describe how the project office will be staffed   and   its   relationship   to   the   contractor’s headquarters and with the Government. The contractor shall describe how it will keep the Government apprised of the status of the transition and describe how routine and emergency communication with the Government will be accomplished.
f. Transition Costs.  No additional fee or installation cost shall be charged for the transition of existing services.
2. The Cutover Test Plan (CTP).    This  plan  describes  the  contractor’s general  approach  to  cutover  testing  for  each  service  during  service installation as described here.   The contractor shall provide all necessary test equipment, data terminals, load boxes, test cables, and any other hardware and software required for system testing.  This plan shall be submitted with the proposal and revised 10 days after receiving the government’s comments.  It shall be updated as required.   The CTP shall address the following areas as well as additional areas proposed by the contractor:
a. The processes and procedures that will be employed for testing
b. The parameters to be measured, the measurement procedure, and the pass/fail criteria.
3. The Site-Specific Transition Plan (SSTP).  This plan identifies the contractor’s project management processes, procedures, tools, and implementation scheduling specifically tailored to the transition of a customer’s service requirements to the contractor’s network.   This plan shall be prepared by the contractor, as requested by the customer, upon notice to commence work.  The SSTP shall address, on a building by building basis, the following areas as well as additional areas requested by the agency or proposed by the contractor:
a. Network map that includes the customer’s address, SDP by service type, and number of lines and trunks. (The Government will provide an updated list of customer information at the time of the Notice to Commence Work.)
b. Proposed approach and physical route to connect each building to the contractor’s network, including identification of the number and type of access lines and trunks.
c. Site specific design plan to include:
i. Site   preparation   and   implementation   requirements   for   each building.
ii. Interim  and  final  configuration  to  include  hardware  (type, manufacturer, model),   software,   special   circuit   arrangements, environmental and   electrical   requirements,   equipment   room layouts, Main/Intermediate Distribution Frame/riser cable diagrams (if needed), and any special design requirements.
iii. Numbering plan and dialing plan, identifying blocks of telephone numbers, if any, that will have to change
iv. Interface equipment for CPE, including identification and location of special systems integration requirements.
4. Installation/service implementation schedule.
5. Site-specific cutover test plan.
6. Contingency plan to restore existing services.

C.5.2.2         Reserved

C.5.3 Transition Oversight

For each service order, the contractor shall provide a single point of contact for service implementation.  The contractor shall ensure that the point of contact, or the designated alternate, is accessible by telephone or pager during the time periods when service implementation activities are taking place.  The contractor shall coordinate with the COR, customers, subcontractors, and other service providers during the service implementation.   The contractor shall inform the COR when activities, including installation and cutover testing, are scheduled at a building.

The contractor shall complete the implementation of each service order within the agreed service availability date.

C.6 Priority Restoration of Facilities and Services

Telecommunications requirements for service and facility restoration are based on a set of telecommunications policies and procedures that exist to ensure critical Government needs are met when an actual or potential emergency threatens the security or socio-economic structure of the United States.

C.6.1 Contractor COOP

The Contractor shall have a Continuity of Operations Plan (COOP) designed to ensure continuing Contractor telecommunications support to the government in the event of natural disasters, acts of terrorism, etc. The Contractor may additionally offer support for the government’s COOP as requested by the government.

C.6.2 Emergency Restoration of Facilities and Services

The contractor shall support the following requirements for restoring services during emergencies.   For emergency trouble reports, the maximum allowable time  to  respond  to  a  trouble  report  shall  be  two  hours  and  the  maximum allowable  time  to  restore  service  shall  be  four  consecutive  hours  unless  a different  clearing  time  objective  is  agreed  upon  by  the  contractor  and  the Government.  The contractor shall provide emergency restoration in response to any of the following occurrences:
1. Catastrophic failure of single or multiple switching systems
2. Catastrophic failure of single or multiple transmission systems
3. Switching locations isolated due to equipment or facilities failures
4. Loss of system access to the Local Exchange Network
5. Failure of the mated STPs or ISCPs
6. Buildings isolated due to equipment or facilities failures
7. Loss of system access to GDIXC
8. Loss of system access to the Internet
9. Disruption of service to users or circuits designated as critical by the Government
10. Traffic overloads and surges
11. Any situation under which an entire service or 20 percent of the service provided at a single location for an individual customer is disrupted for more than four hours, including disruption caused by fire, flood, explosion, civil disturbance, work stoppage, and backup power failure

If the service outage or impairment is due to a performance shortfall of any other contractor  supporting  the  program,  the  contractor,  acting  as  DoN’s O&M  contractor  shall  work  with  that contractor to restore service.  The contractor shall monitor the network to identify outages requiring emergency restoration and commence appropriate remedial action prior to the actual submission of a trouble report.   The contractor shall notify the COR immediately when any emergency restoration action is implemented.

C.6.3  Priority Restoration

When outages occur, the contractor shall provide prioritized service restoration to station lines designated on the service order as critical by the Government.  The identity and location of critical station lines may vary over the life of the contract and will be provided to the contractor by the COR.

C.6.4  Status Reports

The contractor shall provide status reports regarding emergency and priority trouble resolution activities on an hourly basis until the trouble is resolved, or as otherwise agreed to by the COR.  The contractor shall also provide the CORs access to a trouble report database that tracks all of the agency’s troubles, and this database shall be updated at least once a day.  

C.6.5  Contingency Document Deliverable

The contractor shall provide a Contingency Plan as a deliverable 10 days after the transition is completed that will be updated yearly. It will describe in detail the method by which contract services will be maintained and restored under a number of situations.   It shall address damage assessment, service restoration time frames, and triggering mechanisms for implementation under a number of different scenarios.  The requirements that result from this section shall not be separately priced but shall be negotiated as contract modifications on an individual case basis.

The plan must specify emergency maintenance actions to be taken by the contractor and emergency equipment replacement arrangements with suppliers or alternate service arrangements with other carriers.

At a minimum, the Contingency Plan shall address the emergency situations listed in C.6.3, Emergency Restoration of Facilities and Services, as well as the following emergency situations:
1. Fires
2. Floods
3. Explosions
4. Hurricanes
5. Civil disturbances
6. Terrorist acts
7. Strikes, work stoppages, walkouts, or other labor disputes
8. Backup power failures

The contractor shall describe its approach for meeting service and facility restoration requirements, including  National Security/Emergency Preparedness (NS/EP – see C.6.8) requirements in its Contingency Plan, and shall update this within  60  calendar  days  after  receiving  the  Government’s  comments  after contract award. The plan shall address at a minimum:
1. Alternate routing plans
2. Alternative operational facilities, storage, and procedures
3. Quarterly hands on disaster recovery testing for simulation purposes (data center shutdown, full power down, etc.)
4. Biannual tabletop testing for procedures and escalation reviews.

The contractor shall update this plan for the Government annually after contract award, describing how its architecture, technical capabilities, and organizational capabilities will protect telecommunications services during emergency situations.  It shall include examples of how these resources will be brought to bear during an emergency.

C.6.6  Network Facility Augmentation and Restoration

The contractor shall use the following means to provide network facility augmentation and restoration during emergencies:

1. National Telecommunications Management Structure (NTMS) and Telecommunications Service Priority (TSP) System (NCS-3-1-2 and NCS-3-1-3) or any subsequent TSP replacement system for providing network management and restoration
2. Reserve and emergency power per commercial practice and use of Telecommunications Electric Service Priority (TESP) in all transmission, switching, signaling, and major facility nodes

C.7     General Management

The contractor shall ensure that required local telecommunications services are provided to subscribers in a manner that consistently meets contractual requirements.  The contractor shall be responsible for the acquisition, provisioning, installation, testing, placement into service, operation, administration, and maintenance of contractor-provided equipment and services. This includes, but is not limited to, providing required services, features, and equipment at or above the performance levels specified in this Statement of Work, meeting or exceeding the sales forecast, and maintaining high levels of customer satisfaction.    The contractor shall attract and maintain skilled management, technical, and sales personnel to meet program objectives throughout the life of the contract.

The   contractor   shall   be   responsible   for   the   services   provided   by   its subcontractors and shall manage and coordinate the activities of each subcontractor, including local and interexchange service providers. The contractor shall serve as the point of contact with the Government for contract administration matters, although operational contact with the Government by subcontractor personnel is not precluded.

C.7.1  System Changes

The contractor shall execute system changes in an orderly manner that does not disrupt subscribers.  In the event that a major system change is planned, the contractor shall notify the Government in writing of the nature of the changes, the proposed schedule, and any anticipated operational impacts in ample time for the government to review and approve or reject the proposed changes

C.7.2  Network Monitoring

The contractor shall provide proactive network monitoring capabilities through the establishment of network operations center (NOC) functionality for the network.

C.7.2.1         Reserved

C.7.2.2         Agency Network Monitoring

CORs and other designated Government personnel shall have electronic access to the contract service order, billing, traffic, inventory data, required reports, and any other data that are accessible to the contractor’s other customers.  Real-time access shall be provided, if available.   The format and media of the electronic access method shall be mutually acceptable to the Government and the contractor and shall be kept current via the Systems Changes procedure described in C.7.2.

C.7.3 Physical Security and Work Area Management

The contractor shall follow security procedures established by the Government in conjunction with building management to prevent unauthorized access to a building’s telecommunications facilities (e.g., telephone closets).  These security measures shall include, but not be limited to, procedures for signing in and out, escort procedures, and inspection routines.  When multiple contractors share the telecommunications facility, the contractor shall work with the Government in coordinating with the other contractors and the building management to agree on procedures that ensure the security of the facility while allowing access to the facility by multiple parties.

C.7.4  Quality Assurance Plan

The contractor shall implement a Quality Assurance Plan that will define and describe the contractor’s methods and controls that will address all services offered by the contractor.  The Quality Assurance Plan shall include details relating to:
1. Acceptable quality levels
2. Delivery schedules
3. Adherence to schedules and work functions as detailed in plans provided to and approved by the Government subsequent to contract award
4. Adherence to appropriate safety codes and procedures
5. Adherence to industry recognized levels of quality workmanship and craft practices.

A draft of the Quality Assurance Plan shall be delivered with the proposal and updated within 60 calendar days after receiving the Government’s comments. Thereafter, it shall be updated annually.

C.8 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 
(July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY
This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  
    
Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES
Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 

ACCESS TO DOD IT SYSTEMS
In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.   
     
When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  


INTERIM ACCESS
The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS
The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 
Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded
to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 
     
The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 
· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

· SF-85 Questionnaire for Non-Sensitive Positions
· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.

C.9 Enterprise-Wide Contractor Manpower Reporting Application – ECMRA
The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract via a secure data collection site. Contracted services excluded from reporting are based on Product Service Codes (PSC’s). The excluded PSCs are:
(1) W, Lease/Rental of Equipment
(2) X, Lease/Rental of Facilities
(3) Y, Construction of Structures and Facilities
(4) S, Utilities Only
(5) V, Freight and Shipping Only
The contractor is required to completely fill in all required data fields using the following web address https://doncrma.nmci.navy.mil 
Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs 1 October through 30 September. While inputs may be reported any time during the FY, all data shall be reported no later than 31 October of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncrma.nmci.navy.mil. 

