DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

a FACILITY CLEARANCE REQUIRED

(The requirements of the DoD Industrial S ty M. ! I Icp el
urements of the DoD industrial Security Manual apply
to:all sectirly dSpects of it effort) b LEVEL OF SAFEGUARDING REQUIRED
None
2. THIS SPECIFICATION IS FOR: (X and complete as applicabie) 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER DATE (YYYYMMDD)
TBD x a ORIGINAL (Complete date in all cases) 20150615
b SUBCONTRACT NUMBER b REVISED REVISION NO. DATE (YYYYMMDD)
(Supersedes ail
previous specs)
c SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) DATE (YYYYMMDLD)
NOO18920151070 c. FINAL (Complete Item 5 in all cases)
4. IS THIS A FOLLOW-ON CONTRACT? X | YES | | NO If Yes, complete the following:
Classified matenial received or generated under NOO178-05-D-4191-EX01 {Preceding Contract Number) s transferred to this follow-on contract,
5. IS THIS A FINAL DD FORM 2547 YES | x I NO If Yes, complete the following:

In response to the contractor's request dated

. retention of the classified material is authorized for the period of

6. CONTRACTOR (include Commercial and Government Entity (CAGE) Code)

a NAME, ADDRESS, AND ZIP CODE b CAGE CODE |c COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
'BD

7. SUBCONTRACTOR

a NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name. Address, and Zip Code)
8. ACTUAL PERFORMANCE

a LOCATION b CAGE CODE |c COGMIZANT SECURITY OFFICE (Name, Address. and Zip Code)

See Block 13

Center for Information Dominance
Corry Station, Code N2

640 Roberts Ave.

Pensacola, FLL 32511

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Admimnistrative Services - for Center for Information Dominance (CID)

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES| NO |11, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES| NO
2 COMMUNICATIONS SECURITY (COMSEC) INFORMATION X | & A AR I Ty 50 MECRMATION ORLY AT ANOTHER X
b RESTRICTED DATA b RECEIVE CLASSIFIED DOCLUMENTS ONLY »
¢ CRITICAL NUCLEAR WEAPON DESIGN INFORMATION x ¢ RECEIVE AND GENERATE CLASSIFIED MATERIAL x
d FORMERLY RESTRICTED DATA d FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE )(
g INTELLIGENCE INFORMATION e PERFORM SERVICES ONLY )(
(1) Sensiive Compartmented Information (SCI) f EGEE#&;%F@S Losup%géég‘glléﬁg,lkw:DO'laéﬂUI‘\ST'll%hE’ I%$%|I%%STHE us, ><
o501 X | A O o S5t S P ECk AL P ORWATION X
f SPECIAL ACCESS INFORMATION x h REQUIRE A COMSEC ACCOUNT >
g NATO INFORMATION X | i HAVE TEMPEST REQUIREMENTS X
h FOREIGN GOVERNMENT INFORMATION | HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS >
I LIMITED DISSEMINATION INFORMATION x k BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
| FOR OFFICIAL USE ONLY INFORMATION )4 | OTHER (Specify)
k. OTHER {Specify)
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12. PUBLIC RELEASE. any information {classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided
by the Industrial Secunty Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall

be submitted for appreval prior to release I:I Direct Through (Specify)

CII Public Affairs Office. No public release of SCI is authorized.

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review
*In the case of non-DaD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort 1s identified below. |f any difficulty is encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this quidance, the contractor is authorized and encouraged to provide recommended
changes. to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract, and to submit any
guestions for interpretation of this guidance to the official identified below  Pending final decision, the information involved shall be handled and protected at the
highest level of classification assigned or recommended. (Fill in as appropnate for the classified effort. Attach, or forward under separale correspondence, any
documents/guides/extracts referenced herein Add addiional pages as needed to provide complete guidance )

Block 8 continued: CIDUCS Pensacola FL., CID Det. Goodfellow AFB. San Angelo TX, CID Unit Monterey CA, CIDUHR
Hampton Roads (Dam Neck) VA, and CIDUSD San Diego CA

In the performance of this contract the contractor will be exposed to, and responsible for the safeguarding of collateral
CONFIDENTIAL, SECRET, TOP SECRET, AND SENISTIVE COMPARTMENTED INFORMATION (SCI). This material may
be in the form of hard copy. soft copy, resident on command LAN systems, and copies on removable magnetic media such as disk
and hard drives. In all cases the material should be clearly marked with the appropriate classification. This includes the requirement
to mark UNCLASSIFIED systems and magnetic media in order to clearly distinguish them from classified material. If any
unmarked material or equipment is discovered, it should be appropriately marked if the proper classification can be determined. If
the classification cannot be immediately determined the material should be brought to the attention of the CID SSO for resolution.

The SP shall conform to the provision of SECNAVINST 5510 series, (Department of the Navy Information and Personnel Security

Program Regulations).

I'he SP is responsible for obtaining Top Secret security clearances for the site supervisor (PM) and other personnel required to
process’handle classified material. Mail clerks must be eligible for a Secret clearance. Only those persons who have a "need to
know" in accordance with the performance of work under this contract shall be given access to classified information or material.

SOME OF THE GOVERNMENT FACILITES TO BE UTILIZED IN THE PERFORMANCE OF THIS EFFORT HAVE BEEN
CLEARDED TO TOP SECRET SCI LEVEL.

14. ADDITIONAL SECURITY REQUIREMENTS. Regurements, in addition to ISM requirements, are established for this contract | X | Yes | No
(If Yes. identify the pertinent contractual clauses in the contract decument itself, or provide an appropnate staternent which identifies the additional
requirements Provide a copy of the requirements to the cognizant secunty office. Use Item 13if additional space 1s needed.)

Clause Paragraph 1.10.4 Sccurity Clearances DODM 5105.21

15. INSPECTIONS. Elements of this contract are cutside the inspection responsibility of the cognizant secunty office X | Yes No
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections  Use itern 13 if addifional space is needed.)

Cognizant over collateral - DSS
Cognizant over SCI - CID S50

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a TYPED NAME OF CERTIFYING OFFICIAL b TITLE c TELEPHONE {lnclude Area Code)

Dﬁuglﬂb A. Jones ClD SSO (850} 452-6463
d ADDRESS (include Zip Code) 17. REQUIRED DISTRIBUTION

Commanding OtTicer, X |a contracTor

640 Roberts Ave b SUBCONTRACTOR

¢ COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
d US ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

Pensacola, F1.. 32511

Sz

& ADMINISTRATIVE CONTRACTING OFFICER

XX X

f OTHERS AS NECESSARY

DD FORM 254 (BACK), DEC 1999



