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GOV'T. REP.

JOINT IO RANGE

9712 VIRGINIA AVE., BLDG. X-132

NORFOLK VA 23511

TEL:           FAX:   

H912695280A026

REQUEST FOR QUOTATIONS

(THIS IS NOT AN ORDER)

1

PAGE      OF  PAGES

16

1. REQUEST NO.

2. DATE ISSUED

RATING

N00189-16-Q-Z010

04-Nov-2015

5a. ISSUED BY

8. TO: NAME AND ADDRESS, INCLUDING ZIP CODE

IMPORTANT: 

This is a request for information, and quotations furnished are not offers.  If you are unable to quote, please so indicate on this form and return

it to the address in Block 5a.  This request does not commit the Government to pay any costs incurred in the preparation of the submission of this quotation or to

contract for supplies or services.  Supplies are of domestic origin unless otherwise indicated by quoter.  Any representations and/or certifications attached to this

Request for Quotations must be completed by the quoter.

11. SCHEDULE

(Include applicable Federal, State, and local taxes)

ITEM NO.

(a)

SUPPLIES/ SERVICES

(b)

QUANTITY

(c)

UNIT

(d)

UNIT PRICE

(e)

(f)

SEE SCHEDULE

%

%

AMOUNT

%

No.

%

NOTE:  Additional provisions and representations [   ] are  [   ] are not attached.

13. NAME AND ADDRESS OF QUOTER  

(Street, City, County, State, and

ZIP Code)

14. SIGNATURE OF PERSON AUTHORIZED TO

SIGN QUOTATION

15. DATE OF

QUOTATION

16. NAME AND TITLE OF SIGNER

(Type or print)

(Include area code)

TELEPHONE NO.

AUTHORIZED FOR LOCAL REPRODUCTION

STANDARD FORM 18 

(REV.  6-95)

PREVIOUS EDITION NOT USABLE

Prescribed by GSA

FAR (48 CFR) 53.215-1(a)

THIS RFQ 

[    ] IS 

X

[    ] IS NOT A SMALL BUSINESS SET-ASIDE

6. DELIVER BY

(Date)

SEE SCHEDULE

AND/OR DMS REG. 1

UNDER BDSA REG. 2

4. CERT. FOR NAT. DEF.

3. REQUISITION/PURCHASE

REQUEST NO.

NAVSUP FLC NORFOLK PHILADELPHIA OFFICE

700 ROBBINS AVENUE, BLDG. 2B

PHILADELPHIA PA 19111-5083

9. DESTINATION  

(Consignee and address, including ZIP Code)

7. DELIVERY

[     ]

X

FOB

DESTINATION

[     ]  OTHER       

(See Schedule)

06-Nov-2015

(Date)

PLEASE FURNISH QUOTATIONS TO THE ISSUING OFFICE IN BLOCK 5a ON OR BEFORE CLOSE OF BUSINESS:

10.

215-697-9634

THERESA SEITZ

(Name and Telephone no.) (No collect calls)

5b. FOR INFORMATION CALL: 

d. CALENDAR DAYS

c. 30 CALENDAR DAYS

b. 20 CALENDAR DAYS

12. DISCOUNT FOR PROMPT PAYMENT

a. 10 CALENDAR DAYS


Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds Network Performance Monitor SL250 (up to 250 elements) -

Annual Maintenance Renewal

**SW68489

PoP: 11/19/2015 through 11/18/2016

                                                                                                                             Manufacturer:  SolarWinds                                                                                                                                                                                                               Part Number:  9016-12357                                                                                                                                                                                               Quantity:  1

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	
	1
	Each
	
	

	
	SolarWinds Software

FFP

Upgrade of SolarWinds Network Performance Monitor SL250 to SL500

(up to 500 elements) - License Upgrade Maintenance expires on same day as existing license                                                                                                                                                                                                                                 Manufacturer:  SolarWinds                                                                                                                                                                                                           Part Number:  9016-0143                                                                                                                                                                               Quantity:  1 

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0003
	
	1
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds NetFlow Traffic Analyzer Module for SolarWinds Network

Performance Monitor SL250 - Annual Maintenance Renewal **SW68489    PoP: 11/19/2015 through 11/18/2016                                                                                                                                                                                                     Manufacturer:  SolarWinds                                                                                                                                                                                                                    Part Number:  9016-12361                                                                                                                                                                               Quantity:  1 

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0004
	
	1
	Each
	
	

	
	SolarWinds Software

FFP

Upgrade of SolarWinds NetFlow Traffic Analyzer for SolarWinds NPM SL250 to SolarWinds NetFlow Traffic Analyzer for SolarWinds NPM SL500 - License Upgrade Maintenance expires on same day as existing license                                                                                                                                                          Manufacturer:  SolarWinds                                                                                                                                                                                                                    Part Number:  9016-0302                                                                                                                                                                               Quantity:  1

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0005
	
	2
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds Network Performance Monitor SLX (unlimited

elements-Standard Polling Throughput) - Annual Maintenance Renewal

**SW68489   PoP: 11/19/2015 through 11/18/2016                                                                                                                                                                                Manufacturer:  SolarWinds                                                                                                                                                                                                                   Part Number:  9016-12359                                                                                                                                                                               Quantity:  2 

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0006
	
	1
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds Network Configuration Manager DL500 up to 500 nodes -

Annual Maintenance Renewal **SW68489                                                                                                                                                                                          Manufacturer:  SolarWinds                                                                                                                                                                                                                    Part Number:  9016-12368                                                                                                                                                                               Quantity:  1  

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0007
	
	1
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds Network Configuration Manager DL200 (up to 200 nodes) -

Annual Maintenance Renewal **SW68489                                                                                                                                                                                          Manufacturer:  SolarWinds                                                                                                                                                                                                                    Part Number:  9016-12367                                                                                                                                                                               Quantity:  1    

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0008
	
	1
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds Network Configuration Manager DL50 (up to 50 nodes) -

Annual Maintenance Renewal **SW68489 PoP: 11/19/2015 through 11/18/2016                                                                                                                                                                                                                                             Manufacturer:  SolarWinds                                                                                                                                                                                                                    Part Number:  9016-12365                                                                                                                                                                               Quantity:  1 

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0009
	
	2
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds NetFlow Traffic Analyzer Module for SolarWinds Network

Performance Monitor SLX - Annual Maintenance Renewal **SW68489

PoP: 11/19/2015 through 11/18/2016                                                                                                                                                                                                     Manufacturer:  SolarWinds                                                                                                                                                                                                                    Part Number:  9016-12364                                                                                                                                                                               Quantity:  2 

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0010
	
	4
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds Engineer's Toolset Per Seat License - Annual Maintenance

Renewal **SW68489

PoP: 11/19/2015 through 11/18/2016                                                                                                                                                                                                     Manufacturer:  SolarWinds                                                                                                                                                                                                                   Part Number:  9016-0270                                                                                                                                                                               Quantity:  4 

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0011
	
	2
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds Engineer's Toolset Per Seat License - Annual Maintenance

Renewal **SW22009714

PoP: 11/19/2015 through 11/18/2016                                                                                                                                                                                                    Manufacturer:  SolarWinds                                                                                                                                                                                                                   Part Number:  9016-0270                                                                                                                                                                               Quantity:  2                                                                                                                                                                                                       Manufacturer:  SolarWinds                                                                                                                                                                                                                   Manufacturer's Part Number:  9016-12357                                                                                                                                                                               Quantity:  2 

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0012
	
	1
	Each
	
	

	
	SolarWinds Software

FFP

SolarWinds VoIP and Network Quality Manager IP SLA 25, IP Phone

1500 (up to 25 IP SLA source devices, 1500 IP phones) - Annual

Maintenance Renewal **SW22009714      PoP: 11/19/2015 through 11/18/2016                                                                                                                                                                                                                                             Manufacturer:  SolarWinds                                                                                                                                                                                                                   Part Number:  9016-12373                                                                                                                                                                               Quantity:  1 

FOB: Destination

MILSTRIP: H912695280A026

PURCHASE REQUEST NUMBER: H912695280A026

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


Section F - Deliveries or Performance

F
Place of Performance/Shipping Address:  

Joint Staff – J7 – Joint IO Range

9712 Virginia Ave., Bldg. X-132

Norfolk, VA 23511
Period of Performance:   11/19/15 to 11/18/16 – 1 Year

Please giv ESI BPA Contract Number____________________________
Please give GSA contract number and

special identification number____________________________________

___________________________________________________________

___________________________________________________________

Include freight in total price, if applicable_______

Did you include freight in total price____________

Tax Identification number_______________________________________

Cage Code__________________________________

Duns and Bradstreet Number_______________________________________

Please state what software/hardware maintenance includes________________

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

Are you an American or foreign-owned company_____________________________________________________

Are you an authorized SolarWinds reseller____________________________

Section I - Contract Clauses 

CLAUSES INCORPORATED BY FULL TEXT

252.203-7000   REQUIREMENTS RELATING TO COMPENSATION OF FORMER DOD OFFICIALS (SEP 2011)

(a) Definition. Covered DoD official, as used in this clause, means an individual that--

(1) Leaves or left DoD service on or after January 28, 2008; and

(2)(i) Participated personally and substantially in an acquisition as defined in 41 U.S.C. 131 with a value in excess of $10 million, and serves or served--

(A) In an Executive Schedule position under subchapter II of chapter 53 of Title 5, United States Code;

(B) In a position in the Senior Executive Service under subchapter VIII of chapter 53 of Title 5, United States Code; or

(C) In a general or flag officer position compensated at a rate of pay for grade O-7 or above under section 201 of Title 37, United States Code; or

(ii) Serves or served in DoD in one of the following positions: Program manager, deputy program manager, procuring contracting officer, administrative contracting officer, source selection authority, member of the source selection evaluation board, or chief of a financial or technical evaluation team for a contract in an amount in excess of $10 million.

(b) The Contractor shall not knowingly provide compensation to a covered DoD official within 2 years after the official leaves DoD service, without first determining that the official has sought and received, or has not received after 30 days of seeking, a written opinion from the appropriate DoD ethics counselor regarding the applicability of post-employment restrictions to the activities that the official is expected to undertake on behalf of the Contractor.

(c) Failure by the Contractor to comply with paragraph (b) of this clause may subject the Contractor to rescission of this contract, suspension, or debarment in accordance with 41 U.S.C. 2105(c).

(End of clause)

252.203-7998  Prohibition on Contracting with Entities that Require Certain Internal Confidentiality Agreements—Representation (DEVIATION 2015-O0010) (FEB 2015) 

(a) In accordance with section 743 of Division E, Title VIII, of the Consolidated and Further Continuing Resolution Appropriations Act, 2015 (Pub. L. 113-235), Government agencies are not permitted to use funds appropriated (or otherwise made available) under that or any other Act for contracts with an entity that requires employees or subcontractors of such entity seeking to report fraud, waste, or abuse to sign internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or contactors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement representative of a Federal department or agency authorized to receive such information.

(b)  The prohibition in paragraph (a) of this provision does not contravene requirements applicable to Standard Form 312, Form 4414, or any other form issued by a Federal department or agency governing the nondisclosure of classified information. 

(c) Representation.  By submission of its offer, the Offeror represents that it does not require employees or subcontractors of such entity seeking to report fraud, waste, or abuse to sign or comply with internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or contactors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement representative of a Federal department or agency authorized to receive such information.
(End of provision) 

252.203-7999 Prohibition on Contracting with Entities that Require Certain Internal Confidentiality Agreements (DEVIATION 2015-O0010)(FEB 2015) 

(a) The Contractor shall not require employees or subcontractors seeking to report fraud, waste, or abuse to sign or comply with internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or contactors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement representative of a Federal department or agency authorized to receive such information.

(b)  The Contractor shall notify employees that the prohibitions and restrictions of any internal confidentiality agreements covered by this clause are no longer in effect.  (c)  The prohibition in paragraph (a) of this clause does not contravene requirements applicable to Standard Form 312, Form 4414, or any other form issued by a Federal department or agency governing the nondisclosure of classified information. 
(d)(1)  In accordance with section 743 of Division E, Title VIII, of the Consolidated and Further Continuing Resolution Appropriations Act, 2015, (Pub. L. 113-235), use of funds appropriated (or otherwise made available) under that or any other Act may be prohibited, if the Government determines that the Contractor is not in compliance with the provisions of this clause.  

(2)  The Government may seek any available remedies in the event the Contractor fails to perform in accordance with the terms and conditions of the contract as a result of Government action under this clause. 
 (End of clause) 

252.204-7008 Compliance With Safeguarding Covered Defense Information Controls (DEVIATION 2016-O0001) (OCT 2015)

(a) Definitions. As used in this provision--

“Controlled technical information,” “covered contractor information system,” and “covered defense information” are defined in clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting (DEVIATION 20O0001) (OCT 2015).

(b) The security requirements required by contract clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting (DEVIATION 2016-O0001) (OCT 2015) shall be implemented for all covered defense information on all covered contractor information systems that support the performance of this contract.

(c) If the Offeror anticipates that additional time will be necessary to implement derived security requirement 3.5.3 “Use of multifactor authentication for local and network access to privileged accounts and for network acces to non-privileged accounts” within National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations (see http://dx.doi.org/10.6028/NIST.SP.800-171), the Offeror shall notify the Contracting Officer that they will implement the requirement within 9 months of contract award. 

(d) If the Offeror proposes to deviate from any of the security requirements in NIST SP 800-171 that is in effect at the time the solicitation is issued or as authorized by the Contracting Officer, the Offeror shall submit to the Contracting Officer, for consideration by the DoD Chief Information Officer (CIO), a written explanation of--

(1) Why a particular security requirement is not applicable; or

(2) How an alternative, but equally effective, security measure is used to compensate for the inability to satisfy a particular requirement and achieve equivalent protection.

(e) An authorized representative of the DoD CIO will approve or disapprove offeror requests to deviate from NIST SP 800-171 requirements in writing prior to contract award. Any approved deviation from NIST SP 800-171 shall be incorporated into the resulting contract.

(End of provision)
252.204-7012  SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEVIATION 2016-O0001) (OCT 2015)

(a) Definitions. As used in this clause--

“Adequate security” means protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to, or modification of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may have occurred.

“Contractor attributional/proprietary information” means information that identifies the contractor(s), whether directly or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program description, facility locations), personally identifiable information, as well as trade secrets, commercial or financial information, or other commercially sensitive information that is not customarily shared outside of the 

company.

“Contractor information system” means an information system belonging to, or operated by or for, the Contractor.

“Controlled technical information” means technical information with military or space application that is subject to controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical 

Documents. The term does not include information that is lawfully publicly available without restrictions.

“Covered contractor information system” means an information system that is owned, or operated by or for, a contractor and that processes, stores, or transmits covered defense information.

“Covered defense information” means unclassified information that--

(i) Is--

(A) Provided to the contractor by or on behalf of DoD in connection with the performance of the contract; or

(B) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract; and

(ii) Falls in any of the following categories:

(A) Controlled technical information.

(B) Critical information (operations security). Specific facts identified through the Operations Security process about friendly intentions, capabilities, and activities vitally needed by adversaries for them to plan and act effectively so as to guarantee failure or unacceptable consequences for friendly mission accomplishment (part of Operations Security process).

(C) Export control. Unclassified information concerning certain items, commodities, technology, software, or other information whose export could reasonably be expected to adversely affect the United States national security and nonproliferation objectives. To include dual use items; items identified in export administration regulations, international traffic in arms regulations and munitions list; license applications; and sensitive nuclear technology 

information.

(D) Any other information, marked or otherwise identified in the contract, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies (e.g., privacy, proprietary business information).

“Cyber incident” means actions taken through the use of computer networks that result in an actual or potentially adverse effect on an information system and/or the information residing therein.

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for investigative purposes in a manner that maintains the integrity of the data.

“Malicious software” means computer software or firmware intended to perform an unauthorized process that will have adverse impact on the confidentiality, integrity, or availability of an information system. This definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and 

some forms of adware.

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which information is recorded, stored, or printed within an information system.

“Operationally critical support” means supplies or services designated by the Government as critical for airlift, sealift, intermodal transportation services, or logistical support that is essential to the mobilization, deployment, or sustainment of the Armed Forces in a contingency operation.

“Rapid(ly) report(ing)” means within 72 hours of discovery of any cyber incident.

“Technical information” means technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013, Rights in Technical Data-Non Commercial Items, regardless of whether or not the clause is incorporated in this solicitation or contract. Examples of technical information include research and engineering 

data, engineering drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and analyses and related information, and computer software executable code and source code.

(b) Adequate security. The Contractor shall provide adequate security for all covered defense information on all covered contractor information systems that support the performance of work under this contract. To provide adequate security, the Contractor shall--

(1) Implement information systems security protections on all covered contractor information systems including, at a minimum--

(i) For covered contractor information systems that are part of an Information Technology (IT) service or system operated on behalf of the Government--

(A) Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010, Cloud Computing Services, of this contract; and

(B) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security requirements specified elsewhere in this contract; or

(ii) For covered contractor information systems that are not part of an IT service or system operated on behalf of the Government and therefore are not subject to the security requirement specified at paragraph (b)(1)(i) of this clause--

(A) The security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations,” (see http://dx.doi.org/10.6028/NIST.SP.800-171) that is in effect at the time the solicitation is issued or as authorized by the Contracting Officer with the exception of the derived security requirement 3.5.3 “Use of multifactor authentication for local and network access to privileged accounts and for network access to non-privileged accounts,” which will be required not later than 9 months after award of the contract, if the Contractor notified the contracting officer in accordance with paragraph (c) of the provision 252.204-7008, Compliance with Safeguarding Covered Defense Information Controls (DEVIATION 2016-O0001) (OCT 2015); or

(B) Alternative but equally effective security measures used to compensate for the inability to satisfy a particular requirement and achieve equivalent protection approved in writing by an authorized representative of the DoD Chief Information Officer (CIO) prior to contract award; and

(2) Apply other information systems security measures when the Contractor reasonably determines that information systems security measures, in addition to those identified in paragraph (b)(1) of this clause, may be required to provide adequate security in a dynamic environment based on an assessed risk or vulnerability.

(c) Cyber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered defense information residing therein, or that affects the contractor's ability to perform the requirements of the contract that are designated as operationally critical support, the Contractor shall--

(i) Conduct a review for evidence of compromise of covered defense information, including, but not limited to, identifying compromised computers, servers, specific data, and user accounts. This review shall also include analyzing covered contractor information system(s) that were part of the cyber incident, as well as other information systems on the Contractor's network(s), that may have been accessed as a result of the incident in order to identify compromised covered defense information, or that affect the Contractor's ability to provide operationally critical support; and

(ii) Rapidly report cyber incidents to DoD at http://dibnet.dod.mil.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall include, at a minimum, the required elements at http://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause, the Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber incidents. For information on obtaining a DoD-approved medium assurance certificate, see http://iase.disa.mil/pki/eca/Pages/index.aspx.

(d) Malicious software. The Contractor or subcontractors that discover and isolate malicious software in connection with a reported cyber incident shall submit the malicious software in accordance with instructions provided by the Contracting Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and protect images of all known affected information systems identified in paragraph (c)(1)(i) of this clause and all relevant monitoring/packet capture data for at least 90 days from the submission of the cyber incident report to allow DoD to request the media or decline interest.

(f) Access to additional information or equipment necessary for forensic analysis. Upon request by DoD, the Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a forensic analysis.

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer will request that the Contractor provide all of the damage assessment information gathered in accordance with paragraph (e) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government shall protect against the unauthorized use or release of information obtained from the contractor (or derived from information obtained from the contractor) under this clause that includes contractor attributional/proprietary information, including such information submitted in accordance with paragraph (c). To the maximum extent 

practicable, the Contractor shall identify and mark attributional/proprietary information. In making an authorized release of such information, the Government will implement appropriate procedures to minimize the contractor attributional/proprietary information that is included in such authorized release, seeking to include only that 

information that is necessary for the authorized purpose(s) for which the information is being released.

(i) Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is obtained from the contractor (or derived from information obtained from the contractor) under this clause that is not created by or for DoD is authorized to be released outside of DoD--

(1) To entities with missions that may be affected by such information;

(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;

(3) To Government entities that conduct counterintelligence or law enforcement investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes (including with Defense Industrial Base (DIB) participants in the program at 32 CFR part 236); or

(5) To a support services contractor (“recipient”) that is directly supporting Government activities under a contract that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information.

(j) Use and release of contractor attributional/proprietary information created by or for DoD. Information that is obtained from the contractor (or derived from information obtained from the contractor) under this clause that is created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized to be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based restrictions on the Government's use and release of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on the interception, monitoring, access, use, and disclosure of electronic communications and data.

(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this clause in no way abrogates the Contractor's responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified information systems as required by other applicable clauses of this contract, or as a result of other applicable U.S. Government statutory or regulatory requirements.

(m) Subcontracts. The Contractor shall--

(1) Include the substance of this clause, including this paragraph (m), in all subcontracts, including subcontracts for 

commercial items; and

(2) Require subcontractors to rapidly report cyber incidents directly to DoD at http://dibnet.dod.mil and the prime Contractor. This includes providing the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier subcontractor) as soon as practicable.

(End of clause)

252.209-7991 REPRESENTATION BY CORPORATIONS REGARDING AN UNPAID DELINQUENT TAX LIABILITY OR A FELONY CONVICTION UNDER ANY FEDERAL LAW – FISCAL YEAR 2016 APPROPRIATIONS (DEVIATION 2016-O0002) (OCT 2015)

(a) In accordance with section 101(a) of the Continuing Appropriations Act, 2016 (Pub. L. 141-53) and any subsequent FY 2016 appropriations act that extends to FY 2016 funds the same restrictions as are contained in sections 744 and 745 of division E, title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 131-235), none of the funds made available by this or any other Act may be used to enter into a contract with any corporation that –

(1) Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority responsible for collecting the tax liability, where the awarding agency is aware of the unpaid tax liability, unless the agency has considered suspension or debarment of the corporation and made a determination that this further action is not necessary to protect the interests of the Government; or

(2) Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, where the awarding agency is aware of the conviction, unless the agency has considered suspension or debarment of the corporation and made a determination that this action is not necessary to protect the interests of the Government.

(b) The Offeror represents that –

(1) It is [ ] is not [  ] a corporation that has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority responsible for collecting the tax liability, 

(2) It is [ ] is not [  ] a corporation that was convicted of a felony criminal violation under a Federal law within the preceding 24 months.

(End of provision)
