	DEPARTMENT OF DEFENSE
	1.  CLEARANCE AND SAFEGUARDING

	CONTRACT SECURITY CLASSIFICATION SPECIFICATION
	a.  FACILITY CLEARANCE REQUIRED

  FORMDROPDOWN 


	(The requirements of the DoD Industrial Security Manual apply 

to all aspects of this effort)
	b.  LEVEL OF SAFEGUARDING REQUIRED

 Top  FORMDROPDOWN 


	2.  THIS SPECIFICATION IS FOR: (X and complete as applicable)
	3.  THIS SPECIFICATION IS: (X and complete as applicable)

	
	a.  PRIME CONTRACT NUMBER
	
	a.  ORIGINAL (Complete date in all cases)
	Date (YYYYMMDD)

	 FORMCHECKBOX 

	TBD
	 FORMCHECKBOX 

	     
	20150923

	
	b.  SUBCONTRACT NUMBER


	
	b.  REVISED (Supersedes 

all previous specs)
	Revision No.


	Date (YYYYMMDD)



	 FORMCHECKBOX 

	
	 FORMCHECKBOX 

	     
	
	

	
	c.  SOLICITATION OR OTHER NUMBER
	Due Date (YYYYMMDD)
	
	c.  FINAL (Complete Item 5 in all cases)
	Date (YYYYMMDD)

	 FORMCHECKBOX 

	
	
	 FORMCHECKBOX 

	     
	     

	4.  IS THIS A FOLLOW-ON CONTRACT?
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO. If Yes complete the following

	Classified material received or generated under                              is transferred to this follow-on contract.

	5.  IS THIS A FINAL DD FORM 254?
	 FORMCHECKBOX 

	YES
	 FORMCHECKBOX 

	NO. If Yes complete the following

	In response to the contractor's request dated       , retention of the identified classified material is authorized for the period of       .

	6.  CONTRACTOR (Include Commercial and Government Entity ( CAGE) Code)

	a.  NAME, ADDRESS, AND ZIP CODE
	b.  CAGE CODE
	c.  COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

	TBD
	
	TBD

	7.  SUBCONTRACTOR

	a.  NAME, ADDRESS, AND ZIP CODE
	b.  CAGE CODE
	c.  COGNIZANT SECURITY OFFICES ( Name, Address, and Zip Code)

	     
	     
	     

	8.  ACTUAL PERFORMANCE

	a.  LOCATION
	b.  CAGE CODE
	c.  COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

	Naval Criminal Investigative Service

27130 Telegraph Road
Quantico, VA  22134
	N/A
	Special Security Officer
Naval Criminal Investigative Service

27130 Telegraph Road

Quantico, VA  22134

	9.  GENERAL IDENTIFICATION OF THIS PROCUREMENT

	Procurement of Security Support Services supporting the NCIS Facility and Security Management Division in their mission—oversight of all facility services/security operations sustainment activities at the Russell Knox Complex, Marine Corps Base Quantico.

	10.  THIS CONTRACT WILL REQUIRE ACCESS TO:
	YES
	NO
	11.  IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
	YES
	NO

	a.  COMMUNICATIONS SECURITY (COMSEC)

 INFORMATION
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	a.  HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR’S FACILITY OR A GOVERNMENT ACTIVITY
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	b.  RESTRICTED DATA
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	b.  RECEIVE CLASSIFIED DOCUMENTS ONLY
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	c.  CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	c.  RECEIVE AND GENERATE CLASSIFIED MATERIAL
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	d.  FORMERLY RESTRICTED DATA:
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	d.  FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	e.  INTELLIGENCE INFORMATION:
	
	
	e.  PERFORM SERVICES ONLY
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	       (1) Sensitive Compartmented Information (SCI)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	f.  HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	       (2) Non-SCI
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	g.  BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	f.  SPECIAL ACCESS INFORMATION
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	h.  REQUIRE A COMSEC ACCOUNT
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	g.  NATO INFORMATION
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	i.  HAVE A TEMPEST REQUIREMENT
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	h. FOREIGN GOVERNMENT INFORMATION
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	j.  HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	i.  LIMITED  DISSEMINATION INFORMATION
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	k.  BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	j.  FOR OFFICIAL USE ONLY INFORMATION
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	l.  OTHER (Specify).
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	k.  OTHER Specify)

	 FORMCHECKBOX 

	 FORMCHECKBOX 
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Previous editions are obsolete
	12.  PUBLIC RELEASE.  Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the industrial 

Security Manual or unless it has been approved for public release by appropriate U.S. Government authority.  Proposed public release shall be submitted for approval prior to release

	
	 FORMCHECKBOX 

	Direct
	 FORMCHECKBOX 

	Through (Specify): 

	No public release of classified material is authorized



	to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.

*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

	13.  SECURITY GUIDANCE.  The security classification guidance needed for this effort is identified below.  If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes:  to challenge the guidance or classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below.  Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended.  (Fill in as appropriate for the classified effort.  Attach, or forward under separate correspondence, any document/guides/extracts referenced herein.  Add additional pages as needed to provide complete guidance.

	A. This contract requires additional security requirements established for Sensitive Compartmented Information (SCI), IAW DODM 5105.21.

B. The following documents, with changes, will be used for specific security classification guidance on this contract:

     (1) DODM 5105.21  and     
     (2) National Industrial Program Operating Manual (NISPOM)

C. Inquiries pertaining to classification guidance on Sensitive Compartmented Information shall be directed to the NCIS Special Security Officer (SSO) indicated in Line 16a.

D. Any SCI or SCI derived material generated under this contract shall be reviewed by the Contract Officer (COR) for proper classification prior to publication and distribution. The Special Security Officer in item 16a, will provide required assistance.

E. The Defense Security Service (DSS) has cognizance over all collateral aspects of this contract. The Office of Naval Intelligence (ONI-523) has cognizance over all SCI aspects of this contract. Management and security administration for all aspects of the contract is provided by NCIS.

The Contracting Officer’s Representative (COR) is Jennifer Stewart, NCIS Code 11A, (571) 305-4601.
ALL CLASSIFIED INFORMATION MUST BE MARKED IN ACCORDANCE WITH EXECUTIVE ORDER 12958-CLASSIFIED NATIONAL SECURITY INFORMATION, OF 17 APRIL 1995. YOUR DEFENSE INVESTIGATIVE SERVICE (DIS) INDUSTRIAL SECURITY REPRESENTATIVE (ISREP) SHOULD BE CONTACTED FOR ASSISTANCE.

Copies of all subcontract DD Form 254’s must be provided to the distribution listed in Block 17.

	14.  ADDITIONAL SECURITY REQUIREMENTS.  Requirements, in addition to ISM requirements, are established for this contract.  (If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements.  Provide a copy of the requirements to the cognizant security office.   Use Item 13 if additional space is needed.)
	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No  

	The expected expiration date of this contract is TBD.

B. Names of contractor personnel requiring access to SCI shall be submitted to the COR for approval. Upon written approval by the COR and the SSO, forms requesting SSBI’s shall be prepared IAW and submitted.

C. The contractor shall establish and maintain an access list of employees working on this contract. A copy of this list shall be furnished to the COR.

D. The contractor shall advise the SSO, through the COR, immediately upon reassignment of personnel to other duties not associated with the contract/contractor.

	15.  INSPECTIONS.  Elements of this contract are outside the inspection responsibility of the cognizant security office.  (If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections.  Use Item 13 if additional space is needed.


	 FORMCHECKBOX 

	Yes
	 FORMCHECKBOX 

	No  

	See SCI Addendum

	16.  CERTIFICATION AND SIGNATURE.  Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	a.  TYPED NAME OF CERTIFYING OFFICIAL
J. L. DAVID
	b.  TITLE
Special Security Officer
	c.  TELEPHONE (Include Area Code)

(571) 305-9239

	d.  ADDRESS (Include ZIP Code)
	17.  REQUIRED DISTRIBUTION

	Naval Criminal Investigative Service
Attn:  Special Security Officer
27130 Telegraph Road

Quantico, VA  22134
	 FORMCHECKBOX 

	a.  CONTRACTOR

	
	 FORMCHECKBOX 

	b.  SUBCONTRACTOR

	
	 FORMCHECKBOX 

	c.  COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

	e.  SIGNATURE
	 FORMCHECKBOX 

	d.  U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

	
	 FORMCHECKBOX 

	e.  ADMINISTRATIVE CONTRACTING OFFICER

	
	 FORMCHECKBOX 

	f.  OTHERS AS NECESSARY
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NCIS SCI ADDENDUM TO DD FORM 254
XXX (1) This contract requires access to Sensitive Compartmented Information (SCI).  The Defense Intelligence Agency (DIA) has security inspection responsibility for SCI and Defense Security Service (DSS) retains responsibility for all collateral information released or developed under the contract and held within the DoD Contractor’s SCIF.  The manuals, regulations and directives checked below provide the necessary guidance for physical, personnel, and information security for safeguarding SCI, and are part of the security classification specification for this contract:

XXX DoDM5105.21 SCI Security Manual, Administrative Security, Volumes 1-3.

XXX DIAD 8500.200, DoD SCI DODIIS Community Cyber Security Programs

XXX (2) The contractor will not reproduce any SCI related material without prior written permission of the COR.

XX  (3) Security Classification Guides or extracts will be provided under separate cover.

N/A  (4) Electronic processing of SCI requires accreditation of the equipment per ICD 503, and DIAD 8500.200.  
XXX (5) This contract requires__XX _ (SI/TK), __XX__G, __XX__ HCS, __XX__
DD FORM 254 – CONTINUATION SHEET – 

Item 10a. Contractor is authorized access to Government furnished cryptographic equipment and information. Access to COMSEC information, per NSA Manual 90-1, requires a final U.S. Government clearance and special briefings at the appropriate level. Subcontracting COMSEC information by a contractor requires prior approval from the Security Manager, NCIS.
Item 10e. Intelligence information will be handled and controlled as indicated in the NISPOM. Access to Intelligence information requires a final U.S Government clearance at the appropriate level. The following also applies:  
a. Intelligence information does not become the property of the contractor and may be withdrawn at any time. Upon expiration of the contract, all intelligence released and any material using data from the intelligence will be returned to the project officer or COR for final disposition.

b. Contractors will not release this information to any activity or person not directly engaged in providing services under the contract or to another contractor (including subcontractors), government agency, private individual, or organization without prior approval of the Director, Office of Naval Intelligence (ONI-5) via Special Security Officer, NCIS.

c. Intelligence material will not be released to foreign nationals or immigrant aliens who may be employed by the contractor, regardless of the level of their security clearance or access authorization, except with the specific permission of the Director, Office of Naval Intelligence (ONI-5) via Special Security Officer, NCIS.

d. Intelligence material will not be reproduced without prior approval of the Director, Office of Naval Intelligence (ONI-5) via Special Security Officer, NCIS.. All intelligence material will bear a prohibition against reproduction while in the custody of the contractor.

e. Contractors will maintain records which will permit them to furnish, on demand, the names of individuals who have access to intelligence material in their custody.

. Reproduction and destruction of this material, regardless of the classification, is prohibited without written approval from Special Security Officer, NCIS.
Item 10f: To execute this contract, additional security requirements in addition to DoD 5220.22-M will be required. The contractor shall comply with the security provisions of these programs. Marking and/or classification guidance for material originated or generated under this contract will be provided through the Security Branch SPECAT Publications Officer under separate cover. Any material generated by the contractor (including correspondence, drawings, models, mockups, photographs, schematics, progress, special and inspection reports, engineering notes, computations and training aids) shall be classified according to content. Guidance for classification shall be derived from the applicable Security Classification Guides, Government furnished equipment or data, or special instructions. Such material shall not contain contractor logos or similar identifiers which identify the specific contractor or team members. Reproduction and destruction of this material, regardless of the classification, is prohibited without written approval from Security Manager, NCIS. Prior approval from the Security Manager, NCIS is required for subcontracting.

Item 10g. NATO information will be handled and controlled as indicated in the NISPOM. Access requires a final U.S. Government clearance and special briefings at the appropriate level. Reproduction and destruction of this material, regardless of the classification, is prohibited without written approval from Security Manager, NCIS or higher authority. Prior approval from the Security Manager, NCIS is required for subcontracting.

Item 10h. Access to Foreign Government Information requires a final U.S. Government clearance at the appropriate level. Full compliance with NISPOM Chapter 10 is warranted during this contract. This information will not be released to any activity or person not directly engaged in this contract or to another contractor (including subcontractors), government agency, private individual, or organization without prior approval of the Security Manager, NCIS.

Item 10j. The "For Official Use Only" information provided under this contract shall be safeguarded as specified in the NISPOM.
Item 11c. The contractor requires access to classified source data up to and including the classification levels identified in item 1 of this DD 254 in support of this work effort. Any extracts or use of such data requires the contractor to apply derivative classification. Trained Derivative Classifiers will certify all classified documentation and attach an appropriate derivative classifier declaration to all finished documents in accordance with Executive Order 13526. Classifiers shall be trained and recertified every two years. Documentation generated as a result of this contract will be classified in accordance with source material provided by the user and will carry the most restrictive downgrading and/or declassification instructions, warning notices and control markings applicable. A listing of source material is to be included as a part of the document prepared by the contractor. 

Item 11i. The provisions of Chapter 8 of the NISPOM and Chapter 11 of the NISPOM Sup 1, that pertains to the automated information system security and processing actions required in this contract performance.
2

