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Section SF 1449 - CONTINUATION SHEET
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	1
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	CONTRACTOR SUPPORT - RYA ALGORITHMS

FFP

In accordance with the attached Statement of Work

FOB: Destination

BRAND NAME/SOLE SOURCE: SS

MILSTRIP: N0016116RCZ0817

PURCHASE REQUEST NUMBER: N0016116RCZ0817

SIGNAL CODE: J

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
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	UNIT
	UNIT PRICE
	AMOUNT
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	1
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	OPTION
	CONTRACTOR SUPPORT - RYA ALGORITHMS

FFP

In accordance with the attached Statement of Work

FOB: Destination

BRAND NAME/SOLE SOURCE: SS

MILSTRIP: N0016116RCZ0817

PURCHASE REQUEST NUMBER: N0016116RCZ0817

SIGNAL CODE: J

 
	

	
	
	

	
	

	
	NET AMT
	

	
	
	
	


STATEMENT OF WORK
Design, Development and Testing of Single Node Rya for Disconnected, Intermittent, Low-Bandwidth (DIL) environments and Federated Search over multiple Rya instances

The United States Naval Academy (USNA) requires contractor support to design, develop, and conduct preliminary testing of single node version of Rya and federated search over multiple Rya instances as part of USNA’s research project "Rya datastore enhancements for Notice to Mariners Datastore Capabilities and Services". Contractor support will include algorithms design and prototyping, software development, performance testing and performance comparison with other approaches.

Background:

Rya is a highly successful and scalable RDF triple store for cloud environments that can handle billions of triples, with millisecond query time for most queries. This project considers Rya’s use in a tactical environment with low storage and connectivity capabilities. The goal of this project is to develop, test, and implement Rya-like capabilities on an independent single-node device, with collaborative abilities among such devices, or between devices and a cloud environment.  

Contractor shall provide the following:

Task – Design, implementation, and evaluation of federated search.

· Contractor shall study the requirements for federated search over multiple Rya instances

· Contractor shall collaborate with USNA to design components for federated search, including a mediator (running on a Rya instance) and wrappers (one wrapper for each instance). The mediator breaks up a global search into queries on local Rya instances. Each local Rya instance will have a wrapper that talks to the mediator. The capability of local instances is also considered for optimizing performance. For example, more intensive computation will be carried out by more powerful instances (e.g., a cloud instance). 

· Contractor shall implement the design for federated search, including the mediator and wrappers on local instances. 

· Contractor shall run comprehensive tests on the federated search component and fix bugs. 

· Contractor shall collaborate with USNA to compare the proposed federated search component with existing solutions (e.g., sending all data to a centralized server). 

· Contractor shall collaborate with USNA on a research article on the results. 

Task - Design, development, and testing of single node version of Rya.

· Contractor shall collaborate with USNA to draft a design for a single-node version of Rya that operates in an offline/DIL environment. The design shall include the data storage layer, inference, and query optimization and execution engine. 

· Contractor shall attempt to keep the same interface but shall consider the limitations of the single node device.  

· Contractor shall also draft an interface to let a single node device talk to other single node devices as well as cloud-based Rya instances. One possible interface is RESTful web service, which allows any device to talk to each other using HTTP like requests. 

· Contractor shall collaborate with USNA on implementing the proposed design for a single-node version of Rya. 

· Contractor shall run initial test of the implemented version and fix bugs. 

· Contractor shall work with USNA to run comprehensive tests for single node version of Rya and run experiments to compare different implementation for single node Rya, as well as comparisons with other single node RDF storage systems.  

· Contractor shall collaborate with USNA on a research article on the results. 

USNA will provide design requirements for federated search over cloud instances and single node instances of Rya and design requirements for single node version of Rya that operates in Disconnected, Intermittent, Low-Bandwidth (DIL) environments. USNA will also provide access to the latest Rya code base.

(End of Text)
INSPECTION AND ACCEPTANCE TERMS

Supplies/services will be inspected/accepted at:

	CLIN 
	INSPECT AT 
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	ACCEPT BY 
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	1001 
	POP 01-JUL-2016 TO

30-JUN-2017 
	N/A 
	NAVAL ACADEMY - COMPUTER SCIENCE DEPT

PROF. ADINA CRAINICEANU

572M HOLLOWAY RD, STOP 9F

MICHELSON HALL, ROOM 346

ANNAPOLIS MD 21402

410-293-6822
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	N00161 

	 
	 
	 
	 
	 

	2001 
	POP 01-JUL-2017 TO

30-JUN-2018 
	N/A 
	(SAME AS PREVIOUS LOCATION)

FOB:  Destination 
	N00161 


CLAUSES INCORPORATED BY REFERENCE

	52.204-2 
	Security Requirements 
	AUG 1996 
	 

	52.204-7 
	System for Award Management 
	JUL 2013 
	 

	52.204-9 
	Personal Identity Verification of Contractor Personnel 
	JAN 2011 
	 

	52.204-10 
	Reporting Executive Compensation and First-Tier Subcontract Awards 
	OCT 2015 
	 

	52.204-13 
	System for Award Management Maintenance 
	JUL 2013 
	 

	52.209-6 
	Protecting the Government's Interest When Subcontracting With Contractors Debarred, Suspended, or Proposed for Debarment 
	OCT 2015 
	 

	52.209-10 
	Prohibition on Contracting With Inverted Domestic Corporations 
	NOV 2015 
	 

	52.215-5 
	Facsimile Proposals 
	OCT 1997 
	 

	52.219-28 
	Post-Award Small Business Program Rerepresentation 
	JUL 2013 
	 

	52.222-3 
	Convict Labor 
	JUN 2003 
	 

	52.222-19 
	Child Labor -- Cooperation with Authorities and Remedies 
	FEB 2016 
	 

	52.222-20 
	Contracts for Materials, Supplies, Articles, and Equipment Exceeding $15,000 
	MAY 2014 
	 

	52.222-21 
	Prohibition Of Segregated Facilities 
	APR 2015 
	 

	52.222-22 
	Previous Contracts And Compliance Reports 
	FEB 1999 
	 

	52.222-26 
	Equal Opportunity 
	APR 2015 
	 

	52.222-36 
	Equal Opportunity for Workers with Disabilities 
	JUL 2014 
	 

	52.222-50 
	Combating Trafficking in Persons 
	MAR 2015 
	 

	52.223-18 
	Encouraging Contractor Policies To Ban Text Messaging While Driving 
	AUG 2011 
	 

	52.225-13 
	Restrictions on Certain Foreign Purchases 
	JUN 2008 
	 

	52.232-1 
	Payments 
	APR 1984 
	 

	52.232-8 
	Discounts For Prompt Payment 
	FEB 2002 
	 

	52.232-11 
	Extras 
	APR 1984 
	 

	52.232-25 
	Prompt Payment 
	JUL 2013 
	 

	52.232-33 
	Payment by Electronic Funds Transfer--System for Award Management 
	JUL 2013 
	 

	52.232-39 
	Unenforceability of Unauthorized Obligations 
	JUN 2013 
	 

	52.232-39 
	Unenforceability of Unauthorized Obligations 
	JUN 2013 
	 

	52.232-40 
	Providing Accelerated Payments to Small Business Subcontractors 
	DEC 2013 
	 

	52.232-40 
	Providing Accelerated Payments to Small Business Subcontractors 
	DEC 2013 
	 

	52.233-1 
	Disputes 
	MAY 2014 
	 

	52.233-3 
	Protest After Award 
	AUG 1996 
	 

	52.233-4 
	Applicable Law for Breach of Contract Claim 
	OCT 2004 
	 

	52.239-1 
	Privacy or Security Safeguards 
	AUG 1996 
	 

	52.244-6 
	Subcontracts for Commercial Items 
	FEB 2016 
	 

	52.247-34 
	F.O.B. Destination 
	NOV 1991 
	 

	52.253-1 
	Computer Generated Forms 
	JAN 1991 
	 

	252.203-7000 
	Requirements Relating to Compensation of Former DoD Officials 
	SEP 2011 
	 

	252.203-7002 
	Requirement to Inform Employees of Whistleblower Rights 
	SEP 2013 
	 

	252.203-7997 (Dev) 
	Prohibition on Contracting with Entities that Require Certain Internal Confidentiality Agreements (Deviation 2016-O0003) 
	OCT 2015 
	 

	252.204-7003 
	Control Of Government Personnel Work Product 
	APR 1992 
	 

	252.204-7004 Alt A 
	System for Award Management Alternate A 
	FEB 2014 
	 

	252.204-7012 
	Safeguarding Covered Defense Information and Cyber Incident Reporting. 
	DEC 2015 
	 

	252.204-7015 
	Disclosure of Information to Litigation Support Contractors 
	FEB 2014 
	 

	252.223-7006 
	Prohibition On Storage, Treatment, and Disposal of Toxic or Hazardous Materials 
	SEP 2014 
	 

	252.223-7008 
	Prohibition of Hexavalent Chromium 
	JUN 2013 
	 

	252.225-7036 
	Buy American--Free Trade Agreement--Balance of Payments Program--Basic (Nov 2014) 
	NOV 2014 
	 

	252.225-7048 
	Export-Controlled Items 
	JUN 2013 
	 

	252.227-7013 
	Rights in Technical Data--Noncommercial Items 
	FEB 2014 
	 

	252.232-7003 
	Electronic Submission of Payment Requests and Receiving Reports 
	JUN 2012 
	 

	252.232-7010 
	Levies on Contract Payments 
	DEC 2006 
	 

	252.239-7017 
	Notice of Supply Chain Risk 
	NOV 2013 
	 

	252.244-7000 
	Subcontracts for Commercial Items 
	JUN 2013 
	 

	252.247-7023 
	Transportation of Supplies by Sea 
	APR 2014 
	 


CLAUSES INCORPORATED BY FULL TEXT

52.213-4     TERMS AND CONDITIONS--SIMPLIFIED ACQUISITIONS (OTHER THAN COMMERCIAL ITEMS) (MAR 2016).

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses that are ncorporated by reference:

(1) The clauses listed below implement provisions of law or Executive order:

(i) 52.222-3, Convict Labor (JUN 2003) (E.O. 11755).

(ii) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

(iii) 52.222-26, Equal Opportunity (APR 2015) (E.O. 11246).

(iv) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.s, proclamations, and statutes administered by the Office of Foreign Assets Control of the Department of the Treasury).

(v) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(vi) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Pub. L. 108-77, 108-78 (19 U.S.C. 3805 note).

(2) Listed below are additional clauses that apply:

(i) 52.232-1, Payments (APR 1984).

(ii) 52.232-8, Discounts for Prompt Payment (FEB 2002).

(iii) 52.232-11, Extras (APR 1984).

(iv) 52.232-25, Prompt Payment (JUL 2013).

(v) 52.232-39, Unenforceability of Unauthorized Obligations (JUN 2013).

(vi) 52.232-40, Providing Accelerated Payments to Small Business Subcontractors (DEC 2013).

(vii) 52.233-1, Disputes (MAY 2014).

(viii) 52.244-6, Subcontracts for Commercial Items (FEB 2016).

(ix) 52.222-55, Minimum Wages Under Executive Order 13658 (MAR 2016) (Applies when 52.222-6 or 52.222-41 are in the contract and performance in whole or in part is in the United States (the 50 States and the District of Columbia)).

(b) The Contractor shall comply with the following FAR clauses, incorporated by reference, unless the circumstances do not apply:

(1) The clauses listed below implement provisions of law or Executive order:

(i) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Oct 2015) (Pub. L. 109-282) (31 U.S.C. 6101 note) (Applies to contracts valued at $30,000 or more).

(ii) 52.222-19, Child Labor--Cooperation with Authorities and Remedies (FEB 2016) (E.O. 13126). (Applies to contracts for supplies exceeding the micro-purchase threshold).

(iii) 52.222-20, Contracts for Materials, Supplies, Articles, and Equipment Exceeding $15,000 (MAY 2014) (41 U.S.C. chapter 65) (Applies to supply contracts over $15,000 in the United States, Puerto Rico, or the U.S. Virgin Islands).

(iv) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212) (applies to contracts of $150,000 or more).
(v) 52.222-36, Equal Employment for Workers with Disabilities (JUL 2014) (29 U.S.C. 793) (Applies to contracts over $15,000, unless the work is to be performed outside the United States by employees recruited outside the United States). (For purposes of this clause, ``United States'' includes the 50 States, the District of Columbia, Puerto Rico, the Northern Mariana Islands, American Samoa, Guam, the U.S. Virgin Islands, and Wake Island.)

(vi) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212) (Applies to contracts of $150,000 or more).
(vii) 52.222-41, Service Contract Labor Standards (MAY 2014) (41 U.S.C. chapter 67) (Applies to service contracts over $2,500 that are subject to the Service Contract Labor Standards statute and will be performed in the United States, District of Columbia, Puerto Rico, the Northern Mariana Islands, American Samoa, Guam, the U.S. 

Virgin Islands, Johnston Island, Wake Island, or the outer Continental Shelf).

(viii)(A) 52.222-50, Combating Trafficking in Persons (MAR 2015) (22 U.S.C. chapter 78 and E.O 13627) (Applies to all solicitations and contracts).

(B) Alternate I (MAR 2015) (Applies if the Contracting Officer has filled in the following information with regard to applicable directives or notices: Document title(s), source for obtaining document(s), and contract performance location outside the United States to which the document applies).

(ix) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015) (Executive Order 13658) (Applies when 52.222-6 or 52.222-41 are in the contract and performance in whole or in part is in the United States (the 50 States and the District of Columbia)).

(x) 52.223-5, Pollution Prevention and Right-to-Know Information (MAY 2011) (E.O. 13423) (Applies to services performed on Federal facilities).

(xi) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007) (42 U.S.C. 8259b) (Unless exempt pursuant to 23.204, applies to contracts when energy-consuming products listed in the ENERGY STAR[supreg] Program or Federal Energy Management Program (FEMP) will be--

(A) Delivered;

(B) Acquired by the Contractor for use in performing services at a Federally-controlled facility;

(C) Furnished by the Contractor for use by the Government; or

(D) Specified in the design of a building or work, or incorporated during its construction, renovation, or maintenance).

(xii) 52.225-1, Buy American--Supplies (MAY 2014) (41 U.S.C. chapter 67) (Applies to contracts for supplies, and to contracts for services involving the furnishing of supplies, for use in the United States or its outlying areas, if the value of the supply contract or supply portion of a service contract exceeds the micro-purchase threshold and the acquisition--

(A) Is set aside for small business concerns; or

 (B) Cannot be set aside for small business concerns (see 19.502-

2), and does not exceed $25,000).

(xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) (42 U.S.C. 1792) (Applies to contracts greater than $25,000 that provide for the provision, the service, or the sale of food in the United States).

(xiv) 52.232-33, Payment by Electronic Funds Transfer--System for Award Management (JUL 2013) (Applies when the payment will be made by electronic funds transfer (EFT) and the payment office uses the System for Award Management (SAM) database as its source of EFT information.)

(xv) 52.232-34, Payment by Electronic Funds Transfer--Other than System for Award Management (JUL 2013) (Applies when the payment will be made by EFT and the payment office does not use the SAM database as its source of EFT information.)

(xvi) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C. App. 1241) (Applies to supplies transported by ocean vessels (except for the types of subcontracts listed at 47.504(d).)

(2) Listed below are additional clauses that may apply:

(i) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or Proposed for Debarment (Oct 2015) (Applies to contracts over $35,000).
(ii) 52.211-17, Delivery of Excess Quantities (SEP 1989) (Applies to fixed-price supplies).

(iii) 52.247-29, F.o.b. Origin (FEB 2006) (Applies to supplies if delivery is f.o.b. origin).

(iv) 52.247-34, F.o.b. Destination (NOV 1991) (Applies to supplies if delivery is f.o.b. destination).

(c) FAR 52.252-2, Clauses Incorporated by Reference (FEB 1998). This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):

https://www.aquisition.gov
(d) Inspection/Acceptance. The Contractor shall tender for acceptance only those items that conform to the requirements of this contract. The Government reserves the right to inspect or test any supplies or services that have been tendered for acceptance. The Government may require repair or replacement of nonconforming supplies or reperformance of nonconforming services at no increase in contract price. The Government must exercise its postacceptance rights--

(1) Within a reasonable period of time after the defect was discovered or should have been discovered; and

(2) Before any substantial change occurs in the condition of the item, unless the change is due to the defect in the item.

(e) Excusable delays. The Contractor shall be liable for default unless nonperformance is caused by an occurrence beyond the reasonable control of the Contractor and without its fault or negligence, such as acts of God or the public enemy, acts of the Government in either its sovereign or contractual capacity, fires, floods, epidemics, quarantine restrictions, strikes, unusually severe weather, and delays of common carriers. The Contractor shall notify the Contracting Officer in writing as soon as it is reasonably possible after the commencement of any excusable delay, setting forth the full particulars in connection therewith, shall remedy such occurrence with all reasonable dispatch, and shall promptly give written notice to the Contracting Officer of the cessation of such occurrence.

(f) Termination for the Government's convenience. The Government reserves the right to terminate this contract, or any part hereof, for its sole convenience. In the event of such termination, the Contractor shall immediately stop all work hereunder and shall immediately cause any and all of its suppliers and subcontractors to cease work. Subject to the terms of this contract, the Contractor shall be paid a percentage of the contract price reflecting the percentage of the work performed prior to the notice of termination, plus reasonable charges that the Contractor can demonstrate to the satisfaction of the Government, using its standard record keeping system, have resulted from the termination. The Contractor shall not be required to comply with the cost accounting standards or contract cost principles for this purpose. This paragraph does not give the Government any right to audit the Contractor's records. The Contractor shall not be paid for any work performed or costs incurred that reasonably could have been avoided.

(g) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in the event of any default by the Contractor, or if the Contractor fails to comply with any contract terms and conditions, or fails to provide the Government, upon request, with adequate assurances of future performance. In the event of termination for cause, the Government shall not be liable to the Contractor for any amount for supplies or services not accepted, and the Contractor shall be liable to the Government for any and all rights and remedies provided by law. If it is determined that the Government improperly terminated this contract for default, such termination shall be deemed a termination for convenience.

(h) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable and fit for use for the particular purpose described in this contract.

(End of clause)

CLAUSES INCORPORATED BY FULL TEXT

52.225-25  Prohibition on Contracting with Entities Engaging in Certain Activities or Transactions Relating to Iran--Representation and Certifications. (OCT 2015)
(a) Definitions. As used in this provision--

Person--

(1) Means--

(i) A natural person;

(ii) A corporation, business association, partnership, society, trust, financial institution, insurer, underwriter, guarantor, and any other business organization, any other nongovernmental entity, organization, or group, and any governmental entity operating as a business enterprise; and

(iii) Any successor to any entity described in paragraph (1)(ii) of this definition; and

(2) Does not include a government or governmental entity that is not operating as a business enterprise.

Sensitive technology--

(1) Means hardware, software, telecommunications equipment, or any other technology that is to be used specifically--

(i) To restrict the free flow of unbiased information in Iran; or

(ii) To disrupt, monitor, or otherwise restrict speech of the people of Iran; and

(2) Does not include information or informational materials the export of which the President does not have the authority to regulate or prohibit pursuant to section 203(b)(3) of the International Emergency Economic Powers Act (50 U.S.C. 1702(b)(3)).

(b) The offeror shall email questions concerning sensitive technology to the Department of State at CISADA106@state.gov.

(c) Except as provided in paragraph (d) of this provision or if a waiver has been granted in accordance with 25.703-4, by submission of its offer, the offeror—

(1) Represents, to the best of its knowledge and belief, that the offeror does not export any sensitive technology to the government of Iran or any entities or individuals owned or controlled by, or acting on behalf or at the direction of, the government of Iran;
(2) Certifies that the offeror, or any person owned or controlled by the offeror, does not engage in any activities for 

which sanctions may be imposed under section 5 of the Iran Sanctions Act. These sanctioned activities are in the areas of development of the petroleum resources of Iran, production of refined petroleum products in Iran, sale and provision of refined petroleum products to Iran, and contributing to Iran's ability to acquire or develop certain weapons or technologies; and
(3) Certifies that the offeror, and any person owned or controlled by the offeror, does not knowingly engage in any 

transaction that exceeds $3,500 with Iran's Revolutionary Guard Corps or any of its officials, agents, or affiliates, the property and interests in property of which are blocked pursuant to the International Emergency Economic Powers Act (50 U.S.C. 1701 et seq.) (see OFAC's Specially Designated Nationals and Blocked Persons List 

at http://www.treasury.gov/ofac/downloads/t11sdn.pdf).
(d) Exception for trade agreements. The representation requirement of paragraph (c)(1) and the certification requirements of paragraphs (c)(2) and (c)(3) of this provision do not apply if—

(1) This solicitation includes a trade agreements notice or certification (e.g., 52.225-4, 52.225-6, 52.225-12, 52.225-24, or comparable agency provision); and

(2) The offeror has certified that all the offered products to be supplied are designated country end products or designated country construction material.

(End of provision)

52.252-1     SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 1998)

This solicitation incorporates one or more solicitation provisions by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. The offeror is cautioned that the listed provisions may include blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of submitting the full text of those provisions, the offeror may identify the provision by paragraph identifier and provide the appropriate information with its quotation or offer. Also, the full text of a solicitation provision may be accessed electronically at this/these address(es):

FAR Clauses: http://acquisition.gov/far/
DFARS Clauses: http://www.acq.osd.mil/dpap/dars/dfarspgi/current/
(End of provision)

52.252-2      CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):

FAR Clauses: http://acquisition.gov/far/
DFARS Clauses: http://www.acq.osd.mil/dpap/dars/dfarspgi/current/ 

(End of clause)

252.203-7996  PROHIBITION ON CONTRACTING WITH ENTITIES THAT REQUIRE CERTAIN INTERNAL CONFIDENTIALITY AGREEMENTS—REPRESENTATION (DEVIATION 2016-O0003)(OCT 2015)

(a)  In accordance with section 101(a) of the Continuing Appropriations Act, 2016 (Pub. L. 114-53) and any subsequent FY 2016 appropriations act that extends to FY 2016 funds the same restrictions as are contained in section 743 of division E, title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235), none of  the funds appropriated (or otherwise made available) by this or any other Act may be used for a contract with an entity that requires employees or subcontractors of such entity seeking to report fraud, waste, or abuse to sign internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or contactors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement representative of a Federal department or agency authorized to receive such information.

(b)  The prohibition in paragraph (a) of this provision does not contravene requirements applicable to Standard Form 312, Form 4414, or any other form issued by a Federal department or agency governing the nondisclosure of classified information. 


(c)  Representation.  By submission of its offer, the Offeror represents that it does not require employees or subcontractors of such entity seeking to report fraud, waste, or abuse to sign or comply with internal confidentiality agreements or statements prohibiting or otherwise restricting such employees or contactors from lawfully reporting such waste, fraud, or abuse to a designated investigative or law enforcement representative of a Federal department or agency authorized to receive such information.

                                                                                (End of provision)
252.204-7008 Compliance With Safeguarding Covered Defense Information Controls (DEC 2015)

(a) Definitions. As used in this provision--
Controlled technical information, covered contractor information system, and covered defense information defined in clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting.

(b) The security requirements required by contract clause 252.204-7012, Covered Defense Information and Cyber Incident Reporting, shall be implemented for all covered defense information on all covered contractor information systems that support the performance of this contract.

(c) For covered contractor information systems that are not part of an information technology (IT) service or system operated on behalf of the Government (see 252.204-7012(b)(1)(ii))--

(1) By submission of this offer, the Offeror represents that it will implement the security requirements specified by National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, ``Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations'' (see http://dx.doi.org/10.6028/NIST.SP.800-171), not later than December 31, 2017.

(2)(i) If the Offeror proposes to vary from any of the security requirements specified by NIST SP 800-171 that is in effect at the time the solicitation is issued or as authorized by the Contracting Officer, the Offeror shall

submit to the Contracting Officer, for consideration by the DoD Chief Information Officer (CIO), a written explanation of—

(A) Why a particular security requirement is not applicable; or

(B) How an alternative but equally effective, security measure is used to compensate for the inability to satisfy a particular requirement and achieve equivalent protection.

(ii) An authorized representative of the DoD CIO will adjudicate offeror requests to vary from NIST SP 800-171 requirements in writing prior to contract award. Any accepted variance from NIST SP 800-171 shall be incorporated into the resulting contract.

(End of provision)

252.209-7991 REPRESENTATION BY CORPORATIONS REGARDING AN UNPAID DELINQUENT TAX LIABILITY OR A FELONY CONVICTION UNDER ANY FEDERAL LAW—FISCAL YEAR 2016 APPROPRIATIONS (DEVIATION 2016-O0002) (OCT 2015)

(a)  In accordance with section 101(a) of the Continuing Appropriations Act, 2016 (Pub. L. 114-53) and any subsequent FY 2016 appropriations act that extends to FY 2016 funds the same restrictions as are contained in sections 744 and 745 of division E, title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235), none of  the funds made available by this or any other Act may be used to enter into a contract with any corporation that—

(1)  Has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority responsible for collecting the tax liability, where the awarding agency is aware of the unpaid tax liability, unless the agency has considered suspension or debarment of the corporation and made a determination that this further action is not necessary to protect the interests of the Government; or 

(2)  Was convicted of a felony criminal violation under any Federal law within the preceding 24 months, where the awarding agency is aware of the conviction, unless the agency has considered suspension or debarment of the corporation and made a determination that this action is not necessary to protect the interests of the Government.

(b)  The Offeror represents that—

(1)  It is [ ___   ] is not [ ___   ] a corporation that has any unpaid Federal tax liability that has been assessed, for which all judicial and administrative remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an agreement with the authority responsible for collecting the tax liability,

(2)  It is [ ___   ] is not [ ___   ] a corporation that was convicted of a felony criminal violation under a Federal law within the preceding 24 months. 

(End of provision)

252.225-7035   BUY AMERICAN--FREE TRADE AGREEMENT --BALANCE OF PAYMENTS PROGRAM CERTIFICATE--BASIC (NOV 2014)

(a)   Definitions. ``Bahrainian end product,'' ``commercially available off-the-shelf (COTS) item,'' ``component,'' ``domestic end product,'' ``Free Trade Agreement country,'' ``Free Trade Agreement country end product,'' ``foreign end product,'' ``Moroccan end product,'' ``Panamanian end product,'' ``Peruvian end product,'' ``qualifying country end product,'' and ``United States,'' as used in this provision, have the meanings given in the Buy American--Free Trade Agreements--Balance of Payments Program--Basic clause of this solicitation.
 (b) Evaluation. The Government—

 (1) Will evaluate offers in accordance with the policies and procedures of Part 225 of the Defense Federal Acquisition Regulation Supplement; and
 (2) For line items subject to Buy American--Free Trade Agreements--Balance of Payments Program--

Basic clause of this solicitation, will evaluate offers of qualifying country end products or Free Trade Agreement country end products other than Bahrainian end products, Moroccan end products, Panamanian end products, or Peruvian end products without regard to the restrictions of the Buy American or the Balance of Payments Program.
(c) Certifications and identification of country of origin. (1) For all line items subject to the Buy American--Free Trade Agreements--Balance of Payments Program—Basic clause of this solicitation, the offeror certifies that—

(i)  Each end product, except the end products listed in paragraph (c)(2) of this provision, is a domestic end product; and
 (ii) Components of unknown origin are considered to have been mined, produced, or manufactured outside the United States or a qualifying country.
 (2) The offeror shall identify all end products that are not domestic end products.
 (i) The offeror certifies that the following supplies are qualifying country (except Australian or Canadian) end products:

            (Line Item Number)                 (Country of Origin)

             ___                                              ___                                             

 (ii) The offeror certifies that the following supplies are Free Trade Agreement country end products other than Bahrainian end products, Moroccan end products, Panamanian end products or Peruvian end products:

            (Line Item Number)                 (Country of Origin)

             ___                                              ___                                             

(iii) The following supplies are other foreign end products, including end products manufactured in the United States that do not qualify as domestic end products, i.e., an end product that is not a COTS item and does not meet the component test in paragraph (ii) of the definition of ``domestic end product'':

            (Line Item Number)                 (Country of Origin (If known))

             ___                                              ___                                             

(End of provision)

252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (MAY 2013)
(a) Definitions. As used in this clause—

Department of Defense Activity Address Code (DoDAAC) is a six position code that uniquely identifies a unit, activity, or organization.

Document type means the type of payment request or receiving report available for creation in Wide Area WorkFlow (WAWF).

Local processing office (LPO) is the office responsible for payment certification when payment certification is done external to the entitlement system.

(b) Electronic invoicing. The WAWF system is the method to electronically process vendor payment requests and receiving reports, as authorized by DFARS 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

(c) WAWF access. To access WAWF, the Contractor shall—

(1) Have a designated electronic business point of contact in the System for Award Management at https://www.acquisition.gov; and
(2) Be registered to use WAWF at https://wawf.eb.mil/ following the step-by-step procedures for self-registration available at this web site.

(d) WAWF training. The Contractor should follow the training instructions of the WAWF Web-Based Training Course and use the Practice Training Site before submitting payment requests through WAWF. Both can be accessed by selecting the “Web Based Training” link on the WAWF home page at https://wawf.eb.mil/.
(e) WAWF methods of document submission. Document submissions may be via Web entry, Electronic Data Interchange, or File Transfer Protocol.

(f) WAWF payment instructions. The Contractor must use the following information when submitting payment requests and receiving reports in WAWF for this contract/order:

(1) Document type. The Contractor shall use the following document type(s).

___________________________________________________________

(Contracting Officer: Insert applicable document type(s). Note: If a “Combo” document type is identified but not supportable by the Contractor’s business systems, an “Invoice” (stand-alone) and “Receiving Report” (stand-alone) document type may be used instead.)
(2) Inspection/acceptance location. The Contractor shall select the following inspection/acceptance location(s) in WAWF, as specified by the contracting officer.

____________________________________________________________

(Contracting Officer: Insert inspection and acceptance locations or “Not applicable.”)
(3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in applicable fields in WAWF when creating payment requests and receiving reports in the system.

Routing Data Table*

	Field Name in WAWF
	Data to be entered in WAWF

	Pay Official DoDAAC
	

	Issue By DoDAAC
	

	Admin DoDAAC
	

	Inspect By DoDAAC
	

	Ship To Code
	

	Ship From Code
	

	Mark For Code
	

	Service Approver (DoDAAC)
	

	Service Acceptor (DoDAAC)
	

	Accept at Other DoDAAC
	

	LPO DoDAAC
	

	DCAA Auditor DoDAAC
	

	Other DoDAAC(s)
	


(*Contracting Officer: Insert applicable DoDAAC information or “See schedule” if multiple ship to/acceptance locations apply, or “Not applicable.”)
(4) Payment request and supporting documentation. The Contractor shall ensure a payment request includes appropriate contract line item and subline item descriptions of the work performed or supplies delivered, unit price/cost per unit, fee (if applicable), and all relevant back-up documentation, as defined in DFARS Appendix F, (e.g. timesheets) in support of each payment request.

(5) WAWF email notifications. The Contractor shall enter the e-mail address identified below in the “Send Additional Email Notifications” field of WAWF once a document is submitted in the system.

________________________________________________________________

________________________________________________________________

(Contracting Officer: Insert applicable email addresses or “Not applicable.”)
(g) WAWF point of contact.
(1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity’s WAWF point of contact.

_________________________________________________________________

(Contracting Officer: Insert applicable information or “Not applicable.”)

(2) For technical WAWF help, contact the WAWF helpdesk at 866-618-5988.

(End of clause)
5252.204-9400 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information 

(July 2013)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors.  The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12.  This clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY

This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties.  This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance.  

Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC).  Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 
ACCESS TO FEDERAL FACILITIES

Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC.  When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. 

ACCESS TO DOD IT SYSTEMS

In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III.  The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI).  All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II.  IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain.  

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation.  When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The decision to authorize access to a government IT system/network is inherently governmental.  The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.   

When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.  

INTERIM ACCESS

The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results.  When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform.   

DENIAL OR TERMINATION OF ACCESS

The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract.  Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE

The contractor shall designate an employee to serve as the Contractor’s Security Representative.  Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative.  The Contractor’s Security Representative shall be the primary point of contact on any security matter.  The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 

Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied.  Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties.  This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions.  At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position.  The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check.  Each contractor employee filling a non-critical sensitive or IT-II position is required to complete:

· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)

· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)

· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date.   Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period.  The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.  Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager.  Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources.  The SAAR-N shall be forwarded

to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date.  Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 

The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation.  Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager.  The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM).  Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment.  An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract.  The Navy Command’s Security Manager will forward the required forms to OPM for processing.  Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination.  

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative.  Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract.  The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR.  The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES 

Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc ...) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its subsequent DoD instruction) and 

· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access.  

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

· SF-85 Questionnaire for Non-Sensitive Positions

· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
· Original Signed Release Statements

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date.  

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States.

5252.243-9400 Authorized Changes Only By The Contracting Officer (Jan 1992)

(a) Except as specified in paragraph (b) below, no order, statement, or conduct of Government personnel who visit the Contractor's facilities or in any other manner communicate with Contractor personnel during the performance of this contract shall constitute a change under the "Changes" clause of this contract.

(b) The Contractor shall not comply with any order, direction or request of Government personnel unless it is issued in writing and signed by the Contracting Officer, or is pursuant to specific authority otherwise included as a part of this contract.

(c) The Contracting Officer is the only person authorized to approve changes in any of the requirements of this contract and notwithstanding provisions contained elsewhere in this contract, the said authority remains solely with the Contracting Officer. In the event the Contractor effects any change at the direction of any person other than the Contracting Officer, the change will be considered to have been made without authority and no adjustment will be made in the contract price to cover any increase in charges incurred as a result thereof. The address and telephone number of the Contracting Officer is:

NAME:

Caitlin King  

ADDRESS: 
1968 Gilbert Street, Norfolk, VA  23511
TELEPHONE:  
757-443-1324
(End of Clause)

