Performance Work Statement
Navy Cyber Defense Operations Command

Iron Mountain Data Protection and Recovery Services
1.0 INTRODUCTION:  
Navy Cyber Defense Operations Command (NCDOC) is acquiring Data Protection and Recovery services from Iron Mountain.  NCDOC is required to collect, analyze, and mitigate network vulnerabilities collected from all Navy access points to the Global Information Grid. The services required shall facilitate pickup and delivery of Data Protection back-up tapes. 
2.0 PERIOD OF PERFORMANCE: 
The contract will consist of a base period of 12 months and four (4) 12 month option periods, as shown below: 

	Base Period
	 26 Aug 2016 - 25 Aug 2017 

	Option 1
	 26 Aug 2017 - 25 Aug 2018 

	Option 2
	 26 Aug 2018 - 25 Aug 2019 

	Option 3
	 26 Aug 2019 - 25 Aug 2020 

	Option 4
	 26 Aug 2020 - 25 Aug 2021 


3.0 REFERENCES:
None

4.0 SPECIFICATIONS:
None

5.0  SECURITY REQUIREMENTS: 
      All facilities personnel used to perform classified tasks on this contract shall be cleared. Facilities and processes utilized by Contractor must meet or exceed all of the requirements as set forth in the National Industrial Security Program Operating Manual (NISPOM) (1-201) to provide storage and services. 

6.0  COR DESIGNATION:  
The Contracting Officer’s Representative (COR) for this effort is: Mr. Timothy Bilbrey, N4/N8 Department Head, <tbilbrey@ncdoc.navy.mil>, (757) 203-0666.
7.0 DESCRIPTION OF WORK:  
Work under this order will consist of a rotating data protection and recovery service for all critical business backup data recorded at Navy Cyber Defense Operations Command. All work will be done in a timely and professional manner.

Support as listed below:

Contractor shall provide Data Protection and Recovery services that include the following:

1. Contractor shall provide off-site tape vaulting to serve as major disaster recovery centers during emergencies and disaster testing, as well as daily tape vaulting requirements.

2. Contractor shall transport data in vehicles that meet or exceed requirements for classified materials to ensure continuous safety, security and whereabouts known at all times.

3. Contractor shall provide a secure vault for the protection and preservation of magnetic media. The vault must be environmentally controlled, meet or exceed all fire suppression/protection regulations, strictly enforce personnel controls, and have an intrusion detection system.  Space within the vault shall be large enough to accommodate the require number of containers used to store NCDOC’s magnetic media.
4. Contractor shall provide technology such as bar coding, serial labeling and secure online status display to authorized personnel and automated communications that deliver cost effective, customized data protection and disaster recovery.

5. Contractor shall provide weekly scheduled transportation services throughout the contract period.  Contractor shall ensure that every week at least one of the empty containers meet classified requirements.

6. A total quantity of not more than 250 closed containers/vaults is expected to be utilized.   These containers will be a mixture of Classified and Unclassified content.

7. Contractor shall ensure containers are picked up weekly on the same day each week at approximately the same time.  The Government shall ensure that personnel are available to meet the transportation vehicle upon its arrival.  If the Government needs to cancel a scheduled date, the Contractor will be notified at least 12 hours prior to scheduled arrival time.

8. Contractor shall provide a dedicated Account Manager for NCDOC and he/she will serve as the single point of contact, whom can be reached 24/7 in emergency situations

9. Contractor shall provide containers to securely hold the tapes and ensure tapes will be stored within these containers at all times
10. Contractor shall deliver 2 empty containers each time they visit NCDOC.

11. Contractor shall ensure all containers delivered are equipped with locks and all locks shall use the same key. Copies of the keys will be left with NCDOC at time of visit. 
12. Contractor shall employ an accountability system that will allow NCDOC personnel to track the location of every container via an online portal or website.

13. Contractor shall only exchange tapes, keys, and containers with authorized NCDOC personnel.  The list of authorized personnel will be provided via the contractor’s website and will be required to be validated at least quarterly
14. Contractor will provide return tape which have met the two (2) year retention time.  These tapes will be automatically pulled and delivered to NCDOC at the next scheduled weekly transportation service. 
15. Contractor will provide for emergency return tape services.  In emergency situations, Contractor will return the requested containers within 4 hours. 

8.0  
GOVERNMENT FURNISHED INFORMATION:
       N/A

9.0  
GOVERNMENT FURNISHED MATERIAL:
       N/A

10.0 CONTRACTOR FURNISHED EQUIPMENT:
       The contractor shall provide all necessary materials for this requirement.

11.0 CONTRACTOR FURNISHED MATERIAL:
       The contractor shall provide all necessary materials for this requirement.

12.0 TRAVEL REQUIREMENTS:
       Transportation of material shall be included in the services to be provided.
13.0     ENTERPRISE-WIDE CONTRACTOR MANPOWER REPORTING APPLICATION (ECMRA)
The contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract for the [NAMED COMPONENT] via a secure data collection site. Contracted services excluded from reporting are based on Product Service Codes (PSCs). The excluded PSCs are:

(1) W, Lease/Rental of Equipment; 

(2) X, Lease/Rental of Facilities; 

(3) Y, Construction of Structures and Facilities; 

(4) D, Automatic Data Processing and Telecommunications, IT and Telecom- Telecommunications Transmission (D304) and Internet (D322) ONLY;

(5) S, Utilities ONLY; 

(6) V, Freight and Shipping ONLY. 

The contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30. While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year. Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.
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