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DEPARTMENT OF THE NAVY
FLEET LOGISTICS CENTER
1968 GILBERT STREET
SUITE 600
NORFOLK, VIRGINIA 23511-3392
                                                                                                        

JUSTIFICATION AND APPROVAL
FOR USE OF SOLE SOURCE (BRAND NAME)

1.  Requiring and Contracting Activity.  

Requiring Activity: 				 Commanding Officer
Navy Cyber Defense Operations Command (NCDOC)
112 Lake View Parkway
Suffolk, VA 23435

	Contracting Activity:	 Commanding Officer
				NAVSUP Fleet Logistics Center Norfolk (FLCN)
 Contracting Department, Code 200
 Norfolk, Virginia 23511-3392

Requisition Number:  N3029A16RC133FS

2.  Description of the Action Being Approved.  

This is a non-competitive action submitted for approval to issue a solicitation for CA Privileged Access Manager Virtual Appliance (formerly Xceedium Xsuite) licenses, annual maintenance, and installation and configuration support services on a brand name only basis.  Xceedium products have been renamed and are now part of Privileged Access Management solutions from CA Technologies.  CA Technologies is the only known manufacturer of the required supply.   This is a commercial supply acquisition that will be awarded subject to FAR 13.5 – “Simplified Procedures for Certain Commercial Items”.

3.  Description of Supplies/Services.  

The Navy Cyber Defense Operations Command (NCDOC) requires CA Privileged Access Manager Virtual Appliance (Federal Information Processing Standard (FIPS) Publication 140-2 compliant) . The following table lists the required supplies:
  
	Part Number
	Product Description
	QTY
	Unit Price
	Estimated  Price

	PAMVAF995
	CA Privileged Access Manager Virtual Appliance with FIPS
	2 
	
	

	PAMXSF995
	CA Privileged Access Manager with FIPS
	700 
	
	

	PAMVAF995-M
	CA Privileged Access Manager Virtual Appliance with FIPS - Annual Maintenance
	2 
	
	

	PAMXSF995-M
		 CA Privileged Access Manager with FIPS - Annual Maintenance 



	700 
	
	

	CA Services
		 CA Technologies Privileged Access Manager Professional Services



	160
	
	

	
	


As a required by required by  NAVADMIN 028/16, which mandates the elimination of all username/password accounts, and enforcement of Public Key Infrastructure (PKI) on all user, application and service accounts, NCDOC requires a Privileged Account Management (PAM) solution to eliminate privileged accounts that do not use two factor authentication. CA Privileged Access Manager Virtual Appliance will secure user accounts that are not PKI enabled to eliminate a user ID and password login.  This increase security of those accounts and allow NCDOC to be compliant with NAVADMIN 028/16.  

[bookmark: _GoBack]4.  Statutory Authority Permitting SOLE SOURCE (BRAND NAME).  
	41 USC 1901(e)(2) - a sole source acquisition under the authority of the test program for certain commercial items, as implemented by FAR 13.501(a).

5.  Rationale Justifying Use of Cited Statutory Authority. 

The Navy's two largest enterprise networks Next Generation Network (NGEN) and OCONUS Navy Enterprise Network (ONENET) performed a year-long analysis of alternatives comparing CA Privileged Access Manager, BeyondTrust, CyberArk, and Dell TPAM.  After performing an analysis of the requirements CA Privileged Access Manager was selected since it was most effective, moderately cost efficient, and was identified as the product with the least amount of risk due to the security certifications it has received.    

CA Privileged Access Manager is the only access manager on the market that is Common Criteria Evaluation Assurance Level (EAL) 4 approved (all other products are EAL 2) and National Information Assurance Partnership NIAP) – approved Protection Profile, FIPS 140-2 certified, and adheres to Navy password policy requirements.  The Common Criteria EAL 4 and NIAP – approved Protection Profile are required to be aligned with Security Requirements Guides/Security Technical Implementation Guides (SRGs/STIGs).  Furthermore, CA Privileged Access Manager integrates with NCDOCs existing virtual and physical infrastructure and was selected not only for its adherence to policy but capability to integrate with NCDOCs BMC Remedy, which is the current NCDOC ticketing system and workflow management system.  If a different Privileged Account Manager were to be utilized, replacing the ticketing system and workflow management system would result in increased costs to NCDOC as well as an unduly burdensome delay in their workflow processes.  CA Privileged Access Manager also is the only tool to accurately auto-discover and auto-provision resources and integrates with VMware NSX which has been identified as a future requirement for NCDOC.  If not approved, NCDOC will not only be failing to comply with NAVADMIN 028/16 but will also leave the command at a higher risk of critical network attacks.

6.  Description of Efforts Made to Solicit Offers from as Many Offerors as Practicable.  

The requirement will be synopsized and solicited via the Government Point of Entry (GPE) in accordance with FAR Subpart 5.2.  

7.  Actions to Remove Barriers to Future Competition.

At this time, there is only one known manufacturer that can provide the supplies with the capabilities required by NCDOC.  However, each future requirement will be examined on an individual basis and market research will be performed to determine the most logical and appropriate acquisition approach.  If another potential source emerges, FLCN will assess whether competition for future requirements is feasible. 

8.  CONTRACTING POINT OF CONTACT  

The point of contact at NAVSUP Fleet Logistic Center Norfolk is Chelsey Stewart, who can be reached at (757) 443-1256 or by email at chelsey.stewart@navy.mil, FLC-N, Norfolk, VA.

CERTIFICATIONS AND APPROVAL


TECHNICAL/REQUIREMENTS CERTIFICATION

I certify that the facts and representations under my cognizance which are included in this Justification and its supporting acquisition planning documents, except as noted herein, are complete and accurate to the best of my knowledge and belief.

Technical Cognizance:

_____________________________ _________________________ ______________ _____________
		Signature          		  Name (Printed)     	      Phone No.    	    Date


LEGAL SUFFICIENCY REVIEW

I have determined this Justification is legally sufficient.

_____________________________ _________________________ ______________ _____________
		Signature          		  Name (Printed)     	      Phone No.    	    Date


CONTRACTING OFFICER CERTIFICATION 

I certify that this Justification is accurate and complete to the best of my knowledge and belief.  To the extent that the J&A/LSJ value is between $150K and $650K, the Contracting Officer’s signature below also represents approval of the J&A/LSJ.


_____________________________ _________________________ ______________ _____________
		Signature          		  Name (Printed)     	      Phone No.    	    Date


CONTRACTING ACTIVITY COMPETITION ADVOCATE REVIEW  
To the extent that the J&A/LSJ value is between $650K and $12.5M, the Competition Advocate’s signature below also represents approval of the J&A/LSJ.


____Not Required______________ _________________________ ______________ _____________
		Signature          		  Name (Printed)     	      Phone No.    	    Date
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