PERFORMANCE WORK STATEMENT

NAVAL HOSPITAL TWENTYNINE PALMS

MARINE AIR GROUND TASK FORCE TRAINING COMMAND (MAGTFTC)
Twentynine Palms, CA 

INFORMATION TECHNOLOGY SUPPORT SERVICES

1. Introduction.

The contractor shall perform work as described in the Performance Based Statement of Work (PBSOW) and shall consider the following:  

2. Background

The Naval Hospital Twentynine Palms (NHTP) and its Branch Health Clinics provide medical and surgical inpatient and outpatient care to active duty personnel, military retirees and their families. In support of these efforts, the Information Management Department (IMD) at the NHTP has requirements for information technology staffing personnel to provide development, maintenance, and support services of its Intranet and SharePoint.  The support provided would involve SharePoint administration and web development.  

3. Performance Based Statement of Work (PBSOW)

3.1
Scope:
The objective of this order is to provide support services for the overall operational objectives of Naval Hospital Twentynine Palms (NHTP). Services provided are in support of the NHTP Information Management Department (IMD).
3.2 Task Descriptions:

3.2.1 Technical and Administrative SharePoint Support 

3.2.1.1 The contractor shall provide technical and administrative support of NHTP’s SharePoint farm to include design, architecture, availability, performance, monitoring and security. Responsible for overall day to day SharePoint maintenance and troubleshooting. Participate in planning and execution of tasks related to the evaluation of new SharePoint initiatives. Develop, configure and maintain document libraries, lists, and site collections. Perform typical system administration (site creation, etc.) tasks and user training. Ensure that important business critical functions are up and operational. Assist in assessing new computing technologies and the feasibility of system enhancements to determine potential value for the command. Provide day to day project support for the Intranet and other internal applications as needed. Support internal users by troubleshooting and resolving issues reported through the service desk.
Frequency: Daily
3.2.1.2 Provide technical and administrative support of NHTP’s SharePoint farm to include design, architecture, availability, performance, monitoring and security. Perform overall day to day SharePoint maintenance and troubleshooting while participate in planning and execution of tasks related to the evaluation of new SharePoint initiatives. 
Frequency: Daily
3.2.1.3 Develop, configure and maintain document libraries, lists, and site collections. Perform typical system administration tasks and user training. Assist in assessing new computing technologies and the feasibility of system enhancements to determine potential value for internal customers. Provide day to day project support for the Intranet and other internal applications as needed. 
Frequency: Daily
3.2.1.4 Perform daily, weekly and monthly backups for NHTP SharePoint farm. Assist in providing a disaster recovery plan and recommended implementation plan to ensure a rapid recovery in case of environmental or hardware loss.  
Frequency: Daily, weekly, and monthly
3.2.1.5 Support internal users by troubleshooting and resolving issues reported through the service desk.
Frequency: Daily
3.2.2 SharePoint Development and Customization 

3.2.2.1 The contractor shall design, develop, deploy and maintain customized SharePoint applications within NHTP’s SharePoint farm. Common tasks include writing XSLT to customize pages and WebParts, designing InfoPath forms, building workflows, writing code to enhance usability of the platform, connecting external data sources, and building full applications. 
Frequency: Daily
3.2.2.2 Document, design and develop new and changing requirements which include; estimating time required to accomplish projects and implementation recommendations for NHTP’s SharePoint environment. 
Frequency: Daily
3.2.2.3 Develop solutions using common tasks that include writing XSLT to customize pages and WebParts, designing InfoPath forms, building workflows, writing code to enhance usability of the platform, connecting external data sources, and building full-scale applications for NHTP internal customers. 
Frequency: Daily
3.2.2.4 Provide day to day project support for the Intranet and other SharePoint applications as needed. Support internal users by troubleshooting and resolving issues reported through the service desk.
Frequency: Daily
3.2.3 Web Development Management and Support  

3.2.3.1 Support and manage NHTP’s current Internet, Intranet, SharePoint and various web based applications used to support NHTP’s mission to include: monitoring each system to ensure optimal performance and up-time is maintained; performing daily backups and restoration processes as needed;  applying information assurance updates and patches; reviewing existing programs and making refinements; granting appropriate access to end users.
Frequency: Daily
3.2.3.2 Manage and document new and changing requirements for current and new applications to include:  evaluating alternative solutions; estimating time and cost required to accomplish projects; participating in the development, implementation, and test phases of the project.  
Frequency: Daily
3.2.4 Other tasks 
3.2.4.1 The NHTP Chief Information Officer (CIO) and/or Deputy CIO may determine that other tasks associated within this scope of work may be required under this delivery order. In such cases, the process outlined under Administration, shall be followed.
3.2.4.2 ADMINISTRATIONS: Only the contracting officer has the authority to represent the Government in cases where the project requires a change in the terms and conditions, delivery schedule, scope of work, and/or price of the products and/or services acquired under this Delivery Order.  The Directorate will document the additional tasks through the Contracting Officer Technical Representative (COTR) who will inform the contracting officer. The contracting officer will make a determination that tasks described are within the scope of this delivery order and, if necessary, a supplemental agreement will be submitted to the contractor. 
3.2.4.3 The contract support required shall not perform tasks that are inherent Government functions. Such functions include the placement of orders and the obligation of government funds.
4 Contractor Quality Control (QC)
4.1 Provide Qualified Personnel. The contract personnel shall provide services and work in a professional and courteous manner and abide by applicable NHTP rules, regulations, and procedures: Naval Hospital Instructions, Command Customer Relations Program, Command Indoctrination for newly reported personnel, and Disruptive Behavior Policy. Also, Personnel shall present a neat appearance when working at NHTP facilities.  The Contractor shall provide resumes of all personnel proposed under this Contract.

4.2 Quality of services.  The services specified in this performance work statement shall be performed in accordance with established principles and ethics of Naval Hospital Twentynine Palms as stated in the paragraph above.  The contract personnel shall comply with applicable provisions of law and the rules and regulations of any and all Governmental authorities.

4.3 The Contractor shall adhere to and comply with all Department of Navy (DON), Bureau of Medicine and Surgery (BUMED) and Military Treatment Facility (MTF) Instructions and notices which may be in effect during the term of the contract.  To achieve these goals, the Contractor shall establish, submit for Government approval and implement a Quality Control (QC) Program for current and new projects. Said QC will be approved by NHTP leadership via the COR.

4.4 The Contractor shall maintain a copy of this contract and a current Contractor QC Program at all times.  Contract employees shall read, be familiar with, and implement the contract, including the technical proposal, and Quality Control Program and any revisions thereto.
4.5 Outline of Responsibilities:  NHTP shall establish a Quality Program that encompasses all aspects of the contract.  Ensure that timely and effective corrective actions are obtained for all deficiencies identified by the Program and the Government.  The Government will evaluate the contractor’s performance under this contract.  When an observation indicates defective performance, the COR will inform the contractor.  All deficiency responses shall include identification of the cause of the deficiency to preclude recurrence and an analysis of the Quality Program’s effectiveness in the area of the deficiency.  Shall develop and maintain a training program designed to ensure all contractor personnel are clearly aware of the contractual requirements and are current from the time of contract start and remain current on any changes throughout the life of the contract.  Inspection, auditing, and testing shall be prescribed by clear, complete, and current instructions.  The inspection instructions shall include the specific criteria for approval and rejection of services that shall be used in each inspection or audit.  Checklists may be used for this purpose.  The Contractor's inspection instructions shall be documented and shall be available for review, by the COR or contracting officer, throughout the life of the contract.  The Contractor shall notify the on-site COR in writing of any changes to Contractors inspection instructions.  Contractor shall conduct special item inspections at the COR, MTF Commander or designated representative’s written request.  Results of the inspection or audit shall be provided, in writing, in a timely manner.

4.6 The Quality Control inspection system shall satisfy the requirements in the Inspection Clause and the Performance Requirement Summary Table (PRST) of the Contract.  It shall be designed to keep the Contractor informed of all issues affecting quality.  The records of inspections shall indicate the nature and number of observations made; the number and type of deficiencies found and the nature of corrective action taken as appropriate.  Records shall be available to the COR and shall be maintained during the contract life.

4.7 Quality Control Matrices/Technical Progress Reports:  The Contractor shall submit to the Contracting Officer and COR, each 30-day period during the life of this contract, a copy of QC matrices for each PRST item. Metrics must verify whether the performance standards in the PRST have been met.    This report shall also be available to the COR on a computer at the contractors office and shall include as a minimum:

An indication of any current problems which may impede performance, and proposed corrective action, and a discussion of the work to be performed during the next reporting period.

4.8 A semi-monthly narrative report shall be provided to the COR via e-mail. The reports shall be delivered not later than five calendar days after the end of the period being reported.

5 NHTP Safety Program and Safety Training:
5.1  Outline of Responsibilities:  The contractor shall follow a plan that meets the NHTP safety program standards.  Government shall furnish safety training that is specific to working at NHTP.

5.2  Accident/Injury Incident Reports:  All accidents which may arise out of or in connection with the performance of services required herein, and which result in injury, death or property damage, shall be reported immediately to the Safety Department and the COR.  Verbal reports shall be followed up in writing within 24 hours.  Statements of witnesses shall be included.  If any claim is made by a third party against the Contractor on account of any accident which occurs in connection with the performance of this contract, the Contractor shall promptly report the facts in writing to the COR, MTF Safety Department, MTF Risk Management, and the Contracting Officer.
6 ORIENTATION
6.1  Prior to the provision of services, each contract worker shall complete 12 hours of Information Technology orientation:  On-site application with the Department of Defense (DoD) Contractor Verification System; receipt of DoD Common Access Card, NHTP ID Badge, DoD Contractor Vehicle Decal, DoD E-mail account; Web-based DoD Information Assurance Awareness Training. 

6.2  The contract worker shall complete 16 hours of command orientation within 90 days after the start of services.

6.3  The COR will determine which requirements must be completed prior to the performance of services.

7 PERSONNEL QUALIFICATIONS
7.1  GENERAL
7.1.1 The Contractor shall ensure that employees providing services under this contract are able to read, write, and speak English fluently in order to effectively communicate with all personnel eligible for medical care and the staff of the Medical Treatment Facility (MTF).  Contract employees shall have the ability to enunciate with sufficient clarity to be readily understood by patients and staff.

7.1.2 Contractor employees shall possess sufficient initiative, interpersonal relationship skills and social sensitivity such that they can relate constructively to a variety of patients and staff from diverse backgrounds.

7.1.3 It is essential that continuity of services be maintained to the maximum degree possible; hence, substitution of Contractor employees shall be kept to the absolute minimum necessary to perform the service required and to provide adequate back-up personnel.
7.2  QUALIFICATIONS.  The Contractor shall possess the following:

7.2.1 In addition to the general requirements listed above, contractor personnel providing support services specific to 3.2.1. shall have experience in SharePoint Administration.

7.2.2 In addition to the general requirements listed above, contractor personnel providing support services specific to 3.2.1. shall be proficient with managing and maintaining a mid-sized SharePoint 2007/2010 farm, experience supporting Windows Servers (2003 and 2008) and develop and maintain a backup and recovery solution. Shall be proficient with the following: Microsoft (MS) SharePoint 2007/2010, Microsoft (MS) Office, MS Server 2003/2008, MS SQL Server 2005/2008. Must have COMPTIA Security+ (Sec+) certification.

7.2.3 In addition to the general requirements listed above, contractor personnel providing support services specific to 3.2.2. shall have experience in SharePoint Developing.

7.2.4 In addition to the general requirements listed above, contractor personnel providing support services specific to 3.2.2. shall be proficient in designing, developing and deploying solutions for a SharePoint 2007/2010 environment and experience in the following: Microsoft (MS) SharePoint 2007/2010, Microsoft (MS) Office, MS Server 2003/2008, MS SQL Server 2005/2008, MS InfoPath 2007 and SharePoint Forms Services, ASP.NET, CSS, MS Visual Studio 2010, SharePoint Designer 2007 and one or more programming languages (e.g. C#, Visual Basic, XML). Must have COMPTIA Security+ (Sec+) certification.
7.2.5 In addition to the general requirements listed above, contractor personnel providing support services specific to 3.2.3. shall have significant experience in Web development.

7.2.6 In addition to the general requirements listed above, contractor personnel providing support services specific to 3.2.3. shall be proficient with best practices in Project Management. The Contractor shall have the ability to collect and document requirements from customers and interpret these requirements to the IMD team members; must have experience in the following: Microsoft (MS) Office, MS Server 2003/2008, MS SQL Server 2000/2005/2008, MS Project 2007, MS Visio, MS SQL Server Reporting Services (SSRS), MS SharePoint 2007/2010, one or more programming languages (e.g. C#, Visual Basic, Cold Fusion, HTML and JavaScript). Must have COMPTIA Security+ (Sec+) certification.
7.3 US GOVERNMENT SECURITY CLEARANCE:

7.3.1 The Contractor will be required to favorably adjudicate a Secret Level Security Clearance.
7.4 PROFESSIONAL CERTIFICATIONS:

7.4.1 The incumbent will be required to obtain current Operating System and Information Security IT Professional Certifications IAW established DoD/BUMED directives.  Certifications must be achieved within required timeframes. Microsoft Certified Professional (Workstation and Server Operating Systems within 9 months) and CompTia Security+ (completed prior to employment).
7.5 INFORMATION ASSURANCE CONTRACTOR TRAINING AND CERTIFICATION:

7.5.1 The Contractor shall ensure that personnel accessing information systems have the proper and current information assurance certification to perform information assurance functions in accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program. 
7.5.2 The Contractor shall meet the applicable information assurance certification requirements, including DoD-approved information assurance workforce certifications appropriate for each category and level as listed in the current version of DoD 8570.01-M; and appropriate operating system certification for information assurance technical positions as required by DoD 8570.01-M.
7.5.3 Upon request by the Government, the Contractor shall provide documentation supporting the information assurance certification status of personnel performing information assurance functions.
7.5.4 Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems for the purpose of performing information assurance functions.
8 ESTIMATED EFFORT

8.1 For evaluation purposes only, the offeror shall propose on the following Government Estimates for Labor Categories and Labor Hours: 
	Labor Category
	Monthly (hrs)

	SharePoint Engineer/Developer/Web Developer
	160

	Total Yearly Hours
	1,920


NOTE: the estimated effort in the table above will be used for comparison purposes during proposal evaluation, but do not necessarily reflect the number of hours that will be incurred during performance of the Contract.
8.2  Daily work will commence at 0730 and end at 1630.

8.3 Estimated POP is 18 May 2015 – 17 May 2016.

9 PHYSICAL SECURITY
9.1 The Contractor shall safeguard Government property and, at the close of each workday, secure Government facilities and equipment in his/her work area. 

9.2 The Contractor shall be responsible for ensuring that keys issued by the Government are for the exclusive use and access of contract employees engaged in the performance of this contract.

9.3 The Contractor shall ensure that no Government lock combinations are revealed to unauthorized persons.

9.4 The Contractor shall be responsible for Government issued keys which are lost or used by unauthorized individuals.  The Contractor may be required to replace, re‑key, or reimburse the Government for replacement of locks or re‑keying necessitated by Contractor employees losing keys.  The Contractor shall not duplicate any Government issued keys.

9.5 Any instances in which Government property is in any way damaged by a contract employee, a written report of the circumstances and extent of damage shall be submitted to the COR within 24 hours of occurrence.

9.6 The Contractor shall take necessary actions to protect his/her supplies, materials, and equipment and the personal property of contract employees from loss, damage, or theft.

9.7 The Contractor shall be responsible for payment of all wages and salaries, taxes, withholding payments, penalties, fees, fringe benefits, professional liability insurance premiums, contributions to insurance and pension or other deferred compensation plans including, but not limited to, Workers' Compensation and Social Security obligations, licensing fees, etc., and the filing of all necessary documents, forms and returns pertinent to all of the foregoing.  The Contractor shall indemnify and hold the Government harmless from and against any and all claims by Contractor employees for the payment or filing of any of the foregoing compensation.  The Contractor agrees to pay all applicable federal, State, and local income taxes, including any and all other Governmental fees, taxes, or expenses levied against it.
9.8 TRAVEL AND PER DIEM: Travel shall be approved in advance via verbal or written communication, to include email. The person authorized to approve travel is the Director for Administration. Travel will be reimbursed to the extent allowable under applicable travel regulations. Travel does not include local travel and shall not exceed the amount specified in the order. 
Section 2

QUALITY ASSURANCE SURVEILLANCE PLAN

Performance Requirement Summary Table (PRST)

10 Performance Requirement Summary

10.1  The Performance Requirement Summary Table (PRST).  The purpose of section is to define performance evaluation procedures.

10.1.1 The Performance Requirement (column 1) describes what the government will survey.  The absence of any contract requirement from the PRST shall not detract from its enforceability nor limit the rights or remedies of the government under any other provision of this contract, including the clauses entitled, “Inspection of Services” and “Default”.  The government has the right to inspect all services required in the contract.

10.1.2 The Contract reference for each listed requirement is set forth in column 2.

10.1.3 The Acceptable Quality Level for each requirement is set forth in column 3.

10.1.4 The Method of Surveillance for each requirement is set forth in column 4.

10.2 Government Quality Assurance.  Contractor performance will be compared to the contract performance standards and the PRST.  The government may use a variety of surveillance methods to evaluate the contractor’s performance to determine if it meets the contract standards.  The methods used on this contract are: 

10.2.1 One-hundred percent inspection of the output items.

10.2.2 Periodic inspection of the processes or output items.

10.2.3 Customer complaints.

10.3. Performance Evaluation.  Performance of a service will be evaluated to determine whether or not it meets the performance threshold of the contract.  When the performance threshold is not met a Contract Discrepancy Report (CDR – DD Form 2772, Sept. 1998) will be issued to the contractor by the contracting officer or if authorized by the COR.  The contractor shall respond to the CDR by completing the form and returning it to the contracting officer within 15 calendar days of receipt.

10.4. Performance Requirement Summary Table (PRST)
	Performance Requirement
	Paragraph 

Number
	Acceptable 

Quality Level
	Surveillance Method

	Provide technical and administrative support of NHTP’s SharePoint farm to include design, architecture, availability, performance, monitoring and security. Perform overall day to day SharePoint maintenance and troubleshooting while participate in planning and execution of tasks related to the evaluation of new SharePoint initiatives.
	3.2.1.2
	95% Monitoring detection and notification
85% Meet timeline targets

	Weekly Status Report.

	Develop, configure and maintain document libraries, lists, and site collections. Perform typical system administration (site creation, etc.) tasks and user training. Assist in assessing new computing technologies and the feasibility of system enhancements to determine potential value for internal customers. Provide day to day project support for the Intranet and other internal applications as needed.
	3.2.1.3
	95% Monitoring detection and notification
85% Meet timeline targets

	Weekly Status Report.

	Perform daily, weekly and monthly backups for NHTP SharePoint farm. Assist in providing a disaster recovery plan and recommended implementation plan to ensure a rapid recovery in case of environmental or hardware loss.
	3.2.1.4
	95% Monitoring detection and notification
85% Meet timeline targets

	Weekly Status Report.

	Document, design, develop, deploy and maintain customized SharePoint applications within NHTP’s SharePoint farm. Must work closely with executive leadership and other internal customers to document, design and develop new and changing requirements which include; estimating time required to accomplish projects and implementation recommendations for NHTP’s SharePoint environment.
	3.2.2.2
	85% Meet timeline targets

	Weekly Status Report.

	Develop solutions using common tasks that include writing XSLT to customize pages and WebParts, designing InfoPath forms, building workflows, writing code to enhance usability of the platform, connecting external data sources, and building full-scale applications for NHTP internal customers.
	3.2.2.3
	85% Meet timeline targets

	Weekly Status Report.

	Provide day to day project support for the Intranet and other SharePoint applications as needed. Support internal users by troubleshooting and resolving issues reported through the service desk.
	3.2.2.4
	95% Monitoring detection and notification
85% Meet timeline targets

	Weekly Status Report.

	Support and manage NHTP’s current Internet, Intranet, SharePoint and various web based applications to include; monitoring each system to ensure optimal performance and up-time is maintained,  performing daily backups and restoration processes as needed,  applying information assurance updates and patches, review existing programs and assist in making refinements, reducing operating time, and improving current techniques, granting appropriate access to end users while maintaining proper access controls to sensitive and safeguarded information and interact professionally with end users for support and training of various  applications.
	3.2.3.1
	95% Monitoring detection and notification
85% Meet timeline targets

	Weekly Status Report.

	Manage and document new and changing requirements for current and new applications to include; managing software development and support using formal specifications, data flow diagrams, and other accepted design techniques, estimating time and cost required to accomplish projects and participate in the development, implementation, and test phases of the project.
	3.2.3.2
	80% Meet timeline targets
	Weekly Status Report.


Section 3

Government Furnished Facility/Property

11. GENERAL.

11.1. The contractor shall complete all necessary steps to assist each Contractor Employee performing services at the MTF in obtaining documentation required to obtain access to the MTF.  

11.1.1. Contractor personnel shall report to the COR on the first day of contract performance.  The COR shall provide direction for a proper check-in and any additional documentation or instructions that may be necessary for contract performance.  The Contractor personnel shall return the completed check-in sheet to the COR within three (3) business days.  

11.1.2. START UP.  The Contractor shall recognize the importance to a successful start of contract services of the timely recruitment of qualified personnel in sufficient numbers to meet all contract requirements.  The Contractor shall perform all start up activities required by this section.

11.1.3.. The Government will provide, without cost, the facilities, materials, equipment and/or services listed below. Government furnished property shall be for use only in the performance of this contract.  The Government will provide routine scheduled preventive maintenance of Government provided equipment in accordance with treatment facility instructions.  Upon request by the Contractor, the Government will provide repairs of Government provided equipment in accordance with treatment facility instructions.

11.2. FACILITIES (Office Area).  The Government will furnish a work area (facilities) with appropriate workstation furniture.  

11.2.1 No alterations to the facilities shall be made without specific written permission from the Contracting Officer.  At the time of contract completion or termination, the Contractor shall return the facilities in the same condition (quality and quantity) as received, fair wear and tear excepted.

11.2.2. The Government will furnish, without charge to the Contractor, utilities from existing sources, for example, water, electricity, steam, and sewage necessary for normal daily operations.

11.3 EQUIPMENT/SUPPLIES.  

11.3.1. Reserved.

11.3.2. A networked computer system and networked printer will be made available to the contractor for official use only.  The contractor shall be responsible for providing limited, external preventive maintenance of this equipment, (i.e., keeping equipment clean and dust and static free).  The Government shall provide all hardware, support equipment and software for the system.  The Government will replace Government-provided computer equipment as deemed necessary by the Government.

11.3.3 If the Contractor determines that additional equipment is required to perform the services, the Government will consider requests for such additional equipment.  However, approval by the Government of requests for additional equipment shall be contingent on available funds, in accordance with the mission of the treatment facility and the approval of the Commander via the Contracting Officer's Representative (COR).  Denials of requests for additional equipment and/or delays in acquiring any additional equipment shall not be cause for Contractor nonperformance or claims under this contract.  The Government will provide routine, periodic maintenance of equipment supplied to the Contractor.

11.3.2 The Contractor shall request the initial issue and replenishment of consumable supplies in accordance with MTF/RSC procedures. The Government will approve requests contingent on available funds. Denials of requests for additional supplies and/or delays in acquiring any additional supplies shall not be cause for Contractor nonperformance or claims under this contract.

11.4. SERVICES. The Government is responsible to:

11.4.1. Provide reasonable amounts of utilities that are available in the facilities.

11.4.2. Provide telephone services at the contract worker’s desk.  Commercial long distance service is included, for official business only.  The Contractor shall be responsible for reimbursement to the MTF for the costs of all unauthorized communications.  The COR will be responsible for the oversight of said telephone services.

11.4.4. The Government will provide training personnel and materials for an initial orientation of contract employees.

11.4.5. Contractors performing under this contract will be issued a Naval Hospital Twentynine Palms identification badge and vehicle decal during the initial check-in procedure with the COR.  The identification badge shall be worn during performance of work and anytime the Contractor is on the premises.  The vehicle decal shall be displayed appropriately according to the MTF instruction.  The Contractor shall ensure that each provider's I.D. badge and base vehicle decal are returned to the COR when the Contractor is no longer providing services under this contract due to termination/expiration of the contract. 

11.4.6. The Government will provide refuse collection and insect/rodent control services.

11.4.7. The Government will provide security police and fire protection. (Dial 9-911)

11.4.8. The Government will provide intra-hospital distribution of mail and will provide outgoing mail services for official correspondence only.

11.4.9. The Government will provide housekeeping and custodial services.  Routine custodial services include emptying of trash, sweeping, mopping and vacuuming.  Custodial services does not include cleanup of personal items in eating or refreshment areas.

11.4.10. A photocopying machine is available for official use only.  Access to disposal bins for patient sensitive information will be provided. Contractors will adhere to all established HIPAA policy and procedure.

11.5 PUBLICATIONS AND FORMS.  The Government will make available all forms and publications required for the contract.  The Contractor is required to comply with various instructions, directives and regulations covering routine administrative, safety and security matters in the same manner as other members of the staff.  Such compliance does not constitute a material expense to the contract.

Section 4

General Information
12. INFORMATION TECHNOLOGY/SENSITIVE INFORMATION SECURITY REQUIREMENTS: N/A. 

12.1. Contractor personnel shall meet the personnel security requirements for Sensitive and Information Technology (IT) positions outlined in Secretary of Navy (SECNAV) Manual M-5510.30 and SECNAV Instruction 5510.30 (most current version).  Department of Navy (DON) IT positions include any position in which the incumbent has access to DON IT systems and/or performs IT-related duties with varying degrees of independence, privilege and/or ability to access and/or impact sensitive data and information.  Use of CHCS and/or AHLTA is illustrative examples of such systems where security requirements apply.

12.1.1 The same level of trustworthiness is required for contractor personnel as is required for Government personnel requiring similar access to and/or processing of proprietary data, information requiring protection under the Privacy Act of 1974, sensitive information, and Government-developed privileged information involving award of contracts; including user level access to DON or DOD networks and information systems, system security and network defense systems, or to system resources providing visual access and/or ability to input, delete or otherwise manipulate sensitive information without controls to identify and deny sensitive information.  As such, positions filled under this contract are designated as Non-Critical Sensitive (NCS), and IT-II.

12.1.2. U.S. citizenship is a basic condition for assignment to a designated sensitive IT position and it shall be indicated in the resumes.  U.S. citizens who are also dual citizens are not specifically excluded from occupying either sensitive or designated IT positions, however, a dual citizenship status raises foreign influence and foreign preference concerns that will most likely prohibit interim assignment pending favorable investigation and adjudication of these issues.  Eligibility will not be established for persons who hold a foreign passport.  The U.S. citizen reference in the aforementioned regulation(s) make no distinction between those who are U.S. citizens by birth, those who are U.S. nationals, and those who have derived U.S. citizenship  or those who acquired it through naturalization.    For security clearance eligibility purposes, a U.S. citizen is a person born in one of the 50 United States, Puerto Rico, Guam, American Samoa, Northern Mariana Islands, U.S. Virgin Islands, or Panama Canal Zone if the father or mother (or both) is or was a citizen of the United States.  MTF security personnel must validate citizenship of individuals before submitting initial personnel security investigation requests.

12.1.3. The investigative basis for assignment to a designated NCS/IT-II position is a favorably completed and adjudicated National Agency Check with Local Agency and Credit Checks (NACLC) for contractor employees.  

12.1.4. Personnel background investigations and training must be initiated and interim approval/temporary access be granted before access to DOD and DON IT systems/networks or DOD and DON sensitive information is allowed.  

12.1.5. Contractor personnel shall report to the COR to receive MTF specific processing instructions to complete the appropriate personnel security questionnaire, complete and submit the appropriate paperwork for the background investigation or provide proof of a favorable adjudication,  and receive requisite training.  A copy of the temporary access approval shall be provided to the COR upon receipt by the contract employee.  If the security requirements come back unfavorable, the contractor shall have a replacement with 48-72 hours. 

12.2. HIPAA.  The Contractor shall comply with the Health Insurance Portability and Accountability Act (HIPAA) privacy and security regulations as specified in Attachment I.  

12.3. Contract workers shall participate in executing the Emergency Preparedness Plan (drills and actual emergencies) as scheduled by the MTF (typically semiannually).  An MTF personnel re-call list with personal contact information for all military, civil service and contractor staff is required to prepare in advance for an actual emergency.  Upon commencement of performance, the contractor shall provide the COR with a list of personal contact information for a designated contractor representative as well as all contractor staff performing services.  The contractor shall provide an updated list to the COR bimonthly.  Should an emergency occur that will affect the contractor employee’ shifts, the designated contractor representative and the Contractor employee will be contacted.

12.4. Conflict of Interest.  The Contractor shall not employ any person who is an employee of the United States Government (Active Duty Military or Civil Service) as employment of that person would create a conflict of interest and be inconsistent with DOD 5500.7-R, Joint Ethics Regulation.

12.5. Employee Conduct and Courtesy. Contractor personnel shall observe and comply with the rules and regulations prescribed by the MTF Commander concerning fire, safety, sanitation, security, vehicle operation, and possession of drugs, firearms or other lethal weapons, when on the installation.  Contractor personnel shall be subject to such checks as may be deemed necessary to ensure that no violations occur.  Contractor employees shall perform all contract duties in a courteous and timely manner.  Contractor employees shall not loiter in any working area.  The Contractor shall remove from duty any employee who is under the influence of alcohol, drugs, or other incapacitating agent.  Removal of contract employees for cause shall not constitute a reason for nonperformance of contract terms in the performance work summary table.

12.6. Smoking is prohibited in all NHTP facilities.  The Contractor shall enforce a smoke-free environment by ensuring that employees smoke only in designated outside areas.

ATTACHMENT 001

PRIVACY AND SECURITY OF PROTECTED HEALTH INFORMATION

(a) Definitions. As used in this clause:

Individual has the same meaning as the term "individual" in 45 CFR 164.501 and 164.103 and shall include a person who qualifies as a personal representative in accordance with 45 CFR 164.502(g).

Privacy Rule means the Standards for Privacy of Individually Identifiable Health Information at 45 CFR part 160 and part 164, subparts A and E.

Protected Health Information has the same meaning as the term "protected health information" in 45 CFR 164.501, limited to the information created or received by The Contractor from or on behalf of The Government.

Required by Law has the same meaning as the term "required by law" in 45 CFR 164.501 and 164.103.

Secretary means the Secretary of the Department of Health and Human Services or his/her designee.

Security Rule means the Health Insurance Reform: Security Standards at 45 CFR part 160, 162 and part 164, subpart C. Terms used, but not otherwise defined, in this Agreement shall have the sa11le meaning as those terms in 45 CFR 160.103, 164.501 and 164.304.

(b) The Contractor agrees to not use or further disclose Protected Health Information other than as permitted or required by the Contract or as Required by Law.

(c) The Contractor agrees to use appropriate safeguards to prevent use or disclosure of the Protected Health Information other than as provided for by this Contract.

(d) The Contractor agrees to use administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits in the execution of this Contract.

(e) The Contractor agrees to mitigate, to the extent practicable, any harmful effect that is known to the Contractor of a use or disclosure of Protected Health Information by the Contractor in violation of the requirements of this Contract.

(f) The Contractor agrees to report to the Government any security incident involving protected health information of which it becomes aware.

(g) The Contractor agrees to report to the Government any use or disclosure of the Protected Health Information not provided for by this Contract.

(h) The Contractor agrees to ensure that any agent, including a subcontractor, to whom it provides Protected Health Information received from, or created or received by the Contractor on behalf of the Government agrees to the same restrictions and conditions that apply through this Contract to the Contractor with respect to such information.

(i) The Contractor agrees to ensure that any agent, including a subcontractor, to whom it provides electronic Protected Health Information, agrees to implement reasonable and appropriate safeguards to protect it

(j) The Contractor agrees to provide access, at the request of the Government, and in the time and manner designated by the Government to Protected Health Information in a Designated Record Set, to the Government or, as directed by the Government, to an Individual in order to meet the requirements under 45 CFR 164.524.

(k) The Contractor agrees to make any amendment(s) to Protected Health Information in a Designated Record Set that the Government directs or agrees to pursuant to 45 CFR 164.526 at the request of the Government or an Individual, and in the time and manner designated by the Government.

(l) The Contractor agrees to make internal practices, books, and records relating to the use and disclosure of Protected Health Information received from, or created or received by the Contractor on behalf of, the Government, available to the Government, or at the request of the Government to the Secretary, in a time and manner designated by the Government or the Secretary, for purposes of the Secretary determining the Government's compliance with the Privacy Rule.

(m) The Contractor agrees to document such disclosures of Protected Health Information and information related to such disclosures as would be required for the Government to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528.

(n) The Contractor agrees to provide to the Government or an Individual, in time and manner designated by the Government, information collected in accordance with this Clause of the Contract, to permit the Government to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528.

General Use and Disclosure Provisions

Except as otherwise limited in this Agreement, the Contractor may use or disclose Protected Health Information on behalf of, or to provide services to, the Government for the following purposes, if such use or disclosure of Protected Health Information would not violate the Privacy Rule, the Security Rule or the Department of Defense Health Information Privacy Regulation if done by the Government: [List Purposes].

Specific Use and Disclosure Provisions

(a) Except as otherwise limited in this Agreement, the Contractor may use Protected Health Information for the proper management and administration of the Contractor or to carry out the legal responsibilities of the Contractor.

(b) Except as otherwise limited in this Agreement, the Contractor may disclose Protected Health Information for the proper management and administration of the Contractor, provided that disclosures are required by law, or the Contractor obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as required by law or for the purpose for which it was disclosed to the person, and the person notifies the Contractor of any instances of which it is aware in which the confidentiality of the information has been breached.

(c) Except as otherwise limited in this Agreement, the C use Protected Health Information to provide Data Aggregation services to the Government as permitted by 45 CFR 164.504(e)(2)(i)(B).

(d) Contractor may use Protected Health Information to report violations of law to appropriate Federal and State authorities, consistent with 45 CFR 164.502(j)(l).

Obligations of the Government

Provisions for the Government to Inform the Contractor of Privacy Practices and Restrictions

(a) Upon request the Government shall provide the Contractor with the notice of privacy practices that the Government produces in accordance with 45 CFR 164.520, as well as any changes to such notice.

(b) The Government shall provide the Contractor with any changes in, or revocation of, permission by Individual to use or disclose Protected Health Information, if such changes affect the Contractor's permitted or required uses and disclosures.

(c) The Government shall notify the Contractor of any restriction to the use or disclosure of Protected Health Information that the Government has agreed to in accordance with 45 CFR 164.522.

Permissible Requests by the Government

The Government shall not request the Contractor to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule if done by the Government, except for providing Data Aggregation services to the Government and for management and administrative activities of the Contractor as otherwise permitted by this clause.

