
1. CLEARANCE AND SAFEGUARDING 
DEPARTMENT OF DEFENSE a FACILITY CLEARANCE REQUIRED 

CONTRACT SECURITY CLASSIFICATION SPECIFICATION SECRET 
(The requirements of the DoD Industrial Security Manual apply 

b LEVEL OF SAFEGUARDING REQUIRED 
to all security aspects of this effort) 

NIA 

2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applic11ble) 

a. PRIME CONTRACT NUMBER 
a. ORIGINAL (Comp/eta date in all castts) 

DATE (YYYYMMDD) 

b. SUBCONTRACT NUMBER b. REVISED 
(Suparsttdtts all 
previous specs) 

I REVISION NO. DATE (YYYYMMDD) 

x c SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) DA TE (YYYYMMDD) 

N00604 I 6T3084 20160422 c. FINAL (Complettt Item 5 in all CllSltS) 

4. IS THIS A FOLLOW-ON CONTRACT? l__j YES ~ NO. If Yes, complttte the following· 

Classifled matllrial received or generated under (Pr11ceding Contract Number) Is transferred to this lollow·on contract. 

5. IS THIS A FINAL DD FORM 254? l__j YES ~NO If Ytts, complete the following 

In response to the contractor's request dated , retention ol the dassified material is authorized for the period ol 

6. CONTRACTOR (Include Comm11tti11l 11nd Govemment Entity (CAGE) Code} 

a NAME, ADDRESS. AND ZIP CODE b CAGECODE c. COGNIZANT SECURITY OFFICE (Namtt, AddtVss, and Zip Code) 

i 

7. SUBCONTRACTOR 
I NAME, ADDRESS. AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name. AddtVss, and ZJp Code) 

I 

8. ACTUALPERFORMANCE 
a LOCATION b. CAGECOOE c. COGNIZANT SECURITY OFFICE (Name. Addr11ss, and Zip Code) 

See Block 13 Sec Block Sec Block 13 

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT 

HQ USPACOM Joint Enroutc Mission Planning Rehearsal System Ground Station Enhancements 

! 10. CONTRACTOR WILL REQUIRE ACCESS TO: YES NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES: NO 

a COMMUN!CA TIONS SECURITY (COMSEC) INFORMATION x a cno.'t A ro ~ 

,~~~ FAClllTYl'ilfA ...._ ·)Q)f·°'te~~,.,..... ,-,. x 
b. RESTRICTED DATA x b. RECEIVE CLASSIFIED DOCUMENTS ONLY x 
c CRITICAL NUCLEAR V\EAPON DESIGN INFORMATION x c. RECEIVE ANO GENERATE CLASS F1EO MATERIAL x 
a FORMERLY RESTR.CTED DATA x a. FABRICATE, MODIFY OR STORE CLASSIFIED HARDWARE x 
e. IWELLIGENCE INFORMATION e PERFORM SERVICES ONLY x 

( 1) SenSllr•e Companmentaa lnfonnation (SCI} x I :o .. ~: • .., ftUA.,_w~ ...... ll\'.UST ~::.11&~ttt: v ;:, , .x 
(2)Non-SCI x Q. RF 11"'1 10 _ltf!E .,..P.-- :'i! ·!iii nir ·"'"--' 1~·"' ' 1 '-"n x : .Jr n11 r- ~ 1 .. .nn:::!• v n; 0 l'r ~Jitrtl~R 

I I SPECIAL ACCESS NFORMATION x II. REQUIRE A COMSEC ACCOUNT x 
g NATO INFORMATION x I HAVE TEMPEST REQUIREMENTS x 
n FOREIGN GOVERNMENT INFORMATION x J HAVE OPERATIONS SECURITY (OPSEC) REQUIREMEWS x 
I. LIMITED DISSEMINATION INFORMATION x k BE AUTHOR>ZED TO USE THE DEFENSE COURIER SERVICE x 
J. FOR OFFICIAL USE ONLY INFORMATION x I OTHER (Specify) 

k. OTHER fSpecif y) 

DD FOIRM 254, DEC 1999 PREVIOUS EDITION IS OBSOLETE. Adobe Proleu lcnal x 



12. PUBLIC RELEASE. Any information (clessified or uncl11ssifiad) pertaining to this conttact shall not be released for publlc dissemination except as provided 

by the Industrial Security Manual or unless it has been approved for public: release by appropriate U S Government authority Ptop0$ed public releases shal 

be submitted for approval prior to release [:::=J Direct [fil Through (Specify) 

Contractor shull obtain Contr.icting Officer npprovnl IA W DFARS 225204-7000 for unclnssilicd infonnntion n:lcnsc. rUBLIC RELEASE OF 
CLASSIFIED INFORMATION UP TO AND INCLUDING SCI IS NOT AUTHORIZED. 

to the Directorate lor Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)' for review. 
'In the case or non-OoD User Agencies, requests for disclosure shall be submitted to that agency 

13. SECURITY GUIDANCE. Tho security cla1uication guidance needed for this classirted effort Is Identified below If any difficulty is encountered in applying this 
guidance or if any other contributing factor indicates a need for changes In this guidance, the contractor Is aullorlzed and encouraged to provide recommended 
changes, to chaHenge the guidance or the classification assigned to any information or material furnished or generated under this conlnlct: and to submit any 
questions for interpretation of this guidance to the official identified below, Pending final decision, the information involved shall be handled and protected at the 
highest level of classification assigned or recommended {Fill in es appropriate for the clessifiad effort. Attach, or fOJWard under saparafe cotrespondenca. any 
documanls/guides/exlracts referenced hemin. Add additional p11ges as needed lo provide complete guidance.) 

Item 11.0 Perfonnance or classified work is reslric1ed to on-sile at USPACOM. Camp H.M. Smith, Hawaii and olher organizations 
designated by the COTR or client representative. User agency will provide security classification guidance for perfonnance on this 
contract All visit authorization tellers for collateral visils lo other than the facilities lisled above will be submitted to the Facility 
Security Officer of the contractor. 

Any classified infonnation generated in performance of this conlract shall be classified according to the marking shown on the 
source material. Prime contractor shall provide security classification guidance for perfonnance of this contract lo all its 
sub-contractors. The following Classification Guide applies. U.S. Pacific Command Security Classification Guide. 
Conlractor personnel will physically occupy spaces in Headquarters. U.S. PACIFIC Command. Connectivity lo 
NIPRNET/SIPRNET/JWICS will be provided by the government Access and identification credentials will be issued by the 
government and remains the property of the government 

Personnel with access to USPACOM spaces and/or IT systems must attend initial securily orientation !raining; nelwork training and 
annual refresher training. Additional training may be required by USPACOM based on operational requirements. 

Security classification guides and unclassified limited documents (e.g., FOUO, sensitive infonnation, personally identifiable 
information (Pll) are not authorized for public release; lherefore, they cannot be posted on a publically accessible website/server or 
transmitted over the lntemel unless appropriately encrypled. This includes e-mail. 

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract I I Vas ~ No 
(If YH, identify Iha pertinent contractual c/auus in the contract document itself, or ptlNide •n appropri•te st•tement which identi6es the addi'iloiiif' 
requirements. Provida a copy of the requirements to /he cognizant security office. Use Item f 3 if additional space is l!ffdad.J 

15. INSPECTIONS. Elements of this contract are outside the Inspection responsibffity of the cognizant security office. LJ Yes ~ No 
{If Yes explain and identify speci~c areas or elements carved out and fhe activity responsible for Inspections. Use Item 13 if additional space ls needed.) 

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified 
Information to be released or generated under this cl11slflad effort. All questions shall be referred to the official named below. 

a TYPED NAME OF CERTiFVING OFFIO AL b. TITLE t . TELEPHONE (Include Area Code) 

d ADDRESS (Include Ztp CtxJe) 17. REQUIRED DISTRIBUTION -
e. CONTRACTOR -
b SUBCONTRACTOR -
i:. COGNIZANT SECURITY OFFICE FOR PRIME ANO SUBCONTRACTOR 

1--e-S-IG.,..N_A_T_U_R_E---------------------1----1 11. US ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY AOMINISTRATION 

- e. ADMINISTRATIVE CONTRACTING OFFICER -
I. OTHERS AS NECESSARY 

DD FORM 254 (BACK), DEC 1999 


