[bookmark: _GoBack]Coso Hot Springs Monitoring, Analysis and Reporting
This is a combined synopsis/solicitation for commercial items(services) prepared in accordance with the format in the Federal Acquisition Regulations (FAR) subpart 12.6, as supplemented with additional information included in this notice. This announcement constitutes the only solicitation; quotes are being requested and a written solicitation will not be issued. This solicitation, number N39430-15-R-1720, is being issued as a request for quotation (RFQ) and incorporates the provisions and clauses in effect through Federal Acquisition Circular (FAC) 2005-83. 
The procurement is being solicited as a total small business set-aside. The NAICS Code for this solicitation is 541690 with a size standard of $15 million; the Federal Service Code is B599. This procurement will be awarded using the Simplified Acquisition Procedures (SAP) outlined in FAR Part 13. The Acquisition Department of the NAVFAC Engineering and Expeditionary Warfare Center (EXWC) in Port Hueneme, California, intends to issue a Firm Fixed Price (FFP) purchase order as a competitive acquisition. Interested sources are encouraged to submit a quote. All information shall be furnished at no cost to the Government. 
The Navy Geothermal Program Office (GPO) requires the following:
BASE YEAR
CLIN 0001 – CHS Monitoring, Analysis & Reporting	Qty: 1 	Unit of Measure: Each
OPTION YEARS
CLIN 0002 – CHS Monitoring, Analysis & Reporting	Qty: 1	Unit of Measure: Each
CLIN 0003 – CHS Monitoring, Analysis & Reporting	Qty: 1	Unit of Measure: Each
CLIN 0004 – CHS Monitoring, Analysis & Reporting	Qty: 1	Unit of Measure: Each
CLIN 0005 – CHS Monitoring, Analysis & Reporting	Qty: 1	Unit of Measure: Each

Description of requirement for Coso Hot Springs Monitoring, Analysis & Report
1.0          Purpose, Overview and Background 
The purpose of the Coso Hot Springs (CHS) Monitoring, Analysis and Reporting project is to monitor changes associated with the CHS and is required in a 1979 Memorandum of Agreement (MOA) between the U.S. Navy and Native American tribes. This project is part of an ongoing Coso Monitoring Program.
1.1		Overview
The purpose of yearly Coso Hot Springs Monitoring reports is to document changes in the physical and chemical parameters related to CHS Archeological District, and thereby gain insight into the geology and hydrology of the near-surface geothermal activity in the CHS area. Establishing an unambiguous and quantitative baseline allows comparison of conditions over a period of multiple years. 
1.2		Background
The Coso Monitoring Program was initiated by the U.S. Navy’s Geothermal Program Office (GPO) in 1978 to gather baseline data on the surface and near-surface thermal activity at Devil’s Kitchen and Coso Hot Springs: the main active thermal features associated with the Coso geothermal area located within the Naval Air Weapons Station (NAWS), at China Lake, California. The GPO, while located at China Lake, is a division of the Public Works Department of the Engineering and Expeditionary Warfare Center (EXWC), a naval command established in 2012 and located at the Naval Base Ventura County, in Port Hueneme, California. 
2.0		Performance Work Statement (PWS)
2.1		The Scope
Yearly reports: the Contractor shall prepare yearly reports based on the Coso Hot Springs (CHS) Monitoring Program. These reports will summarize the analysis of the results determined from the data collection for monitoring of selected physical and chemical parameters from the CHS area. These reports must incorporate the data collected by the GPO and transmitted to the Contractor. Report(s) shall cover the time period(s) as outlined below: 
	BASE YEAR
a. 1st Report: includes data for January 2015 – December 2015 (deliverable for CLIN 0001), the base year of the purchase order. 
OPTION YEARS
b. 2nd Report: includes data for January 2016 – December 2016 (deliverable for CLIN 0002), a 12-month extension beyond the base year. 
c. 3rd Report: includes data for January 2017 – December 2017 (deliverable for CLIN 0003), a 12-month extension beyond the 1st Option Year. 
d. 4th Report: includes data for January 2018 – December 2018 (deliverable for CLIN 0004), a 12-month extension beyond the 2nd Option Year. 
e. 5th Report: includes data for January 2019 – December 2019 (deliverable for CLIN 0005), a 12-month extension beyond the 3rd Option Year. 
NOTE: while b. through e. above are included in the GPO’s plan for a five-year scope of work, only the Contracting Officer can make a determination to exercise an option or not. With the exercise of an option, the addition of the next (sequential) option-CLIN occurs, adding a 12-month Option Year and associated scope and funding (consistent with the firm fixed price for that CLIN as agreed upon at the time of execution of the purchase order). The description in 2.1 above displays the sequencing of time periods for yearly reporting if, and only if, all option years are exercised.  
2.2	Preparation for the Reports 
The Contractor shall comply with the following paragraphs to ensure reports are prepared and delivered in accordance with GPO requirements.  
2.2.1	Data Evaluation and Data Formatting 
The Contractor shall review and evaluate the data sets acquired during each reporting period as described in 2.1 above. Those data sets will be collected and provided by the GPO to the Contractor for each specified report period. The Contractor shall format the data in a manner that is suitable for inclusion in each new report produced by the Contractor. “Suitable for inclusion” means the data shall be scaled to minimize the number of pages, yet must still be legible. Additionally, the format shall be consistent with the general style of Applicable Documents included in 6.a through 6.d, below.
Each report shall use six (6) principal data sets: steam flow monitoring from select wells, groundwater measurements from select water wells, physical measurements of fumaroles and mud pots, fluid chemistry of select samples, photographic documentation, and local meteorological data. These data sets comprise all data to be evaluated and incorporated into the report.
2.2.2	Data Analysis
The Contractor shall organize and analyze data with a focus on describing changes in the measured parameters over the data gathering period.  Analyses shall be based solely on the data provided by the Government without speculation on cause and effect relationships. The Contractor shall determine how data and analyses can best be presented in order to effectively convey to the reader what changes have occurred during each reporting year.
2.2.3	Graphics Presentation
Using Applicable Document 6.d as an organizational template, the Contractor shall arrange and integrate data, photographs, and text to provide a clear, concise representation of the conditions recorded and measured at the CHS during each reporting period.
2.2.4 Report Preparation and Deliverables
The Contractor shall prepare a draft version of the CHS Monitoring Report for each year’s data, including text, tables, photographs, and figures. The Contractor shall submit the draft report to the GPO for review within 60 days of the GPO’s transmittal of annual data sets to the Contractor. The draft report will then be reviewed by the GPO within five (5) business days of receipt of that draft, for editorial accuracy and compliance with good technical and scientific standards, and any comments or requisite edits will be submitted by the GPO to the Contractor. The Contractor shall make any and all necessary changes to the report before submitting the final report to the GPO. Requirements for submittal of the final report as well as the draft report are further identified in Attachment A: the Contract Data Requirements List (CDRL).

3.0		Deliverables 
See CDRL, Attachment A

4.0	Special Requirements and Other Considerations
4.1	Data furnished to the Contractor by the Government 

4.1.1	The Contractor shall use the data sets that the Government provides in MS Word and Excel formats, and/or other standard digital formats as appropriate. No data collection is required of the Contractor. 
4.1.2	 The Contractor shall return to the GPO all data furnished by the Government, upon completion of the tasks described within this performance work statement.
4.2	Marking of deliverables and data being returned to the GPO
The Contractor shall use the Purchase Order number as awarded for marking of digital transmittals and attachments, in conjunction with appropriate text for a subject field and/or title or header as appropriate for transmittals and attachments. The purchase order is expected to be issued with the following number: N39430-15-P-1720 

4.3	Enterprise-wide Contractor Manpower Reporting Application  (NMCARS  5237.102-90 (b))

The Contractor shall report contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract for the NAVFAC EXWC PW68, N39430 via a secure data collection site. Contracted services excluded from reporting are based on Product Service Codes (PSCs). The excluded PSCs are:
(1) W, Lease/Rental of Equipment; 
(2) X, Lease/Rental of Facilities; 
(3) Y, Construction of Structures and Facilities; 
(4) S, Utilities ONLY; 
(5) V, Freight and Shipping ONLY. 
The Contractor is required to completely fill in all required data fields using the following web address https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30. While inputs may be reported any time during the FY, all data shall be reported no later than October 31st of each calendar year. Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.

4.4 Service Contract Act and Wage Determination

The principal purpose of the purchase order is to furnish services in the United States through the use of personnel who are not service employees; hence, FAR Subpart 22.10 does not apply and a Wage Determination (WD) from the Department of Labor is not attached to this solicitation, nor will be attached to purchase order anticipated for award. 
4.5	Other Considerations: 
4.5.1	Security: This project and all data associated with it is Unclassified.  
4.5.2	Travel: No travel is required for this project as no meetings with in-person presence are required by the program office. Contractor is expected to perform the work at its own facility or mobile location as applicable. 
.5.3	Equipment: no government- owned equipment will be provided. No government-furnished property (GFP) is included in the project, other than the data sets which have been described above with regard to GPO providing data to the Contractor and the Contractor returning all data for this project to the GPO.
4.5.4	Training: No training of the GPO staff by the Contractor and no training of the Contractor by the Government is required or provided for this project.
4.5.5	The GPO Technical point of contact (POC) is David Meade, telephone: 760-939-4057, Fax: 760-939-2449, EXWC code PW68, Building 01344 (complete address shown below). Alternate POC is Saundra Anderson, telephone: 760-608-7031, at the same address. 
4.5.6	An EXWC Contract Specialist serves as the contractual POC for the Government: Dulce Setterfield,  telephone: 805-982-4376; EXWC code ACQ71. 
4.5.7	Quality Assurance and Surveillance Plan
The GPO will administer a Quality Assurance and Surveillance Plan (QASP) throughout the period of performance, as provided in Attachment B. 
5.0	Project Schedule as Planned for the Base Year and Option Years (60 months, total)
Delivery dates shown below are indicated more precisely in Attachment A. The Government anticipates that all of the necessary data, consisting of six data sets annually, will be delivered to the Contractor within the first month after the end of the data collection year (calendar year). Although the project schedule does not commence until calendar year 2016, the Government’s intent is to award the purchase order before the end of federal fiscal year 2015. Hence, the base year for the purchase order (CLIN 0001) is to commence no later than 30 September 2015, for a 12-month period. Option Year 1 (CLIN 0002), if exercised, would commence no later than the anniversary of the award of the purchase order, if the option is exercised. That same pattern for the option years following Option Year 1 would continue, if all options are exercised, with the subsequent planned option years (not to exceed a 60-month maximum duration for the total term of the purchase order). 
CLIN 0001
2015 Draft Report (Data from Jan-15 through Dec-15), due by Mar-2016, Final Report due by Apr-2016
CLINs 0002 through 0005 apply to the years below, assuming option years 1 through 4 are exercised.
2016 Draft Report (Data from Jan-16 through Dec-16), due by Mar-2017, Final Report due by Apr-2017
2017 Draft Report (Data from Jan-17 through Dec-17), due by Mar-2018, Final Report due by Apr-2018
2018 Draft Report (Data from Jan-18 through Dec-18), due by Mar-2019, Final Report due by Apr-2019
2019 Draft Report (Data from Jan-19 through Dec-19), due by Mar-2020, Final Report due by Apr-2020

6.0	Applicable Documents
a. Contract N68936-03-P-0747, Coso Hot Springs Monitoring Reports FY2002 and FY2003, Geologica, Inc.
b. Contract N68711-05-D-0041, Coso Hot Springs Monitoring Reports FY2004, FY2005, FY2006, FY2007 and FY2008, Geologica, Inc.
c. Contract N68711-07-D-0005, Coso Hot Springs Monitoring Reports FY2009, FY2010, FY2011 and FY2012, Epsilon System Solutions, Inc. (Episilon) and Geologica, Inc. as subcontractor
d. Contract N62473-13-M-4626, Coso Hot Springs Monitoring Reports 2013 and 2014, Thermochem, Inc.

7.0	Place of delivery
The GPO is located at China Lake, California, at the Naval Air Weapons Station. The address is provided below. It is expected that all reports and other information pertinent to the services rendered will be delivered electronically, rather than with a delivery method involving packing or packaging.
Address: Navy Geothermal Program Office
429 E. Bowen Road, Stop 4011 
Building 1344, Floor 1, Room 1
China Lake, California 93555-6108
8.0	Location of inspection and acceptance: The deliverables for this procurement will be inspected and accepted at China Lake, California. 
9.0	Payment to Contractor
No milestone payments will be provided for within the Firm Fixed Price purchase order. Further information on Invoice submittal is included in a FAR clause:  252.232-7006, Wide Area Workflow Payment Instructions (MAY 2013)  Complete WAWF instructions will be included in the purchase order. For information about WAWF, view the following website: https://wawftraining.eb.mil. Additionally on the Internet, the website http://farsite.hill.af.mil can be searched for the content of FAR and DFARS provisions and clauses as applicable to the procurement.  Note that in late 2013, a consolidation of several federal websites and online tools resulted in the creation of the WAWF eBusiness Suite. The URL remains the same as for WAWF as provided in the FAR.  A tool called Invoicing, Receiving, and Federal Property Transfer: iRAFT, is located at that URL and its content and functionality is the same as before WAWF capabilities were expanded into a suite.

10.0	Preparing an offer (quote) 
10.1.	The provisions of FAR 52.212.1, Instructions to Offerors, apply to this procurement. 
10.2	ALL QUOTES SHALL INCLUDE:
A completed copy of the provision at FAR 52.212-3, Offeror Representations and Certifications-Commercial, as notification of submission of representations with their offer. The representation and certification information may be found in the System for Award Management (SAM). All offerors must be registered in SAM. The SAM registration requirements may be viewed via the Internet at https://www.sam.gov and offerors may also call the SAM help desk at 1-888-227-2423. 
10.3	Amount of quote
Amount of quote: Price submitted as the quote shall be for the total price for the entire quantity of items as identified in CLIN 0001, CLIN 0002, CLIN 0003, CLIN 0004, and CLIN 0005, expressed as a whole-dollar amount. 
10.4	Offerors shall be aware of the difference between Not Separately Priced (NSP) and Zero. 
NSP means the Government is being charged for this service or supply; however it is being included in the overall price and not separately priced. Zero means the Government is not being charged for this service or supply; however the Government is still receiving this service or supply for zero dollars.
10.5	Attachment C: the Project Example form
Attachment C provides a form, as a MS Word file. Offeror shall complete this form in preparation of an offer, then sign and date it, for inclusion in submittal of a quote, consisting of a complete proposal, as described in item 11.3, below. 

11.0	Submittal of offer (quote):
11.1	ALL QUOTES SHALL BE SUBMITTED BY EMAIL. 
The Government intranet does not allow for receipt of zip files at this time. Transmit the quote to Dulce Setterfield at the following Email address: 
dulce.setterfield@navy.mil 
11.2	Submittal of Volume I (Price) 
Offerors may use the Standard Form 1449 or attach a file in MS Word or Adobe PDF with the written quote, which must be signed and dated; this ‘Volume I’ for price is a portion of the overall submittal documents that comprise a complete quote. Within Volume I, besides the written quote for the total price of all CLINs, the base year CLIN 0001 must be clearly identified, followed by the sequence of pricing proposed for CLINs 0002, 0003, 0004, and 0005, contained within the total for the written quote: the Price required to be evaluated.  
11.3	Submittal of Volume II (Technical) with Volume I
Transmit as an attachment to the same Email that transmits Volume I: a Technical volume (Volume II). This file shall not display any of the price information contained in Volume I .Volume II shall include the completed Project Example form, signed and dated (see Attachment C). The Project Example form may be expanded to include continuation pages as needed. This element of Volume II shall not include a company logo or other embedded images. No illustrations, diagrams, graphs, charts, or other embellishments shall be included. Additionally, Volume II shall contain a resume (or resumes) for key personnel for the GPO project that is the subject of this solicitation. See 13.0 for information on how technical factors will be evaluated. 
Using the ‘Project Example’ form (see Attachment C), the Offeror shall submit an example of one project performed as primary contractor or subcontractor, that best represents experience on relevant projects that are similar in scope to the work described in the solicitation. The example shall identify a relevant project successfully completed within the past 10 years: work completed no earlier than August 2005. This example must reference hot springs monitoring analysis and work experience with geochemical, water level, water temperature, surface manifestations, and precipitation data. The relationship to the work described in the performance work statement of this solicitation shall be clearly stated for the relevant project selected for use as an example by the Offeror. The entirety of that example shall be contained within the specified form and included within Volume II. 

11.4	An additional submittal element is the requisite copy of the provision at FAR 52.212-3
This requirement is described above in 10.2. Offeror shall submit by attaching the file to the same Email that transmits Volume I and Volume II.
11.5	Key information to include with submittal
Information items to include within the transmitting Email or on the same page of Volume I where the Offeror’s  signature and date is found: 
a. Indicate the preferred Email address for any further communication, should that Email address differ from the one used by the Offeror for transmittal of the quote. Include the name and job title associated with that Email address, as well as a phone number, if different from the Government POC contact information as currently displayed for the Offeror on SAM.gov.
b. Provide the Offeror’s current CAGE code: It must be clearly indicated either within the transmitting Email or on the same page where a signature and date is located on Volume I.
11.6	QUOTES ARE DUE 10 SEPTEMBER 2015, 1600 HOURS (4:00 PM) PACIFIC DAYLIGHT TIME

13.0	Evaluation procedure to be used
The Government will award a contract resulting from this solicitation to the Responsible Offeror whose offer conforming to the solicitation is found to be the Lowest Price Technically Acceptable (LPTA), and therefore most advantageous to the Government. Technical acceptability is evaluated using the two non-price factors. The price factor is then evaluated to reach an overall evaluation conclusion. The three evaluation factors are:
1. Past Experience & Past Performance; 
2. Key Personnel; and 
3. Price.

13.0	Evaluation of offer (quote):
Factor 1. Past Experience & Past Performance  Volume II will be evaluated to determine the Offeror’s experience with monitoring, analysis, and reporting of similar subject matter (with the same data sets), on a relevant project with similar scope, level of difficulty, and need for consistency. A completed Project Example form (see Attachment C) must be included within Volume II, to be evaluated for technical acceptability. NOTE: for evaluation purposes, a project is defined as a complete effort performed under a single task order or contract/subcontract. A relevant project is further defined as a government, private sector, or not-for-profit sector contract, task order, or project, completed with the Offeror fulfilling either the role of prime contractor or subcontractor, for work that is directly related to geothermal hot springs monitoring and analysis of the collected data. 
Technical Acceptability, Factor 1: 
· Offeror provides an example of one project, performed as prime contractor or subcontractor, which is a relevant project and similar in scope to the work described in the solicitation.
· That relevant project was successfully completed within the past 10 years: work completed no earlier than August 2005.
· The example references hot springs monitoring analysis and work experience with geochemical, water level, water temperature, surface manifestations, and precipitation data (similar scope). 
· NOTE: for evaluation purposes, a project is defined as a complete effort performed under a single task order or contract/subcontract. A relevant project is further defined as a government, private sector, or not-for-profit sector contract, task order, or project, completed with the Offeror fulfilling either the role of prime contractor or subcontractor, for work that is directly related to geothermal hot springs monitoring and analysis of the collected data. 
· Offeror clearly states the relationship of: (a) the project presented as an example, to: (b) the work described in this solicitation. The entirety of the example presented by the Offeror is contained with the specified form (PBQ), within Volume II).
· Additional Past Performance findings of the Government, if any are acceptable; see NOTE below. 
NOTE: Government reserves the right to fact-check or confirm the information provided for the Project Example, with regard to Factor 1. Additionally, evaluation may include a review of reports in the Past Performance Information Retrieval System (PPIRS). This system contains report from federal agencies on past performance of contractors. If no reports are found for the Offeror in PPIRS, an absence of reports will not figure adversely into the evaluation of the past performance. If one or more reports are found in PPIRS, the findings will be considered in the evaluation of past performance, to the extent that the rating(s) and/or other content of the report has bearing on the subject matter, scope, level of difficulty and need for consistency pertinent to CHS Monitoring, Analysis, and Reporting. Use of PPIRS for past performance indicators is in accordance with FAR 13.106-2 (b) (3). Additionally, the Contracting Officer may incorporate any other reasonable basis for evaluation of past performance. The PPIRS website is available on the Internet at: https://www.ppirs.gov 

Factor 2: Key Personnel  Volume II will be evaluated for the inclusion of at least one current resume for key personnel to perform the work as described in the solicitation.
     Technical Acceptability, Factor 2:
· Inclusion of at least one current resume for key personnel to perform the work as described in the solicitation. At a minimum, the resume of the Principal Investigator( or equivalent position) is presented in Volume II. 
· Content of resume(s) demonstrates: key personnel have experience with analyzing and interpreting geothermal hot springs characteristics and reporting results.
· Content of resume(s) demonstrate: key personnel have the capability to manage work and to meet the requirements specified in the solicitation. 
NOTE: Government reserves the right to fact-check or confirm the information provided for the Project 
Example, with regard to Factor 2.

Factor 3: Price  The Price as provided as the Offeror’s quote will be evaluated for reasonableness.  The Price shall be stated in whole dollars (rounded to whole dollars if subtotals comprising the Price are expressed in dollars and cents and the sum of subtotals requires rounding). The Government will use Volume I to evaluate the offer for award purposes by adding the price proposed for CLIN 0001 with the price proposed for each additional CLIN for the option years: CLIN 0002, 0003, 0004, 0005. The summation should equal the Price (in whole dollars) stated by the Offeror as the quote. The Government may determine that the offer is unacceptable if the option pricing is significantly unbalanced, compared to the base year. 

Evaluation of Option(s) 

The evaluation of Price as described above is inclusive of the pricing of four (4) Option Years, as well as the base year, which comprise the (total) Price that constitutes the Offeror’s quote. By including the evaluation of options in purchase order award, the pricing of options will not require evaluation at a later time, prior to exercise of any option(s) in the future. Therefore, the Government will not be required to synopsize an option before exercising it. Information on the possible exercise of options may be found in two (full-text) clauses (see 16.0 below): clauses 52.217-7 and 52.217-9. 


14.0	Notice of award or acceptance of offer
A written notice of award or acceptance of an offer, transmitted by Email or otherwise furnished to the Successful Offeror within the time specified for the offer, shall constitute a purchase order without further action by either party. 
Contract administration data, including invoice instructions, will be provided with award. 

15.0	Additional note regarding this solicitation:  Offerors may submit questions regarding the solicitation, bearing in mind that the earlier a question is submitted, the greater the likelihood that it can be responded to prior to the solicitation closing date and time. The Government provides no guarantee that a question will be answered. All questions answered will be compiled into a Q/A list for posting as an attachment to the Combined Synopsis/Solicitation on NECO/FedBizOpps. The Successful Offeror may be required to sign a statement that the entirety of the Q/A content was viewed or read prior to execution of an award. Submittal of questions shall be via Email only, to the following address: dulce.setterfield@navy.mil

16.0 Clauses 
FAR clause 52.212.5, Contract Terms and Conditions Required To Implement Statutes Or Executive Orders – Commercial Items, applies to this procurement. See other clauses incorporated by reference and also by full text, below. 
CLAUSES INCORPORATED BY REFERENCE
The following FAR/DFARS provisions and clauses apply to this procurement: 
52.219-6			Notice of Total Small Business Set-Aside (NOV 2011) 
52.209-7			Information Regarding Responsibility Matters (FEB 2012)
52.209-9			Updates on Publically Available Information, Regarding Responsibility Matters (FEB 2012)
52.212-1			Instructions to Offerors – Commercial Items (APR 2014).
52.212-3			Offeror Representations and Certifications – Commercial Items (MAY 2014)
52.212-4			Contract Terms and Conditions – Commercial Items (MAY 2014)
52.212-5			Contract Terms and Conditions Required To Implement Statutes Or Executive Orders – Commercial Items (JULY 2014)
252.201-7000		Contracting Officer’s Representative (DEC 1991)
252.232-7003		Payment by Electronic Funds Transfer – Central Contractor Registration (JULY 2013)
252.232-7006 		Wide Area Workflow Payment Instructions (MAY 2013)
CLAUSES INCORPORATED BY FULL TEXT

52.217-7			Option for Increased Quantity—Separately Priced Line Item 

As prescribed in 17.208(e), inset a clause substantially the same as the following: 

OPTION FOR INCREASED QUANTITY – SEPARATELY PRICED LINE ITEM (MAR 1989)

The Government may require the delivery of the numbered line item, identified in the Schedule as an option item, in the quantity and at the price stated in the Schedule. The Contracting Officer may exercise the option by written notice to the Contractor within 60 days of the expiration of the basic award. Delivery of added items shall continue at the same rate that the like items are called for under the contract, unless the parties otherwise agree. 

(End of clause)

52.217-9		Option To Extend the Term of the Contract.

As prescribed in 17.208(g), inset a clause substantially the same as the following: 

OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR  2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days of the expiration of the basic award; provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60 days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause. 

(c) The total duration of this contract, including the exercise of options under this clause, shall not exceed 60 months. 

(End of clause)



SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (AUG 2015)

	(a)  Definitions. As used in this clause—

“Adequate security” means protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to, or modification of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may have occurred.

“Contractor attributional/proprietary information” means information that identifies the contractor(s), whether directly or indirectly, by the grouping of information that can be traced back to the contractor(s) (e.g., program description, facility locations), personally identifiable information, as well as trade secrets, commercial or financial information, or other commercially sensitive information that is not customarily shared outside of the company.

“Contractor information system” means an information system belonging to, or operated by or for, the Contractor.

“Controlled technical information” means technical information with military or space application that is subject to controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term does not include information that is lawfully publicly available without restrictions. 

“Covered contractor information system” means an information system that is owned, or operated by or for, a contractor and that processes, stores, or transmits covered defense information. 

“Covered defense information” means unclassified information that— 

	(i)  Is—

	(A)  Provided to the contractor by or on behalf of DoD in connection with the performance of the contract; or

	(B)  Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract; and

	(ii)  Falls in any of the following categories:

	(A)  Controlled technical information.

	(B)  Critical information (operations security). Specific facts identified through the Operations Security process about friendly intentions, capabilities, and activities vitally needed by adversaries for them to plan and act effectively so as to guarantee failure or unacceptable consequences for friendly mission accomplishment (part of Operations Security process).

	(C)  Export control. Unclassified information concerning certain items, commodities, technology, software, or other information whose export could reasonably be expected to adversely affect the United States national security and nonproliferation objectives. To include dual use items; items identified in export administration regulations, international traffic in arms regulations and munitions list; license applications; and sensitive nuclear technology information.

	(D)  Any other information, marked or otherwise identified in the contract, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies (e.g., privacy, proprietary business information).

“Cyber incident” means actions taken through the use of computer networks that result in an actual or potentially adverse effect on an information system and/or the information residing therein.

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related data for investigative purposes in a manner that maintains the integrity of the data.

“Malicious software” means computer software or firmware intended to perform an unauthorized process that will have adverse impact on the confidentiality, integrity, or availability of an information system. This definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as spyware and some forms of adware.

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which information is recorded, stored, or printed within an information system.

‘‘Operationally critical support’’ means supplies or services designated by the Government as critical for airlift, sealift, intermodal transportation services, or logistical support that is essential to the mobilization, deployment, or sustainment of the Armed Forces in a contingency operation.

“Rapid(ly) report(ing)” means within 72 hours of discovery of any cyber incident. 

“Technical information” means technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013, Rights in Technical Data-Non Commercial Items, regardless of whether or not the clause is incorporated in this solicitation or contract. Examples of technical information include research and engineering data, engineering drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and analyses and related information, and computer software executable code and source code. 

	(b)  Adequate security. The Contractor shall provide adequate security for all covered defense information on all covered contractor information systems that support the performance of work under this contract. To provide adequate security, the Contractor shall—

	(1)  Implement information systems security protections on all covered contractor information systems including, at a minimum—

			(i)  For covered contractor information systems that are part of an Information Technology (IT) service or system operated on behalf of the Government— 

				(A)  Cloud computing services shall be subject to the security requirements specified in the clause 252.239-7010, Cloud Computing Services, of this contract; and 

				(B)  Any other such IT service or system (i.e., other than cloud computing) shall be subject to the security requirements specified elsewhere in this contract; or 

			(ii)  For covered contractor information systems that are not part of an IT service of system operated on behalf of the Government and therefore are not subject to the security requirement specified at paragraph (b)(1)(i) of this clause— 

				(A)  The security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations, http://dx.doi.org/10.6028/NIST.SP.800-171 that is in effect at the time the solicitation is issued or as authorized by the Contracting Officer; or 

				(B)  Alternative but equally effective security measures used to compensate for the inability to satisfy a particular requirement and achieve equivalent protection approved in writing by an authorized representative of the DoD CIO prior to contract award; and 

	(2)  Apply other information systems security measures when the Contractor reasonably determines that information systems security measures, in addition to those identified in paragraph (b)(1) of this clause, may be required to provide adequate security in a dynamic environment based on an assessed risk or vulnerability. 

	(c)  Cyber incident reporting requirement.

	(1)  When the Contractor discovers a cyber incident that affects a covered contractor information system or the covered defense information residing therein, or that affects the contractor’s ability to perform the requirements of the contract that are designated as operationally critical support, the Contractor shall— 

			(i)  Conduct a review for evidence of compromise of covered defense information, including, but not limited to, identifying compromised computers, servers, specific data, and user accounts. This review shall also include analyzing covered contractor information system(s) that were part of the cyber incident, as well as other information systems on the Contractor’s network(s), that may have been accessed as a result of the incident in order to identify compromised covered defense information, or that affect the Contractor’s ability to provide operationally critical support; and 

			(ii)  Rapidly report cyber incidents to DoD at http://dibnet.dod.mil. 

	(2)  Cyber incident report. The cyber incident report shall be treated as information created by or for DoD and shall include, at a minimum, the required elements at http://dibnet.dod.mil. 

	(3)  Medium assurance certificate requirement. In order to report cyber incidents in accordance with this clause, the Contractor or subcontractor shall have or acquire a DoD-approved medium assurance certificate to report cyber incidents. For information on obtaining a DoD-approved medium assurance certificate, see http://iase.disa.mil/pki/eca/certificate.html. 

	(d)  Malicious software. The Contractor or subcontractors that discover and isolate malicious software in connection with a reported cyber incident shall submit the malicious software in accordance with instructions provided by the Contracting Officer.

	(e)  Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and protect images of all known affected information systems identified in paragraph (c)(1)(i) of this clause and all relevant monitoring/packet capture data for at least 90 days from the submission of the cyber incident report to allow DoD to request the media or decline interest.

	(f)  Access to additional information or equipment necessary for forensic analysis. Upon request by DoD, the Contractor shall provide DoD with access to additional information or equipment that is necessary to conduct a forensic analysis.

	(g)  Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer will request that the Contractor provide all of the damage assessment information gathered in accordance with paragraph (e) of this clause.

	(h)  DoD safeguarding and use of contractor attributional/proprietary information. The Government shall protect against the unauthorized use or release of information obtained from the contractor (or derived from information obtained from the contractor) under this clause that includes contractor attributional/proprietary information, including such information submitted in accordance with paragraph (c). To the maximum extent practicable, the Contractor shall identify and mark attributional/proprietary information. In making an authorized release of such information, the Government will implement appropriate procedures to minimize the contractor attributional/proprietary information that is included in such authorized release, seeking to include only that information that is necessary for the authorized purpose(s) for which the information is being released.

	(i)  Use and release of contractor attributional/proprietary information not created by or for DoD. Information that is obtained from the contractor (or derived from information obtained from the contractor) under this clause that is not created by or for DoD is authorized to be released outside of DoD—

	(1)  To entities with missions that may be affected by such information;

	(2)  To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber incidents;

	(3)  To Government entities that conduct counterintelligence or law enforcement investigations;

	(4)  For national security purposes, including cyber situational awareness and defense purposes (including with Defense Industrial Base (DIB) participants in the program at 32CFR 236); or

	(5)  To a support services contractor (“recipient”) that is directly supporting Government activities under a contract that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information. 

	(j)  Use and release of contractor attributional/proprietary information created by or for DoD. Information that is obtained from the contractor (or derived from information obtained from the contractor) under this clause that is created by or for DoD (including the information submitted pursuant to paragraph (c) of this clause) is authorized to be used and released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and for any other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy based restrictions on the Government’s use and release of such information.

	(k)  The Contractor shall conduct activities under this clause in accordance with applicable laws and regulations on the interception, monitoring, access, use, and disclosure of electronic communications and data.

	(l)  Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting required by this clause in no way abrogates the Contractor’s responsibility for other safeguarding or cyber incident reporting pertaining to its unclassified information systems as required by other applicable clauses of this contract, or as a result of other applicable U.S. Government statutory or regulatory requirements.

	(m)  Subcontracts. The Contractor shall—

	(1)  Include the substance of this clause, including this paragraph (m), in all subcontracts, including subcontracts for commercial items; and

	(2)  Require subcontractors to rapidly report cyber incidents directly to DoD at http://dibnet.dod.mil and the prime Contractor. This includes providing the incident report number, automatically assigned by DoD, to the prime Contractor (or next higher-tier subcontractor) as soon as practicable. 

(End of clause)

[bookmark: 252.204-7013]252.204-7013  Limitations on the Use or Disclosure of Information by Litigation Support Solicitation Offerors.
As prescribed in 204.7403(a), use the following provision. If the solicitation is a request for quotations, the terms “quotation” and “Quoter” may be substituted for “offer” and “Offeror”. 

LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY LITIGATION SUPPORT SOLICITATION OFFERORS (FEB 2014)

	(a)  Definitions. As used in this provision:

“Computer software,” “litigation information,”“litigation support,” “sensitive information,” and “technical data,” are defined in the clause at DFARS 252.204-7014, Limitations on the Use or Disclosure of Information by Litigation Support Contractors. 

	(b)  Limitations on use or disclosure of litigation information. Notwithstanding any other provision of this solicitation, by submission of its offer, the Offeror agrees and acknowledges—

	(1)  That all litigation information will be accessed and used for the sole purpose of providing litigation support;

	(2)  That the Offeror will take all precautions necessary to prevent unauthorized disclosure of litigation information; and

	(3)  That litigation information shall not be used by the Offeror to compete against a third party for Government or nongovernment contracts.

	(c)  Indemnification and creation of third party beneficiary rights. By submission of its offer, the Offeror agrees—

	(1)  To indemnify and hold harmless the Government, its agents, and employees from any claim or liability, including attorneys’ fees, court costs, and expenses, arising out of, or in any way related to, the misuse or unauthorized modification, reproduction, release, performance, display, or disclosure of any litigation information; and

	(2)  That any third party holding proprietary rights or any other legally protectable interest in any litigation information, in addition to any other rights it may have, is a third party beneficiary who shall have a right of direct action against the Offeror, and against any person to whom the Offeror has released or disclosed such data or software, for the unauthorized duplication, release, or disclosure of such information.

	(d)  Offeror employees. By submission of its offer, the Offeror agrees to ensure that its employees are subject to use and nondisclosure obligations consistent with this provision prior to the employees being provided access to or use of any litigation information covered by this provision.

(End of provision)

[bookmark: 252.204-7014]252.204-7014  Limitations on the Use or Disclosure of Information by Litigation Support Contractors.
As prescribed in 204.7403(b), use the following clause: 

LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY LITIGATION SUPPORT CONTRACTORS (FEB 2014)

	(a)  Definitions. As used in this clause:

	“Computer software” means computer programs, source code, source code listings, object code listings, design details, algorithms, processes, flow charts, formulae, and related material that would enable the software to be reproduced, recreated, or recompiled. Computer software does not include computer data bases or computer software documentation.

	“Litigation information” means any information, including sensitive information, that is furnished to the contractor by or on behalf of the Government, or that is generated or obtained by the contractor in the performance of litigation support work under this contract.

	“Litigation support” means administrative, technical, or professional services provided in support of the Government during or in anticipation of litigation.

	"Litigation support contractor" means a contractor (including an expert or technical consultant) providing litigation support under a contract with the Department of Defense that contains this clause. 

	“Sensitive information” means confidential information of a commercial, financial, proprietary, or privileged nature. The term includes technical data and computer software, but does not include information that is lawfully, publicly available without restriction.

	“Technical data” means recorded information, regardless of the form or method of the recording, of a scientific or technical nature (including computer software documentation). The term does not include computer software or data incidental to contract administration, such as financial and/or management information.

	(b)  Limitations on use or disclosure of litigation information. Notwithstanding any other provision of this contract, the Contractor agrees and acknowledges—

	(1)  That all litigation information will be accessed and used for the sole purpose of providing litigation support;

	(2)  That the Contractor will take all precautions necessary to prevent unauthorized disclosure of litigation information;

	(3)  That litigation information shall not be used by the Contractor to compete against a third party for Government or nongovernment contracts; and

	(4)  That violation of paragraph (b)(1),(b)(2), or (b)(3), of this section, is a basis for the Government to terminate this contract.

	(c)  Indemnification and creation of third party beneficiary rights. The Contractor agrees—

	(1)  To indemnify and hold harmless the Government, its agents, and employees from any claim or liability, including attorneys’ fees, court costs, and expenses, arising out of, or in any way related to, the misuse or unauthorized modification, reproduction, release, performance, display, or disclosure of any litigation information; and

	(2)  That any third party holding proprietary rights or any other legally protectable interest in any litigation information, in addition to any other rights it may have, is a third party beneficiary under this contract who shall have a right of direct action against the Contractor, and against any person to whom the Contractor has released or disclosed such data or software, for the unauthorized duplication, release, or disclosure of such information.

	(d)  Contractor employees. The Contractor shall ensure that its employees are subject to use and nondisclosure obligations consistent with this clause prior to the employees being provided access to or use of any litigation information covered by this clause.

	(e)  Flowdown. Include the substance of this clause, including this paragraph (e), in all subcontracts, including subcontracts for commercial items.

(End of clause)

[bookmark: 252.204-7015]252.204-7015  Disclosure of Information to Litigation Support Contractors.
As prescribed in 204.7403(c), use the following clause: 

DISCLOSURE OF INFORMATION TO LITIGATION SUPPORT CONTRACTORS (FEB 2014)

	(a)  Definitions. As used in this clause:

	“Litigation support” means administrative, technical, or professional services provided in support of the Government during or in anticipation of litigation.

	"Litigation support contractor" means a contractor (including an expert or technical consultant) providing litigation support under a contract with the Department of Defense that contains this clause.

	“Sensitive information” means confidential information of a commercial, financial, proprietary, or privileged nature. The term includes technical data and computer software, but does not include information that is lawfully, publicly available without restriction.

	(b)  Authorized disclosure. Notwithstanding any other provision of this solicitation or contract, the Government may disclose to a litigation support contractor, for the sole purpose of litigation support activities, any information, including sensitive information, received--

	(1)  Within or in connection with a quotation or offer; or

	(2)  In the performance of or in connection with a contract.

	(c)  Flowdown. Include the substance of this clause, including this paragraph (c), in all subcontracts, including subcontracts for commercial items.

(End of clause)




