FAR 39.104 Information technology services

When acquiring information technology services, solicitations must not describe any
minimum experience or educational requirement for proposed contractor personnel
unless the contracting officer determines that the needs of the agency—

(a) Cannot be met without that requirement;

Technical Skills: Comprehensive knowledge of various computer operating systems
(Windows, Mac, Linux, i0S, Android, etc.), techniques, requirements and methods,
including systems management software concepts and functions in order to install,
maintain, and repair computer hardware and software.

Education and Certification Requirements:

. Awarded a technical degree in Information Systems or Computer Science
from an accredited college or university,
. “CompTIA Security+”-certified or other acceptable cybersecurity

workforce certifications as required in DoD 5270 at the IAT-2 level*

**If proposed personnel is not IAT Level I, appropriate certification must be obtained
within 6-months of being assigned IA functions. (DoD 8570.01-M, December 19, 2005)

Clearance Eligibility Requirements:

. Eligible for a DoD Common Access Card.



