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Performance Based Statement of Work 
Information Assurance Technical (IAT) Level II
Reissued from RFQ N6227115Q1227

IT Maintenance and Operations for GSOIS/IDCFE Courses and Supporting Systems 
Information Sciences Department
2015-2016
Naval Postgraduate School

1.0 Background/Introduction:

The Naval Postgraduate School (NPS), located in Monterey, California, provides postgraduate education support for the U. S. Navy, other U. S. military branches, and foreign military services.  The Graduate School of Operational and Information Sciences (GSOIS) includes graduate resident programs that blend research within 16 technical curricula and awards Master of Science and doctoral degrees across five academic departments. 

The Information Sciences (IS) Department provides current and relative field experimentation models that support specific operational requirements and internetworking courses that the Information Dominance Corps (IDC) officers (students) attend.  The Information Dominance Center for Excellence (IDCFE) mentors and trains IDC officers throughout the Fleet and supports the Information Sciences Department network labs, all of its curricula including Remote Sensing Intelligence, and field experimentation network integration operations.  

The field experimentation relies upon technical infrastructures that provide connectivity for research. The Information Sciences (IS) Department requires IT maintenance and operations support for the expansion of the IDCFE. Currently, ITACs is not capable of providing the necessary FTE to support this effort that includes field experimentation.

2.0 Scope:

Technical specialist support is needed to implement and maintain the systems and servers, the infrastructure, and the operational resources supporting the IDC. The contractor shall support course lab setup and facilitation, IS/IDC student technical courses, project support, Rythmix and Sakai updates, and Field Experimentation Network Engineer technical support. 

3.0 Tasks:

The contractor shall perform the following tasks:

3.1 Technical Lab and Course Support for the IS Department and the IDCFE:

3.1.1 The contractor shall provide technical connectivity and general technical support and arrangement for the GSOIS/IS/IDCFE networking (LAN/WLAN) courses and Information Dominance Senior Leader Symposium (IDSLS).  

3.1.2 The contractor shall provide organization, scheduling, coordination, and laboratory preparation support for both IS3502 and IS4505 courses.  This will include technical support for classes, laboratories, and projects for both courses.

3.1.3 The contractor shall provide weekly briefings and demonstrations on technical operations and technical initiative recommendations to the IDCFE regarding IDC-related courses, labs, and system updates.

3.1.4 IDCFE Equipment - The contractor shall organize, maintain, and store existing IDCFE equipment and supplies located in Root Hall (NPS); this will include system updates, other maintenance, and security for IDCFE equipment and facilities located in Root Hall.

3.1.5 Maintain a working inventory of technical equipment, supplies, and consumables.   

3.1.6 Course Support: The IDCFE has researched the applicability, provided an organizational understanding, and established units to record lectures and associated speaker content with CISCO layer II/III devices designed to augment course content delivery and hands-on technical labs.  The contractor shall be responsible for A/V recording and editing of the Remote Sensing Intelligence curriculum and course content, and provide a notification of updated content 10 times per week.

3.2 Support Field Experimentation (FX):

3.2.1 The contractor shall configure and provide maintenance for Cisco routers, switches, VPN Concentrator, and wireless access points supporting up to 800 users and 80 concurrent experiments.

3.2.2 The contractor shall provide support for Cursor-On-Target (CoT) server administration, message publishing, subscribing and debugging.

3.2.3 The contractor shall provide visual representation (displays) of CoT tracks via Raptor X and Falcon View applications for an applied common operations picture.

3.2.4 The contractor shall configure Persistent Systems Wave Relay (W/R) mesh and point-to-point access, extend FX network access beyond the airfield, frequency spectrum management, and directly support Air Boss with UAV support for control and video up/down link frequencies.

3.2.5 The contractor shall review field experiment proposals, provided by the NPS Director of Field Experimentation, and provide requirement engineering of those proposals.  This will include determining Quality of Service (QoS) and access control requirements for the network to support all experiments.  Experiments occur on a quarterly basis.


4.0 Deliverables:

The contractor shall be responsible for preparing deliverables in support of the tasks identified in this SOW.

Technical Lab and Course Support for the IS Department and the IDCFE

4.1 Technical lab and course support working report.  Report shall include software updates, equipment configuration changes, and meeting technical requirements

	4.1.1 IS3502 and IS4505 support details
	4.1.2 IDC-related courses, labs, and system update details 

4.2 Working inventory and equipment storage maintenance 

4.3 Provide a notification of updated content of Remote Sensing Intelligence curriculum and course content support 

4.4 Recorded and edited of the Remote Sensing Intelligence curriculum and course content

Support Field Experimentation 

4.5 Configured, maintained, and updated to NPS Field Experimentation technical equipment and systems 

4.6 Quality of Service and Access Control white paper that is specific to each field experiment proposed













Performance Work Summary 
	Task
	Deliverable
	What Will be Inspected
	Acceptable Quality Level (AQL)
	Method
	Frequency

	3.1
3.1.1
3.1.2

	4.1
4.1.2

	Configuration, integration, and maintenance of IS and IDCFE course and lab audio/visual/digital components along with lab equipment 
	Available, reliable, and up-to-date systems that deliver online course content and lab requirements to students
	Random Sampling of working order 
	Continuous through period of performance 

	3.1
	4.1.1
4.1.2
	Organization of Government provided relevant and applicable projects that support IDC officer technical training requirements and IS courses
	Operational presence within IDCFE to coordinate and support relevant seminars, short courses, and programs
	Personal observation at NPS by TPOC
	Continuous through period of performance 

	3.1
3.1.4
3.1.5
	4.2
	Working  inventory and storage maintained 
	Accurate and Complete 
	Random Sampling 
	Continuous through period of performance

	3.1
3.1.3
	4.3
	Briefing of Remote Sensing Intelligence curriculum



	Professional and Action Oriented 


	Personal observation at NPS by TPOC
	Weekly 

	3.1.6
	4.4
	Recorded and Edited of the Remote Sensing Intelligence curriculum and course content 
	Accurate and Complete 
	Random Sampling 
	

	3.2 
3.2.1
3.2.2
3.2.3
3.2.4
	4.5
	Configured, maintained, and updated to NPS Field Experimentation technical equipment and systems
	Available, reliable, and up-to-date systems that provide network availability to associated research projects
	Random Sampling of working order
	Continuous through period of performance

	3.2
3.2.5
	4.6
	Quality of Service and Access Control white paper
	Academic Quality 
	100% Inspection 
	Once during POP 



The surveillance method for the deliverables listed above will be personal observation at NPS.  If performance falls below the AQL defined above, the Contracting Officer’s Representative (COR) shall document the instance(s), coordinate with the Contracting Officer and advise the Contractor.  The Contractor will be requested to review the documentation and provide a written response on how performance will be corrected in the future.  Re-performance of any work for failure to perform in accordance with the specified AQL or task requirement shall be completed at the Contractor’s own expense and at no additional cost to the Government.

5.0 Minimum Technical Skill Requirements:

· CISCO Layer II/III devices including Wireless Access Points.  Remote access over GIG Ethernet provided by NPS Information Technology (IT) Infrastructure.
· Windows XP, 7, and Macintosh operating systems.  Windows/Linux Servers using 32- and 64-bit applications.  Web-based training content utilization provided by NPS IT Web Services.
· TANDBERG ISDN VTC operations – connection provided by NPS Telephony.  Creston, Clear One, and Mediapoint Audio/Visual operations.
· Motion Tablet technologies utilizing Public Key Infrastructure with encryption and 802.11x wireless solutions.
· Sonic Foundry Mediasite audio/video digital recording, editing, storage, and accessibility.
· Must have a minimum of 10 years’ experience in network operations and security.
· Adept at quickly troubleshooting and engineering solutions on CISCO Layer II/III and wireless devices; project management and system design, audio/visual (AV) content management including VTC coordination and solving connectivity issues. 
· This position has been determined to be Position Sensitivity of "Non-Critical Sensitive".  The contractor shall ensure the personnel filling this position have a current background check in JPAS covering the entire term of this contract.
· This Position has been determined to be Information Assurance Technical (IAT) Level II. The contractor shall provide evidence the personnel filling this position have a current Security+ (or approved equivalent as determined within the approved IA baseline certification table on the DISA IASE website -http://iase.disa.mil/iawip/Pages/index.aspx) , and it shall be maintained for the entire term of this contract.
	- Security+ (or approved equivalent as determined within the approved IA baseline certification table on the DISA 	IASE website -http://iase.disa.mil/iawip/Pages/index.aspx) must be completed before the start of Period of 	Performance of the requirement.  
	-Proof of anticipated completed is required to be submitted with the Vol. I – Technical submission


6.0 Period of Performance:  23 July 2015 – 22 July 2016

7.0 Place of Performance:

The work will be performed within the IDCFE, GSOIS/IS laboratories/classrooms at NPS in Monterey, California, and at the Field Experimentation site at Camp Roberts, California.  Office space in Root Hall on the NPS campus will be provided.

8.0 Work Week and Hours of Operation:

The Contractor shall provide services during normal working hours excluding federal holidays. Normal working hours are 0730-1630, Monday through Friday, unless requirements dictate otherwise. Exceptions can be permitted by the COR upon request and at the COR’s discretion.

Work required on-site at NPS shall be performed by the Contractor, as required.

Following is a list of holidays observed by the Government.

Name of Holiday				Time of Observance
New Year’s Day		 		1 January
	Martin Luther King Jr. Day		Third Monday in January
	President's Day				Third Monday in February
	Memorial Day				Last Monday in May
	Independence Day 			4 July
	Labor Day					First Monday in September 
	Columbus Day				Second Monday in October
	Veteran's Day				11 November
	Thanksgiving Day				Fourth Thursday in November
	Christmas Day				25 December

If any of the above holidays occur on a Saturday or a Sunday, then such holiday shall be observed by the Contractor in accordance with the practice as observed by the assigned Government employees at the using activity

9.0 Government Furnished Property:

The government shall provide appropriate office space, supplies and equipment to perform tasks at NPS. Inventory will include monitors, computers, switches, routers, tablets, printers, televisions, projectors, and camcorders.  Software access will include NPS Standard Enterprise Applications (Sakai, Rythmix, JIRA, Microsoft Office), CISCO VPN, Raptor X, and Falcon View. Any Government-provided property and information shall be used for official Government business only.  Any applicable documents that are authorized for use in performance of these services shall be provided, in accordance with security and contract terms and conditions.  

10.0   Travel:

No travel is anticipated.  Travel must be in accordance with the Joint Travel Regulations.   

11.0   Classification:

Unclassified.  No security clearance required. U.S. citizenship is required.
This position has been determined to be Position Sensitivity of "Non-Critical Sensitive".  The contractor shall ensure the personnel filling this position have a current background check in JPAS covering the entire term of this contract.
This Position has been determined to be Information Assurance Technical (IAT) Level II. The contractor shall provide evidence the personnel filling this position have a current Security+ (or approved equivalent as determined within the approved IA baseline certification table on the DISA IASE website -http://iase.disa.mil/iawip/Pages/index.aspx) , and it shall be maintained for the entire term of this contract.

11.1  Privacy Act Statement 

“Pursuant to Title 5 United States Code 552a(m)(l), the contractor and all employees of the contractor working under this contract are required to comply with the requirements of 5 U.S.C. 552a (“The Privacy Act of 1974”).”

11.2  Contractor Identification 

In accordance with DFAR 211.106, there shall be a clear distinction between Government employees and service contractor employees.  Service contractor employees shall identify themselves as contractor personnel by introducing themselves or being introduced as contractor personnel and displaying distinguishing badges or other visible identification for meetings with Government personnel.  In addition, contractor personnel shall appropriately identify themselves as contractor employees in telephone conversations and in formal and informal written correspondence.

12  Non-Personal Services Statement: 

Contractor employees performing services under this order will be controlled, directed, and supervised at all times by management personnel of the contractor.  Contractor management will insure that employees properly comply with the performance work standards outlined in the SOW.  Contractor employees will perform their duties independent of, and without the supervision of, any Government official or other Defense Contractor.  The tasks, duties, and responsibilities set forth in the task order may not be interpreted or implemented in any manner that results in any contractor employee creating or modifying Federal policy, obligating the appropriated funds of the United States Government, overseeing the work of Federal employees, or otherwise violating the prohibitions set forth in Parts 7.5 and 37.1 of the Federal Acquisition Regulation (FAR).  The Government will control access to the facility and will perform the inspection and acceptance of the completed work.

13  Invoice Schedule: 

Contractor may invoice monthly in arrears.

Invoices shall be submitted once a month for services rendered and travel performed during the previous month.  All invoices need to be submitted electronically via WAWF.  Hard copy invoices cannot be accepted.  Only one invoice may be submitted per month.  Invoices must identify the invoicing period.  If charges against more than one line item have occurred during the invoicing period, all charges must be combined into one invoice.  If invoicing against travel, the invoice must contain a summary detailing the charges as well as an attachment of supporting documentation.  The contractor’s failure to include the necessary information or a more frequent invoice submission than authorized will result in invoices being rejected.
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