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Request for Quote N62271-15-Q-1320 A00002

***The purpose of this amendment is to provide clarifications to the course length and lecture and lab hours; And, to extend the submission due date to 5:00 PM PT Friday, 04 September 2015.***

Q1: The period of performance is listed as 9/20/2015 thru 1/1/2016. What are the scheduled hours for the actual course? Is it one week (40 hours)? Is it weekly thru the entire period of performance? Is the course just lecture or lecture and lab? If it is the latter, what is the scheduled split of lecture and lab? 

R1: Lectures are 1x a week for the period of performance at NSA in MD. There is a lecture and lab component.  Students normally complete labs independently.  Lectures are usually 2-3 hours 1x a week. The contractor can choose the day of the week they'd like to teach but it must be Monday - Friday between the hours of 0900-1600. The total estimated level of effort is 256 hours.
[bookmark: _GoBack]

This Request for Quote (RFQ), N62271-15-Q-1320, for the Naval Postgraduate School (NPS) is prepared in accordance with the format in FAR 13 and supplemented with additional information included in this notice. This acquisition is set-aside 100% for small business. This RFQ intends to result in a Firm Fixed Price (FFP) Purchase Order. The NAICS associated with this purchase is 541519, with a small business size standard of $27,500,000.00. Method of payment will be via Wide Area Work Flow (WAWF).

The mission of the Naval Postgraduate School (NPS) is to provide high-quality, relevant, and unique advanced education and research programs that increase the combat effectiveness of the naval services and other armed forces of the United States and its partners, to enhance national security.  In order to fulfill this mission, the Cyber Academic Group (CAG) requires the ability to deliver CS4648: Advanced Cyber Munitions to the National Security Agency (NSA).  The course is part of a core course sequence that NPS teaches on site at NSA.  Although NPS classifies this course as a distance-learning (DL) course, it needs to be taught on site at NSA in Fort Meade, Maryland.  NSA is a top-secret facility and requires all personnel to be cleared at the TS/SCI level. 

While discussions are not anticipated, the Government reserves the right to do so. Award will be Firm-Fixed Price (FFP) for the services detailed in the accompanying SOW. Travel is NOT anticipated.

The period of performance is from 20 September 2015 through 01 January 2016.

INSTRUCTIONS FOR SUBMISSION OF QUOTATIONS:

Contractor’s proposal shall be valid for thirty (30) days and include Volume 1, and 2. Each document should contain the following language on every page: SOURCE SELECTION SENSITIVE - SEE FAR PART 2.101 AND 3.104.

Volume I - Technical Submission
· Volume 1 shall include the offeror’s name and letter(s) of commitment.
· Submission of applicable resumes (Key Personnel Qualifications) that address section 5.0 of the SOW.
· Past performance information.
· The vendor’s technical submission shall address the following factors in accordance with the Statement of Work included in this RFQ to be considered for award: 

A. Contractors Management Structure in support of the requirement (10 page limit) 
B. Confirmation that the Contractor will supply a Non-Disclosure Agreement upon award 
C. Signed Letter of Candidate Commitment
D. Resume addressing Candidate Minimum Technical Criteria referenced in SOW
Key Personnel Qualifications - Resume  (3 page limit)
· name/title/category
· skills/qualifications
· references maybe asked for upon request
E. Past Performance
F. Completed DD 254 – Contract Security Classification Specification

1. No more than three pages for each resume. 

2. Resume shall have the name, title and category of the person on the cover but not within the resume. (3 page limit, not to include cover sheet); 

3. Past performance does not count for the page limit. Submit one page, maximum, for each contract; submit a maximum of three contracts; use the attached form. The asterisk serve as bullets only, they have no other significance. If the vendor received any awards for outstanding work, coming in under budget, saving the Government money, etc., on the cited award, those should be listed here. If corrective action was required to bring the vendor into compliance with the terms and conditions of the cited award, those should be listed here.

Volume II – Price Submission - vendors shall provide a proposed schedule of services/supplies with associated prices. Table provided below.

1. Submitted in MS Word and / or Excel format; PDF is not acceptable. No page limitation.
2. Each page labeled with Contractor’s name and pages numbered in the following format: page ___ of ___.

	CLIN
	DESCRIPTION
	QTY
	UNIT OF ISSUE
	UNIT AMOUNT
	Amount Obligated

	
	
	
	
	
	

	0001
	Course Delivery
CS4648: Advanced Cyber Munitions Course Delivery
Estimated Period of Performance: 09/20/2015 – 01/01/2016
Firm Fixed Price
Estimated Level of Effort: 256 Hours
	1
	EACH
	
	

	

	TOTAL PRICE:
	

	For informational Purposes:                                                                                                                               Total Amount: 
Labor Category:  
Estimated Labor Hours:




EVALUATION FACTORS:  

Volume I, Technical Submission:

A Technically Acceptable/Low Price source selection will be conducted. The Order resulting from this RFQ, if any, will be issued to the proposal conforming to the RFQ considering the evaluation criteria listed. Ratings of Pass / Fail will be used as evaluation standards.

Minimum Technical Requirements of Contractor:

· Must have at least a Master’s degree in Computer Science or Cyber Security; a Ph.D. is preferred.
· Minimum of five years of technical expertise in computer or cyber security specifically working with Cyber Munitions and Cyber Warfare.
· “working with” is defined as a hands-on project or research performance, not program management or theoretical research.
· Technical expertise in computer network operations, computer forensics, and reverse engineering.
· Technical expertise is shown by a minimum of five years working with or researching the areas stated above.  “Working with” is defined as a hands-on project or research performance, not program management or theoretical research.
 

Volume II – Price Submission:

Cautionary Note
Offerors are advised that a proposal containing an unrealistically low price will be deemed indicative of a lack of technical understanding or a failure to comprehend the complexity and risks of the contract requirements and consequently may make the proposal unacceptable.

Price evaluation includes no sub factors. Vendor category, rate and # hours to perform the task will be evaluated for reasonableness. 


ACQUISITION TIMELINE:

Quotes Due: No later than 5:00 PM PT Friday, 04 September 2015.

The vendor shall submit one email containing Volumes I and II as two separate documents.

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]NPS POINTS OF CONTACT: 

Robert B Gallagher
Contract Specialist
831-656-7853
rbgallag@nps.edu 


STATEMENT OF WORK:

CS4648 Advanced Cyber Munitions Course Delivery
Cyber Academic Group
Naval Postgraduate School

1.0 Background/Introduction: 
The mission of the Naval Postgraduate School (NPS) is to provide high-quality, relevant, and unique advanced education and research programs that increase the combat effectiveness of the naval services and other armed forces of the United States and its partners, to enhance national security.  In order to fulfill this mission, the Cyber Academic Group (CAG) requires the ability to deliver CS4648: Advanced Cyber Munitions to the National Security Agency (NSA).  The course is part of a core course sequence that NPS teaches on site at NSA.  Although NPS classifies this course as a distance-learning (DL) course, it needs to be taught on site at NSA in Fort Meade, Maryland.  NSA is a top-secret facility and requires all personnel to be cleared at the TS/SCI level. 

Course Description:
This course will explore how malware is constructed through the analysis of existing malware. Techniques to provide attribution to malware will be explored. Topics include: malware obfuscation, insertion, dynamic updates, encryption and key management, and the use of malware to drive covert channels. The construction and operation of malware such as large scale distributed Botnets will be used in case studies. Note: This course and its associated course materials are classified at the TS/SCI level.

2.0 Scope: 
The CAG is seeking an experienced instructor to update and deliver course CS4648 to the NSA in the Fall Quarter of Academic Year 2016.

3.0 Tasks: 
The contractor shall perform the following task(s):

3.1  Update the existing government-provided course syllabus and provide a copy to the Technical Point of Contact (TPOC) by the end of the first week of the course. 
3.2 Update the existing government-provided course materials. An update of CS4648 course materials will be needed while the course is being delivered.  Updating some lecture and reading material to highlight new developments in the subject area.  Updated materials should be provided via a TS/SCI computer system to students or printed out for access at NSA on the first day of class.
3.3 Deliver CS4648 via weekly lectures at the NSA Associate Directorate for Education and Training (ADET).
3.4 Hold office hours at the NSA ADET for two hours weekly during the length of the course.
3.5 Proctor exams.
3.6 Review course assignments (reading, projects, exams, quizzes, and any other assigned work) and update as necessary.
3.7 Grade all assigned work and provide course grades to the TPOC upon completion of course.
3.8 Give all course materials to the TPOC upon completion of the course.

4.0 Deliverables: 

The contractor shall be responsible for providing the following deliverables:

4.1 Deliver CS4648 to NSA ADET
4.2 Updated Syllabus
4.3 Updated course materials(lecture notes, supplemental readings, PowerPoints presentations upon course completion 
4.4 Updated course assignments
4.5 Copy of all course grades

Performance Measurement - Quality Assurance Plan 

	Task
	Deliverable that will be inspected
	Acceptable Quality Level (AQL)
	Inspection Method
	Frequency

	3.1
	Updated syllabus
	The syllabus needs to have overall course learning objectives, a break down of lecture topics by week, all course assignments stated, and due dates of all course assignments.
	100% Inspection 
	One time per period of performance

	3.2
	Updated course materials
	Update appropriate PowerPoint presentations and other lecture materials to conduct class and update supplemental reading materials that meet the course objectives.

Course materials must be given to the TPOC upon course completion.
	100% Inspection 
	One time per period of performance

	3.2
	Update homework assignments and/or projects
	Graduate Academic Level
	100% Inspection via a monthly telecom to confirm homework updates
	As developed

	3.3
	Deliver CS4648
	Hold weekly lectures at the NSA ADET
	Weekly telecom to confirm lectures
	Weekly

	3.6
	Review course assignments
	Graduate Academic Level
	100% Inspection via weekly telecoms 
	As developed

	3.7
	Grade all assigned work and provide course grades to the TPOC
	Graduate Academic Level
	100% Inspection via weekly telecoms 
	As developed



If performance falls below the AQL defined above, the Contracting Officer’s Representative (COR) shall document the instance(s), coordinate with the Contracting Officer and advise the Contractor.  The Contractor will be requested to review the documentation and provide a written response on how performance will be corrected in the future.  Re-performance of any work for failure to perform in accordance with the specified AQL or task requirement shall be completed at the Contractor’s own expense and at no additional cost to the Government.

5.0 Minimum Technical Requirements: 
· Must have at least a Master’s degree in Computer Science or Cyber Security; a Ph.D. is preferred.
· Minimum of five years of technical expertise in computer or cyber security specifically working with Cyber Munitions and Cyber Warfare.
· “working with” is defined as a hands-on project or research performance, not program management or theoretical research.
· Technical expertise in computer network operations, computer forensics, and reverse engineering.
· Technical expertise is shown by a minimum of five years working with or researching the areas stated above.  “Working with” is defined as a hands-on project or research performance, not program management or theoretical research.

6.0 Period of Performance: 
September 20, 2015 to January 1, 2016.

7.0 Place of Performance: 
At the NSA ADET at Fort Meade, Maryland. The TPOC will be traveling to NSA three times a quarter to provide oversight.

8.0 Government Furnished Property: 
NSA has dedicated office and classroom space at their facility for the contractor’s use. 

9.0 Work Week and Hours of Operation:
The Contractor shall provide services during normal working hours excluding federal holidays. Normal working hours are 0730-1630, Monday through Friday, unless requirements dictate otherwise. Exceptions can be permitted by the COR upon request and at the COR’s discretion.

Following is a list of holidays observed by the Government.   

Name of Holiday				Time of Observance
New Year’s Day		 		1 January
	Martin Luther King Jr. Day		Third Monday in January
	President's Day				Third Monday in February
	Memorial Day				Last Monday in May
	Independence Day 			4 July
	Labor Day					First Monday in September 
	Columbus Day				Second Monday in October
	Veteran's Day				11 November
	Thanksgiving Day				Fourth Thursday in November
	Christmas Day				25 December

If any of the above holidays occur on a Saturday or a Sunday, then such holiday shall be observed by the Contractor in accordance with the practice as observed by the assigned Government employees at the using activity

10.0  Travel: 

Travel will be in accordance with the Joint Travel Regulations (JTR) and will be reimbursed by the government on an as-incurred basis.  No Travel is expected.

	Associated Task 
	From/To Travel Location 
	Duration of Trip 
	How Many Travelers

	
	
	
	

	
	
	
	



11.0  Security Requirements: 

The place of performance NSA ADET is a TS/SCI facility.  All personnel must be cleared at the TS/SCI level.
The subject matter of Advanced Cyber Munitions is also considered classified at the TS/SCI level and the person teaching the course must be cleared at the TS/SCI level to gain access to course materials. 

Contractor personnel performing work under this contract must have a TS/SCI clearance at the time of the proposal submission, and must maintain that level of security clearance for the life of the contract.  The security requirements are in accordance with the attached DD254.  Contractor key personnel must be U.S. citizens or possess a Secretary of the Navy waiver. 

12.0  Privacy Act Statement: 

“Pursuant to Title 5 United States Code 552a(m)(l), the contractor and all employees of the contractor working under this contract are required to comply with the requirements of 5 U.S.C. 552a (“The Privacy Act of 1974”).”  

13.0  Identification of Contractor Employees: 

In accordance with DFAR 211.106, there shall be a clear distinction between Government employees and service contractor employees.  Service contractor employees shall identify themselves as contractor personnel by introducing themselves or being introduced as contractor personnel.  Contractor personnel will be required to obtain and wear badges or other visible identification for meetings with Government personnel to provide a clear distinction between service contractor employees and Government personnel. In addition, contractor personnel shall appropriately identify themselves as contractor employees in telephone conversations and in formal and informal written correspondence.  They must also ensure that all documents or reports produced by contractors are suitably marked as contractor products or that contractor participation is appropriately disclosed. 

14.0  Non-Personal Services Statement: 

Contractor employees performing services under this order will be controlled, directed, and supervised at all times by management personnel of the contractor.  Contractor management will insure that employees properly comply with the performance work standards outlined in the SOW.  Contractor employees will perform their duties independent of, and without the supervision of, any Government official or other Defense Contractor.  The tasks, duties, and responsibilities set forth in the task order may not be interpreted or implemented in any manner that results in any contractor employee creating or modifying Federal policy, obligating the appropriated funds of the United States Government, overseeing the work of Federal employees, or otherwise violating the prohibitions set forth in Parts 7.5 and 37.1 of the Federal Acquisition Regulation (FAR).  The Government will control access to the facility and will perform the inspection and acceptance of the completed work.


PROVISIONS AND CLAUSES:

The following provisions and clauses apply to this acquisition and will be incorporated into any resultant purchase order.  
	52.202-1
	Definitions
	(JAN 2012)

	52.203-16
	Preventing Personal Conflicts of Interest
	(DEC 2011)

	52.204-7
	System for Award Management 
	(JUL 2013)

	52.204-10
	Reporting Executive compensation and First-Tier Subcontract Awards
	(AUG 2012)

	52.204-19
	Incorporation by Reference of Representations and Certifications
	(DEC 2014)

	52.209-6
	Protecting the Government’ Interest When Subcontracting with Contractors Debarred, Suspended, or Proposed for Debarment 
	(DEC 2010)

	52.212-1
	Instructions to Offerors-Commercial Items
	(FEB 2012)

	52.212-2
	Evaluation—Commercial Items
	(OCT 2014)

	52.212-3
	Offeror Representations and Certifications Commercial Items Alt I
	(DEC 2012)

	52.212-4
	Contract Terms and Conditions - Commercial Items
	(JUN 2013)

	52.212-5
	Contract Terms and Conditions Required to Implement Statutes or Executive Orders-Commercial Items
	(JAN 2013)

	52.219-28
	Post-Award Small Business Program Representation 
	(JUL 2013)

	52.222-3
	Convict Labor
	(JUN 2003)

	52.222-19
	Child Labor—Cooperation with Authorities and Remedies 
	(MAR 2012)

	52.222-21
	Prohibition of Segregated Facilities
	(FEB 1999)

	52.222-26
	Equal Opportunity
	(MAR 2007)

	52.222-35
	Equal Opportunity for Veterans (>$150K)
	(SEP 2010)

	52.222-36
	Equal Opportunity for Workers with Disabilities
	(JUL 2014)

	52.222-37
	Employment Reports on Veterans (>$150K)
	(SEP 2010)

	52.222-50
	Combating Trafficking in Persons
	(FEB 2009)

	52.223-3
	Hazardous Material Identification and Material Safety Data
	(JAN 1997)

	52.223-18
	Encouraging Contractor Policies to Ban Text Messaging while Driving 
	(AUG 2011)

	52.224-1
	Privacy Act Notification
	(APR 1984)

	52.224-2
	Privacy Act
	(APR 1984)

	52.225-13
	Restrictions on Certain Foreign Purchases
	(JUN 2008)

	52.232-33
	Payment by Electronic Funds Transfer—Central Contractor Registration
	(OCT. 2003)

	52.232-39
	Unenforceability of Unauthorized Obligations
	(JUN 2013)

	52.233-3
	Protest After Award 
	(AUG 1996)

	52.233-4
	Applicable Law for Breach of Contract Claim 
	(OCT 2004)

	52.243-7
	Notification of Changes
	(APR 1984)

	52.245-1
	Government Property
	(APR 2012)

	52.252-1
	Solicitation Provisions Incorporated by Reference), http://farsite.hill.af.mil/ and www.acq.osd.mil
	(FEB 1998)

	52.252-2
	Clauses Incorporated by Reference http://farsite.hill.af.mil/ and www.acq.osd.mil
	(FEB 1998)

	52.252-3
	Alterations in Solicitation
	(APR 1984)




The following DFARS provisions and clauses apply to this acquisition and are incorporated by reference.  If the offeror has completed any of the following provisions listed in this paragraph 
electronically as part of its annual representations and certifications at https://www.acquisition.gov, the offeror they are to indicated in the submitted quote, there is no need to complete these provisions again for a this solicitation.

	252.203-7000
	Requirements Relating to Compensation of Former DoD Officials
	[bookmark: BM252203](SEP 2011)

	525.203-7002
	Requirement to Inform Employees of Whistleblower Rights
	(SEP 2013)

	252.203-7005
	Representation Relating to Compensation of Former DoD Officials
	(NOV 2011)

	252.204-7003
	[bookmark: BM252204]Control Of Government Personnel Work Product
	(APR 1992)

	252.204-7004
	Alternate A, System For Award Management
	(MAY 2013)

	252.215-7007
	Notice of Intent to Resolicit
	(JUN 2012)

	252.215-7008
	Only One Offer
	(JUN 2012)

	252.223-7001
	Hazardous Warning Labels
	(DEC 1991)

	252.223-7008
	Prohibition of Hexavalent Chromium
	(JUN 2013)

	252.225-7000
	Buy American—Balance of Payments Program Certificate
	(JUN 2012)

	252.225-7001
	Buy American and Balance of Payments Program
	(DEC 2012

	252.225-7048
	Export – Controlled Items
	(JUN 2013)

	252.232-7003
	Electronic Submission Of Payment Requests And Receiving Reports
	(JUN 2012)

	252.232-7006
	Wide Area Workflow Payment Instructions
	(JUN 2012)

	252.232-7010
	Levies on Contract Payments
	(DEC 2006)

	252.232-7003
	Electronic Submission of Payment Requests and Receiving Reports
	[bookmark: BM252232](JUN 2012)

	252.244-7000
	Subcontracts for Commercial Items
	(JUN 2013)

	252.247-7023
	Transportation of Supplies by Sea
	(MAY 2002)



Paperless Contracting:
All contractual documents (i.e. contracts, purchase orders, task orders, delivery orders and modifications) related to the instant procurement are considered to be "issued" by the government when copies are either deposited in the mail, transmitted by facsimile, or sent by other electronic commerce methods, such as email.  The government's acceptance of the contractor's proposal constitutes bilateral agreement to "issue" contractual documents as detailed herein.
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