AMENDMENT 0001 Combined Synopsis/Solicitation
aMENMENT 0001 pERFORMANCE BASED STATEMENT OF WORK ATTACHED 
This is a COMBINED SYNOPSIS/SOLICITATION for commercial items prepared in accordance with the information in FAR Part 13, Simplified Acquisition Procedures, and as supplemented with additional information included in this notice. This announcement constitutes the only solicitation on FedBizOpps; quotes are being requested and a written solicitation will not be issued. 

Solicitation [image: image1.wmf]

N6227116Q1220

 is issued as a request for quotation (RFQ). 

The scope of this effort is to provide support services NPS Physics Department manages 2 Wave Glider SV2 systems as referenced in the attached Performance Based Statement of Work (SOW).  Each of these systems utilizes a towed underwater acoustic modem (Teledyne-Benthos) integrated into its tow platform for underwater communications with systems utilizing compatible modems.  The software that is utilized by the Littoral Glider systems was developed and is not Commercial Off the Shelf (COTS).  This software supports the integration of compatible underwater acoustic modems onto the Littoral Glider systems utilizing the previous higher-power science computer.

While discussions are not anticipated, the Government reserves the right to do so. Award will be Firm-Fixed Price (FFP) for the services detailed in the accompanying Statement of Work (SOW). Travel is NOT anticipated.

The solicitation document and incorporated provisions and clauses are those in effect through Federal Acquisition Circular 2005-69, effective August 1, 2013 and DFARS Change Notice 20130909. 

This requirement is to a total small business set aside
	NAICS code
	541330 Research 

	Small business size standard
	$15,000,000.00


Proposal Submissions:  Quotes are due  [image: image2.wmf]

7/28/2016

, at 12:00 p.m. [image: image3.wmf]

PST


Quotes must be valid for 30 days. No facsimile quotes will be accepted. All quotes must be clearly marked with the RFQ Number.  Contractors are responsible for verifying receipt of their proposals to this office before offer due date and time.

DEADLINE FOR RFQ QUESTIONS: All questions regarding this requirement shall be submitted electronically to Ms. Jennifer Lee (primary), email: jllee@nps.edu no later than [image: image4.wmf]

7/13/2016

 at 1500 PST to allow adequate time to prepare a response.

Email is the preferred method of submission.  Quotes, together with the signed amendment(s), if applicable, must be submitted electronically to [image: image5.wmf]

jllee@nps.edu 

.
A successful bidder will have current employees with requisite clearance level or contingency hires with a signed letter of commitment (included in submission) and the requisite clearance level.
A successful bidder will have current employees with requisite clearance level or contingency hires with a signed letter of commitment (included in submission) and the requisite clearance level.


Security Level – Secret Classification Required. US Citizenship of Supporting Contractor Candidates is required 

NOTE: Personnel proposed are considered key personnel for purposes of clause SUP 5252.237-9400 - Substitution or Addition of Personnel (JAN 1992).The candidates proposed SHALL be the candidates performing the work. ALL substitutions shall be reviewed by the Technical Point of Contact (TPOC) and approved by the Contracting Officer; approval is required BEFORE substitution.

ADDENDUM TO 52.212-1 Instructions to Offerors Commercial Items
INSTRUCTIONS FOR SUBMISSION OF QUOTATIONS:

Contractor’s proposal shall be valid for thirty (30) days and include Volume 1, and 2. Each document should contain the following language on every page: SOURCE SELECTION SENSITIVE - SEE FAR PART 2.101 AND 3.104.

Volume I - Technical Submission – 15 pages maximum
· The vendor’s technical submission shall address the following factors in accordance with the Statement of Work included in this RFQ to be considered for award: 

A. Contractors Corporate Experience to accomplish the requirement as stated in the SOW. 
B. Contractors Management Structure in support of the requirement including transition plan details
C. Key Personnel Qualifications - Resume to address section 5.0 of the SOW 
· name/title/category

· skills/qualifications

· references maybe asked for upon request
· signed letter of commitment 
D. Past Performance
1. No more than three pages for each resume. MS Word and / or Excel format. PDF is not acceptable, except for the past performance form.

2. Resume shall have the name, title and category of the person on the cover but not within the resume. (3 page limit, not to include cover sheet); Vendors are free to provide a cross reference from the Government’s labor category to the vendor’s labor category.
3. Past performance does not count for the page limit. Submit one page, maximum, for each contract; submit a maximum of three contracts; use the attached form. The asterisk serve as bullets only, they have no other significance. If the vendor received any awards for outstanding work, coming in under budget, saving the Government money, etc., on the cited award, those should be listed here. If corrective action was required to bring the vendor into compliance with the terms and conditions of the cited award, those should be listed here.
Volume II – Price Submission - 3 pages maximum  
Vendors shall provide a proposed schedule of services/supplies with associated prices. Table provided below.
1. Vendors shall provide a proposed schedule of services indicating the associated category, Hourly rates (fully burdened) and proposed hours.

2. Submitted in MS Word and / or Excel format; PDF is not acceptable. No page limitation.

3. Each page labeled with Contractor’s name and pages numbered in the following format: page ___ of ___.

The hours and Level of Effort below are for ESTIMATION purposes ONLY; they will NOT be part of the award.
Volume II – Price Schedule Submission - vendors shall provide a proposed schedule of services/supplies with associated prices. Table provided below.  Vendors shall provide a proposed schedule of services indicating the associated category, Hourly rates (fully burdened) and proposed hours.  The hours and Level of Effort below are for ESTIMATION purposes ONLY; they will NOT be part of the award.
Schedule: Insert prices and other required information below.

Estimated Effort Schedule of Services
	CLIN
	DESCRIPTION
	QTY
	UNIT OF ISSUE
	UNIT AMOUNT
	Amount Obligated

	
	
	
	
	
	

	0001
	Firm Fixed Price Support for Upgrades to Existing Glider Systems in accordance with the Performance Based Statement of Work 
4 month Period of Performance Estimated Level of Effort is 140 hours 
	1
	Each
	
	

	
	TOTAL PRICE:
	

	For informational Purposes:                                                                                                                                     Total Amount: 
Labor Category:  

	


52.212-2 Evaluation -- Commercial Items (JAN 1999):
(a) The Government will award a contract resulting from this solicitation to the responsible quoter whose quote conforming to the solicitation will be most advantageous to the Government, price and other factors considered.

The following factors shall be used to evaluate offers: 

Technical 

Contractors Corporate Experience to accomplish the requirement as stated in the PWS. 

Contractors Management Structure to accomplish the requirement as stated in the PWS. 

Key Personnel Qualifications - Resume 

· name/title/category

· skills/qualifications

· references maybe asked for upon request
· addresses Section 5 of the SOW, Candidates Minimum Technical Requirements

· have necessary skills for task and deliverable completion as referenced in the SOW

· signed letter of commitment 

Past Performance 

Price


Procedures in FAR 13.106 are applicable to this procurement. While price will be a significant factor in the evaluation of offers, the final contract award will be based on the combination of the factors above.

(b) Options. The Government will evaluate offers for award purposes by adding the total price for all options to the total price for the basic requirement. The Government may determine that an offer is unacceptable if the option prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the option(s).

(c) A written notice of award or acceptance of a quote mailed or otherwise furnished to the successful quoter within the time for acceptance specified in the quote, shall result in a binding contract without further action by either party. Before the quote's specified expiration time, the Government may accept a quote (or part of a quote), whether or not there are negotiations after its receipt, unless a written notice of withdrawal is received before award.


Technical and Contractual Questions Concerning This Solicitation - All questions concerning this procurement, either technical or contractual must be submitted in writing via e mail to the Contracting Office. No direct discussion between the technical representative and a prospective offeror will be conducted unless it is deemed necessary by the Contracting Officer. Questions shall be sent to the following point of contact: Jennifer Lee 831-656-2034


PROVISIONS AND CLAUSES:

SECTION I – CONTRACT CLAUSES
CLAUSES INCORPORATED BY REFERENCE

The following FAR / DFAR clauses are incorporated by reference:
	52.204-99
	System for Award Management Registration
	AUG 2012

	52.213-4
	Terms and Conditions – Simplified Acquisitions (Other Than Commercial Items) 
	JUN 2016

	52.217-8
	Option to Extend Services
	NOV 1999

	52.217-9
	Option to Extend the Term of the Contract
	MAR 2000

	52.232-1
	Payments
	APR 1984

	52.232-18
	Availability of Funds
	APR 1984

	52.233-3
	Protest After Award
	AUG 1996

	52.233-4
	Applicable Law For Breach Of Contract Claim
	OCT 2004

	52.243-1
	Changes—Fixed Price
	AUG 1987

	52.249-1
	Termination For Convenience Of The Government (Fixed Price) (Short Form)
	APR 1984

	525.212-7001 (Dev)
	Contract Terms and Conditions Required to Implement Statutes or Executive Orders Applicable to Defense Acquisitions of Commercial Items (Deviation)
	DEC 2010

	252.225-7000
	Buy American Act – Balance of Payments Program Certificate
	JUN 2012

	252.225-7001
	Buy American Act and Balance of Payments Program
	DEC 2012

	252.225-7002
	Qualifying Country Sources as Subcontractors
	DEC 2012

	252.232-7003 
	Electronic Submission Of Payment Requests And Receiving Reports 
	MAR 2008 


52.252-2      CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):

FAR Clauses: http://acquisition.gov/comp/far/
DFARS Clauses: http://www.acq.osd.mil/dpap/dars/dfars/
(End of clause)

DFARS 252.204-7000 -- DISCLOSURE OF INFORMATION (DEC 1991)

(a) The Contractor shall not release to anyone outside the Contractor's organization any unclassified information, regardless of medium (e.g., film, tape, document), pertaining to any part of this contract or any program related to this contract, unless—
(1) The Contracting Officer has given prior written approval; or

(2) The information is otherwise in the public domain before the date of release.

(b) Requests for approval shall identify the specific information to be released, the medium to be used, and the purpose for the release. The Contractor shall submit its request to the Contracting Officer at least 45 days before the proposed date for release.

(c) The Contractor agrees to include a similar requirement in each subcontract under this contract. Subcontractors shall submit requests for authorization to release through the prime contractor to the Contracting Officer.

(End of clause)

The following provisions and clauses apply to this acquisition and will be incorporated into any resultant purchase order.  
	52.202-1
	Definitions
	(JAN 2012)

	52.203-16
	Preventing Personal Conflicts of Interest
	(DEC 2011)

	52.204-10
	Reporting Executive compensation and First-Tier Subcontract Awards
	(AUG 2012)

	52.204-19
	Incorporation by Reference of Representations and Certifications
	(DEC 2014)

	52.209-6
	Protecting the Government’ Interest When Subcontracting with Contractors Debarred, Suspended, or Proposed for Debarment 
	(DEC 2010)

	52.212-1
	Instructions to Offerors-Commercial Items
	(FEB 2012)

	52.212-2
	Evaluation—Commercial Items
	(OCT 2014)

	52.219-28
	Post-Award Small Business Program Representation 
	(JUL 2013)

	52.222-3
	Convict Labor
	(JUN 2003)

	52.222-19
	Child Labor—Cooperation with Authorities and Remedies 
	(MAR 2012)

	52.222-21
	Prohibition of Segregated Facilities
	(FEB 1999)

	52.222-26
	Equal Opportunity
	(MAR 2007)

	52.222-35
	Equal Opportunity for Veterans (>$150K)
	(SEP 2010)

	52.222-36
	Equal Opportunity for Workers with Disabilities
	(JUL 2014)

	52.222-37
	Employment Reports on Veterans (>$150K)
	(SEP 2010)

	52.222-50
	Combating Trafficking in Persons
	(FEB 2009)

	52.223-18
	Encouraging Contractor Policies to Ban Text Messaging while Driving 
	(AUG 2011)

	52.224-1
	Privacy Act Notification
	(APR 1984)

	52.224-2
	Privacy Act
	(APR 1984)

	52.225-13
	Restrictions on Certain Foreign Purchases
	(JUN 2008)

	52.232-33
	Payment by Electronic Funds Transfer—Central Contractor Registration
	(OCT. 2003)

	52.232-39
	Unenforceability of Unauthorized Obligations
	(JUN 2013)

	52.233-3
	Protest After Award 
	(AUG 1996)

	52.233-4
	Applicable Law for Breach of Contract Claim 
	(OCT 2004)

	52.243-7
	Notification of Changes
	(APR 1984)

	52.252-1
	Solicitation Provisions Incorporated by Reference), http://farsite.hill.af.mil/ and www.acq.osd.mil
	(FEB 1998)

	52.252-3
	Alterations in Solicitation
	(APR 1984)


The following DFARS provisions and clauses apply to this acquisition and are incorporated by reference.  If the offeror has completed any of the following provisions listed in this paragraph electronically as part of its annual representations and certifications at https://www.acquisition.gov, the offeror they are to indicated in the submitted quote, there is no need to complete these provisions again for a this solicitation.
	252.203-7000
	Requirements Relating to Compensation of Former DoD Officials
	(SEP 2011)

	525.203-7002
	Requirement to Inform Employees of Whistleblower Rights
	(SEP 2013)

	252.203-7005
	Representation Relating to Compensation of Former DoD Officials
	(NOV 2011)

	252.204-7003
	Control Of Government Personnel Work Product
	(APR 1992)

	252.204-7004
	Alternate A, System For Award Management
	(MAY 2013)

	252.215-7007
	Notice of Intent to Resolicit
	(JUN 2012)

	252.215-7008
	Only One Offer
	(JUN 2012)

	252.223-7008
	Prohibition of Hexavalent Chromium
	(JUN 2013)

	252.225-7000
	Buy American—Balance of Payments Program Certificate
	(JUN 2012)

	252.225-7001
	Buy American and Balance of Payments Program
	(DEC 2012

	252.225-7048
	Export – Controlled Items
	(JUN 2013)

	252.232-7003
	Electronic Submission Of Payment Requests And Receiving Reports
	(JUN 2012)

	252.232-7006
	Wide Area Workflow Payment Instructions
	(JUN 2012)

	252.232-7010
	Levies on Contract Payments
	(DEC 2006)

	252.232-7003
	Electronic Submission of Payment Requests and Receiving Reports
	(JUN 2012)

	252.244-7000
	Subcontracts for Commercial Items
	(JUN 2013)

	252.247-7023
	Transportation of Supplies by Sea
	(MAY 2002)


Authorized Changes Only by Contracting Officer The Contractor shall not comply with any order, direction or request of Government personnel unless it is issued in writing and signed by the Contracting Officer, or is pursuant to specific authority otherwise included as part of this contract. Except as specified herein, no order, statement, or conduct of Government personnel who visit the contractor’s facilities or in any other manner communicates with Contractor personnel during the performance of this contract shall constitute a change under the Changes clause in Section I. In the event the Contractor effects any change at the direction of any person other the Contracting Officer, the change will be considered to have been made without authority and no adjustment will be made in the contract price to cover any increase in cost incurred as a result thereof. The address and telephone number of the Contracting Officer is: tbd and the NPS Contracting Office POC: Jennifer Lee, 831-656-2034, jllee@nps.edu 
252.204-7000 Disclosure of Information (DEC 1991)
 (a) The Contractor shall not release to anyone outside the Contractor's organization any unclassified information, regardless of medium (e.g., film, tape, document), pertaining to any part of this contract or any program related to this contract, unless—

(1) The Contracting Officer has given prior written approval; or

(2) The information is otherwise in the public domain before the date of release.

(b) Requests for approval shall identify the specific information to be released, the medium to be used, and the purpose for the release. The Contractor shall submit its request to the Contracting Officer at least 45 days before the proposed date for release.

(c) The Contractor agrees to include a similar requirement in each subcontract under this contract. Subcontractors shall submit requests for authorization to release through the prime contractor to the Contracting Officer.
DATA RIGHTS: It is the Government’s intent to retain unlimited rights to all software, documentation, and data first produced in performance of the purchase order.
PAPERLESS CONTRACTING All contractual documents (I.E. contracts, purchase orders, task orders, delivery orders, and modifications) related to the instant procurement are considered to be “issued” by the Government when copies are either deposited in the mail, transmitted by facsimile, or sent by other electronic commerce methods, such as e mail.  The Government’s acceptance of the contractor’s proposal constitutes bilateral agreement to “issue” contractual documents as detailed herein.
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Amendment 0001 SECTION 7.0 Performance Based Statement of Work

Autonomous Systems Sensor and Networking Upgrades 

Department of Physics

Naval Postgraduate School

2.0 Background/Introduction:
The Office of Naval Research (Code 322MS) has provided the Naval Postgraduate School (NPS) Physics Department with several autonomous underwater gliders, originally developed by Alaska Native Technologies.  ONR-321MS has tasked the Department with the management of these Littoral Glider systems and the integration of various sensors onto these platforms for research and operational opportunities with NPS students.  ONR-321MS has provided the Department with more advanced acoustic sensors and the desire to utilize multiple acoustic sensors on a single platform.  

In addition, the NPS Physics Department manages 2 Wave Glider SV2 systems, developed by Liquid Robotics, Inc.  Each of these systems utilizes a towed underwater acoustic modem (Teledyne-Benthos) integrated into its tow platform for underwater communications with systems utilizing compatible modems.  The software that is utilized by the Littoral Glider systems was developed and is not Commercial Off the Shelf (COTS).  This software supports the integration of compatible underwater acoustic modems onto the Littoral Glider systems utilizing the previous higher-power science computer.

The purpose of this statement of work is to define requirements for additional efforts associated with these systems and their sensors.  Commercial type service support shall be utilized in the upgrading of all science computers to a common, low-power system, capable of simultaneously performing data acquisition of the new advanced acoustic sensors as well as supporting the networking capabilities through new advanced acoustic modems.

3.0 Scope:
The work includes the following major upgrades to the existing glider systems:

· Design, build, test, and integrate the hardware for an upgraded low-power science computer (SC) with integrated data acquisition (DAQ) system, and the software which is needed to run the hardware. The Government provided hardware will be COTS from various vendors (e.g., raspberry pi computer board, A2D card, cables), the combination of which is expected to be designed by the vendor in coordination with NPS.  This will form the total hardware package of the SC/DAQ system. Real-time embedded software and hardware control will need to be developed by the vendor.  

· Design, create, test, and integrate the software which is needed to collect data from at least two analog acoustic sensors (each with 4 analog acoustic channels and 1 serial channel of sensor data), and two advanced digital acoustic sensors (each with digital data streams of 4 acoustic channels and 1 serial channel), and existing environmental sensors (AML Oceanographic SmartX sensors). The contactor shall build a low-power science computer, with COTS Government Furnished equipment must also be capable of managing software associated with an integrated acoustic modem.  To the extent possible, the previously developed SC/DAQ software should be transferred to the new system for use with existing sensor and modem hardware. The hardware will be acquired by NPS, while the vendor must develop the real-time embedded software and hardware control to extract the sensor’s data into the DAQ.

· Technical support in sea-trials and lab tests of the system.

4.0 Tasks:  The tasks required in this Performance Based Statement of Work (SOW) are in support of the scope of the requirement.  

The tasks will encompass the above elements of the Scope referenced in section 2.0.  

The contractor will have access to Government provided sensors that are ITAR restricted, and some of the processing of data may be finalized at the secret level.      

The contractor shall perform the following task(s) as follows:

4.1 Design, build, and test hardware and software upgrades for components of the SC/DAQ
4.1.1 Investigate various low-power configurations, prioritizing heat management, storage, data rates, processing ability. 
4.2 Document hardware configurations, software management and usage, operating parameters, SOPs
4.2.1 Maintain updates to glider Wiki
4.3 Upgrade and test hardware, including
4.3.1 connections and wiring;
4.3.2 data throughput;
4.3.3 sensor mounting and cable management; and
4.3.4 power requirements and conditioning.
4.4 Technical support in sea-trials and testing

4.0 Deliverables:
The contractor shall be responsible for providing the following deliverables:   

4.1 Functioning hardware and software that fit within the existing form factors and power requirements of existing systems, and support all data collection, processing, and sensor management defined in the tasks.
4.2 Documentation describing utilization of any software developed, test results, and changes in hardware or software.
4.3 Documentation providing utilization of system, including hardware connections, and limitations of performance.
4.4 Sea-trial support and testing
Performance Measurement - Quality Assurance Plan
	Task
	Deliverable that will be inspected 
	Acceptable Quality Level (AQL)
	Method
	Frequency

	3.1


	Design specs, SOPs, software installation and usage guides, example data sets, performance specs

	SC/DAQ operating without heating issues, recording and processing in real-time at minimum 16kHz/channel for 8+ channels synchronously, clock drift < 10msec/hr, self-noise floor below sensors’.
	Personal observation at NPS


	Continuously through the period of performance

	3.2
	Revised and Updated Wiki Material
	Materials in the agreed upon format  
	100% Inspection of Deliverables
	Once a month



	3.3
	Revised and Updated Hardware and Connections
	Upgraded or repaired connections and wiring;

data throughput within spec; sensor mounting and cable management improvements; and on-board, controllable power conditioning  
	100% Inspection of Deliverables


	Once a month



	4.4
	Sea-Trial Support and Testing
	Correct response of software and sensors during sea-trial missions and collection of test data
	Personal observation during sea-trials 
	Continuously through the sea-trials 


If performance falls below the AQL defined above, the Contracting Officer’s Representative (COR) shall document the instance(s), coordinate with the Contracting Officer and advise the Contractor.  The Contractor will be requested to review the documentation and provide a written response on how performance will be corrected in the future.  Re-performance of any work for failure to perform in accordance with the specified AQL or task requirement shall be completed at the Contractor’s own expense and at no additional cost to the Government.

5.0 Minimum Technical Requirements for Contractor and Contractor Candidate:
· Must have at least one year of experience with the use and integration of AML Oceanographic sensors, Wilcoxon acoustic sensors, and Teledyne-Benthos acoustic modems, or closely related sensors.

· Significant experience (> 5 years) in development, design, testing, and integration of real-time embedded software, both for Linux and Windows environments;

· Experience (> 5 years) in developing device drivers for embedded Linux and Windows environments;

· Experience in acoustic sensor integration, data collection and signal processing;

· Experience in oceanographic sensor integration and data collection;

· Significant experience in networking applications, particularly across differing platforms (e.g., Linux to/from Windows);

· Ability to be located in the Monterey Bay, CA area during the period of performance and be able to provide on-site support on campus at NPS (Monterey, CA);

· Must be able to expand upon and integrate as an upgrade to existing software previously developed by Taygeta Scientific, Inc. in Monterey, CA;

· Must be able to participate in  sea-trials in Monterey Bay and participate in laboratory testing at NPS – schedule is to be determined by the Government

· Current DoD security clearance (secret level)

· Must be US Citizen

6.0 Period of Performance:
Four (4) months from date of award.  

7.0 Place of Performance:
System design and software development may be carried out at contractor’s location.

Hardware integration and system testing must be conducted at the Naval Postgraduate School, Monterey, CA 93943.

Anticipated testing aboard research vessels in Monterey Bay. The sea-trial transportation and logistics will be provided by the Government.  Contractor shall provide compliance with all individual safety requirements for embarking on research vessels.

8.0 Government Furnished Property:
8.1 The government shall provide appropriate lab space, supplies and equipment to perform the above defined tasks at NPS. This is to include standard lab equipment (e.g., oscilloscopes, function generators, soldering equipment, and miscellaneous supplies) as well as the use of the acoustic and environmental sensors being integrated onto the glider platforms. Computer hardware components and A2D converters, along with necessary cables and other minor hardware supplies that will make up the data acquisition system will be purchased by NPS.

8.2 The government shall provide previously developed government source code for this project and utilized on the autonomous systems.
9.0 Work Week and Hours of Operation:

The Contractor shall provide services during normal working hours excluding federal holidays. Normal working hours are 0730-1630, Monday through Friday, unless requirements dictate otherwise. Exceptions can be permitted by the COR upon request and at the COR’s discretion.

Following is a list of holidays observed by the Government.   

Name of Holiday



Time of Observance
New Year’s Day

 

1 January


Martin Luther King Jr. Day


Third Monday in January


President's Day



Third Monday in February


Memorial Day



Last Monday in May


Independence Day 


4 July


Labor Day



First Monday in September 


Columbus Day



Second Monday in October


Veteran's Day



11 November


Thanksgiving Day



Fourth Thursday in November


Christmas Day



25 December

If any of the above holidays occur on a Saturday or a Sunday, then such holiday shall be observed by the Contractor in accordance with the practice as observed by the assigned Government employees at the using activity

10.0 Travel:   None anticipated.  The Government will not provide any commuting or relocation expenses associated with this requirement.  
11.0 Transition Activities:

It is essential to the Government that services required under this PWS are performed without interruption.  At the conclusion of any performance period, including option periods or extensions, the services provided under this PWS may be awarded to another contractor.  The contractor in place shall be required to assist in the transition activities. 

12.0 Security Requirements:
Some of the Government provided sensors being used in this effort are ITAR restricted, and associated processing of some of the data can lead to classification at the secret level.

Contractor personnel performing work under this contract must have a secret level clearance at time of the proposal submission, and must maintain the level of security required for the life of the contract.  The security requirements are in accordance with the attached DD254.  Contractor Key Personnel must be U.S. Citizens. 

Contractors performing on this contract are required to familiarize themselves with, and participate in, the Naval Postgraduate School’s OPSEC program.    Must be familiar with and comply with NAVPGSCOLINST 3432.1B, the NPS Critical Information List, DoDI 5205.2E and their applicable references.  The contractor will be required to complete OPSEC and counter-intelligence training within 30 days of beginning the work, or provide proof of OPSEC and counterintelligence training completed within the previous 12 months.  The contractor may not publicly release any information about developmental work or curriculum at NPS without prior written approval from the Preliminary Investigator (PI).

13.0 Human Subject Research:
No Human Research will be conducted by the Contractor.

Contractor personnel performing work under this contract may not support, advise, or conduct research involving human subjects.  If at any time during the period of performance of this contract the tasks involve human subject research, the Contractor shall immediately notify the Contracting Officer.  The contract must be amended in accordance with DoDD 3216.02 and DFAR 252.235-7004 in the event human subject research is proposed.  

14.0 Privacy Act Statement: 
“Pursuant to Title 5 United States Code 552a(m)(l), the contractor and all employees of the contractor working under this contract are required to comply with the requirements of 5 U.S.C. 552a (“The Privacy Act of 1974”).”  

15.0 Identification of Contractor Employees
In accordance with DFAR 211.106, there shall be a clear distinction between Government employees and service contractor employees.  Service contractor employees shall identify themselves as contractor personnel by introducing themselves or being introduced as contractor personnel.  Contractor personnel will be required to obtain and wear badges or other visible identification for meetings with Government personnel to provide a clear distinction between service contractor employees and Government personnel. In addition, contractor personnel shall appropriately identify themselves as contractor employees in telephone conversations and in formal and informal written correspondence.  They must also ensure that all documents or reports produced by contractors are suitably marked as contractor products or that contractor participation is appropriately disclosed. 

16.0 Non-Personal Services Statement: 

Contractor employees performing services under this order will be controlled, directed, and supervised at all times by management personnel of the contractor.  Contractor management will insure that employees properly comply with the performance work standards outlined in the SOW.  Contractor employees will perform their duties independent of, and without the supervision of, any Government official or other Defense Contractor.  The tasks, duties, and responsibilities set forth in the task order may not be interpreted or implemented in any manner that results in any contractor employee creating or modifying Federal policy, obligating the appropriated funds of the United States Government, overseeing the work of Federal employees, or otherwise violating the prohibitions set forth in Parts 7.5 and 37.1 of the Federal Acquisition Regulation (FAR).  The Government will control access to the facility and will perform the inspection and acceptance of the completed work.

17.0 NAVSUP 5252.204-9400 Contractor Unclassified Access to Federally Controlled Facilities, Sensitive Information, Information Technology (IT) Systems or Protected Health Information (July 2013) 

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and implement Federal security standards for Federal employees and contractors. The Deputy Secretary of Defense Directive-Type Memorandum (DTM) 08-006 – “DoD Implementation of Homeland Security Presidential Directive – 12 (HSPD-12)” dated November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12. This clause is in accordance with HSPD-12 and its implementing directives. 

APPLICABILITY 

This clause applies to contractor employees requiring physical access to any area of a federally controlled base, facility or activity and/or requiring access to a DoN or DoD computer/network/system to perform certain unclassified sensitive duties. This clause also applies to contractor employees who access Privacy Act and Protected Health Information, provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Position, as advised by the command security manager. It is the responsibility of the responsible security officer of the command/facility where the work is performed to ensure compliance. 

Each contractor employee providing services at a Navy Command under this contract is required to obtain a Department of Defense Common Access Card (DoD CAC). Additionally, depending on the level of computer/network access, the contract employee will require a successful investigation as detailed below. 

ACCESS TO FEDERAL FACILITIES 

Per HSPD-12 and implementing guidance, all contractor employees working at a federally controlled base, facility or activity under this clause will require a DoD CAC. When access to a base, facility or activity is required contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy Command and shall out-process prior to their departure at the completion of the individual’s performance under the contract.

ACCESS TO DOD IT SYSTEMS 

In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD networks are categorized as IT-I, IT-II, or IT-III. The IT-II level, defined in detail in SECNAV M-5510.30, includes positions which require access to information protected under the Privacy Act, to include Protected Health Information (PHI). All contractor employees under this contract who require access to Privacy Act protected information are therefore categorized no lower than IT-II. IT Levels are determined by the requiring activity’s Command Information Assurance Manager. Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the contract) require a Single Scope Background Investigation (SSBI) which is a higher level investigation than the National Agency Check with Law and Credit (NACLC) described below. Due to the privileged system access, a SSBI suitable for High Risk public trusts positions is required. Individuals who have access to system control, monitoring, or administration functions (e.g. system administrator, database administrator) require training and certification to Information Assurance Technical Level 1, and must be trained and certified on the Operating System or Computing Environment they are required to maintain. 

Access to sensitive IT systems is contingent upon a favorably adjudicated background investigation. When access to IT systems is required for performance of the contractor employee’s duties, such employees shall in-process with the Navy Command’s Security Manager and Information Assurance Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources. The decision to authorize access to a government IT system/network is inherently governmental. The contractor supervisor is not authorized to sign the SAAR-N; therefore, the government employee with knowledge of the system/network access required or the COR shall sign the SAAR-N as the “supervisor”. 

The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date. Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date. 

When required to maintain access to required IT systems or networks, the contractor shall ensure that all employees requiring access complete annual Information Assurance (IA) training, and maintain a current requisite background investigation. The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required. 

INTERIM ACCESS 

The Navy Command's Security Manager may authorize issuance of a DoD CAC and interim access to a DoN or DoD unclassified computer/network upon a favorable review of the investigative questionnaire and advance favorable fingerprint results. When the results of the investigation are received and a favorable determination is not made, the contractor employee working on the contract under interim access will be denied access to the computer network and this denial will not relieve the contractor of his/her responsibility to perform. 

DENIAL OR TERMINATION OF ACCESS 

The potential consequences of any requirement under this clause including denial or termination of physical or system access in no way relieves the contractor from the requirement to execute performance under the contract within the timeframes specified in the contract. Contractors shall plan ahead in processing their employees and subcontractor employees. The contractor shall insert this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a federally controlled facility, federally-controlled information system/network and/or to government information, meaning information not authorized for public release. 

CONTRACTOR’S SECURITY REPRESENTATIVE 

The contractor shall designate an employee to serve as the Contractor’s Security Representative. Within three work days after contract award, the contractor shall provide to the requiring activity’s Security Manager and the Contracting Officer, in writing, the name, title, address and phone number for the Contractor’s Security Representative. The Contractor’s Security Representative shall be the primary point of contact on any security matter. The Contractor’s Security Representative shall not be replaced or removed without prior notice to the Contracting Officer and Command Security Manager. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES 

Navy security policy requires that all positions be given a sensitivity value based on level of risk factors to ensure appropriate protective measures are applied. Navy recognizes contractor employees under this contract as Non-Critical Sensitive [ADP/IT-II] when the contract scope of work require physical access to a federally controlled base, facility or activity and/or requiring access to a DoD computer/network, to perform unclassified sensitive duties. This designation is also applied to contractor employees who access Privacy Act and Protected Health Information (PHI), provide support associated with fiduciary duties, or perform duties that have been identified by DON as National Security Positions. At a minimum, each contractor employee must be a US citizen and have a favorably completed NACLC to obtain a favorable determination for assignment to a non-critical sensitive or IT-II position. The NACLC consists of a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check. Each contractor employee filling a non-critical sensitive or IT-II position is required to complete: 

· SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product) 

· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission) 

· Original Signed Release Statements

Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. Background investigations shall be reinitiated as required to ensure investigations remain current (not older than 10 years) throughout the contract performance period. The Contractor’s Security Representative shall contact the Command Security Manager for guidance when reinvestigations are required. 

Regardless of their duties or IT access requirements ALL contractor employees shall in-process with the Navy Command’s Security Manager upon arrival to the Navy command and shall out-process prior to their departure at the completion of the individual’s performance under the contract. Employees requiring IT access shall also check-in and check-out with the Navy Command’s Information Assurance Manager. Completion and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all individuals accessing Navy Information Technology resources. The SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the individual’s start date. Failure to provide the required documentation at least 30 days prior to the individual’s start date shall result in delaying the individual’s start date. 

The contractor shall ensure that each contract employee requiring access to IT systems or networks complete annual Information Assurance (IA) training, and maintain a current requisite background investigation. Contractor employees shall accurately complete the required investigative forms prior to submission to the Navy Command Security Manager. The Navy Command’s Security Manager will review the submitted documentation for completeness prior to submitting it to the Office of Personnel Management (OPM). Suitability/security issues identified by the Navy may render the contractor employee ineligible for the assignment. An unfavorable determination made by the Navy is final (subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from meeting any contractual obligation under the contract. The Navy Command’s Security Manager will forward the required forms to OPM for processing. Once the investigation is complete, the results will be forwarded by OPM to the DON Central Adjudication Facility (CAF) for a determination. 

If the contractor employee already possesses a current favorably adjudicated investigation, the contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative. Although the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will take JPAS "Servicing" role over the contractor employee during the hiring process and for the duration of assignment under that contract. The contractor shall include the IT Position Category per SECNAV M-5510.30 for each employee designated on a VAR. The VAR requires annual renewal for the duration of the employee’s performance under the contract. 

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR CONTRACTORS ASSIGNED TO OR PERFORMING NONSENSITIVE DUTIES 

Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties such as lawn maintenance, vendor services, etc.) and who require physical access to publicly accessible areas to perform those duties shall meet the following minimum requirements: 

· Must be either a US citizen or a US permanent resident with a minimum of 3 years legal residency in the United States (as required by The Deputy Secretary of Defense DTM 08- 006 or its subsequent DoD instruction) and 

· Must have a favorably completed National Agency Check with Written Inquiries (NACI) including a FBI fingerprint check prior to installation access. 

To be considered for a favorable trustworthiness determination, the Contractor’s Security Representative must submit for all employees each of the following: 

· SF-85 Questionnaire for Non-Sensitive Positions 

· Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission) 

· Original Signed Release Statements 

The contractor shall ensure each individual employee has a current favorably completed National Agency Check with Written Inquiries (NACI) or ensure successful FBI fingerprint results have been gained and investigation has been processed with OPM. 

Failure to provide the required documentation at least 30 days prior to the individual’s start date may result in delaying the individual’s start date. In order to maintain access to required systems, the contractor shall ensure completion of annual Information Assurance (IA) training, monitor expiration of requisite background investigations, and initiate reinvestigations as required. 

* Consult with your Command Security Manager and Information Assurance Manager for local policy when IT-III (non-sensitive) access is required for non-US citizens outside the United States. 

18.0 Points of Contact: 

NPS Contacting Office Point of Contact 

Jennifer Lee

Contract Specialist

Phone: 831-656-2034

E Mail: jllee@nps.edu
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